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© 000 «KPUNTO-MPO>», 2000-2024. Bce npaBsa 3awyuiueHbl.

ABTOpCKUe MpaBa Ha CpeacTBo KpunTorpadudeckoii 3awmuTel uHdopmauumn Kpuntollpo CSP n akcnayaTtaumoHHyto
AOKYMEHTALMIO K HEMY 3aperncTprnpoBaHbl B Poccuiickom areHTCTBe No naTeHTam 1 ToBapHbIM 3Hakam (PocnateHT).

JokyMeHT BXoguMT B KOMMAEKT noctaeku nporpammuoro obecneyveHus CK3U Kpuntollpo CSP Bepcun 5.0 R3 KC1,;
Ha Hero pacnpoCTPaHSIOTCS BCE YCNOBUS JINLEH3NOHHOIO coratueHns. bes cneymanbHOro NMCbMEHHOro paspeLueHuns
000 «KPUMNTO-MPO>» foKyMEHT nan ero 4acTb B 3EKTPOHHOM WK NEYAaTHOM BUAE HE MOTYT OblTb CKONMMPOBaHbI
U MepefaHbl TPETBUM JINLAM C KOMMEPHECKON LEeNbHo.
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AHHOTaUMNSA

Hacrosiwuii gokymeHT onuceiBaeT coctas dyHkumii n tectosoe 10 Kpuntollpo JavaTLS (JTLS), exoasiwero
B coctae CK3W «Kpuntollpo CSP» Bepcus 5.0 R3 KC1 (ncnonHenme 1-Base), n npepHasHayeH ansi paspabotku
npuknagHoro MO ¢ HenocpencTBeHHbIM Bbi3oBOM byHKuunii CK3W.

1 BsepaeHue

Mogyne Kpuntollpo JavaTLS npegocraensieT goctyn K peanmsauusim npoTtokosna TLS B cooTeeTcTBMM C
POCCUIACKMMMN KPUNTOrpadhuyeCKUMM anropuTMamm n oyHKLMOHUPYET NOA YNpaB/eHneM BUPTYabHOW Java-MalnHbl.

OcHogHble dyHkuymu, peanusyemble Kpuntollpo JavaTLS:

e nBe cCxeMbl ayTeHTUdUKaLMM C UCMOJbL30BaHWEM obmeHa kitodeid no cxeme [dudpcpu-Xannmana u
xawuposatus B cootserctsum ¢ FOCT P 34.11-94 n FTOCT P 34.11-2012 — oaHOCTOPOHHSISI (aHOHUMHBIN KINEHT,
ayTeHTUULMPYEMBbI CEPBEP) U ABYXCTOPOHHsS (ayTeHTUdMLMPYEMble KINEHT 1 CEPBEP);

e B C/lydae ayTeHTMMKALNMMN KIMEHTA HA KAKOYE MOAMUCA MPUMEHSIIOTCS aJirOPUTMbl BbIpabOTKM 1 NpoBepKu
anektpoHHoii nognucu B cooteercteumn ¢ FOCT P 34.10-2001 vau TOCT P 34.10-2012;

e wwincposanmne coeguHenuns B cootsetcTeum ¢ anroputmamu FTOCT 28147-89, TOCT P 34.12-2015 Marma u
FOCT P 34.12-2015 KysHneunk;

e NMNTO3aLMTA NepeaaBaemMblx AaHHbIX B cooTBeTcTBumn ¢ anroputmamu FOCT 28147-89, TOCT P 34.12-2015
Marma u TOCT P 34.12-2015 KysHeuuk.

Mpumevanue. lNpn ectpameatun CK3W B npuknagHble cucTembl B C/y4ae WCMOb30BaHUS BbI3SOBOB,
BXogswmx B nepederb [lpunoxenusi 2 pgokymenTta «XKTAK.00101-03 95 01. [NpaBuna nosib30BaHNS »,
HeOOXOANMO NPOBOANTL OLEHKY BAusiHMA cpefpl dyHkunonuposatus (CP) CK3W Ha BbinonHeHne

npegbasaeHtbix K CK3U TpebosaHuii.
@ B cnyuae ncnonb3soBaHus BbIZOBOB, HE BXOASLWMX B nepedeHb [1punoxenns 2 pokymenta « XKTHAN.00101-03
95 01. Mpaeuna nonb3oBaHus», Heobxogumo npoBoanTL pa3paboTtky otaensHoro CK3U Ha base « Kpuntollpo
CSP» c npoBeaeHneM COOTBETCTBYIOLLMX TEMAaTUHECKUX UCCIEA0BAHUI B COOTBETCTBUN C AEACTBYIOLLEN
HOPMaTUBHOI Ha30iA.
Mogpobree cm. n. 1.5 gokymenTta «KTHAN.00101-03 30 01. Popmynsp>.

2 VYcrtaHoBka Kpuntollpo JavaTLS

Vcranoeka mogynst Kpuntollpo JavaTLS He Tpebyetcs, dyHkumonan nposaiigepa byaet moctyneH nocne
nobaeneHns moayns B classpath.

DKCnyaTauus OCyLECTBASETCS NyTeM fobaBneHUs npoBaliiepa B CMMUCOK java.security:

security.provider.<N>=JTLS
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B cnyuae ncnonbsosanus Java-mawmn sepcun 1.8 (8):

Mepen Tem, kak npuctynutb K yctanoeke Kpuntollpo JavaTLS, Heobxogumo ycTaHOBUTL KpunTonpoBaiigep
Kpuntollpo JavaCSP, eknto4ast mogynu wundposaHmsi.

[ns 3anycka nporpaMmbl YCTaHOBKM HeobxoaMMo Bbi3BaTb Java C uMmeHeM jar-cbaiina, Hampumep:
<JRE>/bin/java -jar cpSSL.jar. 3aTem BBeAUTE CEPUIiHbI/ HOMEP JIMLIEH3UN C MOMOLLbIO KOHTPOJILHOV NMaHeNu.

Tak>ke BO3MOXHa YCTaHOBKa C BBOAOM CepUiHOrO HoMepa ¢ nomolybto knacca ru.CryptoPro.ssl.JTLSInstall:

<JRE>/bin/java -cp cpSSL.jar ru.CryptoPro.ssl.JTLSInstall -install -verbose -sslserial
XXXXX-XXXXX-XXXXX-XXXXX-XXXXX -sslcompany "My Company"

VcTaHOBKa MOAYNS Tak e MOXET BbiTb BbINONHEHA € NoMoLLbio rpaduyeckoro (setup.exe, setup gui.sh) nnn
KOHcosibHOrO (setup console.bat, setup console.sh) uxcrannsTopos.

Moapobryto nudpopmavmio no ycranoeke Kpuntollpo JavaTLS cm. uHcTpykuuto no ucnonszosanuto Kpuntollpo
JavaTLS, Bxogswyto B KOMMIEKT 3KCMAyaTaLMOHHOW gokymeHTaumm Ha CK3W.

VNcnonbsosanue Kpuntollpo JavaTLS Bo3moxHO nog ynpaBnenmem Java-malivH, ykasaHHbiX B pasgene 3
«XKT41.00101-03 30 01. Popmynsipy. [nsi npeofonieHnsi 3KCNOPTHLIX OrpaHUYEHU Ha CTOWKYK KpunTorpaduto
cm. Ocobennoctun noakntodenus Kpuntollpo JavaTLS.
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3 PaboTta 4epe3 BHewHuin nHtepdgeiic JSSE

Kpuntollpo JavaTLS peanusyer crangaptHbiii uHTepdpeiic Java Secure Socket Extension (JSSE) w
obecneymnBaeT BbIMOJHEHNE 3aLUMLLEHHON MEpefadn AaHHbIX No npoTokosy TLS B cooTBeTcTBUM C poccuiickumm
kpuntorpaduHecKrMmN anropuTMamm Yepes CTaHaapTHelid untepdeiic JSSE.

3.1 OcobeHHocTu nogkntodeHna Kpuntollpo JavaTLS

Mo npuunne Bkatouernss B JSSE nomumo camoro uHTepdpeiica HEKOTOpbIX €ro peanusauuii (MprMepom
Takoii peasmsauum Ha BupTyansHoit mawmne SUN/Oracle siBnsietca nposaiigep com.sun.net.ssl.internal.ssl.Provider),
CYLLECTBYIOT HEKOTOpble ocobeHHocTu ncnonb3osanus Kpuntollpo JavaTLS.

BosmoxHa cutyaums, korga yctanoBnenHass JRE wumeer askcnoptHblie orpavuderuns. CLLUA 3anpewaer
3KCMOpT «cuibHoliy kpuntorpachum n Kpuntollpo JavaCSP ¢ pgaunoii kntouwa 256 6ut nonagaetr nog 3To
orpaHuyenmne. OrpaHudeHuns yctaHaenueatoTcs daiinamm local_policy. jar u US_export_policy. jar B kaTanore
<JRE>/jre/lib/security. [Ins CHATUS SKCMOPTHbIX OrpaHNYeHmnii HEODXOANMO cKayaTb baiin jce_policy.zip ¢
nofnTMKaMnm co CTpaHuubl https://www.oracle.com/java/technologies/javase-jce-all-downloads.html,
Bbibupas «Java Cryptography Extension (JCE) Unlimited Strength Jurisdiction Policy Files». [ns otnagkm moxHo
npocto ckonuposaTb US_export_policy.jar B local_policy.jar (oba caiina gonxHbl NpUCyTCTBOBATH).

3.2 Wcnonb3oBaHune Kpuntollpo JavaTLS uepe3 BHewHunii nntepdeiic
JSSE

Mocne Toro, kak Kpuntollpo JavaTLS nogkntoueH, gansHeiiwas pabota ¢ npotokosnom TLS B cooTBeTCTBUM
C POCCUACKAMUN KPUMNTOrpacpmyeckKmmy anropuTMaMu OCYLLUECTBSIETCS 4epe3 CTaHZapTHuli unTepdpeiic JSSE,
Hanmpumep, npu nomown metoga getDefault () knaccos SSLServerSocketFactory n SSLSocketFactory.

e Ecnn paccmaTtprBaemasi CTOpoHa SIBASIETCS CEPBEPOM, TO YCTAHOBJIEHWE 3aLUULLEHHOTO MO MPOTOKOJY
TLS coeauHeHnsi ocyLeCTBASIETCA NpU NOMOLLM PYHKLUMOHANBHOCTM Knacca SSLServerSocket. [ns nonydenus
obbeKTa TaKoro Kjlacca, MMEIOLLEro BOSMOXHOCTb OCYLUECTBAATL 3alUWLLIEHHBIA OBMEH JaHHbIMU B COOTBETCTBUU C
POCCUACKMMU KPUNTOrpachudeckuMiy aaropuTMamMm, Heobxoanmo caenathb crieaytollee:

// TOpT, mO KOTOpPOMY HOAHHHM CepBep yCTAHABIMBAET COEINUHEHUE
int port;
SSLServerSocketFactory sslSrvFact =
(SSLServerSocketFactory) SSLServerSocketFactory.getDefault();
SSLServerSocket ss = (SSLServerSocket)sslSrvFact.createServerSocket (port);

3aumuieHHoe coeanHeHne B obliem criydae MOXKET ObiTb OCYLIECTBAEHO M Npu nomolm knacca ServerSocket
(0bbeKkTbI MMEHHO 3TOrO Kjlacca BO3BPALLAlOTCs MeTofoM createServerSocket (port)). OpHako, Takoii knacc
MMEET MEHbLLYIO (PYHKLIMOHAILHOCTL, YeM ero pacwupenne — knacc SSLServerSocket. Boibop Toro, kakum knaccom
NoNb30BaThLCs, ba3upyeTcs Ha HEOBXOAMMOCTN YCTaHOBEHNS TEX UJIN UHLIX aTpubyToB npouecca obmeHa.

e Ecnn paccmaTtprBaemas cTopoHa SIBNSIETCS KJMEHTOM, TO YCTAaHOBJIEHME 3aLUMLLEHHOrO MO npoTokoay TLS
COEAUNHEHUNS OCYLLECTBSIETCS NPU NOMOLM pyHKLUMOHaIBHOCTU Knacca SSLSocket. Jns nonyyeHns obbekTa Takoro
K/lacca, UMEIOLLErO BO3MOXXHOCTb OCYLLECTBSATL 3alUNLLEHHbIi ODMEH gAHHLIMU B COOTBETCTBUM C POCCUIACKMMU
kpuntorpadu4eckMmn anroputTmMamm, Heobxogumo caenaThb cneayroee:

// TOpT cepBepa, IO KOTOPOMY yCTAHABIMBAETCH COeIUHEHME

int port;

// umMa XoCTa cepBepa, IO KOTOPOMY YCTaHABIMBAETCH COeAUHEHUE

String host

SSLSocketFactory sslFact = (SSLSocketFactory) SSLSocketFactory.getDefault();
SSLSocket soc = (SSLSocket)sslFact.createSocket (host, port);
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3aumuieHHoe coeauHeHne B obliem criydae MOXET OblTb OCYLIECTBJEHO W npw nomowwm knacca Socket
(0bbekTbl MMEHHO 3TOro Kjlacca BO3BpalaloTcst MeTopom createSocket (host, port)). OpHako, Takoii knacc
MMEET MeHbLUYIO PYHKLMOHANBLHOCTL, YeM ero pacwmpeHne — knacc SSLSocket. Bblbop Toro, kakum knaccom
NoNb30BaThLCsl, ba3upyeTcs Ha HEOBXOAMMOCTN YCTaHOBEHNS TEX WIN UHbIX aTpubyToB npouecca obmeHa.

[pyroii cnocob co3aaTh 3alUMLLEHHbIT KOHTEKCT:

KeyStore trustStore = KeyStore.getInstance(JCP.CERT_STORE_NAME) ;
trustStore.load(new FileInputStream(‘‘path_to_trust_store’’),
"trust_store_password".toCharArray()); // xpaHunume KOpPHEBHX CEpPTUPUKATOB
// EcCiu KOHTEKCT AJid CepBepa WIM IJd KINEHTa C ayTeHTUUKaluei
if (isServer || clientNeedsAuth) {
KeyManagerFactory kmf = KeyManagerFactory.getInstance("GostX509");
KeyStore keyStore = KeyStore.getInstance(JCP.HD_STORE _NAME);
keyStore.load(null, null);
kmf .init (keyStore, ‘key_store_password’’.toCharArray()); // llaposmb K KOHTelHepy
} // cepBepa unu KIHEHTA
TrustManagerFactory tmf = TrustManagerFactory.getInstance("GostX509") ;
tmf . init (trustStore);
SSLContext sslCtx = SSLContext.getInstance("GostTLS"); // BamumeHHHN KOHTEKCT
sslCtx.init(kmf != null ? kmf.getKeyManagers() : null,
tmf . getTrustManagers (), null);

3 SSLContext ganee MmoxHo noayuntb SSLSocketFactory u co3faBaTb COKETHI.

MprMepbl CO3aaHNS 3aLUNLLEHHOrO COEAMHEHUSI MEXY KJWEHTOM U CEPBEPOM Mo npoTokony TLS npueogsaTcs
B Samples/JTLS_samples, Bxogsawmux B auctpubytue Kpuntollpo JavaCSP. [Maketr ComLine mogyns Samples
COLEPXKUT NPUMEPLI CEpBEpPa N KMEHTA, 3aMyCKaeMble M3 KOMaHLHOW CTPOKMU.

MoafepXuBaemMble NPOTOKOIbI:

e GostTLS — cooteetcTtByeT TLS v. 1.0

e GostTLSv1.1 — cooteetcteyeT TLS v. 1.1
e GostTLSv1.2 — cooteercTyeT TLS v. 1.2

3.3 Wcnonb3oBaHune Kpuntollpo JavaTLS B HttpsURLConnection

Mpumep uncnonszosanus Kpuntollpo JavaTLS B HttpsURLConnection yepes ctangapTHblii uiTepdpeiic JSSE
npu nomowwm knaccos SSLServerSocketFactory u SSLSocketFactory. B npumepe ncnonb3syercs ayteHtudpmkauus no
KJINEHTCKOMY cepTudukary.

// TpoBepKa IENOYKN CEePTUOUKATOB CEpBepa, K KOTOPOMY BHIONHAETCS NOZKideHwe, no CRL us
CRLDP cepeepHOTO CepTHpHKaTa

System.setProperty("com.sun.security.enableCRLDP", "true");

URL url = new URL("https://testgost2012st.cryptopro.ru/gost2st.txt"); // ampec momxmoOYeHUS

KeyStore keyStore = KeyStore.getInstance(JCP.HD_STORE _NAME);
keyStore.load(null, null);

KeyManagerFactory kmf = KeyManagerFactory.getInstance("GostX509");
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kmf . init (keyStore, "key_store_password".toCharArray()); // Ilaposmb XK KOHTelHepy KIWEHTa

KeyStore trustedKeyStore = KeyStore.getInstance("JKS");
trustedKeyStore.load(new FileInputStream("path_to_trust_store.jks"),
"trust_store_password".toCharArray()); // Xpauunume KOpPHEBHX CEpTUPUKATOB

TrustManagerFactory tmf = TrustManagerFactory.getInstance("GostX509");// BaumumeHHBIH KOHTEKCT
tmf . init (trustedKeyStore) ;

SSLContext sslCtx = SSLContext.getInstance("GostTLS");
ss1Ctx.init (kmf.getKeyManagers(), tmf.getTrustManagers(), null);

SSLSocketFactory socketFactory = sslContext.getSocketFactory();

HttpsURLConnection connection = (HttpsURLConnection) url.openConnection();
connection.setSSLSocketFactory(socketFactory);
// #e HttpsURLConnection.setDefaultSSLSocketFactory!

connection.connect();
// paboTa ¢ maHHEME U3 connection
connection.disconnect();

Mpu nepepaye habpnkm COKeTOB B connection MCMosb3yeTcs HecTaTuyeckuii metog setSSLSocketFactory
obbekTa connection, a He setDefaultSSLSocketFactory, Tak Kak B nocjiegHeM cCjly4ae CO3faHue 3alULLEHHOro
KOHTEKCTa BbINOJIHAETCSA MHaYe: TeKylne HACTPOMKN UTHOPUPYIOTCA W CO3[AETCA HOBbIA 3aLUMLLEHHBIA KOHTEKCT,
BasupyloNMACa Ha 3HAYEHUsX MO  YMOJYAHUIO WM napaMeTpax MNOAK/IOYEHUs, 3afaHHbIX C  MOMOLLbIO
System.setProperty().
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4 VYnpaBneHue ka4amum n ceptudmnkaTamm

B KpunTollpo JavaTLS B npouecce ycTaHOB/IEHNS 3aLLMLLEHHOTO COEANHEHUS MO npoTokoay TLS ncnonb3ytores
crepyowne Tpu Tuna obbEKTOB:

® 3aKpbITbIF K4 0bMeHa;

e ceptndpmkat (MaM yenoyuka cepTnnKaToB) OTKPLITOrO KJKOHa, COOTBETCTBYIOLLIErO 3aKPLITOMY KIIHOYY;

® [10BepeHHbIll cepTdMKaT ANsi NpoBepkn cepTudbmkata (Mam Lenoykn cepTndrKaToB) MPOTMBOMONOKHONM
CTOPOHBI.

B 3aBucumoctu OT posnu gaHHOW CTOpPOHbI (KAMEHT uAM CepBep), a Takxke OT Tuna ayTeHTUdmMKauum
(OBHOCTOPOHHSIS UM ABYCTOPOHHSIS) CYLLECTBYIOT OCODEHHOCTN MCMOb30BaHNS AAHHBIX OOBHEKTOB.

4.1 YnpaBneHue kno4amm n ceptuukaTamm cepBepom

4.1.1 OO6wwme nonoxxeHuns

B Kpuntollpo JavaTLS ayteHTudbnkaums MoxeTt bbITb 04HOCTOPOHHER unu gBycTopoHHeii (T.e. cepeep BCEMJA
OTnpaBnsieT CBON cepTudmkaTt ayTeHTudpurkaumm knventy). oaTomy, ecim faHHasi CTOpOHa SIBNSIETCS CEPBEPOM,
TO HeobxofuMO, 4TODbI y Hee CyL|eCTBOBaAM 3aKpbITblA K/IKOY 1M COOTBETCTBYHOWMNA emy cepTucbmkaT (Lenoyka
cepTnrKaToB) ayTeHTUPUKALMN, B COOTBETCTBUN C KOTOPbIMI 1 DyfeT yCTaHaBANBATLCS 3aLUMLLEHHOE COELMHEHME.
Mpuyem, [ONYCTUMbI K UCMOABL30BAHMIO TONBLKO Clefytoline napbl (3akpbiTbili KAOY 0BMeHa M COOTBETCTBYHOLLUT
eMy cepTudprkaTt ayTeHTUrKaLmm):

® 3aKpbITbIN KAOY COOTBETCTBYET anroputmam obmeHa Audpcpu-Xannmana n nognucu TOCT 34.10-2001 vnw
FOCT 34.10-2012;

e cepTudmkaT MMeeT creaytoume pacwmpenus: pacwuperune "Mcnonb3sosanus katoda' Bkatovaer B cebs
"Wudpporarue kntoveir" unu "Cornacosavue knwouein"; pacwmperune "VaydwenHsiii kaod" nmeer 3HaueHune
"Mposepka noganHHOCTU cepeepa.

4.1.2 [eiictBus nepeg Ha4asom oOMeHa C KJANEHTOM

MNepen HayasOM OCYLLUECTBAEHUS COEAMHEHUS C KJAMEHTOM, TakKWe 3aKpbITblfi KIOY U COOTBETCTBYIOLLMIA eMy
cepTudmkat (Lenoyka cepTudMKaToB) HEOOXOAMMO CO3AaTh 1 3aTEM MOJIOKUTL B KJTOHEBOE XPAHUINLLE, U3 KOTOPOrO
OHU 1 ByayT npoynTaHbl B Npouecce obmena. MeToabl BeINOHEHUS 3TuX onepauuii nogpobHo onucaHbl B pyKOBOACTBE
nporpammucta Kpuntollpo JavaCSP. Huxe nprneogsiTcs npumMepbl Taknx MeTOLOB.

CozpaHune 3aKpbITOro KAto4a OBMeHa U COOTBETCTBYIOLIErO €My OTKPBLITOrO KJlo4a OCYLLIECTBASETCS npu
MOMOLLM METOAOB CTaHAAPTHOro knacca KeyPairGenerator, nponHuymnann3suposaHioro umeHem "GOST3410DHEL"
(310 umsi cooTBeTCTBYET asroputmam obmerna dudbdu-Xannmana n nognucn FTOCT P 34.10-2001:

KeyPairGenerator kg = KeyPairGenerator.getInstance("GOST3410DH") ;
KeyPair pair = kg.generateKeyPair();

// 3akphHTHE KoY obMeHa

PrivateKey privKey = pair.getPrivate();

// cooTBeTCTBylmuHE €My OTKPHTHI KIIOY

PublicKey pubKey = pair.getPublic();

CosgaHne ceptudpmkata ayTeHTWpMKaLMM NpU  MOMOWM MeTOROB knacca GostCertificateRequest,
npeacTaBastowero coboii JONONHUTENBHYIO BOSMOXHOCTL paboThl ¢ cepTudpmkaTamu, peannsosarHyto Ha baze CK3U:

| String keyAlg = "GOST3410DHEL";
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String certName = "CN=newCert, 0=CryptoPro, C=RU";
String httpAddress = "http://www.cryptopro.ru/certsrv/";
// co3gmaHue 3ampoca Ha CepTUQUKAT ayTeHTUPUKAIUK CepBepa
GostCertificateRequest request = new GostCertificateRequest();
request.setKeyUsage (GostCertificateRequest.CRYPT_DEFAULT) ;
request.addExtKeyUsage (GostCertificateRequest.INTS_PKIX_CLIENT_AUTH) ;
request.addExtKeyUsage (GostCertificateRequest.INTS_PKIX_SERVER_AUTH) ;
request.setPublicKeyInfo (pubKey) ;
request.setSubjectInfo(certName) ;
request.encodeAndSign (privKey) ;
// oTmpaBKa 3ampoca IeHTPy CepTHGMKAUNM ¥ IOIydYeHHe OT IeHTpa
// ceprupurara B DER-KOZHpOBKE
byte[] encoded = request.getEncodedCert (httpAddress);
// remepaums X509-cepTudpuraTa U3 3aKOLUPOBAHHOTO IpPEeLCTABIEHUS cepTudpuraTra
CertificateFactory cf = CertificateFactory.getInstance("X509");
java.security.cert.Certificate cert =

cf.generateCertificate(new ByteArrayInputStream(encoded));

3anucb CO3[AHHOrO  3aKpbLITOrO KYa U LEnodYkn cepTudmMKaToB, cocToswed un3  ceptudpmkaTa
ayTeHTUdMKaLMmM 1 KOPHEBOrO CepTUdMKaTa LEHTPA CEPTMROMKALMN, HA XKECTKNIA ANCK:

String password = "password";
String alias = '"newKey";
String certPath = "C:\\certificate.cer"; // ¢aitnm, B KOTOpHil 6HI IpeABapUTEIHHO

// coxpaHeH KOpHEBO#l cCepTHOUKAT LEHTpa
CertificateFactory cf = CertificateFactory.getInstance("X509");
FileInputStream fis = new FileInputStream(certPath);
java.security.cert.Certificate certRoot =

cf.generateCertificate(new BufferedInputStream(fis));

java.security.cert.Certificate[] certs = new java.security.cert.Certificate[2];
certs[0] = certRoot;
certs[1] = cert;
KeyStore hdImageStore = KeyStore.getInstance("HDImageStore");
hdImageStore.load(null, null);
hdImageStore.setKeyEntry(alias, privKey, password.toCharArray(), certs);
hdImageStore.store(null, null);

B maHHbIX npumepax UCnonb30BasCs TECTOBOrO weHTpa ceptucpukauyun Kpuntollpo.

Takxe MOXHO BOCMO/Ib30BATLCA FOTOBbIMU Kfnaccamu naketa ComLine u3 mogyns Samples, BXOAsLLEro
B coctas Kpuntollpo JavaCSP. 3anyctute ComLine C BbI30OBOM HY)KHOro Knacca ambo caM Kfacc, MCnosib3yst
clefytoune napaMeTpbl KOMaHAHONW CTPOKU:

java ComLine NameofClass args unu java NameofClass args
Hanpumep:

java ComLine KeyPairGen -alias name_of_key -dname CN=autor,0U=Security,0=CryptoPro,C=RU
-reqCertpath C:/req.txt
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nin

java KeyPairGen -alias name_of_key -dname CN=autor, 0U=Security, 0=CryptoPro, C=RU
-reqCertpath C:/req.txt

Mpn 3ToM npoucxofsT reHepupoBaHue KitodeBol napbl (B cooTBeTcTBue anroputmam obmeHa [dudbdu-
Xenmata n nognucn FOCT P 34.10-2001) u coOTBETCTBYIOLIErO €ii CaMOMOAMMCAHHOIO CepTMdmMKaTa, 3anncb UX
Ha HocuTenb, renepauus 3anpoca (DER) Ha cepTtudpukat n 3anuce ero B daiin, nonyyeHne ceptudprkata U3 3anpoca,
npeacraenedHoro B DER-koaupoeke n 3anuck ero B xpaHunuiie n B gaiifl, NOCTPOEHNE LENOYKUN CepTUNKATOB.

4.1.3 Pabota c knto4Yamum obmeHa n ceptudmkatamun ayteHTudmnkaumm

Cam npouecc obMeHa HauYMHAETCS C TOrO, YTO OMPEAENSIETCS, Kakasi MMEHHO mapa (3akpbiTbili kKN4 0bMeHa
— cepTudmkat ayTeHTudbmrKaumm cepeepa) byser mcnonb3oBaH. [lns 3TOro nonb3oBaTento, BbIMOIHSIOWEMY POJb
cepBepa, HeobXo4MMO yKa3aTb, U3 KaKOro KJOYEBOro xpaHuauwa bypeTt npodntaHa Tpebyemasi napa. YKasbiBaeTcs
3TO MPW NOMOLLM CUCTEMHbIX HAaCTPOEK Cieaytowmnm obpasom:

System.setProperty("javax.net.ssl.keyStoreType","HDImageStore") ;
System.setProperty("javax.net.ssl.keyStorePassword", "password");

HacTtpoiika javax.net.ssl.keyStoreType 3aAaeT TuM KJIOHEBOrO HOCUTENS, C KOTOPOro OyaeT mpo4uTaH
3aKPbITbIN KAHOY 11 COOTBETCTBYHOLWMIA eMy CcepTudmKaT ayTeHTudukaumm (Lenoyka ceptudukaTos). Takum obpasom,
B Ka4YeCTBe TUMa HOCUTENSI HY>XXHO YKa3blBaTb TOT HOCUTESb, HA KOTOPLIA NpeABapuTeNbHO bbiia 3anucaHa Tpebyemasi
napa. Ecnu Takyto HacTpoiiky He Npon3BOANTbL, TO MO YMOAYAHNIO B KA4ECTBE HOCUTESS DyAET NCMOJIb30BaH XXECTKUI
ONCK.

Hactpoilika javax.net.ssl.keyStorePassword onpegensieT naposib Ha 3aKpbiTbill ka4 obmena. Takum
0bpa3oM, B Ka4yecTBe Maposisi HY>XXHO YKa3blBaTb TOT MapoJib, C KOTOPbIM Ha HOoCUTENb DObina 3anucaHa Tpebyemas
katoYeBasi napa. Ecaum takyto HacTpoliky He Mpon3BOANTL, TO MO YMOAYaHMIO DYAET NCNONbL30BaTLCS HYJIEBOI Napoib.

Takum obpasom, ¢ 3agaHHOro HocuTens javax.net.ssl.keyStoreType OyayT nmpounTaHbl BCE XpaHSLLMECS
Ha HeM 3aKpbiTble KaO4M 1 ceptudpmukaThl  (Lenoykn CepTUdUKATOB), YAOBIETBOPSIOWME  MAPOIIIO
javax.net.ssl.keyStorePassword u TpeboBaHusM:

® 3aKpbLITLIV KJIKOY COOTBETCTBYET anroputmam obmena dudpdpu-Xannmana u nognucn FTOCT 34.10-2001 unn
FOCT 34.10-2012;

e cepTucmkaT UMeeT cneayowme paclimpenusi: pacwmpedune "Wcnonbsosanus kntoda' Bkatovaet B cebs
"Wndporanne katoveii" unn "CornacosaHue kntouein"; pacwumpenune "VaydwenHslii k4" nmeer 3HaveHne
"Mpoeepka nogauHHoCcTU cepeepa’.

B kauectee paboueii napbl byaet BoibpaHa nepsas.
4.1.4 Pabota c goBepeHHbiMU cepTudmnkaTamm

B cnyuyae gByCTOpOHHel ayTeHTUdMKaLUM KAUEHT MPUCHIIAET CEpPBEPY CBOW cepTudbukaTt ayTeHTudmKaLmuu.
CepBep npu 3TOM JOJ/KEH NPOBEPUTL, HTO CEPTUCMKATY KINEHTA MOXKHO A0oBepsiTh. [Jas atux ueneii 8 Kpuntollpo
JavaTLS ncnonb3ayetcsi Tak Ha3bIBAEMOE MHOXXECTBO LOBEPEHHbLIX CEPTUDUKATOBR, KOTOPOE OMPELENAETCS MPYU NMOMOLLN
CNeAyroLNX CUCTEMHbIX HACTPOEK:

System.setProperty("javax.net.ssl.trustStoreType","HDImageStore");
System.setProperty("javax.net.ssl.trustStore","C:\\Java\\jcp\\trust");
System.setProperty("javax.net.ssl.trustStorePassword", "password");
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Hactpoilika javax.net.ssl.trustStoreType onpegensieT Tun xpanunuwa ceptucukatos. B Kpuntollpo
JavaCSP xpannnuiwe ceptndmkaToB, Kak npasuio, acCoOLMNPYETCS C HEKOTOPBLIM KJIOYEBLIM HOCUTENEM (MpU 3TOM
TUN XPaHUAMLLA CEPTUPUKATOB COBMAAAET C TUMOM KJIKOHEBOrO HOCUTESSA). TakiM 0bpa3oM, ecnv B AaHHON HaCTpPOiike
B Ka4yecTBe TUMNa XPaHWINLLA YKa3bIBAET TUM KIOYEBOrO HOCUTESNS!, TO C YKa3aHHOrO HocuTenst ByayT npodmTaHbl BCe
KOpHEBble CepTUdMKaTbl LEenoYek 1 3T cepTudnkaTel byayT aobaBnaeHbl BO MHOXECTBO AOBEPEHHbBIX CEPTUQNKATOB
(ecnn uenoyka coCTONT U3 OAHOrO cepTudrKaTa, TO STOT CepTUdUKAT Takxke DyaeT cumTaTbCs AoBepeHHbIM). Ecin
TaKyt HaCTPOIiKy He MPOU3BOANTbL, TO MO YMOJIHAHMIO B KAYECTBE THMNa XpaHuanwa ceptudrkaTos byaet ncnonb3osat
KECTKNIA [UCK.

Hactpolika javax.net.ssl.trustStore 3agaeT nyTb K XpaHWINLLY CEPTMUKATOB, COOTBETCTBYIOLLEMY TUMY
javax.net.ssl.trustStoreType. Takoe XpaHunulie WCMONAL3YETCs B TOM Ciydae, Korga ceptudmkaT KineHTa
NoAnNMCaH HEKOTOPbLIM LIEHTPOM cepTudnKaLmumn, KOPHEBOW CEPTMRMKAT KOTOPOro HE Y4aCTBYET HN B OAHOI LIEMOYKE,
MPOYUTAHHON C HocuTenss javax.net.ssl.trustStoreType, OfHAaKO cepBepy W3BECTHO, 4TO TAKOMy LEHTPY
cepTndmKaumm MoXXHO foBepsTh. [nsi 3Toro, cepeepy npeaBapuTenbHO HEOOXOANMO NONOXKMNTL KOPHEBOW cepTudmnkaT
3TOro LEHTPa B XpaHMuLLe cepTudUKaToB javax.net.ssl.trustStore creayowmm obpasom:

String certPath = "C:\\certificate.cer"; // ®daiin, B KOTOpH# GBIl IpEeIBApUTEILHO
// coxpaseH KopHeBo¥ ceprudpuraT IC

KeyStore ks = KeyStore.getInstance("HDImageStore");

ks.load(null, null);

CertificateFactory cf = CertificateFactory.getInstance("X509");

FileInputStream fis = new FileInputStream(certPath);

java.security.cert.Certificate cert = cf.generateCertificate(new BufferedInputStream(fis));

ks.setCertificateEntry("certificate", cert);

FileQOutputStream fos = null;

fos = new FileOutputStream("C:\\Java\\jcp\\trust");

ks.store(fos, "password".toCharArray());

fos.close();

/13 ykazaHHoro xpaHuania ceptudnkaTtos byayT npoYmnTaHbl BCe cepTUMKaThI, N OHN Takxe byayT gobasneHsb
BO MHOXXECTBO A0BEPEHHbIX cepTudumkaTos. Ecnu ganHyo HacTpoliky He NpoM3BOANTL, TO MO YMOHAHNIO XpaHUANLLE
cepTnrKaToB NCMONbL30BaTbC He bypeT (B KavecTBe [OBEPEHHbIX OyAyT WCMONBb30BATLCS TOJILKO KOPHEBbIE
cepTndMKaTbl LENOYEK, NPOYNTAHHLIX C HOCUTENsI javax.net.ssl.trustStoreType).

HacTtpoiika javax.net.ssl.trustStorePassword onpefensieT naponb Ha JOCTYN K  XpaHWauLy
cepTucprkaToB (Naposib, C KOTOPbIM 3TO XpaHunuwe bbino coxpaHeHo). Ecnu Takyto HacTpoiiky He Mpon3BoanTb,
TO MapoJib CHUTAETCS HY/EBbIM.

OnpepeneHHoe TakMMm 0BpPa3’oOM MHOXECTBO [OBEPEHHbIX CEPTMUKATOB CEPBEPOM WCMOJb3YETCS TONBKO B
cNyyae ABYCTOPOHHel ayTeHTudmKaumm (T.e. B 3TOM ClyHae OHO He AOJKHO BbiTk nycTeim). B cnyyae ayctopoHHei
ayTeHTUdMKaLMU CEpBEP OTPABASIET KJWEHTY CMWCOK WMEH u3gateneli, KOTOpPbIM OH AOBEPsieT. DTOT CMMCOK
dopmMupyeTcst n3 nMeH CybbEKTOB BCEX [AOBEPEHHbLIX CEPTUINKATOB.

Mpu nonyuerun ceptudpukata ayteHTudprkaumn (Lenovkn cepTnrkaToB) OT KANEHTA, OH CHUTAETCS YCMELIHO
NPOBEPEHHBLIM B OJHOM M3 YeTbIpeX CJIyYaes:

e cepTudpnkat ayTeHTUdMKaLMM (KOHEYHDBIA CEepTMMKAT LENOYKM) COAEPXKMTCS BO MHOXKECTBE LOBEPEHHbBIX
cepTudUNKaToB;

e KnMeHTOM Oblna oTMpaBneHa LUenodka CepTUUKATOB, CcepTuduKaT ayTeHTuduKaumm (KOHEYHbIRA
cepTndMKaT) He SIBASETCA AOBEPEHHBIM, HO LOBEPEHHLIM SIBASIETCS OAWH U3 MPOMEXYTOHHBIX CEPTUNKATOB UM
KOPHEBOI cepTudpmkaT LenoYkn. Toraa OCyLeCTBASIETCS NPOBEpPKa LENOYKN OT KOHEYHOrO 40 TaKoro [OBEPEHHOro
ceptudpmkata. Ecnm uenoyka npoeepeHa, To n cepTUUKaT CHUTAETCA NPOBEPEHHbIM;
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® HU OfUH N3 CEPTUPUKATOB LEMOYKUN He SABSIETCS JOBEPEHHBLIM, HO UMSI U3JATENs KOPHEBOrO, HO MpY 3TOM
HE CaMOMOAMMCAHHOrO, CepTUMKATa LENOYKN COAEPXKUTCA B CMUCKE AOBEPEHHBIX UMEH. TOraa OCYLLECTBIAETCS
MpoBEPKa LLENOYKN CEPTUMKATOB, COCTOSILLEN N3 NEPefaHHON LEeNnoYKN N JOBEPEHHOrO CEpTMUKATa, UMs CybbekTa
KOTOPOro COBMafaeT C UMEHEM u3faTessi nepefaHHoro kopHeeoro. Ecim uenouyka nposepeHa, To u ceptudpmkat
CYMTAETCS NPOBEPEHHBIM;

® B MNPOTUBHOM CJ1y4ae, OCYLLECTBSIETCS MOMbITKA NOCTPOEHNS LENOYKM CEPTUUKATOB Ha OCHOBE MEpesaHHo
LEMOYKM U BCEr0 MHOXECTBA [OBEpeHHbIX cepTudukaToB. Ecnm uenouka noctpoeHa, To cepTudpmkaT CHUTAETCS
NPOBEPEHHbIM.

4.2 YnpaBneHue kKno4amm n ceptudpukaTtaMmm KJIaneHTom

4.2.1 OO6uwwme nonoxxeHuns

C TOYKYM 3peHnst PO KIMEHTA OCHOBHOE pasfinyune B yNpaBAeHN KAKOYaMy NMPOBOAUTCS AJist 3heMepanbLHOro 1
HeadhemepasibHOro obmeHa. HeadbemepanbHbiii obmen 8 Kpuntollpo JavaTLS gonyctum tonbko ans kntoveii obmera,
cooTBeTCTBytOWMX anroputMam obmera Audppn-Xannmana n nognucn FTOCT P 34.10-2001 vaun FTOCT P 34.10-2012.
Bo Bcex ocTanbHbIX cayyasix, aheMepanbHblii 0OMeH MPOU3BOANTCSA Ha Kitodax, cooTeeTcTaytowmx anroputmy FOCT
P 34.10-2001 wan FOCT P 34.10-2012.

DbemepasibHbill 0OMEH OCYLLECTBASIETCS B ABYX C/yHasix:

e B C/lyd4ae OOHOCTOPOHHEelW ayTeHTWUKauUM, KOrAa 3aKpbiThlii KAOY obMeHa kjneHTa Boobue He
NCNONb3YeTCs;

e B C/ly4ae ABYCTOPOHHel ayTeHTudnKauum, KOrAa 3aKpbiTbili K04 OOMEHa KAMeHTa He COOTBETCTBYET MO
napameTpam nepefaHHOMY CEPBEPOM OTKPLITOMY KJItOHY, HO MPW 3TOM CO3LAETCS SNEKTPOHHAS MOAMMCH HA 3aKPbITOM
Kto4e obmeHa.

Kak crefyeT n3 onucaHHOro Bbille, B C/lyYae ABYCTOPOHHEN ayTeHTudmKaLmuy, ecim faHHasi CTOPOHA SIBJISETCS
KJIMEHTOM, HeODXOANMO HYTODbI y HEe CYLLLeCTBOBaNM 3aKPbITbIV KIOY 1 COOTBETCTBYIOLWUI eMy cepTudbnkaT (Lenoyka
ceptudmkatos) ayteHTudpukaumu. [puyem, AOMYCTUMBbI K WCMOMB30BAHUIO TOJIBKO Clegytolyne napbl (3akpbiTblii
KoY OOMEHa M COOTBETCTBYIOLNIA eMy cepTunKaT ayTeHTMdMKaLum):

® 3aKpbLITLIV K4 COOTBETCTBYET anroputmam obmena dudpdpu-Xannmana n nognucn FTOCT 34.10-2001 unu
FOCT 34.10-2012;

e cepTudmkaT MMeeT creaytoume pacmpenns: pacwuperune "Mcnonbsosanus katova' Bkatovaer B cebs
"Wndpporarue knatoyeir" unu "CornacosaHue katouein"; pacwmperune "VaydwenHeblii kntou" nmeer 3HauveHne
"Mpoeepka noasMHHOCTK KAneHTa".

4.2.2 [eiictBusa nepepn Hadanom obmeHa c cepBepom

Mepes Ha4yanOM OCYLUECTB/IEHUS COEAMHEHNSI C CEPBEPOM B CllyYae ABYCTOPOHHENA ayTeHTudmkaumm, Takue
3aKpbITbI KJIKOY U COOTBETCTBYHOLWMNIA emy cepTudmkat (Lenoyky cepTudmkaToB) HeODXOAMMO CO34aThb M 3aTeM
NONOXKUTL B KJIIOYEBOE XPaHWIULLE, M3 KOTOPOro OHM M BymyT npoumTaHbl B npouecce obmena. OcyuiecTsneHue
Takux [eACTBUli NPON3BOAUTCS aHaNIOrMYHO ONMCaHUIO Ansi cepBepa. EauHCTBEHHAs pasHuua cocTouT B TOM, 4TO
co34aBaeMblii cepTudpukaT ayTeHTUMKALUN MMeeT paclumnperuns ceptudpnkarta ayteHtTudpukaumm kiventa. CosgaHne
TaKMX CepTUUKATOB NPOU3BOANTCS MO CNefytoLeli Cxeme:

String keyAlg = "GOST3410DH";
String certName = "CN=newCert, 0=CryptoPro, C=RU";
String httpAddress = "http://www.cryptopro.ru/certsrv/";

// co3gmaHue 3ampoca Ha CepTUQUKAT ayTeHTUPUKAIUK CepBepa

Crpanuua 13 us 32



MKT5AN.00101-03 96 03. Kpuntollpo CSP. PykoeogcTteo nporpammucta JavaTLS

GostCertificateRequest request = new GostCertificateRequest();
request.setKeyUsage (GostCertificateRequest.CRYPT_DEFAULT) ;
request.addExtKeyUsage (GostCertificateRequest.INTS_PKIX_CLIENT_AUTH);
request.setPublicKeyInfo (pubKey) ;
request.encodeAndSign (privKey) ;
// oTIpaBKa 3ampoca LeHTPy CepTUPUKAUNU K I[OJIydYeHHe OT IleHTpa
// ceprupurata B DER-KOZUpOBKE
byte[] encoded = request.getEncodedCert (httpAddress) ;
// reHepanua X509-cepTupuraTa U3 3aKOLUPOBAHHOTO NPEICTABIEHUA CepTHPUKATA
CertificateFactory cf = CertificateFactory.getInstance("X509");
java.security.cert.Certificate cert =

cf.generateCertificate(new ByteArrayInputStream(encoded));

4.2.3 Pabota c knto4Yamun obmeHa n ceptudpmkatamu ayteHTucpmkaumnm

ODTa paboTa OCYWECTBASIET TONAbKO B Cllydae ABYCTOPOHHeW ayTeHTUdMKAUWM W aHAJOTM4YHa OMUCAHMIO
st cepeepa. EpmHcTBeHHas pasHuua coctout B BbibOpe napbl (3aKpbITbii Kato4 obmeHa — cepTudpmkat
ayTeHTudpukaumn). Ecnm B cnyvae cepeepa, B kadecTBe paboueii napbl BbibMpaeTcsi nepBas noaxofslias napa,
MPOYNUTAHHAS C KJIKOYEBOIrO HOCUTESNS, TO B AaHHOM CJly4ae BO3MOXKHbI ABa BapuaHTa:

® €C/IM Ha HOCUTENe CYLIECTBYeT nogxoaswmii ceptucdmkat (Lenodka cepTucpmkaToB) u npu 3TOM
YOOBNIETBOPSIOLWMI NEPESAHHOMY CEPBEPOM CMUCKY [OBEPEHHbIX WMEH u3pateseli, a OTKpPbLITbIA K04 3TOro
cepTudpMkata CoBMagaeT no napameTpaM C OTKPbITLIM KJKOHYOM cepTudmkaTa cepeepa, To 3ToT cepTudpukaT byger
nepefaH cepeepy, a Ha COOTBETCTBYIOLLEM €My 3aKpbITOM Kjtode byaeT ocyliecteneH obmen;

e B MPOTUBHOM Ciiyyae, byaeT BbibpaH nepBbIii nogxoaawmii ceptudpmnkat, cosgaHa aemepasibHas KioyeBas
napa c napamMeTpamMm OTKpbITOro kito4a cepsepa u otnpasneHo coobuienne CERTIFICATE VERIFY B cootseTcTBMM
C co3paHHol chemepanbHoii Napoii n BeIbpaHHBIM cepTUdMKaTOM.

4.2.4 Pabota c goBepeHHbiMU cepTudmnkaTamm

Mockonbky cumTaetcsi, 4to cepeep BCEMJA npuckinaeT cBoii cepTudpmkaT KAUEHTY, TO NpoOBEpPKa cepTudmKaTa
KNIMEHTOM ocyliecTisieTcst Bcerga. OHa OCHOBBLIBaETCS Ha MHOXECTBE [OBEPEHHbIX CEPTU(PUKATOB KJIMEHTA,
opMMpyeMOro n MCMosib3yeMOro aHasorM4Ho onucaHmio cepeepa. O4eBUAHO, YTO 3TO MHOXKECTBO LOJIKHO ObITb
HE MYCTbIM.
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5 Peanusyemble windp-ctonTbl U COBMECTUMOCTb MO HUM
c pa3nudHbimu Bepcusimm Kpuntollpo CSP

5.1 Onucaxune peannsyembix Kpuntollpo JavaTLS wundp-cront

Kpuntollpo JavaTLS peanusyer Tpu BapuanTa wudp-ctout. B peannsosanHbix wndp-crontax NCnoNb3yroTcs
cepytoLwmne anaropuTMb:

e anroputm kato4vesoro obmera [udpcpu-XannmaHa B COOTBETCTBUM C aNrOpPMTMOM SJIEKTPOHHOW Mognucu
FOCT P 34.10-2001 vamn FTOCT P 34.10-2012.

e anropuTtm xawuposanust B cootsetcteum ¢ FOCT P 34.11-94 unn TOCT P 34.11-2012;

e anropuTm BolpaboTkm anekTpoHHoli nognucu B cooteetcTaum ¢ FOCT P 34.10-2001 nan TOCT P 34.10-2012.

BeipaboTtka 3l ocywiecTBnsieTcs B TOM Ciy4ae, Korga AaHHasi CTOpPOHa SIBASIETCA KAWeHTOM, Tpebyertcs ee
ayTeHTudmKaLms, Ho napameTpbl kntoda Il kKNmeHTa He COOTBETCTBYIOT NapaMeTpam Kitoda nposepku DI cepeepa;

® aNropuTM npoBepku 3nekTpoHHoi noanucu B cooteBercTBum ¢ [OCT P 34.10-2001 wan TOCT P 34.10-
2012. MMpoeepka JI1 ocyuwiecTensieTcss B TOM C/lydae, Korja AaHHasi CTOpPOHa siBAsieTcss cepsepom, TpeboBanach
ayTeHTUdMKaLMs KIMEHTA, HO napaMeTpbl kitoda DI kaneHTa He COOTBETCTBOBA/M MAapaMeTpam KJHo4a MpPOBEPKU
3I1 cepeepa;

e anropuTtm wuposaHus coeguueHns B cooteetcteumn ¢ [ OCT 28147-89, TOCT P 34.12-2015 Marma unu
FOCT P 34.12-2015 KysHeuuk;

® A/IrOPUTM MMUTO3aWUTLI nepegasaemMbix aaHHbix B cooTBeTcTBun ¢ TOCT 28147-89, TOCT P 34.12-2015
Marma nan FOCT P 34.12-2015 KysHeuunk.

KpaTtkoe onucaHue peanusyemsbix Kpuntollpo JavaTLS wwudp-ctont npegcrasneqo B T1abn. 1. B paHHoii
Tabavue Wudp-cronTbl NepedncieHbl B Nopsiake yMmeHblueHus npuoputeta. COOTBETCTBEHHO, MPW MONYYEHUM OT
KJIMEHTA CMUCKA WNDP-CIONT, CepBep BbIOUPAET NOAXOASLLYO WNdP-CIOUTY C HAMBOLLWIUM NPUOPUTETOM.

Tabnnua 1. OnucaHue peannsyembix WNP-CIONTOB

Nms wundpp-cronTei NaenTudpmkaTtop Anroputm Anroputm Pexxum wundposaHms
wnpp-cronTbl KJtoYeli obmeHa WNPPOBAHUS JaHHBIX DaHHbIX
TLS 0xC100 rOCT 34.10-2012 rOCT P 34.12- aMMupoBaHue ¢
GOSTR341112 2015 KysHeuuk YCIOXKHEHUEM KJItOYa
256 WITH
KUZNYECHIK _
CTR_OMAC
TLS 0xC101 FOCT 34.10-2012 FOCT P 34.12- [aMMupoBaHue ¢
GOSTR341112 2015 Marma YCNOXXHEHNEM Kto4a
256 WITH
MAGMA
CTR_OMAC
TLS CIPHER _ 0xC102 FOCT 34.10-2012 FOCT 28147-89 [amMmupoBaHue
2012 IANA
TLS CIPHER 2012 0xff85 FOCT 34.10-2012 rOCT 28147-89 lamMMupoBaHue
TLS CIPHER 2001 0x81 FOCT 34.10-2001 rOCT 28147-89 lamMupoBaHue
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5.2 Tlopaepxka wudp-ctont knmeHtom u cepsepom B Kpuntollpo
JavaTLS

Mpu wvHUuManusauum npouecca obmeHa Tekywiasi CTOpoHa POPMUPYET CRAUCOK MOALEPXKMNBAEMbIX LINP-
CIOUT. JTOT CMMCOK OyaeT pasnuMyaTbCsl B 3aBUCMMOCTU OT TOMO, SIBASIETCS TEKYWAsh CTOPOHA KJMEHTOM Uu
CepBEpPOM, a TakXe OT TOro, Kakasi Bepcusi npotokona TLS wucnonb3dyercs Ha Tekyuwieli ctopoHe. LLudpp-cronTsi
TLS GOSTR341112 256 WITH KUZNYECHIK CTR_OMAC, TLS GOSTR341112 256 WITH MAGMA
CTR_OMAC n TLS CIPHER 2012 |ANA nopaepxuBatoTcs Tonbko ansi npotokona TLS 1.2. MNoagepxusaemble
WNPP-CIONTbI 3aHOCATCS B CMWCOK B COOTBETCTBUM C MOPSIAKOM UX npuoputeTa (nepBoii 3aHocnTCs wndpp-
ctonTa ¢ Haubonbwmm npuoputetom). [anbHeiwmii npouecc obmMeHa TekyLleid CTOPOHOI DyaeT ocylecTBAATLCS B
cooTBeTCTBUM C chopMUpoBaHHbIM cnuckoM. OTnpaBka KAMEHTOM CMUCKA CEPBEPY OCYLLECTBISETCA UMEHHO B TaKOM
BUJE, B KAKOM OH bbln cchopMmpoBaH (B nopsifike yMeHbLUeHUs npuopuTeTa). Pa3bop nony4eHHOro ot kaneHTa cnmcka
CEpPBEPOM TaKXKe OCYLLECTBJISAETCS B MOPSAKE YMEHbLUEHUS NMPUOPUTETA.

e TLS GOSTR341112 256 WITH KUZNYECHIK CTR_OMAC — nogaepxuBaercsi obenmu cTopoHamu
ans npotokona TLS 1.2. Ecau gaHHas cTopoHa siBasieTcs cepBepoM, peanusytowum TLS 1.2, u B nonyyeHHoM eto
CMUCKe NOAAEPXKMBAEMbIX KNMEHTOM wmndp-ctont cogepxutcs TLS GOSTR341112 256 WITH KUZNYECHIK
CTR_OMAC, T0 wmeHHO oHa u BblbupaeTcs B KadecTBe paboueii. Ecninm  pgaHHasi cTtopoHa sBnsieTcs
KNneHToMm, peanusyowmum TLS 1.2, 1o wudp-ctouta TLS GOSTR341112 256 WITH KUZNYECHIK CTR
OMAC oTnpaBnsieTcst NEPBOIl B CMUCKE MOALEPXKNBAEMbIX.

e TLS GOSTR341112 256 WITH MAGMA CTR_OMAC — noppepxuaetcs obenmu cTopoHamu ANs
npotokona TLS 1.2. Ecnu gaHHas cTopoHa siBnsieTcst cepBepom, peanusyrowum TLS 1.2, n B nony4eHHOM eto crnincke
NoAAEPXKMBAEMbIX KJMEHTOM Lwmdp-clonT He copepxanoce TLS GOSTR341112 256 WITH KUZNYECHIK
CTR_OMAC, 10 B kavectBe paboueii Bbibupaetca TLS GOSTR341112 256 WITH MAGMA CTR_OMAC.
Ecnn pannasi ctopoHa siBnsietcst knueHTom, peanusytowmum TLS 1.2, To wudp-ctouta TLS GOSTR341112 256
WITH MAGMA CTR_OMAC otnpasnsieTcsi BTOpPOii B CMNCKE NOALEP>KNBAEMbIX.

e TLS CIPHER 2012 IANA — nopgepxxusaeTcsi obemmun ctopoHamu ansi npotokona TLS 1.2. Ecan panHas
CTOPOHA SIBASIETCS CepBEPOM, peanusytowmm TLS 1.2, u B nosy4eHHOM €10 CNNCKe NOSAEeP>KNBAEMbBIX KJIIMEHTOM LWNdp-
ctonT He cogepxanuc TLS GOSTR341112 256 WITH KUZNYECHIK CTR OMAC un TLS GOSTR341112
256 WITH MAGMA CTR_OMAC,T0 B kauecTBe paboyeii Boibupaetcst TLS CIPHER 2012 IANA. Ecnmn panHas
CTOpPOHa sIBNISIETCS KNMeHTOM, peanu3ytowmm TLS 1.2, to wndp-ctouta TLS CIPHER 2012 |ANA otnpasnsietcs
TpeTbeil B CMUCKE NOAAEPKNBAEMbIX.

e TLS CIPHER 2012 — nogaepxuaetcsi obermmu ctopoHamu. Ecnn paHHasi cTopoHa siBnsieTcst cepeepom,
W B MOJNYHYEHHOM €K CMUCKE MOAAEPKMNBAEMbIX KAMEHTOM wwudp-ctout cogepxutcs TLS CIPHER 2012, to gns
npotokonoe TLS 1.0 n TLS 1.1 umeHHO oHa n BbibupaeTcs B KadecTBe paboueii. [Ans cepeepa, peanusyrowiero
npotokon TLS 1.2, sta ctouta bymer BbibpaHa B kavecTBe pabouyeill B TOM Ciiydae, €Cnu B MOJYHEHHOM CUCKe
nofAAepXKMNBAEMbIX KANEHTOM Lwndp-ctonT He copepxanuce TLS GOSTR341112 256 WITH KUZNYECHIK
CTR_OMAC, TLS GOSTR341112 256 WITH MAGMA CTR_OMAC u TLS_ CIPHER 2012 IANA. Ecnu
[aHHasi CTOPOHA SIBNSIETCS KJMEHTOM, To assi npoTtokonos TLS 1.0 m TLS 1.1 wwudp-ctonta TLS CIPHER 2012
OTMNPaBJ/IETCS NEPBOIA B CNNCKe NOAAepXnBaeMbIx. Ecinm xe knneHnT peanusyer npotokon TLS 1.2, To wudp-cronTa
TLS CIPHER 2012 oTnpaBnsieTcsi 4eTBEPTOii B CMUCKE NOAAEPIKMBAEMbIX

e TLS CIPHER 2001 — noagepxxunBaetcsi obenmu ctopoHamu. Ecnv faHHasi CTOpoHa siBASIeTCst CEpPBEPOM, 1 B
NOJNYYEHHOM €0 CMUCKE NOAAEPIKNBAEMbIX KIINEHTOM LUNPP-CIONT He COAEPXKANCH BCE NPEALLECTBYIOLME CIONTbI, TO B
KadecTBe paboueii Boibupaetca TLS CIPHER 2001. Ecnu gaHHasi cTOpoHa SIBASIETCS KJWEHTOM, TO A5t MTPOTOKOJIOB
TLS 1.0 u TLS 1.1 wudpp-ctonta TLS CIPHER 2001 otnpasnsieTcsi BTOpPOii B Chucke nopgepxuBaembix. Ecau
e KNMeHT peanusyet npotokon TLS 1.2, to wwudp-ctonta TLS CIPHER 2001 otnpasnsietcss nstoii B Crnvcke
NOAAEPKNBAEMbIX

Takum obpaszom, hopMuUpytoTCst Cneaytolme CNuckn NoALEPKUBAEMbIX LN pP-CONT:
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Knuenr

TLS GOSTR341112 256 WITH
KUZNYECHIK CTR_OMAC

TLS GOSTR341112 256 WITH
KUZNYECHIK CTR_OMAC

TLS GOSTR341112 256
WITH MAGMA CTR_OMAC

TLS GOSTR341112 256
WITH MAGMA CTR_OMAC

TLS CIPHER 2012 IANA

TLS CIPHER 2012 IANA

TLS CIPHER 2012

TLS CIPHER 2012

TLS CIPHER 2001

TLS CIPHER 2001

5.3 CoBmectumocTb no wudp-cronTam C pasINYyHbIMU BEPCUAMMU
KpunTtollpo CSP

B 1abn. 2 onuceiBaeTcs, Kakasi uMeHHO wndpp-cromTa byneT BoibpaHa CEpPBEPOM MPpU OCYLLECTBIEHNMN NPOLLECCA

obmeHa ¢ pasnuyHsimu Bepcusimu Kpuntollpo JavaTLS.

Tabnnua 2. CoBmecTumocTs no wudp-ctontam ¢ pasnnydtbimu sepcusimu Kpuntollpo CSP

Knuenr

Cepsep

Bbibupaemas cepsepom wudp-cionta

JTLS 2.0 / CSP 5.0

CSP 5.0 / JTLS 2.0

TLS GOSTR341112 256 WITH KUZNYECHIK CTR_OMAC

JTLS 2.0 / JTLS 2.0

JTLS 2.0 / JTLS 2.0

TLS GOSTR341112 256 WITH KUZNYECHIK CTR OMAC

JTLS 2.0

JTLS 2.0

TLS GOSTR341112 256 WITH KUZNYECHIK CTR_ OMAC

JTLS 2.0 / CSP 5.0

CSP 5.0 / JTLS 2.0

TLS GOSTR341112 256 WITH KUZNYECHIK CTR_OMAC

JTLS 2.0 / CSP 4.0

CSP 4.0 / JTLS 2.0

TLS CIPHER 2012, TLS CIPHER 2001
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6 HacTpoiika cepBepa 4Yepe3 KOHTPOJIbHYIO NaHesb

Mocne yctanoeku Kpuntollpo JavaTLS Ha koHTponbHOI navenu nosisasitotcst 2 3aknagkm — «Cepeep JTLS»
n «Hactpoiiku TLS». MogpobHyto nHdopmMaLmio 0 HUX CM. MHCTPYKUMIO no ncnosib3osanmio Kpuntollpo JavaTLS,
BXOZASILLYIO B KOMMJEKT 3KCMyaTauuoHHol gokymeHTaumm Ha CK3U.

C nomoubto 3aknagku «Hactpoiikn TLS» yctanaBnusatoTcs cnegytolime HacTpoiiki cepeepa:

e HeobxoanMocCTb ayTeHTUdMKaLUM KaneHTa (No ymondaHumto He Tpebyetcs);

e pasmep Kawa ceccuii (KoNmM4ecTso ceccuii; no ymondanmo 0 - HeorpaHMHeHHoOe);

® BpeMsi XpaHeHUsi ceccuii B Kawe (no ymonyaHuto 24 yaca; ecnu pasmep kawa ceccuit He 3agan (=0), To
CTapble ceccuu ypansitecsi He byayT);

® BO3MOXXHOCTb MOJIHOFO OTKJIKOYEHUsSI MPOBEPKM LIENOYKN CEPTUPUKATOB Ha OT3bIB, BKJLOYEHUE MPOBEPKMN C
ycnoeuem 3arpyskun COC uz cetn no CRLDP ceptudumkarta, Bkntodenne nposepku ¢ ycnosuem 3arpysku COC us
nankn (3agaetcst abcontotHblii nyTe k nanke ¢ COC);

® OTKJIOYEHME, BKJIOHEHME M TpeboBaHue noanepxkm pacwmpenusi Renegotiation Indication (RFC 5746).
3ajaHune JaHHbIX HACTPOeK C Momolyblo napameTpos Dru.CryptoPro.ssl.allowUnsafeRenegotiation=<value>
n Dru.CryptoPro.ssl.allowLegacyHelloMessages=<value> B NpuIOXKeHNN UMeET Hosiee BbICOKUI NPUOPUTET 1
nepeonpegensiet Hactpoiiku JTLS. Mapbl ykasaHHbIX CBOACTB 0bpasytoT cneaytowme rpynnsi (cm. Taba. 3);

® BO3MOXHOCTb OTMPaBKM KAMEHTOM paclumnpeHusi Renegotiation Indication (no ymonuanuto paspetuero).

Tabnnua 3. Pexunmbl nogaepxxkn Renegotiation Indication (RFC 5746)

Pe>xkum Allow Legacy Hello | Allow Unsafe | AHanorusa ¢ Kpuntollpo CSP TLS
Messages Renegotiation
Crpornii (strict) false false Tpebyem RFC 5746: nannune Rl obsizaTensHo,

NPOBEPKA BbINOJIHAETCA

BesonacHblii true  (SUN/Oracle |false Mopaepxunsaem RFC 5746 (no ymonyanuio
(interoperable) default) 8 Kpuntollpo CSP 5.0): Hanuuue RI

Heobsi3aTeNbHO, NPOBEPKA MOXKET BbINOJHATLCS
HebezsonacHsliii true true He nogpepxusaem RFC 5746 (no ymonyanuto
(insecure) 8 Kpuntollpo CSP 5.0): Hanuuue RI

HeO6ﬂ33TeJ'IbHO, NPOBEPKA HE BbIMOJIHAETCA
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7 Wcnonb3oBaHune Kpuntollpo JavaTLS

7.1 3anyck cepBepa N3 KOMaHAHOW CTPOKMN

Server [-port port] [-auth true] [-keyStoreType HDIMAGE] [-trustStoreType HDImageStore]
-trustStorePath C:/*.* -trustStorePassword trust_pass -keyStorePassword key_pass

-port
nopT cepsepa (no ymonuanuio 443)
-auth
HYXKHa NI ayTeHTudnkaums kanenta (no ymondauto false)
-keyStoreType
nms kntodesoro Hocutenss HDIMAGE (kectkuii guck), REGISTRY (peectp OC
Windows), umst kaptouku nnm TokeHa (no ymonyavuro HDIMAGE)
-trustStoreType
TAN HOCUTENs ANst XPaHWIMWA [oBepeHHbIx cepTudpnkatos HDImageStore
(»xectkuii anck), FloppyStore (anckera) (no ymonyanuio HDImageStore)
-trustStorePath
MyTb K XpPaHWINLLY AOBEPEHHbIX CEPTUUKATOB
-trustStorePassword
Naposib Ha XpaHUNLLE AOBEPEHHbBIX CepTUPNKATOB
-keyStorePassword
naposib Ha Ko
-servDir

pabouasi gupekTopusi cepeepa (Mo yMONYaHMIO TeKyLLast)

Mpu 3anpoce pecypca shutdown cepsep ocTaHaBAMBaeTcs, NpeABapUTENbHO MOCAAB KJWEHTY OTBET, KOTOPbIi
copepXuT cooblyeHne ob ocTaHOBKe cepBepa MO OKOHYAHUU CECCUN.

7.2 3anyck KNIMeHTa U3 KOMaHAHOW CTPOKU

Client [-port port] [-server serverName] [-keyStoreType HDIMAGE] [-trustStoreType
HDIMAGE] -trustStorePath C:/*.* -trustStorePassword trust_pass -keyStorePassword
key_pass [-fileget gettingFileName] [-fileout outputFilePath]

-port

nopt cepeepa (no ymonyanuto 443)
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-server
nms cepeepa (no ymonuyanuto localhost)
-keyStoreType
nms kntodesoro Hocutenss HDIMAGE (kectkuii guck), REGISTRY (peectp OC
Windows), nms kaptoukn unu tokeHa (no ymondanuto HDIMAGE)
-trustStoreType
TUN HOCUTENs AJs XpaHuiuwa gosepeHHbix ceptudmkatos HDImageStore
(ecTknii anck), FloppyStore (auckera) (no ymonyanuto HDImageStore)
-trustStorePath
NyTb K XPaHWINLLY [OBEPEHHbLIX CEPTUNKATOB
-trustStorePassword
naposib Ha XpaHWNLE LOBEPEHHBIX CEPTUDNKATOB
-keyStorePassword
naposb Ha KoY
-fileget
umsi pecypca (no ymonyanuto index.html)
-fileout

nyTb K paiiny BoiBoga (no ymonyauto out.html)

7.3 3anyck kAneHTa Harpyso4HOro npumMepa M3 KOMaHAHOW CTPOKMU
(HighLoadExample)

JTLS_samples.HighLoadExample -client [-port hostPort] [-host hostName] [-get sourcePage]
[-t T] [-n N] -source sourceDir -store tempDir -trustStorePath C:/*.x
[-trustStoreType trust_typel -trustStorePassword trust_pass [-keyStoreType keystoreType]
[-keyStorePassword key_pass] [-ct X] [-external] [-apache4] [-trace] [-help]

Mpn BbINONHEHUN KOMaHAbI MOryT noTpeboBaThbcsi mapamerpbl -Dcom. sun.security.enableCRLDP=true u
-Dcom.ibm.security.enableCRLDP=true Ansi OCYLUECTBAEHUSI NPOBEPKMN LiENOYKM cepTudukaTos online.

-port

nopt cepeepa (no ymonyanuto 443)
-host

nmsi cepeepa (no ymonvauuto 127.0.0.1)
-get
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UMsi 3arpy>xaemoro pecypca (no ymondanuto default.htm)

-t
KOJINHECTBO MOTOKOB (MogktoueHnii) (no ymonyanuio 2)
-n
KOJINYECTBO 3aMpocoB Ha MOToK (nogkntodeHne) (Mo ymonyaxuo 2)
-source
narka c pecypcamu Ans nepefadu CepeepoM KimeHTy (Noka He MCnosib3yeTcs)
-store
namnka Ansi COXpaHeHUsi 3arpy>XxaeMoro pecypca
-trustStorePath
NyTb K XpaHWANLLY JOBEPEHHBIX CEPTUUKATOB
-trustStoreType
nms kntodesoro Hocutenss HDIMAGE (kectkuii guck), REGISTRY (peectp OC
Windows), nms kaptoukn nnu tokeHa (no ymondanuto HDIMAGE)
-trustStorePassword
Napo/ib Ha XpaHUNLLE AOBEPEHHbIX CepTUNKaTOB
-keyStoreType
nms kntodesoro Hocutenss HDIMAGE (xectkuii guck), REGISTRY (peectp OC
Windows), nms kaptoukn nnu tokeHa (no ymondanuto HDIMAGE)
-keyStorePassword
Naposib Ha KoY
-ct
TalimayT paboTbl noToka kineHTa (cek.) (Mo ymonyanuto 5 MuH.)
-external
o3HayvaeT nogkitodeHne kK "BHewHemy'"(He CO34aHHOMY B 3TOM >Xe NpUMepe)
cepsepy
-apache4
o3HavaeTt wucnons3osaHnme Apache HttpClient 4.x BmecTo BHYTpeHHero knacca
Client. BubnnoTeku apache gomxHbl 66T B KaTanore lib/ext (classpath)
-trace

03HayvaeT NoApobHbIli BbIBOS B KOHCOJb
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-help

VIHdDOpMaLI'I/IFI O TOM, KaKNe€ KOMaHAbl MOXXHO NCNOJIb30BaTb

7.4 3anyck knueHta Ha ocHoBe Apache HttpClient 4.x n3 komaHaHoW
ctpokun (ApacheHttpClient4XExample)

JTLS_samples.ApacheHttpClient4XExample [-port hostPort] [-host hostName]

[-get sourcePage] [-allow] [-auth] [-save path] -trustStorePath C:/*.* [-trustStoreType
trust_type] -trustStorePassword trust_pass [-keyStoreType keystoreTypel
[-keyStorePassword key_pass] [-help]

Mpn BbINONHEHUN KOMaHAbI MOryT noTpeboBaThcsi mapamerpbl -Dcom. sun.security.enableCRLDP=true u
-Dcom.ibm.security.enableCRLDP=true Ansi OCYLLECTBAEHUSI NPOBEPKMN LENOYKM cepTudrkaTos online.

-port
nopT cepsepa (no ymondanuio 443)
-host
nmsi cepeepa (no ymonyanuto 127.0.0.1)
-get
nms 3arpyxaemoro pecypca (no ymondanuio default.htm)
-save
NOJHBIV NYTb /151 COXPAHEHNSI 3arPy>XXEHHOrO pecypca
-allow
ANs OTKJIIOHEHNs] MPOBEPKM CooTBeTCTBUs agpeca pecypca u CN cepeepHoro
ceptudukaTta
-auth
yKa3blBaeT Ha HEODXOANMOCTb KANEHTCKONA ayTeHTuduKaymu
-trustStorePath
NyTb K XPaHWIULLY JOBEPEHHbLIX CEPTUMKATOB
-trustStoreType
nms kntodesoro Hocutenss HDIMAGE (kectkuii guck), REGISTRY (peectp OC
Windows), nms kaptoukn nnu tokeHa (no ymondanuto HDIMAGE)
-trustStorePassword
naposib Ha XpaHWNLE LOBEPEHHBIX CEPTUNKATOB
-keyStoreType
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umsi kitovesoro Hocutenss HDIMAGE (xectkuii guck), REGISTRY (peectp OC
Windows), nms kaptoukn unu tokeHa (no ymondanuto HDIMAGE)

-keyStorePassword
napoJib Ha KJOY
-help

VIHd)OpMaLI,VIﬂ O TOM, KaKne KOMaHAbl MOXXHO NCNOJIb30BaTb
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8 OcobeHHocTn ucnonbsoBaHusi Kpuntollpo JavaTLS B
Apache Tomcat

OcHoBbl ncnonb3sosanus TLS cm. B Apache Tomcat SSL/TLS Configuration HOW-TO.
Apache Tomcat nmeer cobcTBeHHbI nHTepdelic ans BcTpausanust TLS npotokona.

Hactpoiika Apache Tomcat BbinonHsETCA B CAeaytOLLEM NOPSAKE:
1) Vcranoska Kpuntollpo JavaTLS;

2) CospaHue ceptudpmukata "lMposepku nognmHHoctu cepeepa';
3) Hacrpoiika koHHekTopa Apache Tomcat.

BakHbiM 0BCTOATENLCTBOM SABNSETCA TOT (hakT, Y4TO €C/IM BK/IOYEHA NPOBEPKa LIENOYKM CepTUMUKATOB Ha
ot3bie o CRLDP ceptudpukaTa, To Heobxogumo paspewnTs 3arpysky COC, 3apae napameTpsbl:

‘ System.setProperty("com.sun.security.enableCRLDP", "true");

nmnbo

‘ System.setProperty("com.ibm.security.enableCRLDP", "true");

8.1 Cospatune ceptudmnkara Apache Tomcat

[ns Beinycka cepTudnkata cieayiiTe MHCTPYKUMAM, OMMCAHHBIM B YNpaBaeHue Kaodamn u ceptudprkatamu.
Obuwee nms ceptucdpukata (Common Name, CN) gomxHo cosnagate ¢ DNS-umenem (unu IP — npu obpawerun
knneHToB Tosnbko no IP) cepeepa Apache Tomcat. Apache Tomcat nepebupaer Bce cepTudpmkaTbl nosib3oBaTens,
nog, yHeTHOI 3anncblo KOTOPOro oH paboTaer, Noka He HaliAeT noaxoaswmii (N0 HA3HAYEHUIO N MaposIID), NO3TOMY
HeobxoanMo 0becneymnTb ero YHNKaAbHOCTL UMEHHO B 3TOM CMbICIIE.

Mo ymonuanuto (B Windows) Apache Tomcat nwieT KoHTeiiHep C CepTUPUKATOM MOf YHETHOW 3anncbto
cuctembl  (gaxe ecnm B HacTpolikax Apache Tomcat ykasatb cBoiictBo LogOn nog nosnb3oBaTenbckol
YYETHO 3anncblo, MOUCK MOAXOASILLErO KOHTeliHEpa OH BCE paBHO BeAeT B 3TOW  Nanke), MO3TOMy
cnepgyet naubo co3paTb €ro MOA  YHETHOW 3amnCbi  CUCTEMbI, MO0  BPYYHYK MEPENOXKMUTb  CO3AAHHbIN
nof, CBOE Yy4eTHOW 3anucbto koHTeiHep u3 %USERPROFILE)\LocalSettings\ApplicationData\CryptoPro\
B8 %USERPROFILEY\..\DefaultUser\LocalSettings\ApplicationData\CryptoPro\, nmbo HacTpoutb Apache
Tomcat nog cBoKO y4eTHyt 3anuch cieaytoum obpasom: [Manens ynpasnenus—AamuHuctpuposaHue— Cnyx0Obl un
npunoxenusi— Cnyx6bi—Apache Tomcat ceoiictBa—Bxog B cuctemy: ¢ yuetHoii 3anucbio (ykasaTb UMsi 1 Naposib).

8.2 Hacrpoiika koHHekTopa Apache Tomcat

Ons HacTpoiiku KOHHEKTOpa Apache Tomcat HeobxoauMo n80baBuTh B cpaiin
<CATALINA_HOME>/conf/server.xml CTPOKM Mo Creaytolemy obpasuy:

<Connector port="8443" maxHttpHeaderSize="8192"
protocol="org.apache.coyote.httpll . HttpliNioProtocol"
SSLEnabled="true"
maxThreads="150" minSpareThreads="25" maxSpareThreads="75"
enableLookups="false" disableUploadTimeout="true"
acceptCount="100" scheme="https" secure="true"
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/>

clientAuth="false"
sslProtocol="GostTLS"
algorithm="GostX509"

keystoreProvider="JCP"
keystoreFile="<USER_HOME>/.keystore"
keystorePass="11111111"
keystoreType="HDImageStore"

keyalg="GOST3410EL"
sigalg="G0OST3411withGOST3410EL"

OnuncaHne OCHOBHbIX MapameTpoB CM. B fokymeHTaumm Ha Apache Tomcat. B keystoreFile ykasbiBaercs
nyTb K COOTBeTCTBYytoweMy daiiny. B keystorePass — maposib Ha koHTeiiHep. [lpn yka3aHHOM Bbilwe onucaHum
MCMOMIb3YeTCsl BCTPOEHHbIN nepexogHuk ans JSSE.

Ons Toro, 4tobbl HacTpoutb tomcat ans ncnonbsosanus Kpuntollpo JavaCSP, cnepyet ykasatb cnepytowine
napameTpsbi:

/>

<Connector port="8443" maxHttpHeaderSize="8192"
protocol="org.apache.coyote.httpll . HttpliNioProtocol"

SSLEnabled="true"

maxThreads="150" minSpareThreads="25" maxSpareThreads="75"
enableLookups="false" disableUploadTimeout="true"
acceptCount="100" scheme="https" secure="true"

clientAuth="false"
sslProtocol="GostTLS"
algorithm="GostX509"

keystoreProvider="JCSP"
keystoreFile="<USER_HOME>/.keystore"
keystorePass="11111111"
keystoreType="<TYPE>"

truststoreProvider="JCP"
truststoreType="CertStore"
truststoreFile="<USER_HOME>/.keystore"
truststorePass="11111111"

keyalg="GOST3410EL"
sigalg="GOST3411withGOST3410EL"

[ns paboTbl ¢ koHTeliHepamu ucnonssyetcst nposaiigep Kpuntollpo JavaCSP, B To BpeMs Kak ¢ XpaHUaunLem
AoBepeHHbIX cepTudmkatos pabortaer JCP (c Tunom xpavunuwa CertStore). <TYPE> — 0bo3Ha4aeT Tun KOHTeRHepa
ans npoeaiigepa Kpuntollpo JavaCSP, Hanpumep, npu Hactpolike tomcat 8 OC Windows TYPE cooteetcTeyet
REGISTRY, a 8 OC Linux — HDIMAGE.
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BaxHo oTmetuts, u4to gns Apache Tomcat Bepcum 7.0.42 u Boblwe MoxeT noTpeboBaThbCs ykasaHue
LONOJHUTESIbHBIX MapaMeTpPOB:

ciphers="TLS_CIPHER_2001"
sslEnabledProtocols="TLSv1"

Tomcat ~ moxer  wucnonbsoBatb  bubnvotekm  Apache  Portable  Runtime  (APR)  pns
nosbilweHnst npoussoautensHoctn. APR ncnonbsyet nnatdopmo-3aBnucumyto peanusauuto TLS, koTopasi He MoxeT
paboTaTe ¢ poccuiickumu [OCT anroputmamu u Java HacTpoiikamu Tuna keystoreFile u Bbigact owmnbky. Jns
npenoTepaleHnst aBTokoHdurypauum depes APR v 3agaHns Java KOHHEKTOpa, HE3aBUCMMO OT TOrO, 3arpyeHbl
ARP 6ubnuotekn unm HeT, HEOOXOAMMO B OMMCAHNM KOHHEKTOPA SIBHO 3afaTb MMSs Kfacca peasv3auum B aTpubyTe
npoTokoJia protocol="org.apache.coyote.httpll.HttpliNioProtocol".

Mpn aytenTudpmkaumm kaventa (clientAuth="true") cnefyeT TakkKe yKasaTb MyTb K XPaHUINLLY
ceptudmkatos (truststoreFile="<USER_HOME>/.keystore") u naponb (truststorePass="1111111").

Mpumevanne. Onsa Apache Tomcat 8.5 n Bbiwe MoxeT noTpeboBaThCs cneumanbHblli MOLYyNb-aAanTep,
Yybn BUBAMOTEKA, ONUCAHNE 1 UCXOAHUKU HAXOAATCS B nanke agucTpubytusa Doc\WebServerIntegration\
Tomcat9.

8.3 Hacrpoiika >xypHanupoaHus Kpuntollpo JavaTLS B8 Apache
Tomcat

Ons wHactpoiikm >ypHanuposaHus peiicteuin Kpuntollpo JavaTLS B dpaiine <CATALINA_HOME>/conf/
logging.properties Heobxogumo:

e [00aBuTb HOBbIA handler B cTpoky handlers = ...;

e 100aBMTH ONMCaHMe ero CBOMCTB B COOTBETCTBYIOLLEM Pa3fene;

e n0b6aBuTb onucanme ru.CryptoPro.ssl.SSLLogger.

Mpumep HacTpoiiku dpaiina logging.properties ¢ yposHem FINE:

handlers = 1catalina.org.apache.juli.FileHandler, 2localhost.org.apache.juli.FileHandler,
3manager.org.apache. juli.FileHandler, 4admin.org.apache.juli.FileHandler,
Shost-manager.org.apache. juli.FileHandler, 6jtls.org.apache.juli.FileHandler,
java.util.logging.ConsoleHandler

.handlers = l1lcatalina.org.apache.juli.FileHandler, java.util.logging.ConsoleHandler

L L L I L L L
# Handler specific properties.

# Describes specific configuration info for Handlers.

HHHH

lcatalina.org.apache. juli.FileHandler.level = FINE
lcatalina.org.apache. juli.FileHandler.directory = $catalina.base/logs

lcatalina.org.apache. juli.FileHandler.prefix = catalina.

2localhost.org.apache. juli.FileHandler.level = FINE

2localhost.org.apache. juli.FileHandler.directory = $catalina.base/logs
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2localhost.org.apache. juli.FileHandler.prefix = localhost.

3manager.org.apache. juli.FileHandler.level = FINE
3manager.org.apache. juli.FileHandler.directory = $catalina.base/logs
3manager.org.apache. juli.FileHandler.prefix = manager.

4admin.org.apache. juli.FileHandler.level = FINE
4admin.org.apache. juli.FileHandler.directory = $catalina.base/logs
4admin.org.apache. juli.FileHandler.prefix = admin.

Shost-manager.org.apache. juli.FileHandler.level = FINE
Shost-manager.org.apache. juli.FileHandler.directory = $catalina.base/logs
Shost-manager.org.apache.juli.FileHandler.prefix = host-manager.

6jtls.org.apache. juli.FileHandler.level = FINE
6jtls.org.apache. juli.FileHandler.directory = $catalina.base/logs
6jtls.org.apache.juli.FileHandler.prefix = jtls.

java.util.logging.ConsoleHandler.level = FINE
java.util.logging.ConsoleHandler.formatter = java.util.logging.SimpleFormatter

B s
# Facility specific properties.

# Provides extra control for each logger.

A L L I L L L

org.apache.catalina.core.ContainerBase. [Catalina] . [localhost].level = INFO
org.apache.catalina.core.ContainerBase. [Catalina] . [localhost] .handlers =
2localhost.org.apache. juli.FileHandler

org.apache.catalina.core.ContainerBase. [Catalina] . [localhost]. [/manager].level = INFO
org.apache.catalina.core.ContainerBase. [Catalina]. [localhost].[/manager].handlers =
3manager.org.apache. juli.FileHandler

org.apache.catalina.core.ContainerBase. [Catalina] . [localhost].[/admin] .level = INFO
org.apache.catalina.core.ContainerBase. [Catalina] . [localhost]. [/admin] .handlers =
4admin.org.apache. juli.FileHandler

org.apache.catalina.core.ContainerBase. [Catalina]l . [localhost] . [/host-manager].level = INFO
org.apache.catalina.core.ContainerBase. [Catalina].[localhost] . [/host-manager].handlers =
Shost-manager.org.apache. juli.FileHandler

ru.CryptoPro.ssl.SSLLogger.level = FINE
ru.CryptoPro.ssl.SSLLogger .handlers = 6jtls.org.apache. juli.FileHandler

# For example, set the com.xyz.foo logger to only log SEVERE
# messages:

#org.apache.catalina.startup.ContextConfig.level = FINE
#org.apache.catalina.startup.HostConfig.level = FINE
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‘ #org.apache.catalina.session.ManagerBase.level = FINE

8.4 VYcnoBus 3kcnnyaTaunm 6e3 npoBeaeHUs UCCnenoBaHNiA NO OLEHKE
BANSAHNS

O6ecneuerune pabotel CK3W Kpuntollpo CSP sepcun 5.0 R3 KC1 cosmecTHo ¢ MO Apache Tomcat n 3awmThl
kaHana ceasn c Beb-cepsepom B coctase 10 Apache Tomcat no npotokony TLS 6e3 nposeaeHus uccnegoBaHuii no
OLiEHKE BJINSIHUS AOMYCTMMO NPU BbINOSHEHNN CNEAYIOLNX YCAOBUIA:

1) KoHdurypauuonHbiii chaiin Beb-cepsepa MO Apache Tomcat (cpaiin <CATALINA_HOME>/conf/server.xml)
JOJDKEH CoAepXaTb crnegytowyne HacTpoiikn obbekTaConnector ans 3awuiaemMoro KaHana Cesisu:

Ona MO Apache Tomcat sepcun 7.0:

protocol="org.apache.coyote.http11.Httpl1NioProtocol”

SSLEnabled="true"

secure="true"

scheme="https"

clientAuth="false" gns nactpoiikn TLS-cepsepa 6e3 ayTenTudmkaumu TLS-knnenTa
clientAuth="true" gns nactpoiikn TLS-cepsepa c ayteHTudpmkayueii TLS-knueHTa
sslEnabledProtocols="TLSv1"

ssIProtocol="GostTLS"

ciphers="TLS CIPHER 2001" uau ciphers="TLS CIPHER 2012" nau
ciphers="TLS CIPHER 2012,TLS CIPHER 2001"

e keystoreProvider="JCP"

o keystoreFile="keystoreFilePath”, rae keystoreFilePath — nonHbiii nycte go daiina .keystore (xpaHunuia
KNtoYeii Beb-cepeepa);

e keystorePass="password”, rae password — naponb goctyna k cpaiiny .keystore (xpaHunuiy kitouei
Beb-cepBepa);

e keystoreType="HDImageStore" nnu keystore Type="RutokenStore" unu keystoreType="FloppyStore"
e truststoreFile=" truststoreFilePath”, rae truststoreFilePath — noauelii nyctb go daiina xpanunnwa
cepTudnkaTor Beb-cepeepa;

e truststorePass="password"”, rae password — naposb goctyna K chaiisly XpaHuaunLLa cepTugnKaTos
Beb-cepBsepa;

Ona MO Apache Tomcat sepcum 8.5, 9.0:
protocol="org.apache.coyote.httpl1l.Httpl1NioProtocol”
sslimplementationName="ru.CryptoPro.ssl.tomcat.jsse. JCPJSSEImplementation"
SSLEnabled="true"
secure="true"
scheme="https"
Hacrpoiikn SSLHostConfig
— protocols="TLSv1"
ssIProtocol="GostTLS"
certificateVerification="none" ans Hactpoiiku TLS-cepeepa be3 ayteHtudukauum TLS-knueHTa
certificateVerification="required” gns HacTpoiikn TLS-cepsepa c aytenTudpmkaumeii TLS-knuenta
— ciphers="TLS CIPHER 2001" wau ciphers="TLS CIPHER 2012" wau ciphers="TLS CIPHER _
2012, TLS CIPHER 2001"
— truststoreProvider="JCP"
— truststoreFile=" truststoreFilePath”, roe truststoreFilePath — nonuweili nycte go dhaiina xpanunuwa
cepTudbmkaTos Beb-cepsepa;
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— truststorePass="password", rae password — napoab goctyna Kk daiiny xpanunuwa ceptudunkaTos seb-
cepBepa;
— truststore Type="CertStore”
— Hactpoiiku Certificate
x certificateKeystoreProvider="JCP"
x certificateKeystoreFile="keystoreFilePath”, rae keystoreFilePath — nonubIli nycte go aiina
keystore (xpanunuwa kntoyeii Beb-cepeepa);
x certificateKeystorePass="password”", rae password — naponb pgoctyna k daiiny .keystore
(xpaHunuwy kntovein Beb-cepeepa);
x certificateKeystoreType="HDImageStore” unn certificateKeystoreType="RutokenStore” unnn
certificateKeystore Type="FloppyStore”

2) Heobxoanmo A0baBMTL nakeTbl <CATALINA HOME> /bin/bootstrap.jar, <CATALINA
HOME>/lib/catalina.jar, koHdurypaymonHsiii dpaitn <CATALINA HOME> /conf/server.xml (nocne BbinonHexHoi
HaCTPOIik1 Beb-cepBepa B COOTBETCTBUM C MyHKTOM 1) ) B nepedeHb koHTponupyembix (cm.n. 5.3 XKTH.00101-03
92 01. lNpasuna nonb3osaHus).

B cnyuae pabotel ¢ MO Apache Tomcat sepcumn 8.5, 9.0 B nepedeHb Takxe Heobxogumo nobaBuTb naker
JCPTomcatAdapter-1.0-SNAPSHOT .jar, exoasiwuii 8 coctas CK3U.

3) Heobxoanmo 3agatb napamertp tls_prohibit_disabled_validation paBHbIM «true:
System.setProperty("tls_prohibit_disabled_validation", "true")

4) Heobxoanmo 3agatb napametp enableCRLDP paBHbiM «truey (cm. pasgen 7).
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9 Omnapka TLS-coeguHeHuns

Ons otnagku TLS-coenuHeHnsi MOXHO BOCMONb30BATLCS BCTPOEHHbIM forrepom SSLLogger.

Hns storo yctanosuTe yposeHb FINE B jre/lib/logging.properties:

.level = FINE

java.util.logging.ConsoleHandler.level = FINE

SSLLogger ABASIETCS paclUMpeHNeM CTaHAapTHoro knacca Java Logger.
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10 OcobeHHoCTH KpunTonpoBanaepa KpunTtollpo
JavaCSP

KpunTtollpo JavaCSP — npogaiiaep, ocyuwectenstowmnii Bce kpuntorpaduyeckue onepaumm nytem obpatieHus
kK Kpuntollpo CSP. Kpuntonpogaiigep Kpuntollpo JavaCSP peanusyer ctangapTHbiii untepdeiic Java Cryptography
Architecture (JCA) B cooTBeTCTBUM C POCCUIACKAMI KPUNTOrpachnyecKumu anropuTMamu.

[ns ykazaHusi nmenn nposaiigepa Bmecto JCP.PROVIDER_NAME crnegyeT ucnosns3osaTs JCSP.PROVIDER_NAME.
[ns Toro, 4yTobbl ncnonb3oBaTh ycTaHOBEHHbI npogaiigep Kpuntollpo JavaCSP B cpSSL, nepep BbinosHeHnem koga
CNnefyeT yKasaTb C/eAyHoLLy0 KOMaHAy:

cpSSLConfig.setDefaultSSLProvider (JCSP.PROVIDER_NAME); // kmacc cpSSLConfig BXomuT B
// makeT ru.CryptoPro.ssl.util

nnbo

‘ System.setProperty("ru.CryptoPro.defaultSSLProv", "JCSP");

10.1 3arpy3ska opHOro »3k3emMnsipa KJIlOYEBOrO KOHTelHepa C
nomoubto knacca StorelnputStream

Mo ymonuaHnio MeHefpkep Kitodeil Moaynsi cpSSL oCyLiecTBAsiET NOAOOP KI/IOYEBBIX KOHTEAHEPOB MPOCTHIM
nepevncieHneM ux C nomolybto Metosa aliases() knacca KeyStore m NpuMEHEHMEM K HUM HEKOTOPOroO NapoJsi,
KOTOPbIi MOXeT bbITb nepegaH Kak npu co3gaHum obvekta SSLContext, Tak M nyTem 3ajaHusi CBOIACTBa
keyStorePassword.

OpaHako 3ToT cnocob nogbopa KoHTeliHEpPa NMeET HeKOTOpble HeraTueHble nocneacteus 8 Kpuntollpo JavaCSP,
nosTomMy 6onee NPaBUNbHbIM ABNAETCA 3arpy3kKa O4HOINo 3apaHee N3BeCTHOro KJ14eBoro KOHTeVIHepa. 3T0 BO3MO>XXHO
c nomoublo knacca ru.CryptoPro.JCP.KeyStore.StoreInputStream. Knacc onucav B javadoc-gokymeHTauum
ancTpnbyTnea. KoHCTpYKTOp Knacca NpuHUMAaEeT Ha3BaHWE KOHTeHepa (anmac) B ABYX dhopMaTax: aamac Kao4da u
FQCN-nms koHTeliHepa.

Hanpumep, MOXXHO cOo3paTb KOHTEKCT CrieaytowmmM obpasom:

// ®dopMupyeM NIOTOK C HMEHEM KOHTeHHepa

InputStream container = new StorelInputStream("alias");

// ®opMupyeM O6BEKT Iysi 3arpy3KU KOHTelHepa

KeyStore keyStore = KeyStore.getInstance (JCSP.HD_STORE_NAME) ;
keyStore.load(container, null); // 3arpyxaeM KOHTelHEp

KeyManagerFactory kmf = KeyManagerFactory.getInstance("GostX509");

kmf . init (keyStore, "password".toCharArray()); // Vuunmamusamus MeHemxepa Kiobdel
SSLContext sslCtx = SSLContext.getInstance("GostTLS"); // Nozroroska SSL-KOHTEKCTa
ss1lCtx.init (kmf .getKeyManagers(), ... , null); // Cosgpamme SSL-KOHTEKCTa

nunbo Bocnonb3oBaThCs cBoiicTBamu keyStore:

System.setProperty("javax.net.ssl.keyStoreType", "HDIMAGE");
System.setProperty("javax.net.ssl.keyStore", "alias");
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1 NepegaTb B HErO afnnac KOHTeliHepa.

Mpn 3arpyske KoHTeliHepa C nomouibto knacca StoreIlnputStream Bce dyHkuuu n3 KeyStore byayt
BO3BpaLLaTh K4, CEPTUMKAT U ApPYrue AaHHble TOJBKO W3 YKAa3aHHOTO KOHTeliHepa, 3a UcktodeHueM dyHKLui
Tuna SetXXX, KOTOpble NpeAnoNaratoT COXpaHeHNe KOHTeliHepa.

OcobeHHocTblo ncnonb3osaHus StorelnputStream SBASETCA TakXKe TO, YTO MOXHO MOJYHUTb 3aKPbITbIii
KJIKOY, cepTndukaTt 1 apyryto uHopmauumio, Boi3sae getXXX ¢ null BMECTO anmaca, HanpuMep:

// TlomydeHHe 3aKpHTOTO KIIOYa

InputStream PrivateKey pk = keyStore.getKey(null, "password");
// TlomydeHHe CIMCKa 13 ONHOTO KOHTeiHepa

InputStream Enumeration aliases = keyStore.aliases();

// TonydueHue cepTuduraTa

InputStream Certificate cert = keyStore.getCertificate(null);

Anmnac B 3TOM cny4dae He TpebyeTcsi, T.K. NPeAnonaraeTcsi, 4YTo OH y>xe Dbl nepeaaH paHee C NOMOLLLIO Kiacca
StoreInputStream. OgHako, AaHHOe MPaBWIO He PaCMpOCTPaHSIETCs Ha PyHKUuto getEntry, T.K. el 3anpewieHo
nepegasaTtb null BMecTo anmaca.
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