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AHHOTaUMNSA

Hacrosiwuii gokymeHT onucbiBaetT coctae dyrkumii Kpuntollpo JavaCSP (ocHoBHoli knacc mnposaiigepa
ru.CryptoPro.JCSP.JCSP) wn npepHasHadeH pns paspabotku npuknagHoro MO ¢ HenocpeACTBEHHbIM BbI30OBOM
dyHkuuii CK3W «Kpuntollpo CSP» Bepcusi 5.0 R3 KC1 (ncnonnenne 1-Base).

1 BsepaeHue

Kpuntollpo JavaCSP peanusyer poccuiickne kpuntorpacuyeckue anroputmbl 1 (PYHKLMOHUPYET MOf
ynpaB/ieHMeM BUPTYasbHbIX Java-MalumH.

Kpuntollpo JavaCSP peanusyer crangaptHbiii unTepcpeiic Java Cryptography Architecture (JCA) B
COOTBETCTBUM C POCCUMIACKUMMN KPUNTOrpacPuHeCKUMN anroputMamMu U B COOTBETCTBUM C 3TUM UHTepdeiicom
obecneymBaeT BbINOJHEHNE CEAYHOLUX ONepauuii:

e rerepaums kntodeii I u kntoueii nposepku Il B coorsetcTBun ¢ anroputmom FOCT P 34.10-2012;

® reHepaumsi 3aKpbITbIX U OTKPLITBIX KJIOYER aniroputMa KaK4eBOro obmMeHa B COOTBETCTBUM C ajJrOpUTMOM
FOCT P 34.10-2012;

® 3anMCb Ha HOCUTENM U YTeHne C HocuTeneir kntoued Il u kntoHeBoro obmera (MHTepderic xpaHunnwa
kntoueii JCA);

e 3anucb ceptudpmkaTa katova nposepku Il u knoveBoro obmeHa Ha KIKOYEBOW HOCUTENL B COOTBETCTBUN
C XpaHAWMMCst Ha HocuTene KatodoMm DI n yTeHne cepTUUKaATOB C KNKOYEBLIX HOocuTenel (MHTepdeiic xpaHunnwa
kntoyeii JCA);

® 3anuUCb AOBEPEHHBLIX KOPHEBLIX cepTudukaTos B cTaHaapTHoe xpanunuwe JCA u yTeHue U3 Hero;

e reHepaumsi kKatodeli ¢ pasaudHeiMu napamerpamu B cootsercteuu ¢ TOCT P 34.10-2001, FTOCT P 34.10-
2012;

® X3LIMPOBaHME AaHHbIX C pa3nnyHbiMu napameTrpamun B cooteetctaum ¢ [OCT P 34.11-94, TOCT P 34.11-
2012;

e hopMUpOBaHUE 3EKTPOHHON NoANUCKA C pa3indHbiMu napameTtpamu B cooTeetcteun ¢ FOCT P 34.10-2012;

e npoBepka anekTpoHHoi nognucu B cooteetcTeuu ¢ [OCT P 34.10-2001, TOCT P 34.10-2012;

® OCYLLECTBJIEHNE BbIPabOTKM KAKOYEl MapHOi CBA3M C WCMOJb30BAHMEM anropuTMma KiK4eBoro obmeHa c
katodamm [OCT P 34.10-2001, TOCT P 34.10-2012;

® reHepaumsi 3aKpbITbIX KatoYeid B cooteeTcTeun ¢ anroputmamun OCT 28147-89, TOCT P 34.12-2015 Marwma,
FOCT P 34.12-2015 KysHneunk;

e reHepauusi 3aKpbiTbIX Kto4eid ans ucnonbsosanus B yHkumsx HMAC, ocHOBaHHBIX Ha MCMOABL30BaHUM
xaw-pyrkumnii FTOCT P 34.11-2012;

e wudpoBaHue faHHbix B cooteetcTeum ¢ anroputmamm FOCT 28147-89, TOCT P 34.12-2015 Marma, FTOCT
P 34.12-2015 Ky3sHeuuk;

e wncposanmne 3akpbiTbix katoueli TOCT 28147-89, TOCT P 34.12-2015 Marma, TOCT P 34.12-2015
Ky3Heuuk;

e BbipaboTka umutoBcTaBku B cootBeTcTBum ¢ anroputmamm [OCT 28147-89, TOCT P 34.12-2015 Marma,
FOCT P 34.12-2015 KysHeuuk;

e BoipaboTtka 3HaveHmii pyHkumii HMAC, ocHoBaHHbIX Ha ucnonb3oBaHum xaw-gpyrkuyunii FTOCT P 34.11-94,
FOCT P 34.11-2012;

e BbIpaboTKa ciyvaliHbix HaliTOBLIX NOCAEA0BATENLHOCTEN.

MMoMUMO nepeyncrieHHbIX OnepaLnii, OCYLLECTBASIEMbIX B COOTBETCTBUM CO CTaHAapTHbIM nHTepdericom JCA,
Kpuntollpo JavaCSPnpegoctaBasieT JoNoAHUTENbHBIE BOSMOXKHOCTY paboTel ¢ cepTudpmkaTamm:

® reHepauus 3anpoca Ha cepTuduKar;

e OTMpaBKa 3ampoca CepBepy U MoJyHeHMe OT CepBepa COOTBETCTBYHIOLLErO 3anpocy cepTudrKaTa;

® reHepaumsi CaMOMNOANNCAHHbIX CEPTUDUNKATOB.
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OcHoBHble TexHu4veckme panHble u xapaktepuctuku CK3W, a Takxke wnHdopmaumio o COBMECTUMOCTM C
apyrumu npogyktamu Kpuntollpo cm. B « KTAK.00101-03 91 12. Kpuntollpo CSP. PykoeoacTeo agMunHucTpaTopa
6esonacHoctu JavaCSP un JavaTLS».

Ef

Mpumevanne. Mpu sctpausanun CK3W B npuknagHole cuctembl B C/lyHae MCMOJb30BaHUS BbI3OBOB,
BXOAsAWMX B nepedeHb [lpunoxeHusi 2 pokymeHTa «XKTHAK.00101-03 95 01. [lNpaBuna nonb3oBaHUsSY,
HeobXO4MMO NPOBOANTL OUEHKY BAusAHUs cpefbl dyHkunoHmposatus (CP) CK3W Ha BbinonHexue
npegbsasaeHtbix K CK3U TpebosaHnii.

B cnydae ncnonb3oBaHns BbI30OBOB, He BXOAALWMX B nepeyeHb [Tpunoxenns 2 gokymenta « XTHAN.00101-03
95 01. MpasBuna nonb3oBaHUs», HeobxoaMMo NpoBoANTL paspaboTky oTaensHoro CK3W va 6ase « Kpuntollpo
CSP» c npoBepeHneM COOTBETCTBYIOLLUX TEMAaTUHECKUX UCCEA0BAHUI B COOTBETCTBUN C AEACTBYOLLEN
HOPMaTUBHOI Da30iA.

Moapobree cm. pazgen 4 pokymenta « KTHAN.00101-03 95 01. lMNpaeuna nonb3oBaHUs ».
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2 Wcnonb3yembie knaccobl Java

Kpuntonpogaiigep Kpuntollpo JavaCSP ocyuiectensier kpuntorpacuyeckue onepauyuu npy  NOMOLLY
cnegytowmx knaccos Java (nepedmcnenbl B andaBUTHOM NOPsiAKe):

e AlgorithmParameterSpec

o Certificate

e CertificateFactory

e Cipher

e lvParameterSpec

o KeyAgreement

e KeyGenerator

e KeyPairGenerator

e KeyStore

e Mac

o MessageDigest

e SecureRandom

e Signature
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3 Wcnonb3oBaHue dyHkunii Kpuntollpo JavaCSP 4epes
CTaHAapTHbI uHTepderic JCA

B cnyyae ncnonbsosanusi Java-mawnH Bepcuu 11 u Bbiwe:

DKCnlyaTauus OCyLLECTBASIETCA NyTeM AobaBneHusi NpoBaliiepoB B CMUCOK java.security:

security.provider.<N>=JCSP
security.provider.<N>=Crypto
security.provider.<N>=RevCheck

BubnunoTekn nonxHbl bbITh fobaeneHsl B classpath.

3.1 T[eHepauunsa kNO4YEBbIX Nap 3JIEKTPOHHOW MOAMNNCU N KJIKOYEBOro
obmeHa B cootBetcTBun co cravHgaptamun FOCT P 34.10-2001 v TOCT P
34.10-2012

3.1.1 Co3paHue o0bObeKkTa reHepauun KAKOYEBbIX Nap 3/IEKTPOHHOW nNoaNUCU W
KJlo4eBOro oomeHa

[ns cospaHnsa obbekTa reHepaTopa KJ/IKOYEBONA Napbl 3/EKTPOHHON MOAMMUCK B COOTBETCTBUM C aJrOpUTMOM
FOCT P 34.10-2001 cTaTmyeckomy MeToay getInstance() knacca KeyPairGenerator HeobXofumMo B KayecTse
napameTpa nepejatb uMmsi, uaeHtTuduumpyowee paanubiii anroputm ("GOST3410EL" wan JCP.GOST EL
DEGREE _NAME). MNpu Takom Bbi3oBe MeTofa getInstance() COBMECTHO C onpefeneHnem TpebyeMoro anroputma
reHepauuu KaKO4YeBOl napbl HEODXOLUMO MepefaBaTh WMsi KPUMTOMPOBAiLEpa, MCMOAL3YEMOrO LSt BbIMOJHEHUS
Tpebyemoii onepauun, 1o ectb JCSP.PROVIDER NAME. Takum obpasom, cosgaHue reHepatopa KJtOHeBOW napbl
S/IEKTPOHHON MOAMUCK OCYLLECTBIISIETCS OLHUM U3 C/IEAYIOLLUX CMOCODOoB:

KeyPairGenerator kg
KeyPairGenerator kg

KeyPairGenerator.getInstance("GOST3410EL", "JCSP");
KeyPairGenerator.getInstance (JCP.GOST_EL_DEGREE_NAME, JCSP.PROVIDER_NAME) ;

Ons cospaHusi reHepaTopa KJIKOYEBOW MNapbl 3/EKTPOHHOW MOAMNUCKM B COOTBETCTBUM C  aJrOPUTMOM
FOCT P 34.10-2012 (256 6ut) metomy getInstance() HeoDXOAMMO B KayecTBe napaMeTpa nepepatb UMs,
naeHTndbnumpytowee aannbiii anroputm ("GOST3410 2012 256" wam JCP.GOST EL 2012 256 NAME). MNpn
TakoM Bbl30Be MeTofa getInstance() COBMECTHO C ompefefieHmeM TpebyeMoro anroputMa reHepauum Kjto4eBoi
napbl HeobxogMMO nepefaBaTh MMsSI KPUNTOMPOBAMAepa, UCMONL3YEMOro AJst BbIMOJAHEHWUS Tpebyemoii onepauuu,
To ectb JCSP.PROVIDER NAME. Takum obpasom, co3gaHue reHepaTopa KAOHEBOW Napbl 3JEKTPOHHON MOAnMcu
OCYLLIECTBASIETCS OAHUM U3 cregytowmx crnocobos (Ha npumepe FOCT P 34.10-2012 (256 6uT)):

KeyPairGenerator kg = KeyPairGenerator.getInstance("GOST3410_2012_256", "JCSP");
KeyPairGenerator kg = KeyPairGenerator.getInstance(JCP.GOST_EL_2012_256_NAME, JCSP.PROVIDER_NAME) ;

Ons cospaHusi reHepaTopa KJKOYEBOW MNapbl 3/IEKTPOHHOW MOANUCKM B COOTBETCTBUM C  aJrOPUTMOM
FOCT P 34.10-2012 (512 6ut) metomy getInstance() HeoDXOAMMO B KayecTBe NapaMeTpa nepeaatb UMs,
naeHTndbnumpytowee aannbiii anroputm ("GOST3410 2012 512" wam JCP.GOST EL 2012 512 NAME). lMNpu
TakoOM Bbl30BE MeTofa getInstance() COBMECTHO C onpefesieHneM Tpebyemoro asropnTMma reHepauun Kato4esol
napbl HeobxoAMMO nepeaaBaTb UMsSI KPUNTOMpPOBaligepa, MCMOJb3YEMOro ASist BbiNosHeHust Tpebyemoli onepauun,
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To ectb JCSP.PROVIDER NAME. Takum obpasom, cosgaHue reHepaTopa KAOHEBOW Napbl 3J1EKTPOHHON MOAMNMCK
OCYLLECTB/ISIETCS OQHUM U3 CNEefyHOLWMX Cnocobos:

KeyPairGenerator kg
KeyPairGenerator kg

KeyPairGenerator.getInstance ("GOST3410_2012_512", "JCSP");
KeyPairGenerator.getInstance (JCP.GOST_EL_2012_512_NAME, JCSP.PROVIDER_NAME);

[ns reHepaumm kaOYeBOR napbl katodeBoro obmena, cooteercteytoweii [OCT P 34.10-2001, Heobxogumo
npn co3gaHun obbekTa reHepaTopa B KayecTBe WMeHU, UAeHTUdNLMpPYOWero Tpebyemble anropuTmbl, yKasbiBaTb
nmst "GOST3410DHEL" unn JCP.GOST EL DH NAME. B cnydyae e reHepauum Kao4eBoi napbl KitOHEBOro
obmena, cootsetctaytoweii [OCT P 34.10-2012 (256) wam FOCT P 34.10-2012 (512), Heobxoaumo ykasbiBaTb
nmst "GOST3410DH 2012 256" wam JCP.GOST DH 2012 256 NAME, uan "GOST3410DH 2012 512" nan
JCP.GOST DH 2012 512 NAME. Takum obpasom, B kpuntonposaiigepe Kpuntollpo JavaCSP renepatop
KJIKOHEBOM napbl KJIKOYeBOro obmeHa, CooTBeTCTBYOWEl anroputmMam obmena Oudpdpu-Xennmana u nognucn FOCT
P 34.10-2001 nau TOCT P 34.10-2012 npon3BoguTcst OgHUM U3 CNEAYoLnX Cnocobos:

KeyPairGenerator kg = KeyPairGenerator.getInstance("GOST3410DHEL") ;

KeyPairGenerator kg = KeyPairGenerator.getInstance("GOST3410DHEL", "JCSP");

KeyPairGenerator kg = KeyPairGenerator.getInstance(JCP.GOST_EL_DH_NAME, JCSP.PROVIDER_NAME);
KeyPairGenerator kg = KeyPairGenerator.getInstance("GOST3410DH_2012_256");

KeyPairGenerator kg = KeyPairGenerator.getInstance("GOST3410DH_2012_256", "JCSP");
KeyPairGenerator kg = KeyPairGenerator.getInstance(JCP.GOST_DH_2012_256_NAME, JCSP.PROVIDER_NAME) ;
KeyPairGenerator kg = KeyPairGenerator.getInstance("GOST3410DH_2012_512");

KeyPairGenerator kg = KeyPairGenerator.getInstance("GOST3410DH_2012_512", "JCSP");
KeyPairGenerator kg = KeyPairGenerator.getInstance(JCP.GOST_DH_2012_512_NAME, JCSP.PROVIDER_NAME);

OtnnuntensHoii ocobennocToto JCSP siBnsieTcss ncnonb3oBaHne GUoAOrMYeCKOro gaTymka CAyqaliHbiX HUCEN
kpuntonposaiigepa Kpuntollpo CSP npu reHepaumu [oAroBpemMeHHbIX KHOYEBLIX Nap 3NEKTPOHHOR nognucu u
KJo4YeBoro obmeHa. leHepauusi K/KOYEBO Mapbl MOXET MPOUCXOAUTL MO OAHOMY U3 ABYX CLEHApUEB: CO3AaETCs
BPEMEHHbIA KOHTENHEP, KOTOPbIA KonupyeTcst B pabo4nii, nam cpasy cosgaércs pabounii koHTeliHep.

3.1.2 OnpeaeneHve napamMeTpoB reHepauun KJaKYeBOW Napbl 3/IEKTPOHHOW nognucu v
Kato4eBoro obmeHa

Bo3amoxHbl crepytowyne cnocobbl nogaqn napameTpoB MHULMANINBALMIN:
1) crangapthbiii (Ha npumepe TOCT P 34.10-2001):

KeyPairGenerator kg = KeyPairGenerator.getInstance(JCP.GOST_EL_DEGREE_NAME, JCSP.PROVIDER_NAME) ;
KeyPair keyPair = kg.generateKeyPair();

B sTom ciiydae nponcxoauT cosfaHue BPEMEHHOrO KOHTERHEpa C HEKUM MPOM3BOJIBHLIM MaposieM U UMEHEM
(anuacom), ans BbIpaboTkM KatoHa noTpebyeTcs HabpaTb AOCTATOYHYHO SHTPOMUKO B CTaHAapTHOM okHe Bmo[CH
kpunTonposaligepa Kpuntollpo CSP.

2) c 3apaHnem anmaca koHTeiiHepa (Ha npumepe TOCT P 34.10-2001):

KeyPairGenerator kg = KeyPairGenerator.getInstance(JCP.GOST_EL_DEGREE_NAME, JCSP.PROVIDER_NAME) ;
// Coszpmanue KoHTelHepa Tuna HDIMAGE ¢ mmeHeM containerName

String container = KeyStoreConfig.getHDImage () .makeContainerName (containerName) ;

AlgIdSpec params = new NameAlgIdSpec(container); // IlapaMeTps KHAIMANX3aLUK TCeHEpPaTOpa
kg.initialize(params) ;

KeyPair keyPair = kg.generateKeyPair();

B atom ciyuae co3paetcs pabounii KoHTeliHEpP C UMeHeM containerName, Ans BbIpaboTKy Kitoda noTpebyercs
HabpaTb [OCTaTOYHYIO SHTponuto B cTaHgapTHoM okHe BuoJJCH kpuntonposaiigepa Kpuntollpo CSP, B okHe BBOAA
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1 NOLTBEPXKAEHUS Naposis ANsi KOHTEAHEPA yKa3bIBAaeTCs NUH-KOA. apameTp container MOXET cogepaTb 3HaYeHue
B dopmate FQCN, nanpumep, \\.\HDIMAGE\test| .\

Ecnu nponcxoput reHepaums kntoveii anroputma obmena, cooreercraytowux FOCT P 34.10-2001, To Tpebyetcs
dopMmMpoBaThL NapaMeTpbl Tak:

// TapaMeTpn wuHunmanusanuu reseparopa GOST3410DH
AlgIdSpec params = new NameAlgIdSpec(AlgIdSpec.getDHDefault(), container);
kg.initialize(params) ;

3) ans anroputmos FOCT P 34.10-2012 (256 6ut) n FOCT P 34.10-2012 (512 6uT) Ha npumepe nepeoro:

KeyPairGenerator kg = KeyPairGenerator.getInstance(JCP.GOST_EL_2012_256_NAME, JCSP.PROVIDER_NAME) ;
// Co3gpauue KoHTelnepa Tuna HDIMAGE c mmemeM containerName

String container = KeyStoreConfig.getHDImage () .makeContainerName (containerName) ;

// TlapaMeTph MHHIZAIM3AaIUE CeHepaTopa

AlgIdSpec params = new NameAlgIdSpec(AlgIdSpec.0ID_PARAMS_SIG_2012_512, container);
kg.initialize(params) ;

KeyPair keyPair = kg.generateKeyPair();

B aTom ciyyae cozpaetcsi pabounii KoHTeliHep C UMeHeM containerName, ANst BbIpaboTKM Kitoda noTpebyeTtcs
HabpaTb JOCTaTOYHYHO 3HTponuto B cTaHgapTHoM okHe BuoJCH kpuntonposaiigepa Kpuntollpo CSP, B okHe BBOAA
1 NOLATBEPXKAEHUS NapPOSs Asl KOHTeliHepa yKasblBaeTCs NUH-KoA. [TapameTp container MOXeET cofep)KaTb 3HaYeHMe
B popmate FQCN, Hanpumep, \\.\HDIMAGE\test.

Ecnu nponcxoant reHepauus kntodeli anroputma kitodesoro obmena, cooreercreytowmx FOCT P 34.10-2001,
TO BO3MOXXHO yKa3aTb MapaMeTpbl Tak:

// TlapamMeTps uHunmanusaunuu reHepaTopa GOST3410DH_2012_256
AlgIdSpec params = new NameAlgIdSpec(AlgIdSpec.0ID_98, container);
kg.initialize(params);

AHanornyHeim obpazom 3agatotcs mapametpbl gas TOCT P 34.10-2012 — wupeHTudpmkaTopamu Habopos
napametpos AlgldSpec.OID PARAMS EXC 2012 256 n AlgldSpec.OID PARAMS EXC 2012 512.

MNMocne Toro, Kak reHepaTop KJ/OYEBOM nNapbl Obln CO3AaH, MOXET TakXe BO3HUKHYTb HEOBXOAMMOCTb
YCTaHOBWUTL Habop napameTpoB KAIOYEBOW Mapbl 3JEKTPOHHON MOAMUCKA WM KJKOYEBOrO OBMeHa, OTNMYHbLIA OT
napameTpoB, YCTaHOBAEHHbLIX B KOHTposibHol nanenn Kpuntollpo JavaCSP. Onepauus nsmMeHeHUs CyLLECTBYIOLLENO
Habopa napaMeTpoB OCYLLIECTBASIETCS MpU NOMOWM MeToda initialize() knacca KeyPairGenerator. DTomy
MeToAy B KayecTBe napamerpa nepegaercs obbekT AlgldInterface, NMpeAcTaBAsOWMA coboil nHTepdelic Habopa
yCTaHaB/IMBAaEMbIX NapaMeTpoB (co3paHne OOBEKTOB Takoro TWMa OMMUCHLIBAETCS HUXKe). Torga u3meHenme Habopa
napaMeTpoB reHepaTopa KJ4eBOl Napbl NPOU3BOANTCS ChefyrowmmM obpasom:

AlgIdInterface keyParams; // unTepdeiic Habopa mapaMeTpoB KIioda
kg.initialize(keyParams); // ycTaHOBKa IapaMeTpoB, OIpeLeNeHHbHX uHTepdeiicoM keyParams

Cne,u,yeT NOMHUTL O TOM, 4YTO U3MEHEHNE MapaMEeTPOB reHepauunnm KJH04eBON napbl NMEET CMbIC/T TOJILKO A0
BbIMOJIHEHUA HENOCPEACTBEHHO NrEHEPaAUMN Napbl.

CranpgapTHblii uHtepdeiic JCA JOMyCKaeT BbI30Bbl MeToga initialize() knacca KeyPairGenerator u C
APYruMM napaMeTpamu (Hanpumep, ANUHA KKOYa), HO MpY UCNoNb30BaHUK KpunTonpogaiigepa Kpuntollpo JavaCSP
Takne BbI30Bbl HE UMEIOT CMbIC/IA, MOCKOJbKY OHW HE W3MEHSIIOT Habop MmapaMeTpoB, YCTAHOBNEHHLIA paHee
reHepaTopy.
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KntoyeBble KOHTeliHepbl NOALEPXKMBAIOT Takxke cnar dhAllowed, O3HAYAIOWMNIA BO3SMOXHOCTb NMPOU3BOANTL HA
3aKPbLITOM KJKOYE COrlacoBaHMe CECCUOHHBIX KtoYeh wundposarmnsi. IToT BUT aBTOMATNYECKN YCTaHABIUBAETCS Npu
reHepauum kntodein kntodesoro obmena (DH) Ha Bcex anropuTmax, npu reHepaumy KatoHed NOAMNNCK HA aAroOpUTME
FOCT P 34.10-2001, Ho He ycTaHaBAWBAETCSA MO yMOAYaHWIO ANns Katodeid nognucu Ha anroputme FOCT P 34.10-2012.
[ns toro, 4tobbl ko4 nognucu anroputma FTOCT P 34.10-2012 6b1n co3gaH ¢ ycTaHOBAeHHbIM pnarom dhAllowed
M MOl WCMOJIb30BATLCS AN KIHOYEBOro OOMEHA, HY>KHO MPOMHULMAIN3MPOBaTh ODBLEKT reHepaTopa CleAyoLnM
obpasom:

‘kg.initialize(new CryptDhAllowedSpec());

3.2 XswwnpoBaHue paHHbix B cooTtBetcTBumu c anroputmamm FOCT P
34.11-94 v TOCT P 34.11-2012

Kpuntonpogaiigep Kpuntollpo JavaCSP ocyuiectBasieT Bbl4UCAEHNE 3HAYeHUS X3W-PYHKLMM OT AaHHbIX B
cooteercteun ¢ anroputmom FOCT P 34.11-94 n TOCT P 34.11-2012, yepes ctangapTHbiii nHtepdeiic JCA npu
nomowyn knacca MessageDigest.

3.2.1 Co3paHne obbeKkTa X3WNPOBAHUSA AaHHbIX

ObbekT xawmpoBaHusi gaHHbix B coorsetcTeuu ¢ anroputmamu FOCT P 34.11-94 v TOCT P 34.11-2012
CO3[,2eTCA NOCPEACTBOM BbI30Ba MeTofa getInstance() knacca MessageDigest. ITOT MeToA, SABMSIETCA CTaTUYECKNUM
1 BO3BPALLAET CCbIKY Ha 0bBEKT Knacca MessageDigest, KOTOpbI/ 0DecneHnBaeT BbINOHEHUE Tpebyemoli onepaLuuu.

Ons cospaHus obbekTa xswwmposaHust B cootseTcteum ¢ anroputmom [OCT P 34.11-94, TOCT P
34.11-2012 (256 6ut) u FOCT P 34.11-2012 (512 6ut) meTogy getInstance() HeobxoAMMO B KayecTBe
napametpa nepefatb uMs, ugeHtuduumpytowee aanubiii anroputm ("GOST3411" wanm JCP.GOST DIGEST
NAME, "GOST3411 2012 256" wam JCP.GOST DIGEST 2012 256 NAME, "GOST3411 2012 512" wnn
JCP.GOST DIGEST 2012 512 NAME cootsetcTBeHHo). [1pu Takom Bbi3oBe MeToaa getInstance () COBMECTHO C
onpeaeneHnem TpebyeMoro aaropmTma XaLWnNpPoBaHUS JaHHbIX OCYLLECTBASIETCS TaKXXe onpeaeneHune Tpebyemoro Tuna
kpunTonpoBsaiigepa (Kpuntollpo JavaCSP). Takxe ctangapTHbiii nHtepcpeiic JCA nossossieT B kadecTBe napameTpa
dyHkunn getInstance() kiacca MessageDigest BMeCTE C MMEHEM aJroOpuTMa yKasbiBaTb MMsi KpUNTOMNpOBaiigepa,
NCMOJIb3YEMOro NSl BbINOJIHEHMSI Tpebyemoii onepauunu. Takum obpa3oM, cosfaHue reHepaTopa KJ/OYEBOW Mnapsbi
OCYLLIECTBASIETCSt OAHMUM U3 crefytownx cnocobos (Ha npumepe FOCT P 34.11-2012 (256 6uT)):

MessageDigest digest = MessageDigest.getInstance("GOST3411", "JCSP");

MessageDigest digest = MessageDigest.getInstance(JCP.GOST_DIGEST_NAME, JCSP.PROVIDER_NAME) ;
MessageDigest digest = MessageDigest.getInstance("GOST3411_2012_256", "JCSP");

MessageDigest digest = MessageDigest.getInstance(JCP.GOST_DIGEST_2012_256_NAME, JCSP.PROVIDER_NAME) ;
MessageDigest digest = MessageDigest.getInstance("GOST3411_2012_512", "JCSP");

MessageDigest digest = MessageDigest.getInstance(JCP.GOST_DIGEST_2012_512_NAME, JCSP.PROVIDER_NAME) ;

B cnyyae ucnonssosatusa anroputma FOCT P 34.11-94 6ynyT ncnonb30BaThCsl NapameTpbl, YCTAHOBJ/IEHHbLIE B
KOHTPOJIbHOM MaHenu napametpamu (napameTpamu no ymondanuio). Anroputmel xawmposarust FOCT P 34.11-2012
He napameTpu3oBanbl. CtangapTHbili untepdeiic JCA knacca MessageDigest HE MO3BONSIET U3MEHSATb NapaMeTpbi
CO34aHHOTO ODBEKTA XJLUMPOBAHUS, HO EC/IN CYLECTBYET Takasi HEODXOAUMOCTb, TO MpPU MOMOLLU SOMOJHUTENBbHBIX
BO3MOXHoCTeli Kpuntonposaiigepa Kpuntollpo JavaCSP mMoxHo ycTaHOBUTL Tpebyemble mapameTpbl X3LWMPOBaHMS
(oTAIMYHbIE OT NapaMeTpPOB, YCTaHOBEHHBIX B KOHTPOJILHON MaHesn).

3.2.2 OnpepeneHve NnapamMeTpoB X3LWNPOBaHUSA AAHHbIX

Mocne Toro, Kak OOBEKT X3WMPOBAHUS AAHHbIX OblN CO3[4aH, MOXET BO3HUKHYTb HEOOXOAMMOCTb N3MEHWUTb
napameTpbl X3LWMUPOBAHUS, YCTAHOBJ/IEHHbIE paHee B KOHTPOAbHOW naHenn. Onepaunsi N3MeHeHUsi CyLLECTBYIOLLErO

Crpatuuya 13 us 99


https://docs.oracle.com/javase/7/docs/api/java/security/MessageDigest.html

MKTA.00101-03 96 02. KpunTollpo CSP. Pykoeoactso nporpammucta. JavaCSP n Android

Habopa napamMeTpoB He MOXeT ObITb OCyLleCTBAeHa npu nomowu cTaHgaptHoro wuHTepcdpeiica JCA knacca
MessageDigest, NO3TOMY ANl €€ peanu3aunm CleayeT NPUBECTI CO3L4aHHbIA 0OBEKT XaWNpPoBaHUs K Tuny GostDigest
U yxe o5t 0bbeKTa 3TOro Kacca BOCMOL30BAaTLCS METOAOM reset (), nepeaasasi AaHHOMY METOAY UAEHTUMKATOP
ycTaHaennsaembix napamerpos (OID):

// BHVMAHUE! gmysi COBMECTHMOCTH C IOpyruUME HpomykTamu Kpumrollpo
// cnemyeT MCHONB30BATBH IAPaMETPH IO YMOIYAHUIO:

// "1.2.643.2.2.30.1"

0ID digest0id = new 0ID("1.2.643.2.2.30.1");

/* mpeobpasoBarue K Tumy GostDigest */

GostDigest gostDigest = (GostDigest)digest;

/* ycTaHoBka TpebyeMsX mapaMeTpoB */
gostDigest.reset(digest0id) ;

Metog reset() (6e3 napametpoB) craHgapTHoro wuHTepcdpeiica JCA knacca MessageDigest W3MeHsieT
YCTaHOBJ/IEHHbIE NapaMeTpbl X3LWUPOBaHNS HA NapaMeTpbl MO YMOJHAHUIO.

[aHHas onepaymsi NMeeT CMbICA TOJILKO A0 Ha4vasia BbIMOJHEHNST HEMOCPEACTBEHHOW Onepauun co3gaHms xawa
JaHHbIX.

3.2.3 KonupoBaHue 00beKkTa X3WMPOBAHUA AAHHbIX

B HekoTopbix cnydasx TpebyeTcss co3maTh KOMUIO YXKe CYLLECTBYIOLWIErO ODbeKTa X3WUPOBAHUS AAHHbIX,
Hanpumep, Korga TpebyeTcsi OCYLIeCTBMTbL X3LWMPOBAHME KAaK M YaCcTW [aHHbIX, TaK W BCErO WCXOLHOIMO0 MacChBa
AaHHbIX. B 3ToM cnyuae nocne Toro, kak bbiia obpabortana Tpebyemas HacTb faHHbIX, HeObxoAMMO coxpaHuTb (npu
MOMOLLM KOMMPOBaHMS) OOBEKT X3LIMPOBAHUS, U MPOAOIKMTL 0bpaboTKy ocTaBlelics vacTu (B pesynbTaTe Hero
BynyT obpaboTaHbl BCe BXOAHblE AaHHbIE). V)Ke MOC/Ee BbIMONHSETCS MOACHET 3HAaYEHUs X3lwa A5 0bonx obbekToB
(NCXOAHOTO — COOTBETCTBYIOLLErO BCEM AAHHBLIM M CKOMMPOBAHHOTO — COOTBETCTBYIOLLErO YacTW AAHHBIX).

Ons sTux ueneii ncnonbsyercsa Metog clone() knacca MessageDigest, KOTOPbIi BO3BpALLAeT TOYHYHO KOMMIO
CYLLECTBYIOLLEro 0bbEeKTa X3LUNPOBAHMS, BKJIKOYAst BHYTPEHHEE COCTOSIHUE. DTOT METOA MOXKET ObITh BbI3BaH Ha J1l06oM
STarne BbIMOJIHEHUS] OMEpPaLUK X3LWMPOBAHUS MOC/IE TOTO, KaK ODBEKT X3LWMPOBaHUS Bbia NPOUHULNANU3MPOBAH U A0
TOrO, Kak onepaumsi XaWwnpoBaHus beiia 3aBeplueHa.

3.2.4 BbluncneHue xawa gaHHbix B cootBeTcTBumu ¢ anroputmamu NOCT P 34.11-94 u
FrOCT P 34.11-2012

ﬂocne TOro, Kak O6'beKT XoWNpOoBaHnA 6b|)1 CO3A4aH, BblHNCNEHNE X3Wa AaHHbBIX B COOTBETCTBUN C aIFTOPUTMaMn
FOCT P 34.11-94 u TOCT P 34.11-2012 npoussogmutcs B ABa 3Tana: obpaboTka AaHHbLIX 1 MOCAeAytOLLee 3aBepLIeHne
onepaLun X3WnpoBaHus.

3.2.4.1 QOO0paboTka xaWwMpyeMbIX AaHHbLIX

Ob6paboTka XaWmnpyembix faHHbIX MOXET OblTb OCYLLECTBAEHA ABYMs crnocobamu:
e npwn nomowm metoga update() knacca MessageDigest;
e npu nomown metoga read() knacca DigestInputStream.

Ons obpabotkm nobbiM 13 3TUX CNOCOBOB X3WIMpyemble AaHHbIE HO/DKHbI ObiTb MpeacTaBieHbl B BUAE
baiiToBoro maccuea.

Wcnonb3osaHue metoga update()

MeTtog update() knacca MessageDigest ocywiecTeAsieT 0bpaboTKy X3LMPYEMbIX AaHHbIX, MPeACTaBIEHHbIX B
BuAe bailiToBOro Mmaccmea u nogaBaembix eMy B Kadectse napamertpa. CywecreyeT 3 BapuaHTa obpaboTkm baiiToBoro
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MacCuBa AaHHbIX MPY MOMOLLM STOrO METOAA:
1) MocneposaTtensHasti obpaboTka kaXkAoro Haiita AaHHbIX (MPK STOM KONMYECTBO BbI30BOB MeToAa update(byte
b) paBHO AnMHe mMaccmBa AaHHbBIX):

bytel[] data;
for(int i = 0; i < data.length; i++)
digest.update(datalil);

2) BnoyHas obpaboTka aaHHbIX (faHHble 0bpabaTbiBalOTCs BIOKaMN OMpPeAeNeHHON AnHbI):

byte[] data;
int BLOC_LEN = 1024;
// ecniu IOnuHa UCXOAHHX LAHHEX MEHBIE IJUHH 6IIOKA
if (data.length/BLOC_LEN == 0)
digest.update[datal;
else {
// mukn mo 6joraM
for (int i = 0; i < data.length/BLOC_LEN; i++) {
byte[] bloc = new byte[BLOC_LEN];
for(int j = 0; j < BLOC_LEN; j++) bloc[j] = datal[j + i * BLOC_LEN];
digest.update(bloc);
}
// obpaborka ocTaTka
byte[] endBloc = new byte[data.length % BLOC_LEN];
for(int j = 0; j < data.length ) BLOC_LEN; j++)
bloc[j] = datal[j + data.length - data.length % BLOC_LEN - 1];
digest.update(bloc);
}

3) ObpaboTtka faHHBIX LEJMKOM:

byte[] data;
digest.update(data);

HonyckaeTcsi koMbHMpPOBaHME NEPBOrO 1 BTOPOro BapmaHTa, 0bpaboTka 610kaMu pa3nnyYHOR AnHbI, @ TakXKe
UCnosb3oBaHne metoga update (byte[Jdata, int offset, int len) — 0bpaboTka MaccMBa AaHHbLIX CO CMELLEHUEM.
Ho B ntobom cnydae ciepyer nOMHWTBL, YTO AN KOPPEKTHOrO MOACHETA X3WA Ha dTane 3aBeplUeHusi onepauuu
X3LMPOBaHMsI Heobxoaumo obpaboTaTk Bce BaiiThl MaccuBa JaHHbIX.

Ncnonb3osaHue metoga read()

MNomMumo uncnonb3oBaHus metofa update() knacca MessageDigest obpaboTka XaLWMpyeMbIX JAHHBIX MOXET
BbITb OcyllecTBieHa nocpencTBoM Metona read() knacca DigestInputStream. PakTuyecku, 3TOT MeToh B
3aBUCUMOCTU OT cnocoba 0bpaboTkm JaHHbIX BbI3bIBAET COOTBETCTBYIOLLNIA BapuaHT 0bpaboTku Npu noMoLLm metoga
update (). [nsa ocywecteneHnss 06paboTkn faHHbIX M3 MCXOAHOrO HATOBOro MaccMBa faHHbIX HEODXOAUMO CO34aThb
HOBbI OOBEKT Tuna ByteArrayInputStream, a 3aTeM W3 HErO U CO3A4AHHOrO paHee OObEKTa X3LWMPOBAHUS AAHHbIX
NoNyYNTb HOBbI OOBEKT TUNa DigestInputStream:

byte[] data;
ByteArrayInputStream stream = new ByteArrayInputStream(data);
DigestInputStream digestStream = new DigestInputStream(stream, digest);

Mocne Toro kak 0bbekT Tuna DigestInputStream co3haH, 0bpaboTka X3LWMpPYEMbIX JAHHBIX OCYLLECTBIIAETCS
npu nomMowm Metopa read () knacca DigestInputStream. [lpn 3TOM, Kak n B ciydae meTofa update(), cyluecTByeT
3 BapuaHTa UCNoJib30BaHMsA MeTofa read():
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1) MocneposaTensHas obpaboTka Kaxkgoro HaiiTa gaHHbIX (NpyU 3TOM KONMHECTBO BbI30BOB MeToaa read(byte
b) paBHO anMHe MaccnBa AaHHbIX):

while (digestStream.available() != 0)
digestStream.read();

2) BbnouHast obpaboTka pfaHHbix (AaHHble obpabaTbiBaloOTCs GAOKaMM OnNpefesneHHON ANMHBI, NPU STOM
CHUTaHHbIE JAHHbIE 3aMUCLIBAIOTCA B NepefaBaemMblii byHKUnM read() maccus):

int BLOC_LEN = 1024;
int DATA_LEN = digestStream.available();
// ecnu OnuHA MCXONHHX IaHHHX MeHbIle IJIWHH 6J0Ka
if (DATA_LEN/BLOC_LEN == 0) {
byte[] data = new byte[DATA_LEN];
digestStream.read(data, O, DATA_LEN);
}
else {
// mukn mo 6joraM
for (int i = O; i < DATA_LEN/BLOC_LEN; i++) {
byte[] bloc = new byte[BLOC_LEN];
digestStream.read(bloc, 0, BLOC_LEN);
}

// obpaborka ocTaTka

byte[] endBloc = new byte[DATA_LEN % BLOC_LEN];

digestStream.read(endBloc, O, DATA_LEN % BLOC_LEN);
}

3) Obpabotka AaHHbIX Lennkom (MpW 3TOM CHWTAHHbIE JaHHbIE 3aMUCLIBAIOTCS B MepefaBaeMblil PyHKLMN
read() maccus):

byte[] data = new byte[digestStream.available()];
digestStream.read(data, O, digestStream.available());

Honyckaetcss KOMbUHMpOBaHME MEpPBOro 1 BTOPOro BapuaHTa, obpaboTka 6GsiokaMu pasfnyHOR AaWHLI, a
TakXe umcnonb3oBaHne metopa read(byte[ldata, int offset, int len) — 3anNUCb CHMTAHHBLIX JAHHbLIX B MAcCWB
co cMelleHuem. Ho B nobom cnyyae cneayeT NOMHUTL, YTO AJISi KOPPEKTHOrO MOACYETA X3LIA Ha 3Tane 3aBepLieHns
onepauun X3WnpoBaHus Heobxogumo obpaboTaTh BCe HaliThl MaccuBa AaHHbIX.

3.2.4.2 3aBeplueHune onepaummy X3LLMPOBaHUS

Mocne Toro, kak BCe AaHHble ObiM 0bpaboTaHbl, CrefyeT 3aBEpLUNTL ONEPALMIO X3LWINPOBaHNS. 3aBepLueHune
OCyLLECTB/ISIETCS NpW nomMowy MeToga digest() knacca MessageDigest. B pesynbrate BbinonHeHus atoli yHKLMM
NOACHUTLIBAETCS 3HaYeHne XaLW-yHKunK. [1oay4mnTb 370 3HaYeHne MOXHO ABYMsi crnocobamu:

1) BbioBom meTopa 6e3 napamerpos — digest ().

B atom cnyuyae meTog Bo3BpawaeT baiiToOBbIi MacCUB, COAEPXKaLLMiA 3HAYEHME X3LWUa;

2) BebizoBom meToga ¢ napamerpamu — digest (byte[] buf, int offset, int len).

B sTom cnydae meTog 3anucbiBaeT 3HaYeHME X3LWA B NEPEAABAEMbIA €MY MAaCCUMB CO CMELLEHUEM.

3.3 ®@opmMupoBaHue 3/IEKTPOHHOW MNOANNCN B COOTBETCTBUM C
anropntmamun NOCT P 34.10-2001 n TOCT P 34.10-2012

Kpuntonposaiigep Kpuntollpo JavaCSP ocyuwectensier chopMupoBaHne 31eKTPOHHOW MOAMUCK [aHHbIX,
cooTeetcTeytowein anropntmam [OCT P 34.10-2001 vaun FTOCT P 34.10-2012, yepes ctaHgapTHblin untepdeinc JCA
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npu nomoLum kiacca Signature. PopMupoBaHue 31EKTPOHHOR NOANUCY 451 JOBOro APYroro aaropuTMa npu NoMoLLY
kpunTonpoaiigepa Kpuntollpo JavaCSP 3anpewaetcs.

B kpuntonpoeaiigepe Kpuntollpo JavaCSP, kpome xawa no anroputmam [OCT P 34.11-94 wan TOCT P
34.11-2012, MOXXHO MOAMNMCLIBATL HEMOCPEACTBEHHO AaHHble. [loannchk faHHbIX OCYLLECTBASET BAOK TaK Ha3bIBaEMbIX
Raw-anroputmos.

3.3.1 Co3paHue obbekTa hopMMpOBaHUS 3N1EKTPOHHOW noanucu

ObbekT opMMpPOBaHNST  3SIEKTPOHHON MOANUCA  [aHHBbIX CO3JAETCA MNOCPEACTBOM  BbI30Ba MeToAa
getInstance() kiacca Signature. DTOT METO4 SIBASIETCS CTaTUYECKMM U BO3BPALLAET CChIIKY Ha ODBEKT KJacca
Signature, KOTOpbIA obecnedmneaer BbINoaHeHne Tpebyemoli onepaunn.

[ns cozpaHus obbekTa hopMUpOBaHUS 3NEKTPOHHOI nognucn B cooTeetcTBuu ¢ anroputmamm OCT P 34.10-
2001, FOCT P 34.10-2012 (256 but) n FOCT P 34.10-2012 (512 6uT) meToay getInstance() HeobxoaMMo B KayecTse
napamMmeTpa nepefaTb UMsi, UAEHTUPULNPYIOLLEE LaHHbIA aNrOpUTM:

e "GOST3411withGOST3410EL" unn JCP.GOST EL SIGN NAME

e "CryptoProSignature" nan JCP.CRYPTOPRO SIGN NAME (gns coBmectumoctu ¢ Kpuntollpo CSP)

e "GOST3411 2012 256withGOST3410 2012 256" wam JCP.GOST SIGN 2012 256 NAME

e "GOST3411 2012 512withGOST3410 2012 512" wan JCP.GOST SIGN 2012 512 NAME

e "CryptoProSignature 2012 256" unn JCP.CRYPTOPRO SIGN 2012 256 NAME (ans coBmecTumocTu
¢ Kpuntollpo CSP)

e "CryptoProSignature 2012 512" wan JCP.CRYPTOPRO SIGN 2012 512 NAME (gns coBmecTumocTu
¢ Kpuntollpo CSP)

Mpu Takom BbI30BE MeTofa getInstance () COBMECTHO C onpegeneHnemM Tpebyemoro anroputma popMnpoBaHus
3NIEKTPOHHON MOAMUCK OCYLLECTBISIETCS Takxe onpeaeneHue Tpebyemoro Tuna kpuntonposaiigepa (Kpuntollpo
JavaCSP). Takxe ctangaptHbili utepdeiic JCA nossonsieT B kadecTse napameTpa dyHkumn getInstance () kiacca
Signature BMECTe C WMEHEM aNropuTMa MNepeaaBaTb MMsI KPUMNTOMpPOBaiifepa, WCMOMb3YEMOro AJsi BbIMOAHEHUS
Tpebyemoii onepauun.

Takum obpasom, cospaHue obbekTa (OPMUPOBAHUS 3SJIEKTPOHHON MOAMUCU OCYLLECTBASIETCA OAHUM U3
cnefyowmx cnocobos:

Signature sig = Signature.getInstance("GOST3411withGOST3410EL");

Signature sig = Signature.getInstance("GOST3411withGOST3410EL", "JCSP");

Signature sig = Signature.getInstance(JCP.GOST_EL_SIGN_NAME, JCSP.PROVIDER_NAME) ;
//ons coBMecTtumMocTu ¢ Kpunrollpo CSP (mozmuchk mMeeT obpaTHEBII HOpPSmOK 6aifT)

Signature sig = Signature.getInstance("CryptoProSignature");

Signature sig = Signature.getInstance("CryptoProSignature", "JCSP");

Signature sig = Signature.getInstance(JCP.CRYPTOPRO_SIGN_NAME, JCSP.PROVIDER_NAME);

Signature sig = Signature.getInstance("GOST3411_2012_256withGOST3410_2012_256");

Signature sig = Signature.getInstance("GOST3411_2012_256withGOST3410_2012_2566", "JCSP");
Signature sig = Signature.getInstance(JCP.GOST_SIGN_2012_256_NAME, JCSP.PROVIDER_NAME) ;
//nna coBMecTuMocTu ¢ KpunTollpo CSP (mommuch mMeeT O6pAaTHHM NOPSZOK 6aiiT)

Signature sig = Signature.getInstance("CryptoProSignature_2012_256");

Signature sig = Signature.getInstance("CryptoProSignature_2012_256", "JCSP");

Signature sig = Signature.getInstance(JCP.CRYPTOPRO_SIGN_2012_256_NAME, JCSP.PROVIDER_NAME) ;

Signature sig = Signature.getInstance("GOST3411_2012_512withGOST3410_2012_512");
Signature sig = Signature.getInstance("GOST3411_2012_512withGOST3410_2012_512", "JCSP");
Signature sig = Signature.getInstance(JCP.GOST_SIGN_2012_512_NAME, JCSP.PROVIDER_NAME) ;
//ona coBMecTtumMocTu ¢ Kpunrollpo CSP (mozmuce mmeeT obpaTHEBII HOpPSAmoOK 6aifT)
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Signature sig = Signature.getInstance("CryptoProSignature_2012_512");
Signature sig = Signature.getInstance("CryptoProSignature_2012_512", "JCSP");
Signature sig = Signature.getInstance(JCP.CRYPTOPRO_SIGN_2012_512_NAME, JCSP.PROVIDER_NAME) ;

[ns cospatns obbekTa hopMUPOBaHUS SNEKTPOHHOI nognucy B cooTeetcTBuu ¢ anroputmamm FOCT P 34.10-
2001 wamn FOCT P 34.10-2012 6e3 xawmpoBaHusi gaHHbix (Raw-anroputmel), Heobxogumo metogy getInstance ()
nepefaTtb UMsi, UAEHTUPULNPYIOLLEE JaHHbIA aJrOPUTM:

e "NONEwithGOST3410EL" nan JCP.RAW GOST EL SIGN NAME

e "NONEwithCryptoProSignature" nan JCP.RAW CRYPTOPRO SIGN NAME (ans cosmectumoctn ¢
Kpuntollpo CSP)

nnn

o "NONEwithGOST3410 2012 256" unu JCP.RAW GOST SIGN 2012 256 NAME
o "NONEwithCryptoProSignature 2012 256" wuan JCP.RAW CRYPTOPRO SIGN 2012 256 NAME
(8ns coemectumoctn ¢ Kpuntollpo CSP)

nnn

o "NONEwithGOST3410 2012 512" uau JCP.RAW GOST SIGN 2012 512 NAME
e "NONEwithCryptoProSignature 2012 512" wuan JCP.RAW CRYPTOPRO_ SIGN 2012 512 NAME
(ans cosmectumoctu ¢ Kpuntollpo CSP)

B paHHOM cnyvae Takxxe MOXXHO OMpPefensiTb U KpUNTonposaigep:

Signature sig = Signature.getInstance ("NONEwithGOST3410EL");

Signature sig = Signature.getInstance("NONEwithGOST3410EL", "JCSP");

Signature sig = Signature.getInstance(JCP.RAW_GOST_EL_SIGN_NAME, JCSP.PROVIDER_NAME) ;

//Bna coBMecTuMocTH ¢ KpunTollpo CSP (mommuch mMeeT O6paTHHE IOpAZOK 6aifT)

Signature sig = Signature.getInstance ("NONEwithCryptoProSignature");

Signature sig = Signature.getInstance("NONEwithCryptoProSignature", "JCSP");

Signature sig = Signature.getInstance(JCP.RAW_CRYPTOPRO_SIGN_NAME, JCSP.PROVIDER_NAME) ;
Signature sig = Signature.getInstance("NONEwithGOST3410_2012_256") ;

Signature sig = Signature.getInstance("NONEwithGOST3410_2012_256", "JCSP");

Signature sig = Signature.getInstance(JCP.RAW_GOST_SIGN_2012_256_NAME, JCSP.PROVIDER_NAME);
//ons coBMecTtumMocTu ¢ Kpunrollpo CSP (mozmuce mMmeeT oOpaTHEBII HOpPSZOK 6aifT)

Signature sig = Signature.getInstance("NONEwithCryptoProSignature_2012_256");

Signature sig = Signature.getInstance("NONEwithCryptoProSignature_2012_256", "JCSP");
Signature sig = Signature.getInstance(JCP.RAW_CRYPTOPRO_SIGN_2012_256_NAME, JCSP.PROVIDER_NAME) ;
Signature sig = Signature.getInstance ("NONEwithGOST3410_2012_512");

Signature sig = Signature.getInstance("NONEwithGOST3410_2012_512", "JCSP");

Signature sig = Signature.getInstance(JCP.RAW_GOST_SIGN_2012_512_NAME, JCSP.PROVIDER_NAME);
//zna coBMecTuMocTu ¢ KpunTollpo CSP (mommuch mMeeT O6paTHHIM NOPSZOK 6aiiT)

Signature sig = Signature.getInstance("NONEwithCryptoProSignature_2012_512");

Signature sig = Signature.getInstance("NONEwithCryptoProSignature_2012_512", "JCSP");
Signature sig = Signature.getInstance(JCP.RAW_CRYPTOPRO_SIGN_2012_512_NAME, JCSP.PROVIDER_NAME);

3.3.2 WHuymanmnsaumsa obbekTa popmMmnpoBaHnst 31eKTPOHHOW noanucu

Mocne Toro, Kak 0bbEKT POPMUPOBAHNSA SNEKTPOHHOW nognucu bbin co3gaH, Heobxoaumo onpeaennTs Habop
napametpos anroputmos [OCT P 34.10-2001 wan TOCT P 34.10-2012, B cooTBETCTBUM C KOTOpbIMU OymeT
OCYLLECTBAATLCA onepauns hopMuUpoBaHns aNeKTPoHHOI noanucn. OnpegeneHue napaMeTPoB 31eKTPOHHO Nognucu
OCYLLECTBAISIETCA BO BPEMS MHULMAAN3ALNN OMepaLmn CO34aHMA Nognucn MeTogoM initSign() knacca Signature B
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COOTBETCTBUM C NapaMeTPaMul KJto4a 31EKTPOHHON NOANWUCK, NEPeaBaeMbIMM JaHHOMY MeToLy. DTOT KJtOY HE TOJIbKO
onpeaensieT napameTpbl POPMUPOBAHUS SNEKTPOHHOW MOAMNCU, HO N UCTOJb3YETCst B Npouecce ee (hopMUPOBaHUS.

Heobxogumo NOMHUTBL, YTO KIKOYM 3NEKTPOHHOW MoANUCK, MNOAABaEMble Ha WHULMANM3auulo obbekTa
opMMpoBaHNS 3MEKTPOHHON MOANUCKA, CO3AAHHOMO OMUCAHHLIM BbilE CMOCOBOM, [OJIKHBI COOTBETCTBOBATh
anroputmam FTOCT P 34.10-2001 wan TOCT P 34.10-2012. Cnocob reHepauuu Takux KIOYER ONMCaH Bbille.
Cozpanue nognucu ans Nobbix APYrux KAKOYER 3anpeLeHo.

Takum obpasom, uHMuManusaums onepaunn hOpMUPOBAHUS SJEKTPOHHON MOANUCU, BO BPEMSI KOTOPON
MPONCXOANT OMNpPEAESiEHE NapaMeTPOB NOAMNCU, OCYLLECTBASAETCA CNEAYIOWMM 0Dpa3oMm:

PrivateKey privateKey; // obasarenpHo kmou c anropurmoM "GOST3410EL" mnnm
// "GOST3410_2012_256" ummm "GOST3410_2012_512"
// (cooTBeTcTBynmumit anropurmy [OCT P 34.10-2001 mnmz
// TOCT P 34.10-2012)

sig.initSign(privateKey) ;

3.3.3 OnpepgenerHne napameTpoB (hopMUNPOBaHUS 3NEKTPOHHOW Nnoanucu

Mocne nHuumannsaymm obbekta OPMUPOBAHNS SNEKTPOHHON MOLMNCH KJIKOHYOM MOAMNCH MOXET BO3HUKHYTb
HeObXO4MMOCTb U3MEHNTL NapaMeTpbl (POPMUPOBAHUS INEKTPOHHON nognucn (YCTaHOBUTL MapamMeTpbl, OTIUHHbBIE
OT NapaMeTpPoOB KJIHOYA 3JIEKTPOHHOIA nop,nvlcm). N3MeHATL paspelsaeTcss TONbKO NapaMeTpbl X3LWMPOBaHUS,
MCMoJsIb3yeMble B NpoLecce (hOPMUPOBAHUS SJIEKTPOHHON NMOAMMUCY, NPUYEM U3MEHEHNE STUX NAPAaMETPOB AOMYCTUMO
TONILKO A0 Hayana onepauun OPMUPOBaAHNS 3IEKTPOHHON nognucn. l[I3meHeHue napamMeTpoB X3WMPOBaHUS
OCYLLECTBJIAETCS NMPU MNOMOLLM METOAA setParameter() knacca Signature. DTOMy MeTOAy B KayeCTBE napameTtpa
nepegaetcss obbekT ParamsInterface, SIBASIOWMIACA MHTEPdEACOM yCTaHABAMBAEMbIX MApaMETPOB X3LUMPOBAHMS
(co3paHne OOBEKTOB TakOro TWMA OMUCLIBAETCS HWXKe). Torga W3MeHeHWe MNapaMeTpoB X3LWMPOBAHUS AN
hopMMpPOBaHUST SNEKTPOHHOR NMOAMUCU OCYLLECTBISIETCA CleyoWUM obpasom:

ParamsInterface digestParams; // umHTepdelic mapaMeTpoOB X3WUPOBAHUSI
sig.setParameter (digestParams); // ycTaHoOBKa mapaMeTpOB, ONpeneleHHHX uHTeppeiicom digestParams

CnepyeT NOMHWTBL, Y4TO UCMONBL30BAaHWE [AHHOMO METOAA WMEET CMbIC/A TOJIbKO MOCAE TOro, Kak ObBbekT
dopmupoBanusi nognucnm Obin  NponmHWuManu3uposaH. Ecanm napameTpbl XaWmpoBaHus OblaM  U3MeEHEHbI Npu
pOpMMpPOBaHUN MOAMUCK, TO OHM LOJDKHbI OblTb COOTBETCTBYIOWMM ODPAa30OM W3MeHeHbl B MPOLECCE MPOBEPKM
nognucu. Takxe CrefyeTt y4yecTb, 4TO Anst Raw-anropntmos nogobHbie yCTaHOBKU He UMEKOT CMbICAA.

3.3.4 ®dopmupoBaHuMe 31eKTPOHHOW noanucu

Mocne Toro, kak 0bbeKT nognucy ObiN CO34aH U NPOVHULMANN3NPOBaH, onepauns dopMUPOBaHAA NOANNCK
NPOM3BOAMTCA B ABa 3Tana: obpaboTka AaHHbLIX W MOC/AEAYHOLIEE BbIYUCIEHUE MOAMUCK, 3aBEPLUAIOLLEE OMNepaLmio
hopMUpoBaHNA 3N1EKTPOHHON NOAMMNCH.

3.3.4.1 QO6paboTka nognucbiBaeMbIX AaHHbIX

ObpaboTka MmognuUCLIBaEMbIX HaHHbIX OCYLIECTBASIETCS MpU noMowm MeToaa update() kjacca Signature.
DTOT METOA OCyLLecTBAsSiET 0bpaboTKy MOAMUCHIBAEMbIX LaHHbIX, MPeACcTaBieHHbIX B Buge DaliToBoro mMaccuea u
nojaBaembix eMy B kadecTse napametpa. Cywecteyer 3 BapuaHTa 0bpaboTkm HaiiTOBOro Maccuea JaHHbIX npu
MOMOLLM 3TOr0 METOAA:

1) MocneposaTensHas obpaboTka kaxgoro 6baiita pfaHHbix (MpU 3TOM KONMMYECTBO BbLISOBOB METOAA
update (byte b) paBHO [JIMHE MacCUBa AaHHbIX):
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byte[] data;
for(int i = 0; i < data.length; i++)
sig.update(datalil);

2) BnoyHas obpaboTka aaHHbIX (faHHble 0bpabaTbiBaloTCs BrIOKaMN OMpPeAeNeHHON AnHbI):

byte[] data;
int BLOC_LEN = 1024;

// eciy LONuHA HCXOAHHX NAHHEX MEHBIE IJUHH 6IOKA
if (data.length/BLOC_LEN == 0)
sig.update[datal;
else {
// mmrI mo 6IoKaM
for (int i = 0; i < data.length/BLOC_LEN; i++) {
byte[] bloc = new byte[BLOC_LEN];
for(int j = 0; j < BLOC_LEN; j++) bloc[j] = data[j + i * BLOC_LEN];
sig.update(bloc);
}

// obpaboTka ocTaTka
byte[] endBloc = new bytel[data.length % BLOC_LEN];
for(int j = 0; j < data.length % BLOC_LEN; j++)
bloc[j] = data[j + data.length - data.length % BLOC_LEN - 1];
sig.update(bloc);

3) ObpaboTka faHHbIX LEJMKOM:

byte[] data;
sig.update(data);

Honyckaetcsi KoMbUHMpOBaHMe NEPBOro 1 BTOPOro BapuaHTa, obpaboTka BaokamMu pasnuyHoii LAVHbLI, a TaKXKe
ncnonb3oeaHne metona update (byte[Jdata, int offset, int len) — obpaboTka MaccMBa AaHHbLIX CO CMELLEHUEM.
Ho B ntobom ciyyae ciegyet NOMHNTL, YTO A1 KOPPEKTHOIO BLIYUCAEHMSI MOAMMCH HA STane 3aBEpPLUEHUs OnepaLuy
co3paHus nognucu Heobxoaumo obpaboTtath BCe BaliThl MaccmBa faHHbIX.

B cnyuvae, ecnn Bbiuncasietcs nognucek no Raw-anroputmy, obliee KosmyecTBo nepepaHHbix 6aliToB JOSKHO
ObITb paBHO [AJIMHE 3HAYEHWS WCMOJb3YEMOR X3W-pyHKuMM. ByayT nm oHu nepepaHbl 3a OfWH BbI3OB, WK
HECKOJIbKUMW BbI30BaMW, 3HAYEHUS HE MMEET.

3.3.4.2 BbluncneHue 3HavyeHUs1 3JIEKTPOHHOI Nognucu

MNocne Toro, Kak BCe faHHble bblin 0bpaboTaHbl, ClefyeT 3aBeplIMTL ONepaLmio (POPMUPOBAHUS SNIEKTPOHHOI
noanucu. 3aBepLUeHmne OCYLLECTBASETCS Npu NOMoLLM MeToaa sign() knacca Signature. B pesynbrate BbiNOSHEHUS
oTOl byHKLUY BBIYUCASIETCA 3HadYeHme nognucu. [MonyunTs 3TO 3HaYEHNE MOXHO ABYMsi crnocobamu:

1) Bbizoe meTopa 6e3 napametpo — sign(). B atom cnyuae mertop Bo3sBpawaer 6aliToBbli Maccus,
copepxalynii 3Ha4YeHme noanucuy;
2) BbizoB meToga ¢ napametpamn — sign(byte[] buf, int offset, int len). B aTom cnyyae metog

3aMNCbIBAE€T 3HA4YE€EHME nognncu B nepe,u,aBaeMblﬁ €My MacCCunB CO CMELLEHNEM.

MeTtoabl ans Raw-anropnTMoB noanucbiBatoT faHHble, NepeaaHHble MeTogamu update, WHTEPNPETUMPYS WX
KakK 3HadeHue xawa. Anroputmbl, ucnonssywowme [OCT P 34.11-94 van TOCT P 34.11-2012, BbluncasitoT x3u
nepefaHHbIX AaHHbIX, @ 3aTEM €ro MNoAnnChIBatoT.

Crpanuya 20 us 99



MKTA.00101-03 96 02. KpunTollpo CSP. Pykoeoactso nporpammucta. JavaCSP n Android

3.4 [lpoBepka 3/1€KTPOHHOI MOANNUCU B COOTBETCTBUU C aJITOPUTMOM
NOCT P 34.10-2012

Kpuntonposaiigep Kpuntollpo JavaCSP ocywectensieT npoBepky 31eKTPOHHOW MOAMNWCW  JAHHBIX,
cooTeetcTeytoutyto anroputmam [OCT P 34.10-2001 u TOCT P P 34.10-2012, 4yepes cTtaHaapTHbIiA uHTepdeiic
JCA npu nomowwm knacca Signature.

3.4.1 Co3paHue obbekTa NPOBEPKN 31EKTPOHHOW noanucu

ObbekT nNpoBepKM 3/EKTPOHHON MOAMUCM JAHHBIX CO34AETCs MOCPELCTBOM Bbi30oBa MeToja getInstance()
Knacca Signature. DTOT METOA SIBASIETCS CTAaTMYECKMM 1 BO3BPALLAET CCbUIKY Ha Knacc Signature, KOTOPbIii
obecneumBaer BbiNoJHeHNE Tpebyemoli onepauuu.

[ns cospaHns obbekTa NpoBepKn 3AeKTPOHHOW nognucu B cootsetcTeum ¢ anroputmamu [OCT P 34.10-
2001 (a Tounee, anroputm nognuc FOCT P 34.10-2001 c anroputmom xawwmposatust TOCT P 34.11-94), nan
FOCT P 34.10-2012 (256) (a Toutee, anroputm nognucu [OCT P 34.10-2012 (256) ¢ anropuTMom X3LIMPOBaHUS
FOCT P 34.11-2012 (256)) , wan FTOCT P 34.10-2012 (512) (a TouHnee, anroputm nognucn [OCT P 34.10-
2012 (512) c anroputmom xawwuposatusi [OCT P 34.11-2012 (512)) metogy getInstance() Heobxogumo B
KayecTBe MapameTpa nepejatb UMs, MAeHTuuLmMpytollee Tpebyemblli anroputTM MPOBEPKM SNEKTPOHHONR Nognucu
(cm. CospaHne obbekTa opMnpoBaHUS 3MEKTPOHHOW nognucyu; ans anroputma [OCT P 34.10-2001 —
"GOST3411withGOST3410EL" nan JCP.GOST EL SIGN NAME, ans anroputma FOCT P 34.10-2012 (256) —
"GOST3411 2012 256withGOST3410 2012 256" wam JCP.GOST SIGN 2012 256 NAME, ans anroputma
FOCT P 34.10-2012 (512) — "GOST3411 2012 512withGOST3410 2012 512" wam JCP.GOST SIGN 2012
512_NAME).

[Ons cospaHus obbekTa NpoOBEPKU 3NEKTPOHHOA nognucu B cooteetcTBuu ¢ anroputmamu [OCT P 34.10-
2001 wan FTOCT P 34.10-2012 6e3 nopcuyeTa 3HadeHus xsw-dyHKuuu, Metoay getInstance() Heobxognmo B
KayecTBe MapameTpa MepefaTh UMs, ugeHTupuumpytollee TpebyeMblii anropuT™ MPOBEPKU 3JIEKTPOHHON MOAMMCH
(cm. Cospanne obbekTa opMnpoBaHUs 3MeKTpOHHOW nognucyu; ans anroputma [OCT P 34.10-2001 —
"NONEwithGOST3410EL" nnn JCP.RAW _GOST _EL SIGN_NAME, ans anroputma TOCT P 34.10-2012 (256) —
"NONEwithGOST3410 2012 256" unun JCP.RAW GOST SIGN 2012 256 NAME, ans anroputma OCT P
34.10-2012 (512) — "NONEwithGOST3410 2012 512" unun JCP.RAW _GOST SIGN 2012 512 NAME).

3.4.2 WNuuymnanusaumsa odbbekTa NpoBepKU 3/IeKTPOHHOW noanucu

Mocne Toro, Kak OOBLEKT MPOBEPKM 3JEKTPOHHOW nognucu ObLl co3gaH, HEObXoAMMO onpepenutbs Habop
napaMeTpoB 3afaHHoro npu cospavunm obvekta anroputma (FOCT P 34.10-2001 wam TOCT P 34.10-2012),
B COOTBETCTBUUM C KOTOPbIMU OyAeT OCYLLECTBAATLCA Onepauusi NpPoBepku 3iekTpoHHol nognucu. Onpepenexue
MapaMeTpoB 3JIEKTPOHHOW MOAMUCU OCYLLECTBSIETCS BO BPEMS MHWLMANN3aUMN OMNepauumn MNpPOBEPKM MOAMUCK
MeTofoM initVerify() Knacca Signature. B COOTBETCTBMM C NAapaMeTpamMu KJIH04a NPOBEPKN 3JIEKTPOHHON noanucuy,
nepefaBaemMbiMy AaHHOMY MEeTOAY. DTOT KJHOY HE TOJIbKO OMPEeAessieT napaMeTpbl MPOBEPKM 3NEKTPOHHOI Noanucu,
HO N WCMOJAL3YETCS B CAMOM MPOLLECCE MPOBEPKM.

HeobxoanmMo noMHUTB, 4TO K/ILO4M NPOBEPKI 3/1EKTPOHHOM NOANUCY, NOAABAEMbIE HA MHNLMANN3ALMIO 0ObeKTa
MPOBEPKU SNEKTPOHHON MOAMMUCHU, CO3LAHHOrO OMUCAHHBLIM BbILE CMOCODOM AOMKHBI COOTBETCTBOBATHL aArOpUTMy
sToro obwvekrta (cooreercrsenHo, anroputmam FOCT P 34.10-2001 wau FOCT P 34.10-2012). Crocob renepavuu
kntoyein gnst anroputmos [OCT P 34.10-2001 n FTOCT P 34.10-2012 onucaH Bbiwe. [ToMuMo 3TOro anst KOppeKTHOV
NPOBEPKMN 3/IEKTPOHHOV Mognmcu TpebyeTcst, YTODbI KAtOY MPOBEPKM 3/IEKTPOHHON MOAMMCA COOTBETCTBOBAJ KJTHOHY
3/IEKTPOHHOM MOAMMUCU, HAa KOTOPOM OCYLLECTBASNIOCH (hOPMUPOBAHNE MOANNCH.

Takum 0bpa3oM, MHUUMANU3aLMS ONepaLun NPOBEPKN SJEKTPOHHONW MOAMNCK, BO BPEMSI KOTOPOW MPOUCXOAUT
onpeaeneHne napaMeTpoB 3JEKTPOHHON NOAMUCK, OCYLLECTBAAETCS Cleaytowmm obpasom:
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PublicKey publicKey; // amropurm I'OCT P 34.10-2001 muum T'OCT P 34.10-2012
sig.initVerify(publicKey) ;

3.4.3 OnpeaeneHve napamMeTpoB NPOBEPKUN 3/IEKTPOHHOW nognucu

Mocne MHUuManu3auuy obbeKTa MPOBEPKU SEKTPOHHOR MOAMUCK KIIKOYOM MPOBEPKM SJIEKTPOHHON MOANMCH
MOXET BO3HUKHYTb HEOBXOANMOCTb N3MEHNTB NapameTpbl MPOBEPKM 1EKTPOHHON nognuck (YCTaHOBUTL NapameTpsl,
OT/NYHbIE OT MAapPaMETPOB KJIOHA MPOBEPKN 3JIEKTPOHHOIW nognucu). Takasi HEODXOAMMOCTb MOXET BOSHUKHYTb B
C/lydae, Kora napameTpbl 3NEKTPOHHOR nognucy BeIn HeKOTopbIM 06pa3oM M3MeHeHb! Npu ee dhopMupoBaHumn. Toraa
OJ1S KOPPEKTHOIR MPOBEPKN 3TOM 3NEKTPOHHOW MOANMCK TpebyeTcs aHanoruy4HbIM Obpa3oM M3MEHWTb MapameTpsbl
obbekTa npoBepkmn nognucy (yCTaHOBUTL TE XKe CaMble napameTpsbl). VI3amMeHeHne napameTpoB NpoBepKM 3N1EKTPOHHOI
NOANNCK OCYLLIECTBASIETCS] aHAJIOMMYHO U3MEHEHNIO NapaMeTpPoB hOPMUPOBAHMNST JIEKTPOHHON NOANUCH.

3.4.4 [lpoBepka 3/1€KTPOHHOW NogNUCKH

MNocne Toro, Kak 0BbEKT NpoBEpPKN Noanucy Bl CO34aH U NPOUHNLMANN3NPOBAH, ONepaLms NPOBEPKUN NOANNUCK
Npon3BoaMTCS B fBa 3Tana: obpaboTka AaHHbIX W MOC/efylolasi NPOBEpKa MOAMUCKU, 3aBEPLUAIOLLAS TEKYLLYHO
onepauyuto.

3.4.4.1 OO6paboTka nognucaHHbIX AaHHbIX

ObpaboTka nognuMcaHHbIX AaHHLIX OCYLIECTBASETCSA MNpu nomowy MeToga update() Knacca Signature u
MOJIHOCTBIO aHaNoru4Ha obpaboTke AaHHLIX NPU CO34aHWUM MOAMMCH.

3.4.4.2 T[lpoBepka 31eKTPOHHOW noanucu

MNocne Toro, kak Bce AaHHble Obinu obpaboTaHbl, caefyeT 3aBepwuTb OMEPALMIO MPOBEPKU 3SEKTPOHHOI
noanucu. 3aBepLueHmne OCyLLECTBASIETCS Npy NoMoLm MeToga verify () knacca Signature. JTol PyHKLMN NEPesaeTCs
MPOBEPSIEMOE 3HAYEHNE MOLNNUCU U B pe3ynbTaTe ee paboTbl BO3BPALLAETCS JIOFMYECKOE 3HAYeHMe: true — Moanuch
BepHa, false — nognuce He BepHa. 3HaueHMe NpoBepsieMoli NOANNUCU MOXHO NepefaTh ABYMsi cnocobamu:

e B KauecTse baiiToBoro maccmea — verify(byte[] signature);

e B KayecTse baiiToBOro Maccuea co cMewleHnem — verify(byte[] signature, int offset, int length).

[poBepka 3/MEKTPOHHOI Mognucu B cepTudpmkaTe KikoYa MPOBEPKM SJEKTPOHHOW MOAMMUCK OCYLLECTBIIAETCS
TaK e, Kak Mpu NpoBepke Lenoyvkn ceptucpukatos. [pu peannsauunm npoBepKM 3AeKTPOHHOW MOAMNNUCU LOKYMEHTA
C ucnonb3oBaHWemM cepTudUKaTa KOYa MPOBEPKN MOLMUCK, UCKIHOYAETCS BO3MOXHOCTb MPOBEPKN 3JIEKTPOHHON
MOAMUCIA 3/IEKTPOHHOrO JOKYMEHTa De3 NPOBEpPKM 37EKTPOHHOI MOANMCK B CEpPTMDMKATE KAOHA MPOBEPKU MOAMNCH
uan 6e3 HanMuMs MONOKNTENLHOTO PE3ybTaTa MPOBEPKM DJIEKTPOHHOW MOANUCK B CEPTUCUMKATE KIOYA MPOBEPKY
3NEeKTPOHHOI Noanuncu.

3.5 CospaHue kno4er napHoOii CBSAI3W C MNOMOLULLIO aJIrOpMTMa
K/1I04EeBOro oomeHa

Kpuntonpogaiigep Kpuntollpo JavaCSP ocyuwiectensieT paboTy ¢ kito4aMu mapHoOii CBA3W B COOTBETCTBUU C
anroputmom kntodesoro obmena (cm. RFC 4357, RFC 8645 n MeToanyeckne pekoMeHAaLmnm TEXHNHECKOrO KOMUTETA
no crangaptusauun 26 <«Kpuntorpaduyeckas sawwmta wuHopmauuny «UWcnonb3osanue kpuntorpaduyeckux
anropmTMOB, CoMyTCTBylOWMX npumeneHnto ctangaptos TOCT P 34.10-2012 u TOCT P 34.11-2012») 4epes
cTaHgaptHblii nHtepdeiic JCE npu nomowm knacca KeyAgreement.

3.56.1 Co3paHue obbekTa reHepauunn Kato4deil NapHo CBA3N

ObbekT reHepaumm Kiatodeli napHoli CBs3u (p,anee reHepaTop) CO3JaeTCs MOCPEeACTBOM BbI30OBa METOAA
getInstance() knacca KeyAgreement. JTOT METOA SIBNSIETCS CTAaTUYECKUM 1 BO3BPALLAET CCbIIKY Ha KJacc
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KeyAgreement, KOTOpbIi obecneynBaeT BbinosiHeHne Tpebyemoii onepauuu.

Onsi cospaHusi reHepaTopa K/tOYeli NapHOW CBS3M B COOTBETCTBUM C aJirOPUTMOM KJIO4EBOro obmeHa
mMeToay getInstance() HeoOXOAMMO B Ka4eCTBE mapameTpa nepefaTb UMsl, UAEHTUDULNPYIOLEE AaHHbIV aarOpuTM
("GOST3410DHEL" vnn JCP.GOST EL DH_ NAME, au6o "GOST3410DH 2012 256" wan JCP.GOST DH
2012 256 NAME, nmbo "GOST3410DH 2012 512" wmm JCP.GOST DH 2012 512 NAME). lpn Takom
BbI30Be MeToAa getInstance () COBMECTHO C onpeaesieHnem TpebyemMoro anroputma reHepauuy Katodeli CornacoBaHus
OCYLLECTBIISIETCSE  TakXke onpeaeserne Tpebyemoro Ttuna kpuntonposaiigepa (Kpuntollpo JavaCSP). Takxe
cTaHaapTHblli unTepdeiic JCE nossonsieT B kadecTse mapameTpa yHkuUUn getInstance() knacca KeyAgreement
BMECTE C MMEHEM ajropuTma nepeaasaTb UMS KpUNTOMpPOBaiigepa, MCMNOJIb3YEMOro AN BbINOJIHEHUS TpebyeMoii
onepauuu.

Takum obpasom, cozfmaHue reHepaTopa Kito4eid obmMeHa B COOTBETCTBUM C aJropuTMOM KJIHOYEBOro obmeHa
OCYLLECTBJIAETCS OAHUM N3 CIEfYHOLW X Crnocobos:

KeyAgreement ka = KeyAgreement.getInstance("GOST3410DHEL") ;
KeyAgreement ka = KeyAgreement.getInstance("GOST3410DHEL", "JCSP");
KeyAgreement ka = KeyAgreement.getInstance(JCP.GOST_EL_DH_NAME, JCSP.PROVIDER_NAME) ;

Onst kntouein va anroputme FTOCT P 34.10-2012 (256):

KeyAgreement ka = KeyAgreement.getInstance("GOST3410DH_2012_256") ;
KeyAgreement ka = KeyAgreement.getInstance("GOST3410DH_2012_256", "JCSP");
KeyAgreement ka = KeyAgreement.getInstance(JCP.GOST_DH_2012_256_NAME, JCSP.PROVIDER_NAME) ;

Ons kntouent Ha anroputme FTOCT P 34.10-2012 (512):

KeyAgreement ka = KeyAgreement.getInstance("GOST3410DH_2012_512");

KeyAgreement ka = KeyAgreement.getInstance("GOST3410DH_2012_512", "JCSP");

KeyAgreement ka = KeyAgreement.getInstance(JCSP.GOST_DH_2012_512_NAME,
CryptoProvider.PROVIDER_NAME) ;

Co3paHHblii TakuM 0Dpa30OM reHepaTop OCYLLECTBASIET BbIPAabOTKY KtOYeld cornacoBaHus n3 kiatodeli obmena,
cooteetcTBytowux anroputmy FOCT P 34.10-2001 wnn FOCT P 34.10-2012 ans mcnonb3oBaHWs B ajroputMme
KJtO4HeBoro obmeHa. Kntoun kntouesoro obmena, cootsercreytowme anroputmy FTOCT P 34.10-2001 vaun FTOCT P
34.10-2012, mMoryT 6bITh KaK MPOYUTaHbI U3 KOHTEHEPa, Tak U MOJyYeHbl MPU MOMOLLM reHepaTopa KJHOYEBOl napsl
obmeHa.

3.5.2 WHunumnanunsauyma reHepaTtopa Kako4er napHow cBs3un

Mocne Toro, kak reHepaTop KJO4YE MapHOW CBA3M Obin co3AaH, HEOOXOAMMO MPOUHULMANN3MPOBATL €ro
3aKPbITbIM K/HOHOM OOMEHa, B COOTBETCTBUM C KOTOPbIM DYAET OCYLLECTBAATLCA BbIpaboTka KtOYel cornacoBaHums,
a TakXke MapaMeTpaMu, Ha OCHOBE KOTOPbIX 3Ta BbIpaboTKa OygeT npousBOAWTLCA. Takas WHWLMANU3auus
ocyllecTBaseTcs npu nomowm Metoda init(Key key, AlgorithmParameterSpec params) Knacca KeyAgreement.
JToMy MeTody B KayecTBe mapameTpa key nepefaercsi 3akpbiTblii K04 ODMeEHa, COOTBETCTBYIOLWUI anroputmy
FOCT P 34.10-2001 wan FTOCT P 34.10-2012. B kayecTBe napameTpoB params, y4acTBylOLMUX B BbipaboTke
KJtoYell cornacoBaHus, nepefaetcss obbekT knacca IvParameterSpec, npeacTaBastowmnii coboii 6ailToBbI BEKTOP
ANs BbIPaboTkM Kntoyeli cornacosatus (UKM).

Nununanusauns reHepaTopa kato4eli COrnacoBaHmust OCyLLECTBASETCA cieayowmnm obpasom:
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PrivateKey privateKey; // o06s3aTenbHO 3aKpHTHH KI0Y O6MEHa, COOTBETCTBYMIUH
// anroputmMy TOCT P 34.10-2001 mnuz I'OCT P 34.10-2012

IvParameterSpec spec; // cTapToBhit BEKTOp

ka.init(key, spec);

3.5.3 BbinonHeHue ¢asbl cornacoBaHus Katodei

Mocne Toro, Kak reHepaTop KJtOYEH MapHOl CBA3M OblN CO3AaH U NMPOUHMULMANNSUPOBAH 3aKPbLITHIM KJTKOHOM
1 6aliToBbIM BEKTOpPOM, TpebyeTcsi MPOMHULIMANN3MPOBATL €ro OTKPbITbIM KJKOYOM, B COOTBETCTBUU C KOTOPbLIM
OymeT cchopmmpoBaH kito4y mapHoi cesisu (pasa cornacoBaHusi katodeid). BbinonHeHne asbl ocyuiecTsisieTcs
npu nomowmn Metoga doPhase(Key key, boolean lastPhase) kjacca KeyAgreement. JTOMY METOAY B Ka4ecTse
napaMeTpa nepenaeTcs OTKpbITbIl Ktod, cooTeetcTeytowmii anroputmy FTOCT P 34.10-2001 wnn FTOCT P 34.10-
2012. CnefyeT NOMHUTL, Y4TO MapaMETPbl XJLNPOBAHUS W 3IEKTPOHHON MOAMUCKA STOrO KJto4Ya 4O/DKHbI COBMAAaTh
C COOTBETCTBYIOLIMMUN NapaMeTpaMi NOAAHHOIO Ha UHWLMANN3ALMIO 3aKpbITOro Katoda. Bropoli napameTp metopa
doPhase () urHopupyetcsi. CunTaercsi, 4To 3Ta BeNMYMHA BCErga pasHa true.

PublicKey publicKey; // obs3aTenbHO OTKPHTHE Kiod O6MeHa, COOTBETCTBYOLUI
// 3akpeToMy kun4y privateKey
ka.doPhase(publicKey, true);

CrangaptHeiii  nHtepdgeiic JCE ponyckaer Bo3BpaljeHMe fJaHHbIM MeTOfOM obbekTa kiacca Key. B
kpuntonposaigepe Kpuntollpo JavaCSP B kauecTee Takoro obbekTa BO3BpaLLaeTcst nepeaarHblii Metogqy doPhase ()
OTKpbIThIN KoY. [11s noayveHns caMoro KJitoda CorlacoBaHusi HEODXOAUMO CLeNaThb elle OAUH Liar.

3.5.4 [leHepauyuns knto4a napHoii cBA3MK

MNocne Toro, Kak onpenesneHbl 3aKpbIThIA U OTKPLITLIA KO4YM, HA OCHOBE KOTOPLIX OCYLLECTBSIETCA BbipaboTka
K/tOYa MapHoOli CBA3M, a Takke napameTpbl (baiiToBbIi BEKTOp), y4acTBytowMe B 3TOi BbipaboTke, Heobxoanmo
BblpaboTaTh COBCTBEHHO KNtOY MapHOW CBsA3M. [eHepaumsi Takoro KJo4a OCYLUECTBSIETCS MPU MOMOLLM BbI30Ba
MeToAa generateSecret(String algorithm) kiacca KeyAgreement. B kauvecTBe napameTpa 3TOT MeTof nony4vaert
CTPOKOBOE NpPeACTaBseHNe anroputma kitoda napHoii ceasu: "GOST28147" nan JCP.GOST _CIPHER NAME, nnbo
"GOST3412 2015 M" uan JCP.GOST M CIPHER NAME, nnbo "GOST3412 2015 K" wam JCP.GOST K
CIPHER _NAME. Bo3sBspalyaeT aToT MeTog 0bBEKT Kilacca SecretKey, NpefcTaBnstownii coboii KNtoY napHoii CBs3u
n SBAAOWNAACA KAOYOM WwndpoBaHmnsi. AnropuTM WnpoBaHNsl ONpeaensieTcsi B COOTBETCTBMU C MapameTpoM,
nepegaHHeiM B pyHkuuto reHepauumn kitoda: FTOCT P 28147-89 ¢ napameTpamu wngppoBaHns, COOTBETCTBYHOLUMY
napametpam OTKpbIToro Kiatoda, mbo FOCT P 34.12-2015 Marma, nmbo NOCT P 34.12-2015 KysHeuuk.

Taknm obpasom, reHepauusi Kao4a COraacoBaHuMsl, COOTBETCTBYylowlero anroputmy wudposanus [OCT P
28147-89, ocyluecTBAsSETCA caeayowmum obpasom:

SecretKey agreeKey = ka.generateSecret ("GOST28147");
SecretKey agreeKey = ka.generateSecret (JCP.GOST_CIPHER_NAME) ;

leHepauus Kto4a CornacoeaHusi, cooTeetcTaytowero anroputmy wudposanus FTOCT P 34.12-2015 Marma,
OCYLLECTBAISAETCS:

SecretKey agreeKey = ka.generateSecret("GOST3412_2015_M");
SecretKey agreeKey = ka.generateSecret (JCP.GOST_M_CIPHER_NAME) ;

leHepauus KJKo4a COrnacoBaHus, cooteeTcTeytowero anroputmy wudposanus TOCT P 34.12-2015 KysHeuuk,
OCYLLECTBAIAETCA:
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SecretKey agreeKey = ka.generateSecret("GOST3412_2015_K");
SecretKey agreeKey = ka.generateSecret (JCP.GOST_K_CIPHER_NAME) ;

Onst BbIpaboTkm 512-6uTHOro 3aKpbiToro Kkitoda Anst ucnonssosaHust B dyHkumsx HMAC, ocHoBaHHbIX Ha
ncnonbsoBaHum xaw-pyrkumnii TOCT P 34.11-2012 (256 6ut) n TOCT P 34.11-2012 (512 6uT) cnepyeT nepepaTb
metogy ctpoky "SYMMETRIC512" (JCP.SYMMETRIC 512).

SecretKey agreeKey = ka.generateSecret ("SYMMETRIC512");
SecretKey agreeKey = ka.generateSecret(JCSP.SYMMETRIC_512);

3.6 Paborta c kjA4YeBbIMN HOCUTENSIMMW

Kpuntonposaiigep Kpuntollpo JavaCSP ocyliectBnsieT xpaHeHue KtOYeli 3EKTPOHHOW noanucu u
K/IIO4EBOro OOMeHa N COOTBETCTBYIOLWMX UM CEPTUUKATOB Ha KIHOYEBLIX HOCUTENSIX, KOTOPbIE MOALEPKNBAOTCS
kpuntonposaiigepom Kpuntollpo CSP, daktnyeckn BoinonHsitowmm kpuntorpacgpudeckue onepauyuu. Joctyn K
KJIIOYEBBLIM XPaHUANLLAM OCYLLECTBASIETCA Yepe3 cTaHgapTHblli nHtepdeiic JCA npu nomowm knacca KeyStore.
CrnepyeT 3aMeTUTh, YTO UCMOL30BaHNE UHTEPPEiCa STOrO KJlacca ABASETCS ObWUM Kak Ansi paboTebl C KIOYEBLIMY
HOCMTENsIMU, Tak U s paboTbl ¢ xpaHunuuem ceptudukatos. OAHAKO, CYLLECTBYIOT U HEKOTOpble 0cobeHHOCTH,
OMUCaHHbIE HIXE.

MMockosibKy reHepauusi KAHOYEBbLIX Map 3JIEKTPOHHON MOANUCK U Kto4eBOro obMeHa paspelleHa TOJIbKO AJis
anroputmos [OCT P 34.10-2001 n TOCT P 34.10-2012, T0 n 3anucb K/tOHER 3NEKTPOHHOWR MOAMNCA U KIOHEBOrO
obMeHa Ha KJIoYeBble HOCUTENN pa3peLleHa TOJIbKO AJISt KAtoYell 3TOro anroputMa. YTeHne Kao4yeil 371eKTpPOoHHO
NoAnNuCK N KNK4YeBOro obmeHa ¢ HocuTenell gonyctumo ansa kntodeii, cooteetcteytowux anroputmam [OCT P 34.10-
2001 n FOCT P 34.10-2012. 3anuck 1 yTeHne cepTudKaToB OTKPbITLIX KAtoYeli AoNyCcTUMbI ANnst 0bonx anropuTMoB
U YLOB/ETBOPSIET CAeAYIOLUM NpaBuiIaMm:

® 1151 KXKAOr0 KJH0Ya, XPaHSILLErocs Ha KJIKOHYEBOM HOCUTENE, [OMNYCTUMO XPaHEHNE OAHOIO COOTBETCTBYHOLLENO
KoYy cepTmdmKaTa Ha STOM HOCUTENE,;

® €C/I Ha KJIIOYEBOM HOCUTENE YXKe MMeeTcst cepTUdUKaAT, COOTBETCTBYIOWMI KoYy, TO NpM 3anncu HOBOro
cepTndprkaTa CyllecTByOWNi CepTUDUKAT YHNUTOXKAETCS;

® eC/IV 3anuCbiBaeMblii CepTMPUKAT HE COOTBETCTBYET HU OQHOMY W3 KJHOYENA, XPaHSILMXCS Ha HOCUTENe, TO
cepTudMKaT 3aMnCbIBAETCA B XpaHWNLLE AOBEPEHHbBIX CEPTURNKATOB.

3.6.1 3anucb kaoYeli 3/1eKTPOHHOW NOANMCKM N KAo4eBOro obmeHa c anroputmamu
FOCT P 34.10-2001 v FTOCT P 34.10-2012 Ha knto4eBble HOCUTENN

Mocne Toro, Kak KAtOY 3EKTPOHHON MOAMMUCA WAK KItOHeBOro obmeHa, cootsetcTaytowmii anroputmy FTOCT
P 34.10-2001 wan TOCT P 34.10-2012 (256), bbun cospan, kpuntonposaiigep Kpuntollpo JavaCSP nossonsier
3annUcaTb ero Ha OAWH U3 JOCTYMHbIX KJOYEBbIX HOCUTENel. TakkKe Kak U reHepauusi, COXpaHeHWe Ha KIIKoYeBble
HOCUTE/IN Pa3pPeLlaeTcs TOJIbKO AJIS KJIIOYel 31eKTpoHHOl nognucu, cooTeetcTeytowmx anroputmy FTOCT P 34.10-
2001 van FTOCT P 34.10-2012.

OcywecTBneHne onepayuii ¢ KAOYEBBIMU HOCUTENSIMU (B TOM YMC/IE N 3aMUCh KIKOYa SJIEKTPOHHOI MOANMCH
WM KNOHEBOro 0bMeHa) Mpon3BoAUTCS Yepes CTaHAAPTHBbIA nHTepdeiic xpanunniya kntodein JCA (nHtepdpeiic knacca
KeyStore) MOCPEACTBOM BbIMOJIHEHNST CIEAYIOLNX AEACTBNIA:

3.6.1.1 OnpepeneHve TUNa UCNOL3YEMOrO K/O4HEBOro HOCUTENS

OnpegeneHue Tuna MCNONL3YEMOrO KJIKOHEBOTO HOCUTENSI OCYLLECTBISIETCA MOCPEACTBOM BbI30Ba METOAA
getInstance() knacca KeyStore. DTOT METOA SIBASIETCS CTaTUYECKMM 1 BO3BPALLAET CCbiNKy Ha knacc KeyStore,
KOTOpbIi obecneynBsaeT BbinosiHeHne Tpebyemoli onepauyuu.
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[Ons onpeneneHnsi KOHKPETHOIO TWMa KJOYEBOrO HOCUTENS MeTody getInstance() HeobxoAMMO B KadecTse
napametpa nepejatb UMmsi, ugeHTubuumpytowee Heobxogumelii Tun. B kpuntonposaiigepe Kpuntollpo JavaCSP
peasi30BaHO HECKOJIbKO TUMOB HOCUTENEIA:

e ums "HDIMAGE" onpegensieT »ecTkuin guck;

e ums "REGISTRY" onpegensiet peectp (8 cnyqae OC Windows);

® [pyrvie TUnbl HOCUTENENA.

Mpn Takom BbI30BE MeToga getInstance() COBMECTHO C OnpeaeneHneM TpebyemMoro Tuna KIOYEBOro
HOCMTENSI OCYLLECTBISIETCS TaKXXe onpegenenune Tpebyemoro Tuna kpuntonposaiigepa (Kpuntollpo JavaCSP). Takxe
cTaHgaptHbiii uHTeppeiic JCA nossonisieT B kayecTBe napameTtpa yHkuum getInstance () Knacca KeyStore BMecTe €
TUMNOM HOCUTENS YKa3blBaTb MMsi KPUNTOMPOBaigepa, MCMOJIb3YEMOro AJjisi BbINONHEHUsI Tpebyemoli onepauyuu. Takum
o6pa30M, onpegeneHme Tuna NCNob3yeMoro Kno4eBoro HOCUTeENA OCYLLECTBAAETCA OQHNM N3 Cnefyrowmnx CI'IOCO6OBI

TaKVIM o6pa30M, onpegeneHme Tuna wnCNoNIb3yeMoro KAK4YEBOro HOCUTENA OCYLUECTBAAETCA OAHUM U3
cegyowmnx cnocobos:

KeyStore ks = KeyStore.getInstance("HDIMAGE", "JCSP");
KeyStore ks = KeyStore.getInstance("REGISTRY", "JCSP");

OnpegeneHue TMNa NCNoJsib3yeMoro KJOHYEBOro HOCUTENS NPeaCcTaBasieT coboli MHNLMANM3aunto CTaHgAPTHOTO
kntodesoro xpanunvuwa JCA, nostomy onepauuu 3annucu Ha KI/IOYEBOW HOCUTENb WM YTEHWUS C HEro Criemyet
ocywecTeaaTb B cooTBeTcTBUM € UHTepdeiicom JCA, a umeHHo, TpebyeTcst npefBapuTeNnbHas 3arpy3ka COLEPXKUMOro
HOCUTENSI U MOC/EeAYIOLLEee MOC/E BbINOJHEHNST ONepaLUnN COXPAHEHUE COLEP>KUMOTO.

3.6.1.2 3arpy3ka cogep>xXumMoro KJjto4eBoro HocuTens

CornacHo uHTepdpeiicy cTaHgapTHoro kntodesoro xpaHunnuwa JCA nepef Hayasom BbINOJHEHUS KaKUx anbo
onepauuii TpebyeTcsi 3arpyska BCEro COAEPXKMUMOrO XpaHWIWLLA, CEeAOBaTEbHO, MEpes BbIMOJIHEHUEM ornepauuii
C KJIKOYEBLIM HOCUTENIEM CNEAYET 3arpy3uTb €ro COAepXMMOe. 3arpy3ka COLEPXXUMOro CTaHAAPTHOrO XpaHUAULA
JCA ocyulecTBnsieTcs nocpeacTeom Bbi3oBa MeTofa load() knacca KeyStore. CornacHo unTepdpeiicy JCA dyHkuum
load() ciepyeT nepepaBaTh fBa NapameTpa: MOTOK, U3 KOTOPOro OCYLLECTBASETCS YTEHNE COAEPXKMMOIO KJIHOHEBOrO
XPaHWINLLA, U NapoJib Ha XPaHUINLLE.

Mockonbky paboTa ¢ kto4YeBbIMU HOCUTENSIMU (HTEHME/3aNNCh KIKOYEl SEKTPOHHOR MOAMNCH 1 KJIHOHEBOTO
oDMeHa 1 COOTBETCTBYIOLYMX UM CEPTUUKATOB) U C XpaHWUIuULieM cepTudmkaTos (YTeHne/3annch [OBEPEHHbIX
ceptudmkartos) B kpuntonposaiigepe Kpuntollpo JavaCSP peanusosaHa cornacHo obuwemy untepdeiicy JCA knacca
KeyStore, TO B HEKOTOPbIX Cly4asix Bbi30B PyHKUMMN load () OCYLLUECTBASIET KaK 3arpy3sKy COAEPXXUMOMO KHOYEBOrO
HOCUTENS, TaK U COLEPXKUMOro XpaHuauwa cepTUUKaToB, NMPOUHULNAIN3NPOBAHHOIO UMEHEM LAHHOMO HOCUTENS.
Beugy 5Toro Bo3HMKaOT OCOBEHHOCTM UCMOL30BaHUS NapameTpoB hyHKUMKM load():

e [lepBbiii napameTp (BXOQHOW MOTOK M3 KOTOPOrO OCYLLECTBASIETCS 3arpy3ka COAEPXKMMOro XpaHMAuLLA)
ucnonbsyetcs kpuntonposaiigepom Kpuntollpo JavaCSP Tonbko B cnyyae paboThl € xpaHuauwem ceptudpmkaTos.
[osToMy, Mpu OCYLLECTBNEHWM OMEPaLMM 3annuCu Ha KIOYEBOW HOCUTENb WM YTEHWS C HEro B Ka4yecTse
JAHHOrO MapameTpa, MOXHO ykasbiBaTe null. Ecnu npovwHuumann3upoBaHHOE WMEHEM HOCWUTENS CTaHZAPTHOE
xpaHunuwe KeyStore ucnonbsyetcss kak aisi paboTbl C JaHHBbIM K/KOYEBLIM HOCUTENEM, Tak U Aasi paboTbl ¢
XpaHUINLLEM CePTUCUKATOR, TO B KAYECTBE AAHHOMO NapaMeTpa CleLyeT YKa3blBaTb NOTOK COAEPXKUMOrO XpaHUANLLA
cepTucpukaToB. Torga 3arpy>KeHHOE COAEPXKMMOe NOTOKa DyAeT MCnosib30BaThCA TOABLKO Npu paboTe C XpaHWAULLEM
ceptudpmnkatoB, a npu paborte ¢ HocuTensmu Oymer urHopuposaThcs. Ecnm mpoumHMumanmsnpoBaHHOrO uMeHeMm
[OAHHOMO HOCWUTENSI XpaHWINLLA CEPTUGNKATOB HA MOMEHT BbI30Ba (OyHKLMU load() HE CyLIECTBYeT, TO B KayecTBe
3TOro napametpa csefyert ykasbiBaTb null.

e Bropoii napametp siensieTcs naponem Ha xpaHunuwe cepTudKaToB, KOTOPOE BbIIO MPOMHNLUANNSNPOBAHO
MMEHeM AaHHOro HocuTens. [pu onepauusx ¢ KAOYEBLIMU HOCUTENSAMI 3TOT NapaMeTp aKTUHECKU HE UCTOb3YETCH,
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HO BBMAY obuiero uHTepdpelica ANA HOCUTENEA M XPaHWAMLLA CEPTMUKATOB, Npu AtobbIX onepaunsix C KJKYEBbLIM
HOCMTENEM Napofib ChefyeT yKasbiBaTb. Ecin Ha MOMeHT Bbi3oBa MeToga load() He CyLWECTBYET XpaHWIMLLA
CepTUPUKATOB, NPONHULNANIN3NPOBAHHOTO UMEHEM [AHHOMO HOCWUTENS, TO B Ka4yecTBE 3TOrO MapameTpa ciegyeT
ykasbiBaTb null.

TaKVIM o6pa30M, nepen Ha4asoM BbINOJIHEHNA onepaynin ¢ KJKOHYEBbIM HOCUTENIEM CNEAYET BbINONHUTL 3arpy3kKy
cogepxumoro 3toro Hocutenst (U, ecnu 3To TpebyeTcs, 3arpy3Ky MPOMHWLWANU3MPOBAHHOIO WMEHEM HOCUTENS
XpaHUANLLA CEPTNNKATOB) CNeaytowmm obpasom:

ks.load(null, null); // He CymecTByeT XpaHWIWIA CEPTUPUKATOB,
// TpOWHUIMAIM3UPOBAHHOTO WMEHEM IaHHOTO
// KIOYeBOTO HOCHUTEJS
char[] passwd;
ks.load(null, passwd); // xpaHunume CepTHPUKATOB CYmECTBYET,
// Ha Hero yCTaHOBJIEH Iapoib passwd,
// HO mocuenyobumme omepauuu 6yAyT IPOU3BOLUTHCH
// TONBKO C HOCHUTeIeM
InputStream stream;
ks.load(stream, passwd);// xpaHumume CepTHPUKATOB CYmECTBYET,
// Ha Hero yCTAHOBJIEH Iapoib passwd,
// mocuenywmme omepaunuu 6yLYyT IPOU3BOLUTHCH
// Kak C HOCHTejeM, TaK U C XPAHWIALEM
// ceprudpuraToB. ComepXuMoe XpaAHUIAIA
// 3amnmcaHo B Stream.

3.6.1.3 3anucb ka04Ya HaA HOCUTESb

Mocne Toro, kak copepxumoe HocuTens (n, ecam 3TO TPebyeTcs, COQEPXKUMOE MPOUVHNLNATIN3NPOBAHHOIO
NMEHEM HOCUTENSI XPaHWAULLA CEPTUNKATOB) ObINO 3arpy>KeHo, OCYLLECTBSIETCS CODCTBEHHO 3annCb KJOHa Ha
HocuTenb. [laHHas onepaums peanusyeTcs Npu NoMoLLM Bbi3oBa MeToga setKeyEntry() uam metofa setEntry()
Knacca KeyStore:

String alias; // upeHTnOmraTop (yHHKAIPHOE M) KINYA U

// COOTBETCTByWmETO €My CepTudHKaTa

// OTKpHTOTO KioYa
PrivateKey key; // R4 3JIEeKTPOHHON NOLNUCH WX KIOIEeBOro obMeHa

// OT mapons Ha XpaHWIMIE, KUCIOIbL3YEMOrO IPU 3arpy3Ke)
Certificate[] chain;// memouka cepTuduxraToB, HauuHas C KOPHEBOTO U

// 7 3akaHYWBas CEpPTUPUKATOM OTKPHTOrO KINUA,

// COOTBETCTBYWIETO OTKPHTOMY KIIOUIY

ks.setKeyEntry(alias, key, null, chain);
nnbo

KeyStore.ProtectionParameter params = new KeyStore.PasswordProtection(password) ;
KeyStore.Entry entry = new JCPPrivateKeyEntry(key, chain);
ks.setEntry(alias, entry, params);

B dyHkumio setKeyEntry BmecTo naposns nepegaetca null, T.k. ganee BBOA nuH-koga noTpebyeTcs
npoussecTn B okHe kpuntonposaiigepa Kpuntollpo CSP; T.e. ykasaHue napons HenocpeacTBEHHO MpU Bbi30BE
setKeyEntry nanuwne. Vicnonbsosanune dyHkumn setEntry nossonsieT, Ha0bopoT, M3bexaTb BBOAA NUH-KOAA B OKHE
kpuntonposaiigepa Kpuntollpo CSP, T.e. nepegatb ero nporpamMmMHo.
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Mpu BbI3oBE setKeyEntry NOCAE reHEpaLWMW Mapbl Ha HEUMHWLMANW3MPOBAHHOM paboynmM KOHTeliHepom
reHepaTope Npou3oigeT co3gaHue paboyero KoHTeliHepa C MMeHEM alias U TWNOM keyStoreType, KOMMpOBaHWe
B HEro 3aKpbITOro Kjto4a n cepTudmkaTa U3 BPEMEHHOrO KOHTelHepa n yganeHuwe nocnegHero. [lpu cosgaHum
KOHTelHepa nosiBuTcs ctaHgaptTHoe okHo Kpuntollpo CSP ansa BBoga u nogTeepxaeHust naposisi Ha koHTeliHep. [pw
BbI30BE [JaHHOI (DYHKLMM MOC/e FeHepauumn napbl Ha NHULNAAN3UPOBAHHOM FeHEpaTope, ecin alias COOTBETCTBYET
containerName B reHepaTope, MpPOM30RAET TONLKO YCTaHOBKA cepTudrkaTa, Tak KakK KOHTEHep y)Ke cOo3faH; ecniu
alias He COOTBETCTBYET containerName B reHepaTope, TO NPOU30NAET KONMPOBaHKE KJKOYa U YCTaHOBKA cepTudmkaTa
B HOBbI/i pabo4nii koHTeliHep alias C COOTBETCTBYIOLMM BBOAOM MUH-KOAA W €ro NOATBEPXKAEHMEM [NS [AHHOrO
KOHTeNHepa.

B kauvectBe napamerpa chain BbICTymaeT wuenoyka cepTudMKaToB, cocTosiwasi Anbo u3 eANHCTBEHHOrO
cepTupuKaTa, OTKPbITbLI KHOY KOTOPOro COOTBETCTBYET 3aMnCbIBAEMOMY OTKPLITOMY KJto4dy, mbo n3 cobcTBeHHO
LIeNoYKM CepTUMKATOB, B KOTOPO cepTudMKaT COOTBETCTBYIOLNN KItOYY HAXOAUTCSI B HYJIEBOM 3JIEMEHTE MACCHBa.
CepTudprkaToM, COOTBETCTBYIOLLUM KJHOHY, MOXET ObITb KaK CaMOMOAMMUCAHHbI CepTUCUKAT, TaK U CepTMuKar,
3aBEPEHHbI JOBEPEHHbIM LeHTpoM cepTudpmkauuu. Ecnn npu sTom nepepapaemblii cepTudmkaT He COOTBETCTBYET
OTKPbLITOMY KJIto4y key, TO MeTOA setKeyEntry () BbI3OBET UCKI/IKOYEHME.

B oboux cueHapusix nocne reHepauum KatOHEBOW Napbl MOXHO WCMONb30BaTh (PYHKLMIO setEntry BMECTO
setKeyEntry, 4TO O3Ha4aeT:

e co3paHue paboyero KoHTeliHepa C MMeHeM alias M TUMOM KOHTEHEpa, KOMMPOBaHWE B HErO 3aKpbiTOro
KaYa U cepTudmMkaTa M3 BPEMEHHOrO KOHTEHepa u ypaneHwe nocnegHero. [pn cospaHum koHTelinepa bygmer
MCNONIb30BaH MapoJsib N3 napameTpa ProtectionParameter cbyHKLl,I/II/I setEntry;

® ecnn alias COOTBETCTBYeT containerName, TO NPOM30OAAET CMEHA TEKYLUEro Maposasi Ha TOT, YTO yKa3aH B
ProtectionParameter, n yCTaHOBKa cepTudmkaTta; ecnm alias He COOTBETCTBYET containerName, TO mpom3oinifer
CO3[aHMe HOBOrO KOHTeliHepa alias C naposieM un3 ProtectionParameter M KONMPOBAaHWE B HEro Kaw4Ya Mu
cepTudNKaToB.

3.6.2 YrteHume kNtoYen 3N1EKTPOHHOW NOAMUCK U KJKOYEBOro obMeHa C anropmtTmammu
FOCT P 34.10-2001 n TOCT P 34.10-2012 c knro4deBblx HOCuTenen

YTeHne Kntoueld 3MEeKTPOHHON Mognmcu u KaodeBoro obmeHa B kpuntonposaiigepe Kpuntollpo JavaCSP
NPOU3BOANTCS 4Yepe3 CTaHAapTHbI uHTepdpeiic xpaHunuwa kntodeir JCA (4epes uHTepdpeiic knacca KeyStore)
NOCPeACTBOM BbINOJIHEHUSA CNeAyoLWmnx AeliCTBUIA:

® onpefesieHNe TuMa NCMOJSb3YeMOro K/OHEBOrO HOCUTENS;

® 3arpyska COAEPXMMOrO KJIKOYEBOrO HOCUTENS;

® uTeHMe KJIH0Ya C HOCUTENS;

® COXpaHEHNE COAEP>KMMOTO KJIKOHEBOrO HOCUTENS.

Mocne Toro, kak copepxumoe HocuTens (n, ecam 3To TpebyeTcs, COQEpPXKUMOE MPOVHNLNATIN3NPOBAHHOIO
NMEHEM HOCUTENS XPaHWIULA CepTUUKATOB) ObINO 3arpyXeHO, OCYLECTBISETCS CODCTBEHHO YTEHME KIltOHa C
HocnTensi. JJaHHasi onepauns peannsyeTcsi Npu NOMOLLM BbI30Ba MeTofa getKey () knacca KeyStore, BO3BpALLAOLLETO
TpebyeMbili KJIHOY 3/EKTPOHHON MOAMUCH WM KIKOYEBOrO ODMeHa, ciegyowum obpasom:

e c nomolybio Metona getKey knacca KeyStore

String alias; // UmenTuduraTop (yHHKambHOe HMA) IOIYYaeMOTO KIOYa
PrivateKey key = (PrivateKey)ks.getKey(alias, null);

e c nomolbio MeToaa getEntry knacca KeyStore

String alias; // WUnemTuduraTop (yHEKaNIbHOE HMs) IOIyYaeMOTO KINOYa
KeyStore.ProtectionParameter params = new KeyStore.PasswordProtection(password) ;
JCPPrivateKeyEntry entry = ks.getEntry(alias, params);
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B wmeton getKey Bmecto napons nepegaetcs null, Tak kak BBOL nuH-koga noTpebyeTcst TONLKO npw
HEMOCPeACTBEHHONR paboTe C KNOYOM; OCYLLECTBAATLCS BBOA Naposist OyAeT B CTaHAAPTHOM OKHE KpUNTOMNpoBaiigepa
Kpuntollpo CSP. B meTog getEntry naponb nepenaercs B BUAE napametpa ProtectionParameter, npy 3TOM BBOAUTL
nuH-koA (ecnm ox bbin npasuibHbiM) B okHe CSP B panbHeiilwem He noTpebyeTcsi. DTo 03HAYaEeT, 4TO onepauuy BUAA
getKey/setKeyEntry mncnonssytoT Beog nuH-koga B okHe CSP, a dyHkuun getEntry/setEntry — HeT.

Ecnan ncnonbsosatb dyHKUMIO getEntry u nepenats B ProtectionParameter HEMpaBWbHbIA Naposb, To byaeT
NPeaJsioKeHO BBECTU Maposib 3aHoBo B okHe CSP (ocTaBlumecs 2 nonbiTkn).

Ecan Heobxogmmo cpasy nonydaTb YBEJOMJIEHME O HEMPABUALHOM napoje U npekpawartb paboty (no
NHULMMPOBAHHOMY NCKITKOHEHNIO), N30eXKaB NOBTOPHOrO BBOAA Napossi B okHe CSP, MOXXHO BOCMONb30BaTLCS K1AaCCOM
JCPProtectionParameter (naKeT ru.CryptoPro.JCP.params).()H pacwmnpsieT kKnacc KeyStore.PasswordProtection
W COAEPXKUT [OMNOJSHUTENbHBLIA napaMeTp, obo3Havatowuii pexum pabotbl, skeusanenTHblli CRYPT SILENT
(0x00000040). JaxHbiii napaMeTp MOXeT bbITb 3aaH B KOHCTPYKTOpe KJacca:

ProtectionParameter pp = new JCPProtectionParameter(password, true); // 3amanme CRYPT_SILENT
JCPPrivateKeyEntry entry = ks.getEntry(alias, pp); // OTxkpeTue koHTeliHepa B pexumMe CRYPT_SILENT

Takum obpasom, B Ciiydae nepefayn HenpaBwuIbLHOMO Naposisi byaeT CreHepupoBaHO WCKAOYEHNE, U MOMbITKN
NOBTOPHOrO BBOZA Maposisi OyayT MCKIILOYEHDI.

3.6.3 3anucb cemed:)MKaTa OTKPbITOro KJjsil04a Ha KJ1l04eBOW HOCUTENIb B COOTBETCTBUU
C XpaHAWNMMCA HAa HEM KJTHOYHOM

Kpuntonposaiigep Kpuntollpo JavaCSP noseonsieT oCywecTBAsiTb 3anucCb Ha KJIOYEBbIE HOCUTENM
CepTUUKATOB OTKPbLITLIX KIHOYel, COOTBETCTBYIOLLUX XPAHALLMMCS Ha HOCWUTENIE KJIOYAM 3JIEKTPOHHON nognucu
uan Kno4vesoro obmerna. Takum obpasom, onepaumst 3anucu cepTudMKaTOB OTKPLITLIX KIOYel [OMycTMMA LS
katoyeii, cooteetcTeytowmx anroputmam FOCT P 34.10-2001 wan TOCT P 34.10-2012, n npnBoguT K CleayoLmm
pe3synbTaTaMm:

e nobaBneHue cepTudrkaTa Ha KJKOYEBON HOCUTENb B COOTBETCTBUU C XPAHSILLMMCS HAa HOCUTENE KIHOHOM
SMIEKTPOHHON MOAMUCK UM KIIOYEBOrO OBMeHa, eC/in paHee Ha HocMTeNe He BbINO Takoro ceptTmdukaTa;

® repesanncb CyLIECTBYIOLLEro Ha HocuTene cepTudmkaTa OTKPbLITOrO KJto4a, COOTBETCTBYIOLLErO KJIOYY
S/IEKTPOHHOV MOAMUCH UM KJIKOYEBOTO ODMEHa, HOBbLIM CepTUVKATOM.

[Mpn 3TOM OCyLIECTBASIETCA MNPOBEPKA COOTBETCTBMUSI OTKPbLITOrO KJ/HOYa, YKa3aHHOMO B 3aMnCbiBAEMOM
cepTudmkate, C OTKPLITOM KJIKOYOM KJIKOHYEBON Napbl 3EKTPOHHON MOAMMUCK WA KIHOYEBOro obMeHa.

Onepauns 3anucn cepTudprkaTa OTKPLITOrO KitOYa NPOU3BOAUTCS Yepes CTaHAAPTHLIV nHTepdeiic xpaHuanwa
kntoyein JCA (vepes uHTepdeiic knacca KeyStore) NOCPeACTBOM BbINOJHEHUS CEAYIOWNX LEACTBUIA:

e orpepjesieHNe TUNA NCMNONb3YEMOrO KJKOYEBOrO HOCUTENS;

® 3arpyska COAEPXXUMOrO K/IHOYEBOrO HOCUTENS;

® 3anncb cepTMMKaTa OTKPLITOrO KJO4Ya Ha HOCUTENb;

® COXpaHeHWe COAEPXKUMOTO KJIHOYEBOIrO HOCUTENS.

Mocne Toro, kak coaepxumoe HocuTensi (M, Mpym HEOBXOZMMOCTM, COAEPXKMMOE MPOUHNLMAIN3NPOBAHHOTO
NMEHEM HocuTens XpaHunuuia cepTudmnkaTos) 66110 3arpy>keHo, OCYLLECTBASAETCS
CobCTBEHHO 3anuch cepTudukaTa OTKPLITOro Kitoda Ha Hocutesnb. [laHHas onepauusi peannsyeTcst npu nomoLyu
Bbl30Ba MeToaa setCertificateEntry() knacca KeyStore cieaytowmm obpasom:

String alias; // unenTupmraTop (yHHKaANIbHOE HMs) KINUYA,
// KOTOpPOMy COOTBETCTBYeT KJNY IPOBEPKU SJIEKTPOHHON IOANUCH CepTUUKATa
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Certificate cert; // 3amnuchBaeMuil cepTudUKAT
ks.setCertificateEntry(alias, cert);

Cnefyet 0TMeTUTb HEKOTOPbIE OCODEHHOCTYM BbI30Ba (pyHKUUN setCertificateEntry():

e napametp alias SABASIETCS YHUKaNbHbIM WMEHEM KJHOYa, KOTOPOMY COOTBETCTBYET KJIOY MPOBEPKU
SNIEKTPOHHON Moanucy 3anuceiBaemoro ceptudmkata. Ecnm kntody ¢ 3afaHHBIM MMeHEM alias y»Ke COOTBETCTBYET
HEKOTOPLIA CepTUdUKaT Ha HOCUTEeNe, TO 3TOT cepTudmkaT OypeT nepesanucaH HoebiM. B nmpoTtusHom cnydae
nepegasaemblii cepTudpmkaT byget npocto gobaeneH Ha HocuTens. [lpu atom nocne 3anucm ceptudmkaty byaer
MPUCBOEHO WMsSI COOTBETCTBYIOLLEro €My KJto4Ya, nepefaBaemblli MeTopy setCertificateEntry() B KadecTse
napamertpa alias. Ecnum e Ha HocuTene He CyLLeCTBYET KJlO4a C 3afaHHbIM alias, TO nepefaBaemblii cepTudmkat
Oynet pobasreH B XpaHUAULLE [LOBEPEHHbLIX CEPTUUKATOB;

® napameTp cert NpeacTaBasieT coboii 3annceiBaeMblii Ha HocuTenb cepTudmkat. Koy npoBepKmM 31eKTPOHHO
MOAMNUCA 3TOrO CepTUPUKATa JOJIKEH COOTBETCTBOBATL K/IOYY C UMEHEM alias, €C/IM OH CYLLECTBYET, B NMPOTMBHOM
cny4dae metop setCertificateEntry() creHepnpyer UCKAKOYEHME.

3.6.4 YTteHune cepTudmkaTa OTKPbLITOro K/JKO4Ha C KJKOYEBOro HOCUTENS

Kpuntonpogaiigep Kpuntollpo JavaCSP noseosisieT oCywecTBnsTb UTEHME C  KJHOYEBLIX HOCUTENEl
cepTudNKaToOB OTKpLITLIX Kitodeid, cooteercTeytowmx anroputmy FOCT P 34.10-2001 wan TOCT P 34.10-2012
Yepes3 CTaHAAPTHbIN NHTePENC XPaHUANLLA KNtOYell S1eKTPoHHOW nognucn n kntodesoro obmerna JCA (nHTepdeiic
knacca KeyStore) nocpeACTBOM BbIMOSHEHUS CNEAYIOWMX AeCTBNIA:
onpefenieHne TUNa UCMOIb3YEMOro KOYEBOrO HOCUTENS;
3arpyska COAEPXUMOro KJIKOHEBOrO HOCUTENS;
4TeHMe cepTMrKaTa OTKPLITOrO KJtO4a C HOCUTENS,

COXpaHeHMe COAEPXKMUMOrO KIIKOYEBOTO HOCUTENS.

Mocne Toro, kak copepxumoe HocuTens (n, ecam 3TO TpebyeTcs, COQEPXKUMOE MPOUVHNLNATIN3NPOBAHHOIO
NMEHEM HOCUTENS XPaHWINLLA CEPTUGUKATOB) ObINO 3arpy>XeHo, OCYLLEeCTBSIETCS CODCTBEHHO YTeHne cepTudmkaTa
OTKPBLITOro KJtoda ¢ HocuTensi. [laHHasi onepauusi peanusyeTcst nNpu NOMOLUM BbI30Ba MeTopa getCertificate()
Kiacca KeyStore, BO3BPALLAIOLLErO 3aMpalumBaeMblii cepTudpmnkart, ciegytowmmM obpasom:

String alias; // unenTupmraTop (yHUKaIBPHOE WMHA) cepTHdHKATA,
// yCTaHOBIEHHHN NpHW 3alKUCH CEepTUPUKATA HA HOCHUTEINb
Certificate cert = ks.getCertificate(alias);

CnefyeT OTMETUTbL HEKOTOPbIE OCODEHHOCTM BbI30Ba PyHKLMN getCertificate() C nepesaBaeMbiM NapaMeTpoM
alias, ABASAIOWMMCS YHUKAJbHBIM UMEHEM 3aMpallMBAaEMOro ceptudukara:

® €C/I Ha HOCUTESE CYLECTBYET CEPTUUKAT C 3aaHHbIM UMEHEM alias, TO MeTof getCertificate () BepHeT
cepTndpmkaTt c HoCUTENs,

® €C/I HA HOCWTENIE He CyLIecTByeT cepTudmkata C UMEHEM alias, HO B XpaHunMwe cepTuduKaToB ecTb
cepTuUKaT C TaKUM MMEHEM, TO MeTog getCertificate() BepHeT cepTuchrKaT U3 XpaHWIULLA CEPTUCDUKATOB;

e ecnun ceptTucmkaTta C 3afjaHHbIM KMMeHeM alias He CyLleCTBYET HU Ha HOCUTENe, HM B XpaHUIULE
cepTudnkatos, To metoa getCertificate() eepHeT null.

3.6.5 VYpaneHwne 3akpbITOro Kjko4a C KJKOYEBOro HOCUTENs

VaaneHne 3akpbITOrO KJtO4a C KJKOYEBOrO HOCUTENS OCYLLECTB/ISIETCS BbI3OBOM (byHKUuU deleteEntry C
nepefaBaemMbIM NapamMeTpoM alias, SIBASAIOWMMCS YHUKaAbHLIM UMeHeM Katoda. [ns HocuTeneid Tpebytowmx napons
AN1st yaaneHnsi koHTelinepa (Hanpumep, cMapT-KapT 1 TOKEHOB), DyaeT BbiBeA€HO OKHO KpunTonposaiigepa Kpuntollpo
CSP ¢ npegnoxeHuem BBECTW NapoJib.
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3.7 PabGoTta c xpaHunauuiemM O0BEpPEeHHbIX CepTUPNKaATOB

Kpuntonposaiiaep Kpuntollpo JavaCSP nopnepxueaer paboTy ¢ xpaHUaMLWaMmn AOBEPEHHbIX CepTudNKaToB
TONILKO AJ1s1 OmepauuoHHbix cuctem cemeiictea Google Android. JocTyn K xpaHunuwam AOBEPEHHBIX CEPTUUKATOB
AN AaHHbIX OMEPALMOHHBIX CUCTEM OCYLUECTBASIETCS 4epe3 cTaHpapTHblii mHTepdeiic JCA (knacc KeyStore).
CrnepyeT 3aMeTuTb, 4TO UCMONBL30BaHUE UHTEPAEACA STOro Kjiacca SIBASIETCS ODLWMM KaK A/ist paboTbl XpaHuauLLem
cepTudnKaToB, Tak u Ass paboTel ¢ katoyesbiMU HocuTensamu. OcobeHHoCTU paboTel ¢ XpaHUaMWEM cepTMUKaTOB
ONUCaHbl HUXKE.

3.7.1 3anucb cepTucunKaToB B XpaHUIULLE AOBEPEHHbIX CepTuuKaToB

Kpuntonpogaiigep Kpuntollpo JavaCSP nossonsieT ocywecTBasiTL 3anncb AOBEPEHHbIX CepTUdUKATOB
B OMNpeAensieMoe MOJb30BaTeNeM XPaHWINLLE [OBEPEHHbIX CEPTUNKATOB, COOTBETCTBYIOLLEE CTaHAAPTHOMY
nHtepdpeiicy xpanunuwa JCA (knacc KeyStore). [Insi 3Toro Heobxo4MMo BbINONHUTL NOCIEA0BATENBHOCTL AelCTBUN,
aHafIOrNYHY0 NOCIEA0BATENBHOCTY NpY PaboTe C KAOHEBLIMI HOCUTENSAMN:

3.7.1.1 WNuunumnanunsauma xpaHuauuia A0BEpPeHHbIx cepTudunkaTos
AHaNOrM4YHO onpeAeneHnto TUNa NCNOJIb3YEMOrO KJHOYEBOIO HOCUTENS.

[ns ynobctea nonb3osatens Obin Takke cozgaH Tun xpanunuwa «CertStorey. B xpaHunuwe ganHoro Tuna
MOTYT XPaHNUTBCS TOJIKO CEPTUPUKATDI.

NHnumnanmsaumst Takoro XpaHuiniia MOXeT OCYLLECTBASATLCS CNEAYIOWMM Cnocobom:

‘ KeyStore ks = KeyStore.getInstance("CertStore");

NHnumnanmsaums xpaHunuwa fOBEPEHHbIX CEPTUMKATOB NPEACTaBASET CODOA MHMUMANN3aLMIO CTaHAAPTHOIO
xpanuauwa JCA, noatomy ansi onepauuii 3anucm cepTUUKATOB B XPaHWIWULLE WAWN HTEHWS U3 Hero Tpebyercs
npefBapuTeNbHas 3arpy3ka COAEPKMMOro XpaHUANLLA U NOCNefytolllee COXPaHEHNE COAEPXKUMOTO.

3.7.1.2 3arpy3ka coaep>Xumoro xpaHunuiia

CornacHo uHTepdeiicy craHgapTHoro xpanunuwa JCA nepen Hayasom BbINMOJHEHUS Kakux anbo onepauuii
TpebyeTcsi 3arpyska BCEro COLAEPXKMMOrO XpaHwWnwia. 3arpyska COAEpXKUMOro craHgaptHoro xpavwinwa JCA
OCYLLECTB/ISIETCS MOCPEACTBOM Bbl3oBa MeToga load() knacca KeyStore. CornacHo wunHtepdpeiicy JCA yHkuum
load() crenyeT nepeAaBaTh fBa NapameTpa: MOTOK, U3 KOTOPOro OCYLLECTBIISAETCS YTEHNE COAEPXKMMOIO KJIKOHYEBOrO
XPaHUANLLA, U MapOJib HA XPaHUINLLE.

OcobeHHocTu BbiZ0oBa MeToga load() BBMAy obuiero uHTepdpelica paboTbl C KAOYEBLIMU HOCUTENSIMU U C
XPaHWINLLEM CEPTURNKATOB NOAPOOHO ONMCaHbI BhILLE.

3.7.1.3 3anucb cepTucukaTa B xpaHunuuie

MNocne Toro, Kak COAEPKUMOE XpaHuanwa cepTudnkaTos 6bIno
3arpy>keHo, OCYLLECTBASIETC COBCTBEHHO 3anucb oBepeHHOro ceptudmkarta. [aHHasi onepauuns peannsyetcs npw
NoMoLLM BbI30Ba MeToaa setCertificateEntry() knacca KeyStore cneaytowum obpasom:

String alias; // npeuTnduraTop (yHHKaNbHOE HMH) YCTAHABIKBAEMOIO
// B XpaHunume cepTHdUKATA
Certificate cert; // zammuchBaeMsii cepTupmkaT

ks.setCertificateEntry(alias, cert);
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Cnenyer OoTMeTUTb HeKOTOpble OCOBEHHOCTM Bbi3oBa hyHKUMM setCertificateEntry() € nepepadeii emy
napameTtpa alias, SIBASIOLErOCS YHUKAJbHLIM UMEHEM 3aMUCLIBAEMOro cepTudmkaTa:

® €C/IU B XPaHWJINLLE YXKe CYLLECTBYET CEPTU(UKAT C UMeHeM alias, TO OH Dyger nepesanncaH nepegaBaembim
cepTudmkaTom cert;

® €C/I B XpaHWiuLle HeT cepTudmkaTa C UMeHeM alias, HO Ha HOCWUTENE, 4YbUM UMEHeM ObLio
MPOVHNLMANN3NPOBAHO XPAHUINLLE CEPTUUKATOB, CyLLECTBYET KoY (1, BO3MOXKHO, CEPTNNKAT COOTBETCTBYIOLLErO
OTKPLITOrO KJto4a) C 3afiaHHbIM alias, TO nepepaBaemblii cepTudpukaT byseT fobassien Ha 3ToT HocuTens. [Mpw
5ToM DyAeT ocyllecTBieHa NPOBEPKA COOTBETCTBUS NEPEAABAEMOro cepTudprkaTa cert KJtOHy, KOTOPbIA XPaHUTCS Ha
HOCMTeNe C NMeHeM alias;

® €C/IN HI B XPAHWINLLE, HU HA COOTBETCTBYIOLLEM EMY HOCUTENE HET cepTudukaTa (Ha HocuTene — Ki4a) ¢
3afjaHHbIM alias, TO nepefaBaemblii cepTudukaT bygeT NpocTo fobaBaeH B XpaHUINLLE AOBEPEHHBIX CEPTUCDNKATOB
C UMEHeM alias.

3.7.1.4 CoxpaHeHne coaep>XX1Moro xpaHuauuia
Mpon3BoanTCA aHaOrM4YHO COXPAHEHUIO COAEPXKMMOTO KHOYEBOrO HOCUTENS.
3.7.2 YreHune ceptndnkaTtoB U3 XpaHUNULLA OOBEPEHHbIX cepTudunkaTos

Kpuntonposaligep Kpuntollpo JavaCSP noseosisieT OCyLIeCTBAATL YTeHWE [OBEPEHHBIX KOPHEBbIX
cepTUUKATOB M3 XPaHUNMNLLA, ONPELENIEHHOTO NOJb30BaTeNEM Hepes cTaHaapTHolid nntepdeiic JCA knacca KeyStore,
NOCPeACTBOM BbIMOJMHEHNSA CNEAYIOW X OeACTBUIA:

e VHMLUMANN3ALNS XPaHUAMLLA AOBEPEHHbBIX CEPTMURMNKATOE;

® 3arpy3Ka COAEPXXUMOro XpaHUNunLLa;

e uTeHune cepTudmnkaTa U3 XpaHUNMLLa;

® COXpaHEeHUe COAEPXKMMOrO XPaHUINLLA.

Mocne TOro, Kak COAEPXMMOE XpaHunuwa cepTudUKaTOB ObINO 3arpy>eHo, OCYLUECTBASIETCS CODCTBEHHO
yTeHue cepTudrkaTa n3 3TOro xpaHunuwa. [JlaHHasi onepaunsi peann3yeTcs MnpuW MNOMOLLM BbI30OBa METOAA
getCertificate() Knacca KeyStore, BO3BPALLAIOLLEroO 3anpalunBaeMbIii CEpTUMKAT, CleayoWwmuM obpasom:

String alias; // umemTunduratop (yHEKanbHOe UMH) cepTudburara,
// JCTAHOBIEHHHH IIpU 3alWCH CEPTUPUKATA B XPAHUIALE
Certificate cert = ks.getCertificate(alias);

CnepyeT 0TMETUTL HEKOTOPbIE OCOBEHHOCTU BbI30Ba hyHKLUMK getCertificate() C nepeaaBaeMbiM NapaMeTpom
alias, ABASAIOWMMCS YHNKAJbHLIM UMEHEM 3aMpallMBaeMoro ceptudukara.

® €CJ/IN B XpaHWINLLE CYLLECTBYET cepTudmKaT € 3alaHHBIM UMEHEM alias, TO MeTof getCertificate() BepHeT
cepTndrKaT U3 XpaHUAMLLA CEPTUQUKATOB;

e €C/IM B XpaHWIMWE HET cepTudpmkaTa MMeHeM alias, HO Takoli cepTUdMKAT €CTb Ha HOCUTENe, YbUM
MMeHEeM BbINO MPOVHULMANN3MPOBAHO XpaHUIULLE CepTUUKATOB, TO MeTog getCertificate() BepHeT cepTudpmkat
C HocuTens,

e ecnn ceptudrkaTta C 3ajaHHbIM MMeHeM alias HE CyWeCTBYET HM B XpaHWIWLLE CEPTUMKATOB, HU Ha
HocuTene, To MeTog getCertificate() BepHet null.

Mpumeyanue. Cornacrto nHtepdeiicy JCA cywecTByeT BO3MOXHOCTbL 3arpy3ku XpaHuaunwa ceptudprkaTos
6e3 napons ks.load(stream, null). [pu stom nposaiigep Kpuntollpo JavaCSP nossonsiet ocyliectenaTs
BCe OMepaLuu CBsi3aHHble C YTEHWEM W 3aMpeLlaeT OnepaLuy CBsi3aHHble C WU3MEHEHMEM XpaHUIWLLA
(N3MEHSTH XPaHNANLLE MOXKHO TOJILKO MPU 3arpy3Ke ero C naposiem).
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3.8 Pabora C CUMMETPUYHbLIMN

kntodamu wundposaHna B cootBetcTBum c anroputmamn FOCT 28147-89,
FOCT P 34.12-2015 Marma, F'OCT P 34.12-2015 Ky3Heunk

Kpuntonpogaiigep Kpuntollpo JavaCSP ocyuiecTBnsieT reHepaumio CUMMETPUYHBLIX Kitodel wundpoBaHus
yepes ctaHgapTHblii uHtepdeiic JCE npu nomowm knacca KeyGenerator.

3.8.1 Co3paHue obbekTa reHepaunum CUMMETPUYHbIX Katodel wndpoBaHus

ObbekT reHepaunm CUMMETPUYHBLIX KitoYei wundposaHus B cooTeetcTBun ¢ anroputmom [OCT 28147-89,
FOCT P 34.12-2015 Marma unn TOCT P 34.12-2015 KysHeuuk (ganee reHepaTop) cO34aeTCsi NOCPELCTBOM BbI30Ba
MeToga getInstance() kniacca KeyGenerator. DTOT METOL SIBISIETCS CTAaTUHECKUM 1 BO3BPALLAET CChIJKY Ha Kiacc
KeyGenerator, KOTOpbIi obecneynBaeT BbINoSHEHME Tpebyemoii onepauuu.

[ns cospaHusi reHepaTopa CUMMETPUYHbLIX Kitodeli wndpoBaHus MeToay getInstance() Heobxoaumo B
KayecTBe napameTpa nepeaatb UMsi, naeHTudnyupytowiee anroputm wudpposanus: "GOST28147" nan JCP.GOST _
CIPHER NAME - anroputm FOCT 28147-89, "GOST3412 2015 M" wmm JCP.GOST M CIPHER NAME -
anroputm [OCT P 34.12-2015 Marma, "GOST3412 2015 K" wan JCP.GOST K CIPHER NAME - anroputm
FOCT P 34.12-2015 Ky3Heumuk. [lpu Takom Bbi3oBe MeToga getInstance() COBMECTHO C OMPeAesEHUEM
TpebyeMoro asropuTMa reHepauny CUMMETPUYHBIX KIIOHel OCYLLECTBASIETCA TakXKe onpeaesneHne Tpebyemoro Tuna
kpunTonposaiigepa (Kpuntollpo JavaCSP). Takxe ctangapthbiii nntepdeiic JCE nossosisieT B kavecTe napameTpa
yHKuUn getInstance() knacca KeyGenerator BMECTE C MMEHEM aJirOpUTMa MepefaBaTh WMs KPUNTOMNpPOBaiigepa,
MCMOJIb3YEMOrO AJist BbINOJIHEHUST Tpebyemoli onepaunn.

Takum 0bpa3om, cozgaHue reHepaTopa CUMMETPUYHBLIX Kitodei wudposarus FTOCT 28147-89 ocywecTeasieTcs
OOHUM U3 ChefyroLmnx cnocobos:

KeyGenerator kg = KeyGenerator.getInstance("GOST28147");
KeyGenerator kg = KeyGenerator.getInstance("G0OST28147", "JCSP");
KeyGenerator kg = KeyGenerator.getInstance(JCP.GOST_CIPHER_NAME, JCSP.PROVIDER_NAME) ;

leHepauuUsi CUMMETPUYHBIX KItOYel WNgpOBaHUS NPU NOMOLLM TaKoro reHepatopa kg byaet ocyLuecTBAsATLCA
B cooteerctBum ¢ anroputmom [OCT 28147-89 m c ycTaHOBAEHHBLIMW B KOHTPOJIbHOW MNaHENU mnapameTpamu
(napametpamu no ymonyanuio). Ecnu cywectsyet HeobxogumMocTb Mcnosb3oBaHus Apyroro Habopa napameTpos
(oTAIMHHOrO OT MapaMeTpoB MO YMONYAHUIO), TO CAEAyeT YCTaHOBUTb Tpebyemblii Habop mapameTpoB cospgaHHOMY
reHepaTopy.

CozpaHue reHepaTopa cUMMeTpUYHbIX Kitodeli wudposadns TOCT P 34.12-2015 Marma ocywecteasieTcs
OOHUM N3 Caeayowmnx cnocobos:

KeyGenerator kg = KeyGenerator.getInstance("GOST3412_2015_M");
KeyGenerator kg = KeyGenerator.getInstance("GOST3412_2015_M", "JCSP");
KeyGenerator kg = KeyGenerator.getInstance (JCP.GOST_M_CIPHER_NAME, JCSP.PROVIDER_NAME) ;

CozpaHnue reHepaTtopa cuMMeTpudHbix Katodein wudposanus TOCT P 34.12-2015 KysHeunk ocywiecTeasieTcs
OA4HUM N3 Cneaytowmnx cnocobos:

KeyGenerator kg = KeyGenerator.getInstance("GOST3412_2015_K");
KeyGenerator kg = KeyGenerator.getInstance("GOST3412_2015_K", "JCSP");
KeyGenerator kg = KeyGenerator.getInstance(JCP.GOST_K_CIPHER_NAME, JCSP.PROVIDER_NAME) ;
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3.8.2 OnpegeneHne napameTpoB reHepauMn CUMMETPUYHbLIX KAtoYeld wudpoBaHus
FOCT 28147-98

Mocne Toro, kak reHepaTop cummetpuytbix kntodeli TOCT 28147-98 6bin co3paH, MOXET BO3HUKHYTb
HEOBXOANMOCTbL YCTAHOBMTL Hekuli Habop mapaMeTpoB reHepauun CUMMETPUYHBIX KIOYEH WpoBaHNs, OTANYHbII
OT NapaMeTpoB, YCTAHOBJIEHHbIX B KOHTposbHO naHenu. Onepauus n3MeHeHus CyLlecTBytoLwero Habopa napaMeTpos
OCYLLIECTBISIETCS NPU NOMOLLM METOAA init (AlgorithmParameterSpec params) kjiacca KeyGenerator. DTOMy MeTOgy
B Ka4YeCTBE NnapamMeTpa MOXeT DObITb nepefaH OOBEKT ChaefytoWmx 4BYX KNaCCOB:

e unTepdeiic Algldinterface (onpeaensier Habop napameTpoB ANsi reHepauuy KIKOHEBOW napbl 0bMeHa, HO
MOXET DObITb NCMOABL30BaH 1 A5t FeHEPALN CUMMETPUYHBIX Ktodel wiudposarus. B aTtom cnyyae us nepegasaemoro
Habopa mapameTpoB B mpouecce reHepaunu byayT UCMoNb30BaHbI ANLWb NAaPaMeTpPbl WNPOBAHNS);

e uHTepdeiic Paramsinterface napamerpos anroputma wudpposarus [OCT 28147-89 (cm. Pabora c
napametrpamu anroputmos wudpposarnuss [OCT 28147-89, TOCT P 34.12-2015 Marma n TOCT P 34.12-2015
KysHeunk).

B oboux cnyyasix umetoT 3HauveHue b napaMeTpsl wiudposarus (napamertpel anroputma OCT 28147-89),
MOCKOJIbKY CO34aBaEMblii Fr€EHEPATOPOM CUMMETPUYHbIV K04 MOXET DbITb MCMOML30BaH TOJILKO AN LWNDPOBAHMS
AaHHbIX (Onepauun CO3AaHWsI SMIEKTPOHHON MOAMMCH, KJIHOHEBOrO OBMEHa W 3anucK Ha HOCUTENb 3ampeLuyeHbi).
Taknm obpasom, nsmeHeHne Habopa napaMeTpoB reHepaTopa CUMMETPUYHBIX KitOYell WindpoBaHnsi NPOM3BOAUTCS
cnegyowuM obpasom:

AlgIdInterface keyParams; // uHTepdelic Habopa IapaMeTpoB
ParamsInterface cryptParams; // uuTepdelic mapaMeTpoB mHGPOBAHUS
kg.init (keyParams) ; // ycTaHoBKa mojHOro Habopa IapaMeTpoB
kg.init(cryptParams) ; // ycTaHOBKa IapaMeTpOB WUGPOBAHUA

Cne,u,yeT NMOMHUTb O TOM, HYTO U3MEHEHNE NAapaMeTPOB reHepaynm CUMMETPUYHbIX KJIHOYEN MMEET CMbICA TOJIbKO
A0 BbINOJIHEHNA HENOCPEACTBEHHO reHepaunn.

B kayecTBe napamMeTpoB ANS MHWLMANM3ALMN FEHEPATOPA MOXET MCMOJIb30BaThCA toboi M3 napameTpos
wndpoBaHMs, NPEACTABMEHHBIX NPOBARLEPOM: NapaMeTpbl MO YMOHaHWIO, NapaMeTpbl winudgposaHus 1, napamerpsi
wudposanms 2, napametpsbl wndposarus 3, napameTtpel Ockap 1.1, napametpel Ockap 1.0, napametpel PUK1, TK26
2, TK26 1, TK26 3, TK26 4, TK26 5, TK26 6, TK26 Z.

3.8.3 TleHepauusi cUMMETPUYHOro KAto4Ya WwnudpoBaHus

leHepauust cuMMeTpuYHbIX Katodein wudpposaHus [OCT 28147-89, TOCT P 34.12-2015 Marma u TOCT
P 34.12-2015 Ky3He4uk OCYLLECTBASETCS TOMLKO MOC/E CO3[aHWs COOTBETCTBYHOLLEro TpebyeMomy anroputmy
reHepaTtopa M, €CAu 3TO HeobxoguMmo, omnpegeneHwsi ero napameTpoB. Bbi3oB meTosa generateKey() knacca
KeyGenerator BO3BpalLaeT KoY WndpoBaHus, CooTBeTCTBYOWM BbibpaHHoMy anroputmy: [OCT 28147-89, TOCT
P 34.12-2015 Marma unn FOCT P 34.12-2015 Ky3Heunk u ycTaHoBieHHOMY Habopy napameTpos (viv napameTpam
No yMOJHaHUIO):

‘ SecretKey key = kg.generateKey();

3.9 WmutosawmTta pgaHHbix B cooTBetcTtBum c anroputmamm [OCT
28147-89, TOCT P 34.12-2015 Marma v TOCT P 34.12-2015 Ky3Heuuk

Kpuntonpogaiigep Kpuntollpo JavaCSP  ocywecTensieT umuTo3awuty fAaHHbIX B COOTBETCTBUM C
anropntmamum [OCT 28147-89, TOCT P 34.12-2015 Marma n TOCT P 34.12-2015 KysHe4unk 4epes cTaHAapTHbII
uHTepcpeiic JCE npn nomowm knacca Mac.
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3.9.1 Co3gaHue obbekTa UMUTO3ALLNTbLI AAHHbIX

O6bekT MMNUTO3aLWMNTLI AaHHbIX B cooTBeTcTBUM € anroputmom [OCT 28147-89, TOCT P 34.12-2015 Marma
uwnn TOCT P 34.12-2015 KysHeumk co3gaeTcsi NOCPeACTBOM BbI30Ba MeToAa getInstance() knacca Mac. JToT
MEeTOo[], ABNSETCA CTAaTUYECKUM U BO3BPALLAET CCbUIKY Ha Kiacc Mac, KOTopbIli obecnednBaeT BbinosiHeHWe TpebyeMoli
onepauuu.

Ans co3panus obbekTa MMUTO3ALWMTLI MeTOAY getInstance() HeODXOAMMO B KavecTBe mapameTpa nepeaatb
UMsi, NAEeHTUNLMPYIOLLEE aNrOpUTM, B COOTBETCTBUM C KOTOPbIM OyAET OCYLLECTBASTLCA WMUTO3ALLMTA AAHHBIX:
"GOST28147" wnn JCP.GOST CIPHER NAME - anroputm TOCT 28147-89, "GOST3412 2015 M" wuaw
JCP.GOST M _CIPHER NAME - anroputm FOCT P 34.12-2015 Marma, "GOST3412 2015 K" nan JCP.GOST _
K_CIPHER NAME - anroputm TOCT P 34.12-2015 Ky3sHeuuk. [Mpu Bbi3oBe MeTofa getInstance() COBMECTHO
C onpefenieHneM TpebyemMoro anroputMa MMUTO3ALLMThI AaHHBIX OCYLLECTBSIETCS TakKXXe onpeaeneHue Tpebyemoro
Tuna kpuntonposaigepa (Kpuntollpo JavaCSP). Takxe crangaptHbii nHtepdeiic JCE nossonsier B kadectse
napameTpa dyHkuUuUn getInstance() kiacca Mac BMECTE C MMEHEM alirOPMTMa YKasbiBaTb UMsi KPUMTOMNPOBaigepa,
NCMONBL3YEMOTO A5t BbINOJAHEHMS Tpebyemoii onepauun.

Takum obpasom, co3gaHne obbekTa MMUTO3AWMUTLI JaHHbIX B cooTeBeTcTBUM C anroputmom [OCT 28147-89
OCYLLECTBIAETCA OAHUM U3 CeaytoLmnmx cnocobos:

Mac mac = Mac.getInstance("GOST28147");
Mac mac = Mac.getInstance("GOST28147", "JCSP");
Mac mac = Mac.getInstance(JCP.GOST_CIPHER_NAME, JCSP.PROVIDER_NAME) ;

Co3spaHne obbekTa MMUTO3AWMNTBLI AaHHbIX B cooTeeTcTBuM ¢ anroputmom [OCT P 34.12-2015 Marma
OCYLLECTBIAETCA OAHUM U3 CEAYIOLLX CMOCODOB:

Mac mac = Mac.getInstance("GOST3412_2015_M");
Mac mac = Mac.getInstance("GOST3412_2015_M", "JCSP");
Mac mac = Mac.getInstance(JCP.GOST_M_CIPHER_NAME, JCSP.PROVIDER_NAME) ;

Cozpanune obbekTa MMUTO3AWMUTEI AaHHbIX B cooTeeTcTBuU ¢ anroputmom [OCT P 34.12-2015 KysHeuuk
OCYLLECTBAIAETCA OLHUM W3 CIEAYIOLLMX CNOCODOB:

Mac mac = Mac.getInstance("GOST3412_2015_K");
Mac mac Mac.getInstance("GOST3412_2015_K", "JCSP");
Mac mac = Mac.getInstance(JCP.GOST_K_CIPHER_NAME, JCSP.PROVIDER_NAME);

3.9.2 WHuymanmnsaumsa obbekTa MMUTO3aLLMTbI JaHHbIX B COOTBETCTBUU C aNropmtmMamm
FOCT P 34.12-2015 Marma n FT'OCT P 34.12-2015 Ky3Heuuk

MNocne Toro, Kak OBBEKT NMNTO3ALWNTHI AAHHBIX OblN CO3AaH, €ro HeobXxoANMO NPONHULINANNSUPOBATL KIKOYOM,
KOTOPGLIi DyneT ncnosib30BaThCs B NpoLecce BbIpaboTKM UMUTOBCTABKN.

Nununanusaums obbekTa MMUTO3aLWNTLI AaHHbIX B cooTBeTcTBUM € anroputMmamu TOCT P 34.12-2015 Marma
n FTOCT P 34.12-2015 Ky3Heumk ocyliecTisieTcst MeTogoM init (Key key) knacca Mac. [NepenaBaembiii B hyHKLMIO
init() kAO4 key HOJIKEH COOTBETCTBOBATbL TNy SecretKey W YyLOBAETBOPATH anroputmy wudpoBaHusi obbekTa
VUMNTO3ALWNTLI JaHHbIX: ecan 0bbekT umutosawuTel cooteetcTeyeT anroputmy TOCT P 34.12-2015 Marma, 1o u
ko4 gomkeH cooteetcTteoBaTh anroputMy FOCT P 34.12-2015 Marma. Ecaun obbekT nMnTo3alum sl COOTBETCTBYET
anroputmy TOCT P 34.12-2015 KysHeuuk, To n kitod gosxkeH cooTsetcTeoBath anroputmy [OCT P 34.12-2015
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KysHeuunk. Takue kao4n MOryT BbiTb MOyYeHbl MPU MOMOLLM OMEPALUMN COTNIACOBAHUST KJIOHEH UAM MPpU NMOMOLLK
reHepaumn CUMMETPUYHBIX KAHOYER WwndpoBaHus.

Takum 0bpazoM, MHUUMANN3aLMst ONepaLun NMUTO3ALWMTEI faHHbIX B cooTBeTcTBUM ¢ anroputmamu [OCT P
34.12-2015 Marma n TOCT P 34.12-2015 Ky3Heumnk OCyLLeCTBASIETCA ClemyowuM obpasom:

SecretKey key; // obs3aTenpHO KINY WUPPOBAHUS, COOTBETCTBYMILUN ANTCOPUTMY mMac
mac.init (key);

3.9.3 WMHuymanusaumsa obbekTa MMUTO3aWwmnTbl AaHHbix ans anroputma FOCT 28147-
89 v onpepeneHve ero napameTpos

MNocne Toro, Kak 0BBEKT NMNUTO3ALWNTBI AAHHBIX OblN CO3AaH, ero HeobxoaANMO NPONHULINANNSUPOBATL KAKOYOM,
KOTOPpbLIA ByfeT ncnosb3oBaThCs B npouecce BolpaboTkn nmutoscTasku. ns anroputma FOCT 28147-89 Heobxognmo
TaK>Xe OnpeaennTb Habop NapamMeTpoB, B COOTBETCTBUN C KOTOPLIMMN DyAET OCYLLECTBASTLCS ONEPALUS UMUTO3ALLMNTLI.

Nunumnanusaums obbekTa nMuTo3awmThl faHHbIX B cooTBeTcTBuu ¢ anroputmom [OCT 28147-89, a Takxke
onpegenenne napametpos anroputma [OCT 28147-89 ocywectBnsietcs metogoM init() knacca Mac ogHUM u©3
cnegytowunx cnocobos:

e pyHKuMs init (Key key) - napametpbl anroputma [OCT 28147-89 onpesensitoTcsi B COOTBETCTBUM C
napameTpamu WndpoBaHns nepesaBaemMoro yHkuum kntoda key;

e pyHKumMsi init(Key key, AlgorithmParameterSpec params) - napametpbl anroputma [OCT 28147-89
OMpefensitoTCs B COOTBETCTBUM C NepeAaBaeMbIiMM NapaMeTpamMu params.

CylecTBYIOT HEKOTOpbIE OTFpaHMYEHNsI HA MapameTpbl, nepefaBaemble dpyHkummM init(). B oboux cnocobax
BbI30Ba 3TOW (PyHKLUUM K04 key [AOJIKEH COOTBETCTBOBaTb TUMy SecretKey u YAOBNETBOPSTb aJiropuTMy
wudposatus [OCT 28147-89 (Takne kntoHM MOTYT BbITb MOMYHEHbI MPU MOMOLLM ONEPALMI COTTACOBAHUS KIHOHENR
WA NpKU MOMOLLM TFeHepaumn CUMMETPUYHBIX Kitouel wundposaHus). Heobxogumo Takxke, 4TobbI napameTpsi,
nepenasaemble byHKUMM init() BO BTOpoM cnocobe ee Bbi30Ba COOTBETCTBOBasW WHTepdelicy ParamsInterface
napametpos anroputma wuposanns FOCT 28147-89 (cm. Pabota ¢ napametpamu anroputmos wudposatus FOCT
28147-89, TOCT P 34.12-2015 Marma n FOCT P 34.12-2015 Ky3Heunk). Taknum obpasom, nHmumanusaums onepauum
MMUTO3ALLNTLI JaHHBIX, BO BPEMsi KOTOPOUi NPOUCXOAWUT OMpeAesieHne NapaMeTpoB UMUTOBCTABKM, OCYLLECTBASETCS
OfHUM 13 CHefyroLWmMxX Crnocobos:

ParamsInterface cryptParams; // uHTepdeiic mapaMeTpoB wWUPPOBAHUS
SecretKey key; // obs3aTenpHO KINY WUPPOBAHUSA C AITCOPUTMOM
// "GOST28147" (COOTBETCTBYOLUI AITOPUTMY
// TOCT 28147-89)
mac.init (key) ;
mac.init(key, cryptParams);

3.9.4 KonupoBaHue 00beKTa UMUTO3ALWNTLI AAHHbIX

B HekoTopbIx ciy4asix TpebyeTcsi co3haTh KOMUIO YXKe CYLIECTBYHOLLEro ObbeKTa MMUTO3aWMUTLI AaHHbIX,
Hanpumep, korga Tpebyetcs BbipaboTaTb MMWTOBCTAaBKY KakK UM 4aCTy [aHHbIX, TaK W BCEro WUCXOLHOMO MacCuBa
AaHHbIX. B 3TOM ciyyae nocne Toro, kak bbina obpabotaHa Tpebyemasi HacTb AaHHbIX, HEODXOAMMO COXpaHnTb (npw
MOMOLLM KOMMPOBaHUs) ODBEKT MMMUTO3ALMTLI, U NPOAOKUTL 0bpaboTKy ocTaBlelics YacTu (B pe3ynbTaTe Hero
OyayT obpaboTaHbl BCe MCXOAHbIE AaHHbIE). Y>Ke MOC/IE BbIMOJMHSETCS BbIYNCIEHNE 3HAYEHUSI UMUTOBCTABKM ANS
0bounx 06bEKTOB (MCXOLHOrO — COOTBETCTBYIOLLENO BCEM [AaHHLIM U CKOMUPOBAaHHOrO — COOTBETCTBYIOLLErO HacTy
AaHHBIX).

Ons sTux ueneid wncnonbsyetcss MeTon clone() knacca Mac, KOTOpbI/i BO3BpALLAET TOYHYK KOMMIO
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CYLLIECTBYIOLLLErO OObEKTA UMUTO3ALLNTLI. DTOT METOA MOXET ObITb Bbi3BaH Ha NOOOM 3Tane BbINOJIHEHNS onepaLui
BbIPabOOTKN MMUTOBCTABKU MOC/E TOro, Kak ODBEKT MUMUTO3AWWTbI Obll MPOMHWLMANU3MPOBAH W A0 TOrO, Kak
onepauus UMUTO3ALNTLI AaHHbIX bblna 3aBepLueHa.

3.9.5 BbipaboTka MNTOBCTaBKM AaHHbIX

Mocne Toro, Kak OOBEKT UMMUTO3AWMTHI ObiN CO34aH UM MPOMHWLMANN3NPOBAH, BbIPAabOTKA MUMUTOBCTABKY
JaHHbix B cooteetcTBun ¢ anroputmamun [OCT 28147-89, TOCT P 34.12-2015 Marma u TOCT P 34.12-2015
KysHeunk npoussogutcs B ABa 3Tana: obpaboTka JaHHbLIX U MOCNEAYIOLLEE BbIYNCIEHNE 3HAYEHUSI UMUTOBCTABKMY,
3aBepLUatOLLEe OMepaLmio UMNTO3ALWNTLI JaHHbIX.

3.9.5.1 QO6paboTka 3auimuiaemMbiX AaHHbIX

ObpaboTka 3awmiLaeMbix AaHHbIX OCYLLECTBASIETCS NpM nomMowy MeTtoga update() knacca Mac. ITOT mMeToq
OCYLLECTBIISIET 0DPabOTKY 3aLMLLaEMbIX JaHHbIX, MPEeACTABAEHHbIX B Buae OaliTOBOrO MaccmBsa v NoOgABaEMbIX EMY B
kavectee napamertpa. CyuwecteyeT 3 BapmaHTa 0bpaboTku 6aliTOBOro MaccmBa AaHHbLIX MPU MOMOLLM 3TOMO METOAA:

1) MocnepoBaTenbHast obpaboTka kaxgoro bOaiita faHHbiXx (MpU 3TOM KONMYECTBO BbLISOBOB METOAA
update (byte b) paBHO [JIMHE MAcCUBA AAHHbIX):

bytel[] data;
for(int i = 0; i < data.length; i++)
mac.update (datali]);

2) BnoyHasi obpaboTka AaHHbIX (faHHble 0bpabaTbiBalOTCS BIOKaMN OMPEAENEHHON AnHBI):

byte[] data;
int BLOC_LEN = 1024;

//ecnu pnuHA WCXONHHX OAHHHX MeHbIle NIWHH 6I0Ka
if (data.length/BLOC_LEN == 0)
mac.update(data) ;
else {
//uuRi no 6j1oKaMm
for (int i = 0; i < data.length/BLOC_LEN; i++) {
byte[] bloc = new byte[BLOC_LEN];
for(int j = 0; j < BLOC_LEN; j++)
bloc[j] = datalj + i * BLOC_LEN];
mac.update(bloc);
}

//obpaboTka ocTaTka
byte[] endBloc = new bytel[data.length % BLOC_LEN];
for(int j = 0; j < data.length % BLOC_LEN; j++)
endBloc[j] = datal[j + data.length - data.length % BLOC_LEN];
mac.update (endBloc) ;

3) ObpaboTka AaHHbBIX LEINKOM:

byte[] data;
mac.update(data) ;

JonyckaeTcst KOMbUHMpPOBaHME NEPBOro U BTOPOro BapuaHTa, obpaboTka 6ioKaMu pasfnyHOR AJMHbI, a TaKXKe
ncnosb3oBaHne metoga update (byte[Jdata, int offset, int len) — 0bpaboTka MaccMBa AaHHbLIX CO CMELLEHUEM.
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3.9.5.2 BbiuncnenHune 3Ha4eHUss UMUTOBCTABKMN

Bbluncnenne 3HauYeHUss MMUTOBCTABKM OCYLLECTBASIETCA MNpu nomMowy Metoga doFinal() knacca Mac.
CyuwlecTByIOT pasnnyHble BapuaHTbl Bbi30Ba faHHoro metoga. Ecim obpaboTke nogeeprinck BCe 3awuuiaemble
JaHHbIE, TO OCTAETCs TOJBKO MOJYHMTL 3HAYEHUE UMUTOBCTABKU. [10ay4nTE 3TO 3HAUYEHNE MOXKHO ABYMsi cnocobamu:

1) Bbi3oB metopa 6e3 napametrpoB — doFinal(). B atom cnyyae meton Bo3Bpawjaet baiitoBblli Maccus,
cofiep)Kallnii 3Ha4YeHNe NMUTOBCTABKY;

2) BebizoB meToga ¢ napametpamn — doFinal(byte[] buf, int offset). B a3Tom cnyvae metop 3anucbiaert
3HayeHMEe UMUTOBCTABKU B NepeaBaeMblli eMy MAaCcCUB CO CMELLEHNEM.

Ecnm ke 4yacTb paHHbIX ocTanock He obpaboTaHHON, To cnefyeT npefBapuTensHo obpaboTaTe ee, a
JNWb NOTOM MOJIy4aTb 3HAYeHWe UMUTOBCTaBKU. Ons aTux ueneid ncnonbsyercst pyHkumst doFinal (bytel[] buf),
obpabaTbiBatollas nepefarHele B Maccuee buf gaHHble n Bosepalyatollas 6aliTosblli MaccuB, COAepXXaLnii 3Ha4eHe
NMUTOBCTABKMN.

3.10 Wcnonb3osaHue anroputma HMAC

C nomouwbto kpuntonposaiigepa Kpuntollpo JavaCSP MOXHO oCyLLecTBASTL 3aLNTY faHHbIX B COOTBETCTBUN
c anroputmom HMAC GOSTR3411, HMAC GOSTR3411 2012 256 (OID: 1.2.643.7.1.1.4.1) wim HMAC
GOSTR3411 2012 512 (OID: 1.2.643.7.1.1.4.2). Crangapt HMAC GOSTR3411 onucat B gokymeHte RFC 4357,
KoTopbIii Basupyetcst Ha ctangapte RFC 2104. OID "1.2.643.2.2.10" ana anroputma onpegened 8 RFC 4490.

Pabotate ¢ peanusauuell anroputmMa MOXHO 4epe3 cTaHgapTHolii unTepdeiic JCE npu nomowm knacca
Mac. Vicnonssosanne HMAC GOSTR3411, HMAC GOSTR3411 2012 256 wam HMAC GOSTR3411 2012 512
aHanornyHo paborte ¢ umutosawumTtoii no anroputmam [OCT 28147-89, TOCT P 34.12-2015 Marma n FOCT P
34.12-2015 Ky3Heuuk, ToibkO Npu co3aaHnm obbekTa B KadecTBe nMmeHun Hago ykasbieaTb "HMAC GOSTR3411".
Mpumepbl cozgaHns obbekTa:

Mac mac = Mac.getInstance("HMAC_GOSTR3411");

Mac mac = Mac.getInstance("HMAC_GOSTR3411", "JCSP");

Mac mac = Mac.getInstance(ru.CryptoPro.JCSP.Digest.JCSPGostHMAC.STR_NAME, JCSP.PROVIDER_NAME);
Mac mac = Mac.getInstance("1.2.643.2.2.10", "JCSP");

nnn

Mac mac = Mac.getInstance("HMAC_GOSTR3411_2012_256");

Mac mac = Mac.getInstance("HMAC_GOSTR3411_2012_256", "JCSP");

Mac mac = Mac.getInstance(ru.CryptoPro.JCSP.Digest.JCSPGostHMAC2012_256.STR_NAME,
JCSP.PROVIDER_NAME) ;

Mac mac = Mac.getInstance("1.2.643.7.1.1.4.1", "JCSP");

nnn

Mac mac = Mac.getInstance("HMAC_GOSTR3411_2012_512");

Mac mac = Mac.getInstance("HMAC_GOSTR3411_2012_512", "JCSP");

Mac mac = Mac.getInstance(ru.CryptoPro.JCSP.Digest.JCSPGostHMAC2012_512.STR_NAME,
JCSP.PROVIDER_NAME) ;

Mac mac = Mac.getInstance("1.2.643.7.1.1.4.2", "JCSP");
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3.10.1 Wcnonb3oBaHue 512-6uTHbix kntodeinn B anroputmax HMAC

B dyHkumusax HMAC, ocHoBaHHbIx Ha xaw-yHkumsx TOCT P 34.11-2012 (256 6ut) n TOCT P 34.11-2012 (512
BuT), MoryT BbITh NCMONBb30BaHbI 512-6UTHbIE KtO4N. Takmne KoY MOTyT BbITh MOMYHeHbl Kak MyTeM BbIpaboTku C
nomowysto anroputma BKO, Tak u ¢ nomouybto reHepatopa.

lenepaTop 512-BUTHbIX KJ/IOYEA CO3[AETCS MOCPEACTBOM Bbl30Ba MeToAa getInstance() CTaHAApPTHOrO
knacca KeyGenerator. DTOT METOL SBASIETCS CTaTMYECKUM W BO3BPALLAET CCbIIKYy Ha Knacc KeyGenerator,
KOTOpbIA obecnevnBaeT BbiNoNHeHne Tpebyemoii onepauun. Jns co3pgarus reHepatopa 512-6uTHbIx Katoyeli MeTogy
getInstance() Heobxogumo B kadecTBe napametpa nepegatb umsi "'SYMMETRIC512" wan JCP.SYMMETRIC
512. lMpu TakoMm BbI3oBe MeTofa getInstance() COBMECTHO C onpefesneHueM TpebyeMoro anropuTma reHepauum
KNtOYell OCYLLLECTBASIETCS TaKxKe onpegesieHne Tpebyemoro Tuna kpuntonposaiigepa (Kpuntollpo JavaCSP). Takxe
CTaHAAPTHbIN MHTepd3e|7|c JCE noseonsier B kadvecTse napameTpa beHKLl,I/II/I getInstance() knacca KeyGenerator
BMECTE C MMEHEM anropuTMa nepeaaBaTb UMsi KPUMTOMPOBAigepa, UCMOb3YeMOro AN BbINOJHEHUs Tpebyemoii
onepauuu.

Taknm obpasom, cosgaHue reHepaTopa 512-6UTHbIX KIKOYER OCYLLECTBASIETCS OAHUM U3 CNEAYIOLLMX CNOCODOB:

KeyGenerator kg = KeyGenerator.getInstance("SYMMETRIC512");
KeyGenerator kg = KeyGenerator.getInstance("SYMMETRIC512", "JCSP");
KeyGenerator kg = KeyGenerator.getInstance(JCP.SYMMETRIC_512, JCSP.PROVIDER_NAME) ;

HEI'IOCpe,D,CTBeHHO Bblpa6OTKa KJIK04a Npon3BoanTCAa caneayroumnm O6p330MZ

kg.init ((SecureRandom)null) ;
SecretKey key = kg.generateKey();

[Mocne aToro kN4 MoxxHo ucnonssosatb 8 HMAC:

Mac mac;
SecretKey key; //512-6uTHb Kiod
mac.init (key);

3.11 LUludpoBaHue gaHHbIX U KAKOYE B COOTBETCTBMM C a/irOPUTMamMmn
NOCT 28147-89, TOCT P 34.12-2015 Marma wn TOCT P 34.12-2015
Ky3Heuuk

KpunTtonposaiigep Kpuntollpo JavaCSP ocywecteasieT wudpoBaHme faHHbIX U Katodeli B COOTBETCTBUM C
anroputmamu [OCT 28147-89, TOCT P 34.12-2015 Marma n TOCT P 34.12-2015 Ky3sHeunk, Yepes CTaHZapTHbIN
unTepceiic JCE npn nomowwm knacca Cipher.

3.11.1 CosgaHue obbekTa WndpoBaHUs faHHbIX U KAtoYen (wmndpaTopa)

ObbekT wnpoBaHms AaHHbIX K katovel (ganee wundpaTop) B cootsetcTBumM ¢ anroputmamun [OCT 28147-
89, TOCT P 34.12-2015 Marma naun FTOCT P 34.12-2015 Ky3sHeunk cO37aeTcsi NOCPeLCTBOM BbI30BAa METOAA
getInstance() knacca Cipher. ITOT METOA SIBASIETCS CTaTUHECKUM U BO3BPALLAET CCbIIKY Ha Knacc Cipher, KOTOPbII
obecneymnsaeT BbiNnonHeHWe TpebyeMoii onepauun.

Cnepys uHTepcpeiicy knacca Cipher, meTtogy getInstance() B KayecTBe napameTpa ClefyeT nepefaBaThb
CTPOKOBOe MnpefcTaBfieHne anroputma wudpaTtopa Buaa "algorithm/mode/padding" nmbo "algorithm". Huxe
ONuCaHbl JOMYCTUMbIE BapMaHTbl 3HAYEHUI KaXKAOrO U3 SNEMEHTOB TaKOro CTPOKOBOrO NPeACTaBAeHUs.
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1) B kavectBe anementa "algorithm" ykasbiBaetcs cobcteenno anroputm wudposarus. Anroputm FOCT
28147-89 npentudpuuympyercst umerem "GOST28147" nan JCP.GOST CIPHER NAME. Anroputm FOCT P 34.12-
2015 Marma ugeHtudnunpyercs umedem "GOST3412 2015 M" wan JCP.GOST M _CIPHER NAME. Anroputm
FOCT P 34.12-2015 KysHeunk ngentudpunympyercs umedem "GOST3412 2015 K" wan JCP.GOST K CIPHER
NAME.

2) B kauvectBe anemeHTa"mode" ykasbiBaeTcsi pexum wndposaHnsi. B kpuntonposaiigepe Kpuntollpo
JavaCSP ponyctumbl cnepytolne pexxumsi:

e "ECB" — pexxum npocToii 3ameHbl (MCMosib3yeTcst npu WwndpoBaHN AaHHBIX);

e "CBC" — pexxum npocToii 3aMeHbl € 3auensieHnemM (MCNOAb3yeTCs Npu LWNPOBAHNN SAHHBIX);

e "CNT" nubo "OFB" — pexxum rammuposanus (1ncnosibsyercsi npu wudpoBaHN AaHHBIX);

e "CFB" — pexnm rammupoBaHusi ¢ 0bpaTHOIA cBsi3blo (MCNob3yeTcst Npu WndpPOBaHNN AAHHBIX);

e "CTR" — pexxum rammuposarus gns anroputmos [ OCT P 34.12-2015 Marma n TOCT P 34.12-2015
KysHeunk (ncnonbayertcs npu wudpoBaHn AaHHbIX);

e "CTR_ACPKM" — pexum rammupoBaHusi C ycnoxxHeHvnem katoda gns anroputmos OCT P 34.12-
2015 Marma n FTOCT P 34.12-2015 KysHeunk (ncnosb3yercst npu wndpoBaHn AaHHbIX);

e "OMAC_ CTR" — pexum ayTeHTudpuymposaHHoro wudposaHus ans aaroputmos [OCT P 34.12-
2015 Marma u FTOCT P 34.12-2015 Ky3Heuunk (ncnosibyetcsi npu wndpoBaHn AaHHbIX);

e "SIMPLE EXPORT" — pexum wndpoBaHns CUMMETPUYHOIO KtoHa be3 ycnoxxHenus (ncnonbsyercs
npu WndpoBaHNN KIKOYER);

e "PRO_EXPORT" — pexum wudpoBaHusi CUMMETPUYHOTO KJIHOHA C YCIOXKHEHUEM (MCMOsb3yeTcs
npu WndpoBaHNN KIKOYE);

e "PRO12 EXPORT" — pexum wmndpoBaHns CUMMETPUHHOTO KtOHa C YCIIOXKHeHNeM (MCrosib3yeTcs
npu WdpoBaHNN KIIKOYEiR).

e "KEXP 2015 M EXPORT" — pexum wngpoBaHus cuMmmeTpudHoro kitoda kexpls pns
anroputmos FOCT P 34.12-2015 Marma n TOCT P 34.12-2015 Kysneuuk (ncnonbsyercs npu wmndposaHnm
KJtoYel).

o "KEXP 2015 K EXPORT" — pexum wndpoBanusi cummetpuyHoro kmtoda kexpld pns
anroputmos FOCT P 34.12-2015 Marma n FOCT P 34.12-2015 KysHeuunk (ucnonb3yercs npu wudposaHmm
KNtoYel).

Ecnun anement "mode" otcyTcTByeT (TO eCTb B KayecTBe CTPOKOBOIO MPeACTaBEHUsS aaropuTMa wndpaTopa
yKasaH /iMlWb asroputM WUpPoOBaHNs), TO MpW OCYLLECTBIEHUN MNOCNeAytoweid onepaunn wudposanus bygert
NCMOb30BAH PEXUM MO YMOJHAHUIO: A5t onepauuii WwnpoBaHns AaHHbiX (cM. Huke) ncnonbayercs pexxum "CFB",
ANst onepaunii wndpposaHus kntodein — pexum "SIMPLE EXPORT!".

3) B kauecTBe anemenTa "padding" ykasbiBaeTcs anropnTm 3anonHeHNst NOCAEAHErO HEMOTHOMO BI0Ka AaHHbIX
Npu BbINOJAHEHWM onepauun broyHoro wudposaHns. B kpuntonpoeaiigepe Kpuntollpo JavaCSP gonyctumeb
cnegytowmne anropuTMbl:

e "NoPadding" — 3anonHeHune nocnegHero 61oka He nCnosib3yeTcs (MCMONBb30BAHME JOMYCKAETCS TONBKO

B noTouHbix pexumax: "CNT", "CFB", "CTR", "CTR_ACPKM", "OMAC_CTR");

e "PKCS5 PADDING" — 3anonnenune nocnegtero bioka ocyuwecrensietcs no anroputmy PKCS5;
"PKCS5Padding" — gpyroii gonyctumbliii BapuaHT Hanucanus anroputma PKCS5;
"1SO10126Padding" — 3anonneHne nocnegHero b6noka ocywectensercs no anroputmy 1SO 10126;
"ANSIX923Padding" — 3anonHeHne nocnegHero baoka ocywecteasietcs no anroputmy ANSI X.923;
"ZeroPadding" — 3anonHenne nocnegHero 6s0ka HynsiMu, MpU KPaTHOCTU WCXOAHOrO OTKPbLITOrO

TekcTa pasmepy 6soka wudpa AononHMTENbHBIN BAOK He fODaBNSETCS, NAALMHT HE SIBNSIETCS OAHO3HAYHbIM;

e "RandomPadding" — 3anonHeHune nocnegHero 6noka cnyvaiiHeiMu baiTaMu, Npu KPaTHOCTU NCXOZHOMO

OTKPLITOrO TeKcTa pasmepy Gsioka wudpa AONONHUTENBHLIN BNOK He [0baBAAETCs, NagAuHT He SIBASIETCA

OAHO3HAYHBIM.

Ecnu anement "padding" otcytcTByet (To ecTb B KauyecTBe CTPOKOBOrO NMPeACTaBeHUs anropuTMa WwndpaTopa
yKasaH NUlWb anroputM LWudpoBaHNAs), TO MpW OCYLUECTBIEHUM MOCAedytoweli onepauun wndgposaHns byaer
ncnonb3osan anroputm "PKCS5Padding".
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Cnepyet nomHuTh, 4to yctaHoenenme otaudHoro ot "NoPadding" anropmutma 3anonHeHuss umeert cmbicn
TOJILKO NMpU mncnonb3oBanum baoubix pexumos "ECB" u "CBC". Ecnu ncnonbsytorcs notoutbie pexumsr ("CNT",
"CFB", "CTR", "CTR_ACPKM", "OMAC CTR"), To ycTaHOBNEHHbIi PeXXMM 3anosiHeHNsi DyaeT NpOMrHOPNPOBaH.
B cnyvae Boinonvenusi wunpposarusi B pexumax "ECB" n "CBC" orcytctBne sanonnenus ("NoPadding") He
HOMYCKaeTCs.

Mpn BbiI3oBe MeToga getInstance() CO CTPOKOBBIM MNPEACTaBAEHMEM aJrOpUTMa, COCTOSILLEM U3
MEPEYNCNEHHbIX BbILLE AONYCTUMbIX 3HAYEHUIA UMEHWN aNropuTMa, pexuma WwnudpoBaHNs 1 aaropuTMa 3anosHEeHUs
NocaefHero HenoJIHOro 610Ka, NOMUMO ONpefesIEHNst B COOTBETCTBUN C STUM CTPOKOBbLIM MpPeACTaB/IEHUEM aJrOpuTMa
paboTbl wmndpaTopa OCYLECTBASIETCS Takxe onpefeneHue Tpebyemoro Tuna kpuntonposaiigepa (Kpuntollpo
JavaCSP). Takxe cranpapthbiii nntepcpeic JCE nossonsier B kavecTBe napamertpa @yHkuum getInstance()
Knacca Cipher BMeCTE C UMEHEM ajrOpUTMA YKa3biBaTb UMS KPUNTONPOBAiAepa, UCMOb3YEMOrO AJ/1s BbINOJHEHUS
Tpebyemoli onepauunn.

Takum obpasom, cosgaHue, Hanpumep, obbekTa WudpoBaHUs AaHHbIX B cooTBeTcTBUK € anroputmom [OCT
28147-89 B pexxnmMe npocToii 3ameHbl ¢ 3auennennem ¢ anroputmom PKCS5 3anoniHeHus nocnefHero HEMosHOro
610Ka OCYLLLECTBASIETCS OAHUM U3 CefYOLMX CNocoboB:

Cipher cipher = Cipher.getInstance("GOST28147/CBC/PKCS5_PADDING") ;
Cipher cipher = Cipher.getInstance("G0OST28147/CBC/PKCS5_PADDING", "JCSP");

CoszgaHue, Hanpumep, obbekTa wudpoBaHMs AaHHbIX B cooTBeTcTBum ¢ anroputmom OCT P 34.12-2015
Marma B pexxnme raMmmMupoBaHusi C 0bpaTHOI CBSI3bIO OCYLLECTBISIETCS OGHUM U3 CAeyIoWmx Crnocobos:

Cipher cipher = Cipher.getInstance("GOST3412_2015_M/CFB/NoPadding") ;
Cipher cipher = Cipher.getInstance("GOST3412_2015_M/CFB/NoPadding", "JCSP");

CoszgaHue, Hanpumep, obbekTa wudpoBaHMs AaHHbix B cooTBeTcTBum ¢ anroputmom OCT P 34.12-2015
Ky3Heunk B peXXume raMMupoBaHUs C YCIIOXKHEHNEM KJHOYA OCYLLECTBIISETCS OAHUM U3 CELYIOWUX CNocoboB:

Cipher cipher = Cipher.getInstance("GOST3412_2015_K/CTR_ACPKM/NoPadding");
Cipher cipher = Cipher.getInstance("GOST3412_2015_K/CTR_ACPKM/NoPadding", "JCSP");

3.11.2 WHunumnanmsauusn wudpatopa v onpegesieHne ero napameTpos

Mocne Toro, kak wwudpaTop ObIA CO3AaH, HEODXOAMMO oOnpeaeanTb COBCTBEHHO MeETOJ WMUpoBaHUS 1
Habop mapameTpoB, B COOTBETCTBUM C KOTOPbIM ByfeT oCyllecTBASATLCSA onepauus wudposaHus. Huumnanusayms
wndpaTopa OCYLLECTBIISIETCS MOCPEACTBOM BbI30Ba MeToAa init() knacca Cipher. Bbi3oB gaHHOro metopa mMoxer
BbITb OCYLLECTB/IEH ABYMSI cnocobamu:

e init(int opmode, Key key);

e init(int opmode, Key key, AlgorithmParameterSpec params).

Huxxe onuckbiBatoTcst 0COBEHHOCTM KaXkAoro us 3tux cnocoboe ans kpuntonposaiigepa Kpuntollpo JavaCSP.
e nns oboux cnyyae BbiI3oBa pyHKUMM init() B KadecTBe napameTpa opmode nepegaeTcs 4WCO,
onpegensitowiee cobcTeeHHo MeToa wudposarus. Kpuntonpoeaiigep Kpuntollpo JavaCSP nogaepxusaer yetbipe
MeTofa WNdPoBaHUNS, ONpeensieMblX Caeaytoumm obpasom:
— MeTog 3awmndpoBaHus aaHHbix (onpegensietcst konctanTtoii ENCRYPT MODE knacca Cipher);
— MeTog, pacwmndpoBaHus aaHHbix (onpegensietcst koHctaHtoii DECRYPT MODE knacca Cipher);
— MeTog 3awmdposatus kitoda (onpegensietcs konctantoii WRAP  MODE knacca Cipher);
— MeTog, pacwudposatus knto4a (onpegensiercs koncrantoli UNWRAP MODE knacca Cipher);

Crpatuya 41 us 99



MKTA.00101-03 96 02. KpunTollpo CSP. Pykoeoactso nporpammucta. JavaCSP n Android

e nnsa oboux cnyyaee B KadecTBe napameTpa key nepefaetcss KoY, Ha KOTOpPOM OyaeT npom3BoamTbes
yKazaHHas onepauust wudposanus. Tpebyetcsi, 4TOObl 3TOT KNOY sBASICA OBbEKTOM Tuna SecretKey u
yLOBNETBOPsA Hy>xxHOMY anroputmy wudposanus: FTOCT 28147-89, TOCT P 34.12-2015 Marma uan TOCT P 34.12-
2015 KysHeuuk (Takne K041 MOTYT ObITb MOJTyHeHbI MPY MOMOLLM AJIrOPUTMa BbIPAbOTKM KIKOYER MapHON CBs3N
VAN NPU NOMOLLM FEHepPaLN CUMMETPUYHBIX KNtoHel WwindposaHus).

® 1OCKOJIbKY B MNepBoM cnocobe Bbi3oBa pyHKLMM init(int opmode, Key key) HUKaKue AOMOSHWUTENbHbIE
napameTpbl HE MEPEAAOTCs, TO TaKOl BbI30B (DyHKLMU 0bMajaeT cnefyrowummy ocobeHHOCTIMN:

— pns anroputma FOCT 28147-89: napameTpbl anroputma wndposaHus (y3en 3aMeHbl) OnNpeaensitoTcs
B COOTBETCTBUU C napameTpamu wndpoBaHmMs NEpeaaBaemMoro Kato4a key;

— npw nHuymranmsaumn onepauum 3awmndposanus aanHsix (ENCRYPT MODE) B pexume, Tpebytowiem
BEKTOPa MHMLMann3auum (TakumMn pexxumamm sBasitoTcst Bce pexumsl, kpome "ECB") BekTop nnnymannsayun
byaeT BbipaboTaH cyyaiiHbiM 0bpasom;

— npv wuHWUManusauum onepauum pacwudgposarns panubix (DECRYPT MODE) B pexuwme,
TpebytoLiem BekTOpa MHULManM3aumn (TakuMn pexumammn siBasitotcs Bce pexumsl, kpome "ECB") byger
BbIAAHO UCKJIOYEHME;

— npn nHuuyManmsaumn onepauun wudgposanus kaoda (WRAP _MODE wnan UNWRAP _MODE)
Knto4oM key, nosyHeHHbIM MpW MOMOLLM OMepauny COrNacoBaHUS KIIKOYEA, HEODXOAMMBbIV ANs fasbHERLLero
BbIMOJIHEHMSI OnepaL iy WNgpPOBaHUS BEKTOP MHMLMAN3auum bygeT npoHacaefoBaH OT CTapTOBOrO BEKTOPA,
KOTOPbIA y4aCTBOBa/ B MPOLLECCE CO3LaHMs KitOYa cornacoBaHus key;

— npu mHULyManu3aymn onepaunu 3awmndposanus kntoda (WRAP  MODE) kntouom key, nonydeHHbiMm
Npy NMOMOLLUM FeHEPaLMN CUMMETPUYHBIX KtOHel WNgpoBaHNs, HEODXOAUMBbI /151 AaNbHEALEro BbIMOAHEHUS
onepauun WngpoBaHnst BEKTOP MHMLManu3aunmn byneT BoipaboTaH ciy4daiiHbiM obpasom;

— npn  uHWUManusauyum onepauyum pacwudgposanus  kaoda (UNWRAP _MODE) «knwodom  key,
NONYYEHHbLIM MPU NMOMOLLY FEHEPALUN CUMMETPUYHBIX KAtOYel WindpoBaHus, byAeT BbIAAHO UCKIIOYEHME.

e BO BTOpoM cnocobe BbI30Ba yHKUMM init(int opmode, Key key, AlgorithmParameterSpec params)
nepeparoTcsl napameTpbl params, onpegenstowme paboty wwndpaTtopa. B kavecTBe Takux napameTpos B
kpunTonpogaiigepe Kpuntollpo JavaCSP ponyckaercs nepesaBaTh 0bbeKTHI CEAYIOLMX TUMOB:

— uHTepdeiic ParamsInterface napamerpos anroputma wudposatus [OCT 28147-89 (cm. Pabora ¢
napameTtpamu anroputmos wucposanus TOCT 28147-89, FTOCT P 34.12-2015 Marma n TOCT P 34.12-2015
KysHeunk). Takum obpasom, obbekT Tuna Paramsinterface, nepegaBaemblii B ka4ecTBe napameTpa params,
onpepensieT napameTpbl wudposaHus (y3en 3ameHb)

— IvParameterSpec — cTaHgaptHbili knacc JCE. ObbekT Takoro knacca, nepefaBaembiii B KayecTse
napameTpa params, ONpPeAensieT BEKTOP WHULMAIN3aLNN.

— GostCipherSpec — 3TOT Knacc npeacrtaensieT coboii Habop napametpos anroputma [OCT 28147-
89, a Takke BeKTOp WHUUManNM3auuu wuncpaTopa, U SABASETCS peanmsaumeid CTaHZAPTHOroO KJacca
AlgorithmParameterSpec. Co3paHume obbekTa knacca GostCipherSpec B COOTBETCTBUM C TpebyeMbiMu
napametpamu (y3/10M) WNPOBAHNS N BEKTOPOM MHNLMANN3ALMN NPONSBOSUTCS CIEAYIOLM 0Dpa3oMm:

ParamsInterface cryptParams; // unTepdelic mapaMeTpoB mubPOBAHUS
bytel[] iv; //BEXTOp HHUIWAIU3AIUA
GostCipherSpec spec = new GostCipherSpec(iv, cryptParams);

Taknm obpasom, obbekT Tuna GostCipherSpec, mMepeAaBaeMblii B Ka4eCTBe MapameTpa params, ONpeAensier
napametpbl wnposaHus (y3es 3aMeHbl) 1 BEKTOP UHMALMANN3ALMN.

— OmacParamsSpec — 3TOT KJIaCC ABNSIETCSA peanm3aymeid CTaHJapTHOro knacca AlgorithmParameterSpec
W UCNONb3YETCA A5 MepeAaqy napameTpoB B pexume ayTeHTudpuumposaHHoro wwudposanus OMAC
CTR gns anroputmos FOCT P 34.12-2015 Marma n FOCT P 34.12-2015 Kysneunk. ObbekT knacca
OmacParamsSpec COAEPXXUT BeKTOp MHuumanusauum u 3awndgposannyto umuty (OMAC). CospaHne obbekTa
knacca OmacParamsSpec B COOTBETCTBUM C 3aLUMPPOBAHHON UMUTON N BEKTOPOM MHULMANM3ALAN MPON3BOANTCS
cnepyrowumM obpasom:
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byte[] omac; // 3ammbpoBaHHAsS WMUTA
bytel] iv; //BEKTOp WHHUIMANU3AINA
OmacParamsSpec spec = new OmacParamsSpec(omac, iv);

CozpaHHblii Takum 0bpa3om 0b6bekT OmacParamsSpec MepefaeTcss B Ka4yeCTBE MapameTpa params AJist
ocyuiectenenus pacwudposanus ganubix (DECRYPT MODE) B pexume OMAC CTR. ObwbekT knacca
OmacParamsSpec TaKXe MOXET ObITb MOJiydeH MOC/AE 3aBEPLUEHWUst Onepauuy 3awndgpoBaHUs AaHHBIX
(ENCRYPT_MODE) & pexume OMAC CTR u3 napamerpos wwudpaTtopa Cipher NOCpPeACTBOM BbI30Ba
dyHKkuun getParameters():

Cipher cipher; //umdpaTop Oua 3amndpoBaHUA LAHHLX

OmacParamsSpec spec;

AlgorithmParameters omacParams = cipher.getParameters();

if (omacParams != null && omacParams.getAlgorithm().equalsIgnoreCase("GOST_OMAC")){
spec = omacParams.getParameterSpec(OmacParamsSpec.class);

3

— G3412ParamsSpec — 3TOT KNacC ABAAETCA peanumsaumen knacca AlgorithmParameterSpec n
NCNosib3yeTcsl ANsl nepegadn crneunduyeckux napametpos anroputmos wudposanus TOCT P 34.12-2015
Marma u TOCT P 34.12-2015 KysHeuunk. ObbekT knacca G3412ParamsSpec COAEPXKUT BEKTOP MHULMAAN3ALMNN 1
naeHTudunkaTop Toro, 4To WwundposaHune npoussoauTcs B pamkax CMS. Takxke 0bbekT knacca G3412ParamsSpec
MOXeT ObITb MCMOMb30BaH AJ1s MEPeAaqn Takux ocobbix MapameTpoB anropuTma LMPOBaHUs, Kak pasmep
6n0Ka raMMbl U KONMYECTBO OJIOKOB raMMbl JO CMeHbl Kitoda. OfHAKO U3MEHSTb 3TV mapameTpbl CrieayeT
ToNbKO B ciiydae Heobxopumoctu. Co3paHue obbekTa knacca G3412ParamsSpec B COOTBETCTBUUM BEKTOPOM
MHULManu3aunu u ngeHtudukatopom wudposarus B pamkax CMS npouseogutcs cnegyowyum obpasom:

byte[] iv; // BEKTOp WHHUIVANW3anuu
boolean isCMS; // mpoBommTcs num mmbppoBaHHme B pamrax CMS
G3412ParamsSpec spec = new G3412ParamsSpec(iv, isCMS);

Takum obpasom, 0bbekT Tuna G3412ParamsSpec, NEpeaBaeMblii B Ka4ecTBe napameTpa params, OnpeaensieT
BEKTOP MHULMAAN3ALMIA U HACTPAUBAET WMPPATOP Ha Creunduryeckmnii pexxum wngposaHus B pamkax CMS.

— KexplbParamsSpec — 3TOT KJacC SBAAETCA peanmsaumeln knacca AlgorithmParameterSpec u
ncnonbsyetcss Ans nepegadn sektopa UKM B onepaumsx wwudposanus kntoya no anroputmy kexplb
(ans kmouern TOCT P 34.12-2015 Marma u FOCT P 34.12-2015 KysHeunk). Ob6bekT knacca
Kexpl5ParamsSpec cogepxut 6asoebiii Bektop UKM n UKM ansa pacwmpenns knoda. Cozpanune obbekTa
knacca Kexpl5ParamsSpec B cooTeeTcTBUM C 6asoBbim BekTopom UKM u UKM pgns pacwmpenus kntoda
NPOM3BOAMTCS CleayoWwuM obpasom:

byte[] baseUkm; // 6asoBuit BerkTOp UKM
byte[] extendKeyUkm; // UKM pma pacumpeHus Kioda
KexplbParamsSpec spec = new KexplbParamsSpec(baseUkm, extendKeyUkm) ;

Taknum obpasom, 0b6bekT Tuna Kexpil5ParamsSpec, nepefaBaeMblii B KA4eCTBE NMapaMeTpa params, ONPeaesnsieT
BekTop UKM.

e BBUAY MOALEPXKMBAEMBLIX TUMOB ODBLEKTOB, MEPEAABAEMbLIX B KAYECTBE MapameTpoB params AJii BTOPOro
cnocoba Bbi3oBa hyHKUMM init(int opmode, Key key, AlgorithmParameterSpec params) BO3HUKAOT CleaytoLine
0CODEHHOCTSIMY TaKOro BbI30Ba PYHKLNN:

— pnst anroputma [OCT 28147-89: ecnu napametpbl anroputma wudposanus (y3en 3ameHbl) 3agaHbl

(B cnyyae nepepaum B KayecTBe napaMeTpoB params OObeKTa WHTepdpelica mapaMeTpoB LWNPOBAHMS

ParamsInterface wuam kKnacca GostCipherSpec), TO OHM N OyayT WMCMONL30BaHbl B MPOLLECCE BbIMOJAHEHNS

onepauuu wuncpposaHusi. B npotusHom cnyvae, napamertpbl WNPOBaHUS ONPEAENsItOTC B COOTBETCTBUU C

napameTpamu WngpoBaHus NepefaBaeMoro Kiwoda key;
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— ecnn BEKTOp MHMUnanm3auumm 3agaH (B Clyyae nepepaqy B Ka4ecTBe MapaMeTpoB params obbekTa
Knacca IvParameterSpec, uam knacca GostCipherSpec, wam Knacca OmacPara.msSpec), ToO OH u byger
MCMOJIb30BaH B NPOLIECCE BbINOJHEHUS onepauun wudposarus. B npotusHom caydae:

% MpU MHMUManu3auun onepaunn 3awmndposatus garubix (ENCRYPT MODE) B pexume,
TpebytoweM BeKTOpa MHMLMan3auum (TakuMmn pexnmammn sBasitoTcs Bce pexnmsl, kpome "ECB")
BEKTOP MHMUManu3aumun OyneT creHepupoBaH ciy4aiiHbim obpasom;

% MpU  nMHUUManu3aumu onepaumu pacwmndposatus ganHbix (DECRYPT MODE) B
pexxnme, Tpebytowiem BekTOpa MHUUMaNM3auun (TakUMn PeXnmMamu SIBASIOTCS BCE PEXMUMBbI,
kpome "ECB") byget BbigaHo nckntoueHue;

* Npu nHULManm3aumn onepauyun wndposanus kiatoda (WRAP _MODE nan UNWRAP
MODE) knto4om key, nosyHeHHbIM NPy MOMOLLM ONEPALMN COrIaCOBaHNS KItOHelN, HeODXOANMBIiA
05t JasibHEAWero BbIMOJHEHWS oOnepauun  WWQPOBaHUS BEKTOP WHUUnanusauuu bygert
MpoHacsefoBaH OT CTAapTOBOIO BEKTOPA, KOTOPbIA y4acTBOBajs B MPOLECCE CO3LaHUS KtO4a
corslacoBaHus key,

% MpU MHULUManusauny onepaunn sawndposanus knoda (WRAP  MODE) kntodom key,
MOJYYEHHbIM MpPY MOMOLLM FeHepaLU CUMMETPUYHBIX KJKOYel LWndgpoBaHus, HeobxoanMblii ais
JasbHEAWero BbIMOJIHEHUS onepauun WwWudpoBaHUS BEKTOP WHMUManusauun byaeT BoipaboTaH
cyyaiiHbiM obpasom;

* NMpU MHWUManu3ayum onepaunn pacwudposanus kiaoda (UNWRAP  MODE) kntodom
key, MONYYEHHLIM MPU MOMOLLM FEHEPALMI CUMMETPUYHBIX KJIKOYER WwndpoBaHus, bygeT BbigaHo
UCKJTOHEHNE.

B oboux cnyyasx Heobxogmmo cieanTb 3a COracOBaHHOCTLIO BEKTOPA MHULMANM3AUUN, a TaKXKE NapaMeTpoB
wudposatus (y3na wudposanus ans anroputma FOCT 28147-89) npum BbINONHEHNN COOTBETCTBYIOLLMX APYT APYTY
onepaunii 3awmnpoBanns 1 paclundgposaHns. Tak, HanpuMmep, €CAN WHULMANM3auus onepaunmn 3awndpoBaHnm
JaHHbIX Npou3Boaunack be3 nepefadn BEKTOPa WHULMANWU3ALMKU, TO CO3[AHHBLIA B MPOLECCE BbINOAHEHUS STON
onepauuy BEKTOP WHWLMANM3ALWUN CleayeT nepefaTb BMeCTe C 3aindpoBaHHbIM TEKCTOM [As1 KOPPEKTHOro
BbINOJIHEHMST onepauumn pacwndpoBanuns. [loayuynTs BEKTOP WMHULMANM3ALAM MOXHO MPU  MOMOLLM METOAA
getIV(), BO3BpawjatoLlero ero B Buge baiiToBoro Mmaccuea. AHanoruyHble AeCTBUS CAeAyeT MNpPOW3BOAWTL B
cnydae 3awndpoBaHMs KOYa Ha CUMMETPUYHOM K/to4Ye LNPOBaHNS, MNOJIYYEHHBbIM NPU MOMOLUM FEHEPaLUN.
HeobxoanMo NMOMHUTL, Y4TO BbI3OB 3TON hyHKUMM CeayeT NpoW3BOAUTL TONBLKO MOCAE TOro, Kak wudpaTop bbin
NPOVNHULNAAN3UPOBAH, U 4O TOro Kak onepauus 3awmndpoBaHus bbiia 3asepLueHa.

Taknum obpasom, nHMUMann3aumsi, COOTBETCTBYHOLLMX APYr APYrYy onepaunii 3awmndpoBaHus n pacwndposaHus
AaHHbix ans anroputmos [OCT 28147-89, TOCT P 34.12-2015 Marma u FTOCT P 34.12-2015 Ky3sHe4unk MOXeT bbiTb
OCYLLECTBJIEHA CNEAYOWMM 0Dpa3oMm:

SecretKey key; // obasaTemnbHO KINY muppoBaHMs C airropuTmomM "GOST28147",
// wmmm "GOST3412_2015_M", wmm "GOST3412_2015_K"
// (coorBercTBylmumii anropurMmy I'OCT 28147-89,
// unum TOCT P 34.12-2015 Marma, mmu I'OCT P 34.12-2015 Kyszeuux)
// cumTaeM, 9YTO U3BECTEeH OOOMM CTOpPOHAM

/*3amnppoBanue*/

// UHUNUANN3anus olepanuy 3amudppoBaHus. BekTop 6yAeT CreHepHpOBaH

// B mpollecce BHIIOJIHEHUS OIEPALUU

cipher.init(Cipher .ENCRYPT_MODE, key);

// TonyYeHNe CreHEpPHPOBAHHOIO BEKTOpPA KHUIMAIN3AINK

bytel[]l iv = cipher.getIV();

/*Pacunpposanue*/

// co3naHuWe mapaMeTpOB, COZepXamux TpebyeMsil BEeKTOp

IvParameterSpec spec = new IvParameterSpec(iv);

// WHUIZaIu3anys ONepalyuy pacuuPpOBAHUS C TeM Xe
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// RI0YOM M BEKTOpPOM
cipher.init(Cipher .DECRYPT_MODE, key, spec);

3.11.3 3awwudpoBaHune n pacwmndpoBaHne gaHHbIX

Mocne Toro, Kak wundpatop bbin CO3AaH U NPOMHNLNANU3MPOBaH MeToaoM wudposatus aaHHbix (ENCRYPT
MODE nnn DECRYPT _MODE), onepauus 3awmdposarus (paclumdposaHns) SaHHbIX NPOU3BOAMTCS B ABa dTana:
0bpaboTka faHHbIX U MOCAEAYIOLLEE 3aBEPLUEHUE ONEPALINN.

3.11.3.1 MocneposaTtensbHoe 3awmndposarve (pacumndgposaHne) gaHHbIX

MocnegoBatenbHoe 3awundposaHne (pacunmcpoBaHne) [aHHbIX OCYLUECTBASIETCS MPU  MOMOLYM METOAA
update () knacca Cipher. JTOT MeTOf BbINOJHSET Moc/iefoBaTesNbHOe 3alwndgposarue (pacumdpoBaHme) AaHHbIX,
NpencTaB/ieHHbIX B BUAEe BaliTOBOro MaccrBa n nogaBaembix eMy B KadecTse napametpa. CyliecTyeT yeTbipe cnocoba
BbI30Ba MeTOAa:

e update(byte[] input) — 3awmdpoaHme (pacumcpoBaHms) BCEro COAEPKUMOro Maccmnea input. Pesynbrat
wndpoBaHmMs BbIAAETCS B KadecTBe DaliTOBOro Maccuea;

e update(byte[] input, int inputOffset, int inputLen) — 3awundpoBaHue
(pacwnbpoBaHnsi) COAEPXKNMOrO MaccMBa input, HauYwMHas C NO3uWuMKM inputOffset B KonMyecTBe inputLen baiT.
PesynbTaT WwndpoBaHus BbiAAeTCs B KadyecTBe HaliTOBOro Maccuea;

e update(byte[] input, int inputOffset, int inputlLen, byte[] output) —
3awmndposarme (paclumndpoBaHnsi) COAEPKUMOrO MAcCMBA input, HauMHasi C nNo3uuuMm inputOffset B KONMYECTBE
inputLen 6aiit. PesynbTaT wudpoBaHnsi 3anncbiBaeTcss B MacCMB output. [akoil Bbi30B (DyHKLMM BO3BpaLLaeT
KOJINYECTBO 3aMnncaHHbIX B BbIxoAHON bydep baiiT;

[ ]
update (byte[] input, int inputOffset, int inputLen, byte[] output, int outputOffset) — 3awudposaHue
(pacmmcprBava) COAEPXKMMOro MacCMBa input, HauMHasa C No3uumm inputOffset B KOJMYECTBE inputLen baiiT.

PesynbTaT WwndpoBaHnsi 3annCbIBAETCS B MAacCMB output, HaymHasi C nosuuum outputOffset. Takoii BbI30B
pyHKUMN BO3BPALLAET KOJIMYECTBO 3aMUCaHHLIX B BbIXOAHON bydbep baiiT;

HonyckaeTcss KOMBUHUPOBaHWE 3TUX METOAOB, NPUYEM MNOAABAaEMble HA KaXKAblii BbI30B pyHKUMM update ()
MaccuBbl 3awmndpoBbiBaeMbIx (paclunpoBbIBaEMbIX) AaHHBIX MOTYT ObITb Pa3HOl AJIMHBI.

3.11.3.2 3asepweHue onepauun 3awundposarus (pacwmdposaHusi)

3aBeplueHne onepaunu 3awmnposaHnst (pacwmdpoBaHns) AaHHbIX OCYLLECTBASETCS MPU MOMOLLM METOAA
doFinal() knacca Cipher. [laxe ecnu Bce BxoAHble LaHHble ObLIM MOAaHbLI HA MOC/IEAOBATENbHOE LINPOBaHNE,
TO 3TO HE rapaHTMpyeT TOro, YTo pesynbTaT wudpoBaHust Bbin BbiAaH MOJIHOCTLIO. Takoe, HanmpumMep, BO3MOXXHO
npn 3awundposaHun B pexumax CBC n ECB paHHbIX, A7MHa KOTOpbIX He KpaTHa AsavHe 6noka. Beugy sToro
onepaymio WnpoBaHNs CreAyeT 3aBeplnTb (A5 MONyHeHUst MOCAeAHeR HacTn pe3ynbTaTta wudposaHus, anbo
e ANst 0bpaboTKM 1 MONYHEHNs) KOHEHHOTO pe3ybTaTa ele He 0bpaboTaHHbIX BXOAHbLIX AAHHbIX).

Ecnan B npouecce nocnefnoBaTenbHOro WNPOBaHUS BCe BXOAHbIE AaHHble DblAM MogaHbl Ha 3awmnpoBaHue
(pacwmdpoBaHue), TO 3aBEPLUMTL ONEPALMIO WNMPOBAHIS MOXHO ABYMSsI crocobamu:

e BbI30B MeToga bes napameTpoB — doFinal(). B atom cnyyae meTtos BO3Bpauiaer 6aiiToBblii Maccue,
cofepXKaLLnii NOCNEAHIO YacTb 3alndpoBaHHbIX (pacndpoBaHHbIX) AaHHbIX;

® BbI30OB MeToAa C napamerpamu — doFinal(byte[] output, int outputOffset). B sTom cnydae metop
3anuCbIBAET MOCIEAHIO YacTb 3awmnpoBaHHbIX (paclundpoBaHHbIX) AaHHLIX B NepeAaBaeMblii €My MaccuB CO
CMeLLEHMNEM.

Ecnn xe He Bce BxoaHble AaHHble BbIM NogaHbl Ha nocsiegoBaTeNbHOEe WndposaHne, To cieayet obpaboTaTh
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OCTaBLUMECH [aHHbIE, U JMWb MOTOM 3aBepLUaTh Ornepauutio WNPOBAHMS AJiS MOJYHEHNUS KOHEYHOrO pesynbTaTa.
[ns aTux ueneil MoXeT BbITb MCMNOJIL30BAHO HECKOJILKO BapUaHTOB Bbi30Ba yHKUMKU doFinal:

e doFinal(byte[] input) — obpabaTbiBaeT MOCNEAHIO HAaCTb BXOAHbLIX LAHHbIX, COAEPXKALLYIOCS B MACCUBE
input U BbIJAET OKOHYATENbHbLIA pe3ynbTaT wnudpoBaHus B Buge baiiToBoro mMaccmea;

e doFinal(byte[] input, int inputOffset, int inputlLen) — obpabaTbiBaeT MOCIELHIO 4aCTb BXOLHbLIX
JaHHbIX, COAEPXKALLYKCS B MAcCMBE input, HaymMHasi C No3uuuu inputOffset B KOJMMYeCTBe inputlen U BblgaeT
OKOHYaTeNbHbIV pe3ynbTaT WwiudposaHus B BUuAe H6aliToBOro maccuea;

e doFinal(byte[] input, int inputOffset, int inputLen, byte[] output) — obpabaTbiBaeT nocnegHiowo
YacTb BXOAHbIX AAHHbIX, COAEPXKALLYIOCA B MAacCMBe input, HauYMHAs C No3mummn inputOffset B koNM4YecTBe inputlen
1 3aMUCbIBAET OKOHYATENbHBIN Pe3yNbTaT LWNMPOBaHNS B MAacCUB output. [1py 3TOM MeTOL BO3BpaLLaeT KOJIMYECTBO
3anncaHHbIX B BbIxoaHoli bydep baliT;

[ ]
doFinal (byte[] input, int inputOffset, int inputLen, byte[] output, int outputOffset) — obpabaTwiBaeT
NOCJIEAHIOK YaCTb BXOAHbIX AaHHbIX, COAEPXKALLYIOCA B MAaCCMBe input, Ha4MHasA € no3nuunm inputOffset B KONNYECTBE
inputLen 1 3aMNCLIBAET OKOHYATENbHbIN pe3yibTaT WidpoBaHMsi B Maccue output, HaumHas ¢ nosuuyun outputOffset.
Mpu 3ToM MeToq BO3BPALLAET KOJIMYECTBO 3aMNCaHHbIX B BbIXO4HON Dydep HaiiT.

3.11.4 3awwudpoBaHune n pacwmdgpoBaHme Kato4Yei

Mocne Toro, Kak wudpaTop ObiN CO34aH N NMPONHULMANN3MPOBAaH MeTogoM wundposaHus kntoda (WRAP
MODE nan UNWRAP _MODE), BbinonHsietcs cobcTeeHHO onepauus 3awmndpoBaHns uam paclundpoBaHns KaoHa.

3.11.4.1 3awudpoBaHue knto4va

Onepaunst 3awndpoBaHnst KNtOYa BbINOJHSETCA MeTogoM wrap(Key key) knacca Cipher. B kavectse
napameTpa AaHHOMY MEeTOAY MOJAETCS KoY key, KOTOPbI NOANEXNT 3awmndpoBarmnio. 3awmndposaHme nepeaaHHoro
KJI04a MPOU3BOANTCS Ha KJILOYE, KOTOPbIM Dbln nponmHuumannsuposaH wudpatop. Kpuntonposaiigep Kpuntollpo
JavaCSP ponyckaet 3awmndposaHmne ToNbKO Cleayroumx TUMNOB KAtoYeii:

® 3aKpbITbIX KtOYeli OOMeHa Wan KtoHel 3MEKTPOHHON MOAMMCH, COOTBETCTBYIOLMX anroputmam obmeHa
Andbpun-Xennmana n UM FTOCT P 34.10-2001 nan TOCT P 34.10-2012 (takue kato4m MOryT BbiTb npoHuUTaHbi
13 KOHTeliHepa, MO0 MOryT ObiTb MOMyYeHbI MOCPEACTBOM FEHEPaLMK KIOHEBOW Mapbl B COOTBETCTBUN C AAHHLIMY
anroputTMamm);

® CUMMETPUYHbLIX KJtoYei wundposarus, cooteetcTytowmx anroputmam [OCT 28147-89, TOCT P 34.12-
2015 Marma n TOCT P 34.12-2015 Ky3Heuuk (Takue Katoum MOryT BbiTb NOMyHeHbl NPU reHepaLmn CUMMETPUYHbIX
KJtoYel).

3awmncpoBaHHbIA K4 BO3BpalllaeTcs B BuAe baiiToBOro maccuea.
3.11.4.2 PacwundpoBaHue knroya

Onepauns paclmndpoBaHms Knto4a BbINOJIHAETCS METOAOM unwrap (byte[] wrappedKey,
String wrappedKeyAlgorithm, int wrappedKeyType) kjiacca Cipher. DTOT MeTOf BO3BpaljaeT paclindgpoBaHHbIl
katod. B kauyecTse nmapameTpa paHHOMY MeTOLy nepefaeTcst 3alinppoBaHHbI KoY wrappedKey, MpefCcTaBiAeHHbI
B Buge balitoBoro maccuea. [lapameTp wrappedKeyAlgorithm B kpuntonposaiigepe Kpuntollpo JavaCSP He
ncnonbsyercs. PacwmndposaHme kntova NpoMsBOANTCS Ha KItOYeE, KOTOPLIM bbll NnpomHMumann3nposaH windpaTop.
Kpuntonpogaiigep Kpuntollpo JavaCSP pgonyckaeT paciumndpoBaHme ToNbKO CUMMETPUYHBIX KAOYER wiudpoBaHus
(cooTBeTCTBYIOWMX TUNY SecretKey 1 yaoBneTBopstowmx anroputmam wudposanus FOCT 28147-89, FOCT P 34.12-
2015 Marma n TOCT P 34.12-2015 KysHeuuk). Beugy atoro B kauectse napamerpa wrappedKeyType AOMyckaeT
MCMONb30BaHNE TOJILKO TUMA KJ/IO4a, COOTBETCTBYIOLLErO Kjaccy SecretKey. Tum Takoro kiwya onpegensiercs
koHcTanToli SECRET KEY knacca Cipher.
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3.12 [duneepcundpunkaymnsa knro4vei

[ns BbIpaboTKM KiltoYel WNPPOBaHNS 1 KIKOYEBOrO X3LUMPOBaHUS ANst B10KOB (MakeTOB) AaHHbLIX BO3MOXHO
MCMOJIb30BaHNE aNrOPUTMOB AnBEpCMPUKaLN KitoYelh. Anroputm AuvBepcumKaumm Kiao4a MpUHUMAET Ha BXOQ
KM0Y (3TO MOXET DObITb KakK CUMMETPUYHBIA KoY WwndpoBaHUs, Tak 1 KIOYM NOANNCK N OBMEHa, B TOM HuUCne 1
[OJITOBPEMEHHbIE), AOMONHNUTENbHbIE AaHHblE ANnst AuBepcudmkauum (Habop 6aiiToB) N BO3BpaLLAET CUMMETPUHHbIA
kntoy FTOCT 28147-89. B Kpuntollpo JavaCSP peanusosaHo gea anroputma gusepcucpukaumn: PRO DIVERS (n.7
RFC 4357) n PRO12 DIVERS (n. 5.4 pekomenpauuii no ctangaptusauum "lcnonb3osanune kpuntorpadumyecknx
anropnTMoB, cooTeeTCTBytOWMX npuMeHerunto ctaHgaptos FOCT P 34.10-2012 U TOCT P 34.11-2012 yTBepXaeHHbIX
TK 26 "Kpunrorpaduueckas 3awura nndopmauun").

Ona ocywectenenns aueepcudpmkaumm Ka4a UCMONb3yeTcs KnacC SecretKeyFactory. [ns nonydenus
obbekTa 3TOro Kjlacca ciefyer UCMONbL30BaTh MeTog getInstance().

SecretKeyFactory secretKeyFactory = SecretKeyFactory.getInstance("GOST28147");
SecretKeyFactory secretKeyFactory = SecretKeyFactory.getInstance("GOST28147", ¢JCSP”);
SecretKeyFactory secretKeyFactory = SecretKeyFactory.getInstance(JCSP.GOST_CIPHER_NAME, JCSP.PROVIDER.

HaHHble, HeobxoauMble ans ameepcudpmkauuy, nepefatoTcs B Buae obbekTa knacca DiversKeySpec. ObbekT
KJlacca MOXXHO CO34aTb CrefytolmmM obpasom:

‘ DiversKeySpec diversKeySpec = new DiversKeySpec(key, data, diversAlg, dwMagic),

roe
key — 0bBbeEKT KJtO4a, KOTOpbLI ByaeT aneepcudnmposat,
data — Maccus baliToB, cogepxaluuii AaHHble ANA gneepcudmKkaumm,

diversAlg — napameTp, ykasbiBatowuii Ha anroputm gusepcudpukaumn (DiversKeySpec.PRO DIVERS n
DiversKeySpec.PRO12 DIVERS cootsetcTBeHHO),

dwMagic — [OMONHMTE/IbHbIE AaHHble Ans AuBepcudbmkaumm B Buae int (Tonbko ans anroputma PRO12
DIVERS, anroputm PRO _DIVERS aTn gaHHble npourHopupyer).

[ns HenocpeacTeeHHo BbipaboTkn cummetpuyHoro kitoda FOCT 28147-89 HeobxogMMO BLINOMHUTL KOMaHAY:

‘ SecretKey secretKey = secretKeyFactory.generateSecretKey(diversKeySpec) ;

Heobxognmo otmetutsb, 4to anroputm PRO DIVERS He moxet pabotats ¢ kntosamu FTOCT P 34.10-2012,
a TakXXe NPUHUMATb Ha BXOA faHHble ans aunsepcudbukaumm kopode 4 6aiit n anunuee 40 Galit. Mpu nonbiTke
MCMOIb30BAHNST HEMPABUILHLIX KIHOYER AN AaHHbIX DyAeT MHULMMPOBAHO UCKItoYeHNe I1legal ArgumentException.

3.13 TleHepauusa cnyyaiiHbix Yucen

KpunTonposaiigep Kpuntollpo JavaCSP noseonsieT ocCyluecTBAATL reHepaumto CayHaliHbiX 4YuUCen, Hepes
ctangapTHblii untepdeiic JCA npu nomowm knacca SecureRandom. [is 3Toro npoucxogut obpalleHue K faTymky
cnyyaiinbix Yucen Kpuntollpo CSP.

Crpatuua 47 us 99


https://tools.ietf.org/html/rfc4357

MKTA.00101-03 96 02. KpunTollpo CSP. Pykoeoactso nporpammucta. JavaCSP n Android

3.13.1 Co3spaHue reHepaTtopa ciy4aiHbIX 4Yucen

ObbekT reHepaTopa chay4aliHblX 4YWCENn CO3JaeTCA MOCPeACTBOM Bbi30Ba MeToga getInstance() Knacca
SecureRandom. JTOT METOA SBMASAETCA CTaTUYECKUM 1 BO3BpalLaeT CCbIIKY Ha CO3[aHHbIN obbekT knacca
SecureRandom.

Ons co3paHusa reHepaTtopa Metoay getInstance() HeobOXOAMMO B KayecTBe napameTpa nepefaTb UM,
naenTncpnumpytowee anroputm ("CPRandom" uan JCP.CP__ RANDOM). Mpn Takom BbI3OBE MeTofa getInstance ()
COBMECTHO C onpefesieHneM TpebyeMoro anropuTma OCYLECTBISIETCS TakXke onpefesneHne Tpebyemoro Tuna
kpuntonpogaiigepa (Kpuntollpo JavaCSP). CrangaptHbiii unTepdpeiic JCA nossonsieT B KadecTBe napameTpa
dyHKuun getInstance() kjiacca SecureRandom BMeCTE C WMEHEM aJirOpUTMa YKasblBaTb MMsI KpunTonposaligepa,
MCMOJIb3YEMOro AJisi BbIMOJIHEHUSI Onepauuu. Takum obpa3oM, cCO3faHUe reHepaTopa OCYLLECTBASIETCS OLHUM U3
cregyowmnx cnocobos:

SecureRandom rnd = SecureRandom.getInstance("CPRandom");
SecureRandom rnd = SecureRandom.getInstance("CPRandom", "JCSP");
SecureRandom rnd = SecureRandom.getInstance(JCP.CP_RANDOM, JCSP.PROVIDER_NAME) ;

3.13.2 Wcnonb3oBaHue reHepaTopa Cay4anHbIX Yncen

Hekotopble dyhkuuu JCA npegycMaTpuBaloT BO3MOXHOCTbL YCTAHOBKM Heobxogumoro SecureRandom [AJisi
BbIMNOJIHEHUSI KOHKPETHbLIX onepauunii. HanpumMep, MOXHO yCTaHOBUTb KOHKPETHbIVE FeHepaTop Ciy4vaiiHbliX 4ncen B
KJ1acC Signature Npu CO34aHUMN SJEKTPOHHON MOAMMCH C MOMOLLLIO (DYHKLMMN:

‘void initSign(PrivateKey privateKey, SecureRandom random) .

Mpun renepaumm knto4eBoli napbl B KnacCc KeyPairGenerator MOXHO YCTaHOBWUTb KOHKPETHbIW reHepaTop
byHKLMEDR:

‘void initialize(AlgorithmParameterSpec params, SecureRandom random) .

OpHako, 4Tobbl obecneunTb HEOBXOAMMOE KadYeCTBO CydaliHbix nocnegosaTensHocteli, Kpuntollpo JavaCSP
WrHOPUPYET reHepaTopbl, NepefaHHble TakMMm cnocoboM B KadecTse napameTpos. [loaTomy ans yBenuyeHus
MPOU3BOAMTENLHOCTI HE CTOUT CO34aBaTh HOBbLIE FEHEPATOPbI TOMLKO AJiS TOrO, YTODbLI MPOMHNULMANN3MPOBATL UMY
apyrue knaccel JCA/JCE.

Ons pgpyrux ueneii, nocne Toro, Kak reHepaTop Cay4aliHbix 4Mcen Bbla co3f4aH, MOXKHO MOYHYUTL Cay4aliHyto
NocneaoBaTeNbHOCTb pyHKUMel void nextBytes (byte[] bytes).

3.13.3 [JouHuyunanusauyusn gatyumka

MeTon public byte[] generateSeed(int numBytes) knacca SecureRandom wucnonssyercs B JCA pns
AONHNUMnannsaymnm gaTtyHmKa AOI'IO.HHVlTeJ'IbHOVl 3HTp0n|/|eﬁ. B ciy4dae ncnosib30BaHUA KpVIrITonpOBaVIp,epa KpVIHTOI_IpO
JavaCSP  paHHblli MeTon He MpOM3BOAWNT HUKAKUX AeNCTBWIA; BCe HEODXOAMMbIE MaHUMYAAUWM C LATYNKOM
npoussoaatca kpuntonposaiigepom Kpuntollpo CSP camocTosTensHo.

3.13.4 Bo3MOXHble OWNOKK gaT4ymnka

B npouecce pabotbl renepatop cnydaiinbix umcen Kpuntollpo JavaCSP  koHTponupyetr kayectso
BbIXOAHON MNOCNEN0BATENLHOCTN U MPOBOAUT MNEPUOAUYECKUN KOHTPONb uenocTHoctn. B cnyvae obHapyxeHus
HapYLUEHUS LLENOCTHOCTN, reHepaTop BO3by>KAaeT nckatoyeHune ru.CryptoPro.JCP.Random.RandomRefuseException.
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BosHukHOBeHME 3TOR OWIMOKM BO3MOXHO B JIt0OOM MECTe, e UCMOMb3YeTCsl FreHepaTop, HaNpuUMep, Npu reHepauum
Ka4a uan Bbipabotke noanucu. Vcnonbsoeanne kpuntonposaligepa Kpuntollpo JavaCSP B sTOoM cnydyae He
JOnycKaeTcsi.

3.13.5 bBwuonoruyecknii patTyuk

[Mpn reHepupoBaHWM KJIOHEBOW Mapbl C MNOMOLWbI kNacca KeyPairGenerator ANl rapaHTUM KayecTBa
BbIXOAHOW NOCNeAoBaTeNbHOCTH (M, CNefoBaTeNbHO, 3aKPbITOrO K/K4Ya) FeHepaTop CyYaliHbiX Ynucen Heobxoanmo
WHULMANN3MPOBATL LOMOJHUTENbHOW 3HTponueid. [ns storo kpuntonposaiigep Kpuntollpo CSP npegcraenser
CMNeLnanbHOE OKHO UM KOHCO/b sl NOJYYEHUS SHTPONUM OT HaXKaTUsi KNaBULL KIaBMATYpPbl U ABUXKEHUS MbILLN.

3.14 PaboTta c ceptudmkatammn yepes ctaHgapTHbin uHtepdeiic JCA

[ns ocywectenenns onepaymii, peannsyembix kpuntonposaiigepom Kpuntollpo JavaCSP, 3a4acTyto Tpebyetcs
ncnosnb3oBaHme crangaptHoix metonos JCA pabotsi ¢ ceptucbukatamu. Takumu onepaumsiMu, Hanpumep, sIBASIIOTCS:

® 3aMnCb KJIKOYa 3IEKTPOHHON MOANNCH WK KJIKOYEBOrO ObMeHa Ha HOCUTESb;

® 3aMKUCb HA HOCUTENb CEPTUEUKATA OTKPLITOrO KJtoHa, B COOTBETCTBUM C XPAHSILMMCS] HA HOCUTESE KITKOYOM,
n cepTudpmkaTa C HOCUTENS;

e 3anuch cepTudprkaTa B XpaHWINLLE LOBEPEHHbLIX CEPTUOUKATOB N HTEHNE CepTMUKATA U3 XPaHUAMLLA;

® MpOBepKa 3/IEKTPOHHON MOAMMCKU MPU MOMOLUM KJOHA MPOBEPKU SAEKTPOHHOW MOAMWCK, YUTAEMOro U3
ceptudpumkaTa;

® OCTPOEHME U MPOBEPKA LIEMOYEK CEPTUUKATOB.

Mockonbky kpuntonposaiigep Kpuntollpo JavaCSP He peanusyer craHgapTHble MeTogbl pabotbl ¢
cepTucpukaTamMm, a NMwb 0beCneynBaeT UX MOALEPXKKY, TO B AAHHOW AOKYMEHTauUW MPUBOAUTCS JINLbL OMMCaHue
MCMObL30BaHNS 3TUX METOLOB MPU BbIMOJHEHUN NEPEHNCTEHHbIX BbILLE OMEpPaLnii.

3.14.1 Tenepayusn X509-ceptucunkartos

leHepauus X509-cepTudpnkaToB OCYLIECTBASETCS MpU MOMOLWM MeToga generateCertificate() knacca
CertificateFactory ciegytowmm obpasom:

InputStream inStream;

CertificateFactory cf = CertificateFactory.getInstance("X509");

//unu

//CertificateFactory cf = CertificateFactory.getInstance(JCP.CERTIFICATE_FACTORY_NAME) ;
Certificate cert = cf.generateCertificate(inStream);

MeTon generateCertificate() nosiydaeT B Ka4vecTBe MapaMeTpa BXOLHOW MOTOK, B KOTOPbI 3anucaH
3akopupoBaHHbili B DER-kogupoBke ceptudpmkaT, u Bo3BpawaeT obbekT knacca Certificate. VHuumanusaumio
obbekTa kiacca CertificateFactory cnegyeT npoussoguts umerem "X509" unu JCP.CERTIFICATE FACTORY
NAME (kak nokasaHo Bbiwe). B 3Tom cnyyae BbigaBaemblii MeTOgOM generateCertificate() ceptudpmkat byaer
yaoeneteopsTb ctangapty X.509, a 3HauuT sBAATbCA 0ObEKTOM Knacca X509Certificate (3TOT knacc siBasieTcs
pacwmpeHneM knacca Certificate). Kpuntonposaiigep Kpuntollpo JavaCSP nopaepxuBaer Tonbko cTaHfapT
X.500.

leHepauus X509-cepTudpnkaToB UCMONL3YETCS B TEX OMepaLusix, KOTOPbIE COMTaCHO CTaHAAPTHOMY UHTepdeiicy
JCA TpebytoT ans cBoero BbinonHeHnsi 0bbeKTbI knacca Certificate. TakuMmu onepauusiMu SIBASIKOTCS, Hanpumep,
3aMnCb KJKOYa SJIEKTPOHHON MOAMUCH WM KIHOYEBOrO ODMEHa Ha HOCUTENb W 3anucb cepTudpmkaTa B XpaHUIULLE
[OBEPEHHBIX CEPTUUKATOB WM HA HOCUTEND.

3akogmpoeanHbiii B DER-kogupoeke cepTudpmkaT, nepenaBaemblii dyHKUMM generateCertificate() BO
BXOZHOM MOTOKE MOXKET BbITb MOJIYYEH NPY NOMOLLM METOAOB Khacca GostCertificateRequest (CM. JononHutenbHble
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BO3MOXXHOCTU paboTel ¢ ceptudpmkatamn). [lonyyeHne 3akopmpoBaHHOro cepTudmkaTa npu MOMOWM  Khacca
GostCertificateRequest WCMOMbL3YeTCs B TeX CHy4vasix, KOrAa TpebyeTcss COOTBETCTBME OTKPLITOrO KJkoYa
cepTudmkaTa TONbKO HTO CO3LAHHOMY KJIHOYY 3S/IEKTPOHHOW MOAMNWCK WAW KAOYeBOro obmeHa (Hanpumep, npw
OCYLLLECTBIEHUN 3aMNCN 3TOrO KKOYa Ha HocuTenb). Ecnu »ke aToT kntoy He m3BecTeH (Hanpumep, mMpu MpoBepke
31EKTPOHHON noanucy), 1mbo 3aKpbITbIf KIOY, KOTOPOMY COOTBETCTBYET OTKPbITbIN K/Ito4 cepTudumkaTa bbin co3paH
paHee (Hanpumep, NMpW 3anucK cepTUrKaTa Ha HOCUTESb, HAa KOTOPOM YXKE CYLLECTBYET 3aKpbITblii KJItO4), TO B 3TOM
Cllydae 3aKOANPOBaHHbIN cepTudmkaT, nepeaaBaemblii pyHKUUN generateCertificate(), MOXeET ObITb MpoYNTaH 13
daiina.

3.14.2 Kopguposatue ceptudmnkata 8 DER-koanposky

KoavposaHue cyuiecTsytowero ceptudumkaTa (061>eKTa KJlacca Certificate) OCYLLECTBAAETCA NPU MOMOLLN
mMeTofa getEncoded() knacca Certificate cnepyowmm 06pa30M:

Certificate cert;
byte[] encoded = cert.getEncoded();

3akogmpoeanHbiii B DER-kogmpoeke MeTogom getEncoded () cepTudmkaT BO3BpallaeTcs B Buge baiiToBoro
maccusa. CepTudukat cert, Onsi KOTOPOro OCYLLECTBISIETC KOAWPOBAHMUE, MOXET ObiTb MOAYYEH Pa3ANYHLIMU
meTopamu: renepauuveli X509-ceptudnkata, 4teHneM cepTucbmkaTa OTKPLITOrO KJtoda C HocuTenst, 1mbo 4TeHnem
[OBEPEHHOrO cepTudmKaTa U3 xpaHuimwa (Bce 3T MeToabl BO3BPALLAtOT 0bbekT kiacca Certificate).

Onepaunsi KogmpoBaHus cepTudUKaTa WCMOAbL3YETCs B CNyvae, Korga Tpebyetcs coxpaHuTb B halin TONbKO
Y4TO CreHepNUPOBaHHbIV NN MPOYUTaHHbINA C HOCUTens (Mnm U3 xpaHuinwa) ceptudmkar.

3.14.3 Tlony4eHune OTKPbLITOro Kato4a u3 ceptudukarta

MNonyyeHne OTKPLITOrO Kao4a u3 cepTudmkaTa (o61=eKTa Knacca Certificate) OCYLLIECTBAAETCS NMPpU NomoLn
MeToga getPublicKey() knacca Certificate criegytowiumMm obpasom:

Certificate cert;
PublicKey publicKey = cert.getPublicKey();

CepTudukaT cert, N3 KOTOPOro NOJYHaETCs OTKPbITbIN K4 publicKey, MOXET ObITb NOSYYEH Pa3/iMYHLIMU
meTogamu: redepauueli X509-ceptudpmkaTa, YTeHmem cepTudbrkaTa OTKPLITOrO Kjko4a C HOCUTens, nbo YTeHnem
AOBEPEHHOrO cepTudmKkaTa n3 xpaHuinwa (Bce 3T MeTofbl BO3BPALLAlOT 0OBbEKT knacca Certificate).

Onepauusi nonyyeHusi OTKPLITOro Kjawo4a M3 cepTudmkaTa WCNONb3YeTCs NPU OCYLLECTBJAEHUN MPOBEPKU
3N1EKTPOHHOI nognncu.

3.14.4 TlocTpoeHune n npoBepka LeNnoYku ceptTucunkaTos

Mpy BLINOMHEHWMN ONEpaLMM 3aNnUCK KtOYa Ha HOCUTENb COrlacHo cTaHgapTHomy uHtepdeiicy JCA BmecTe ¢
KJIKOYOM Ha HOCUTENb C/IeAyeT 3amnuchbiBaTh U LEMNOYKY CepTMUKATOB, HaYMHatoWyocs ¢ cepTudrkaTa OTKPbLITOro
KJKOYa, COOTBETCTBYIOLLErO 3aKPbITOMY KJKOYY U 3aKaHYMBAKOLLYIOCS [OBEPEHHLIM KOPHEBLIM CepTUdUKATOM.
Bnarogaps atomy TpeboBaHMIO MOANUCH CEpTMPUKATA OTKPLITOFO KJKOYa, COOTBETCTBYIOLLENO 3aMnCbiBAaEMOMY
3aKpLITOMY KJIHO4YY, BCErfla 3aBepeHa LienoYkoin cepTndunkaTos.

Llenoyka, kak ye roBOpMOCH BbILIE, MOXET COCTOSITb TOJIbLKO M3 OAHOro cepTudmkaTa (K4 NpoBepKu
3/IEKTPOHHON MOAMMCN KOTOPOro COOTBETCTBYET KJIKOYY 3/1EeKTPOHHOI nognucn). Ecan ceptudpmkar katova nposepku
SNIEKTPOHHOW MOAMUCK SIBASIETCS CaMOMOAMUCAHHLIM, TO MPOBEpKa MoAnNucM 3Toro ceptudpmkata He TpebyeTcs
(cepTndpukaT 3aBepeH KJIHOHOM 3NEKTPOHHOW MOAMNCK, KOTOPOMY COOTBETCTBYET KJIHOY MPOBEPKU 3IEKTPOHHON
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nognucm 3Toro ceptucpukata). [deno obctomt mHave, korpa cepTudbmkaT MOAMNMUCAH HAa HEKOTOPOM KOPHEBOM
cepTudprkate UeHTpa, MbO Ha HEKOTOPOM MPOMEXYTOYHOM cepTudprkaTe (KOTOPbLIi B CBOK O4epedb MOAMMUCAH
Ha KOPHEBOM WM Ha APYroM MPOMEXYTO4YHOM cepTucpmkate). Torga ans obecneveHusi NpoOBEPKM MOLMNCK TaKOro
cepTudbrkaTa Npum €ro 4YTEHWW, COBMECTHO C 3anucblo cepTudmkaTa Kto4Ya MNPOBEPKU SNEKTPOHHON MOANUCK Ha
HOCUTENb B XPaHWNLLE JOBEPEHHbIX CepTUUKATOB CleayeT KNacTb BCHO LIENOYKY CepTUUKaTOB, KOTOPOli 3aBepeH
3ToT cepTudpumKar.

3.14.4.1 Cosmectumoctb ¢ Kpuntollpo YL npu nposepke uenoykn ceptucgpukatos

Ons npoeepku uenoyku B pexxume coemectumoctu ¢ Kpuntollpo YL B cnegyeTt Bocnosib30BaThCs NpoBaiiaepom
RevCheck (JCPRevCheck.jar), xogswum B guctpubytue Kpuntollpo JavaCSP. [ns ero BbizoBa B npumepax,
OMUCAHHBIX HUXe, CeayeT 3aMeHnTb Bbi3oB anroputma "PKIX" Ha Beizos anroputma "CPPKIX".

//ons npoBepku Iemnodku online
System.setProperty("com.sun.security.enableCRLDP", "true");//ecmu ucmoms3yercsa Oracle JVM

nnn

System.setProperty("com.ibm.security.enableCRLDP", "true");//ecam ucmnomsayercsa IBM JVM
//LOis TMOCTPOEHUS LENOYKH
CertPathBuilder builder = CertPathBuilder.getInstance("CPPKIX");

//Bas MPOBEPKM ILEMOYKH
CertPathValidator validator = CertPathValidator.getInstance("CPPKIX");

B ocTanbHbIx cnyyasix npoueaypa NpOBEPKN LEMOYKN CEPTUUKATOB PEryanpyeTcsi C NOMOLLbIO KOHTPOJILHOM
nanenn (Bknagka «Hactpoiiku cepsepa ).

3.14.4.2 Tlposepka ueno4ku ceptucdukatos c ucnosb3losaHmem OCSP

Hauunnas c Bepcum java 1.5 nosiBunacs BO3MOXHOCTb MPOBepsiTh Lenoyky cepTudumkatos ncnonbsyst On-Line
Certificate Status Protocol (OCSP). [nsi npoBepkn MCnosib3ytoTcst CTaHAAPTHbIE CPEACTBA java-MaLUnHbI.
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4 Pabota c napameTpamMu B KpunTonpoBaihigepe
Kpuntollpo JCSP

3avactyto npu paboTe C KAKOHAMU SNEKTPOHHOW MOAMUCA U KIHOYEBOrO ODMEHa BO3HMKAET HeobXxogMmocTb
N3MeHUTb HAbop mnapameTpoB TOr0 WM WHOFO KPUNTOrpachuyeckoro anroputMa [Asi BbIMOJHEHUs Tpebyemoii
onepauuu. Ons atux ueneii B kpuntonposaiigepe Kpuntollpo JavaCSP peanusosan uHTepdeiic ParamsInterface
napamMeTpoB aJropuTMa, ABASAIOWMIACA peann3aumeldi CTaHAApTHOro knacca AlgorithmParameterSpec. Ob6bekT TUNa
ParamsInterface, B 3aBUCMMOCTU OT cnocoba ero cosgaHus, onpepenseT:

e uHTepdeiic Habopa MapaMeTpoB KAKOYa NOANUCK;
nHTepdbeiic napameTpos anroputma nognucu/kntodesoro obmera FOCT P 34.10-2001;
nHTepdelic napameTpos anroputma nognucu/kntodesoro obmera FOCT P 34.10-2012;
nHTepdeiic napameTpos anroputma xawmposaHus FOCT P 34.11-94;
nHTepdeiic napameTpor anroputMa wudposanus FOCT 28147-89.

Bo Bcex cnyvasx, uHtepdeiic napametpos/Habopa napameTpos ParamsInterface No3BOSISIET:

e nosy4aTb WAEHTUNKATOP TeKyLWMX MapaMeTpoB anroputma/Habopa napamMeTpoB Kio4a Mpu MOMOLLM
dyHKUMN get0ID();

e nosly4aTb MAEHTUMKATOP MO YMOSHAHWIO AN MapamMeTpoB anropuTMa/Habopa napameTpoB Kito4a npu
nomowym pyHkuum getDefault (0ID paramSet0id);

® MpOBEpsiTb MpaBa Ha W3MEHeHWe WAEHTUMKATOPA MO YMOJIHAHWIO AJisi MapameTpoB anroputma/Habopa
napameTpoB Kjto4a npu nomouumn chyHkuun setDefaultAvailable();

® yCTaHaB/IMBaTb UAEHTUPUKATOP MO YMOMHAHMIO AJIsi MAapaMeTPOB anropuTMa/Habopa napameTpoB ktoya
npn nomowm pyHkumn setDefault (0ID paramSet0id, 0ID def);

® NoJlyHaTb CMUCOK JOMYCTUMbIX MAEHTUMUKATOPOB A5 NapaMeTPoB anroputma/Habopa napameTpos Kito4a
npu nomowmn yHkumii get0IDs () nim get0IDs(0ID paramSet0id);

® MosyyaTb CMWUCOK CTPOKOBLIX MPEACTABAEHWIA  AOMNYCTUMBLIX  WAEHTUVMKATOPOB AN NapaMeTpoB
anroputma/Habopa napameTpoB kitoya npu nomowm dyHKumn getNames ();

® MoslyyaTb CTPOKOBOE MPELCTAaBIEHUE OLHOMO U3 JOMYCTUMbIX WAEHTUPUKATOPOB A/t NapaMeTpoB
anroputma/Habopa napameTpoB kitoHa npu nomowyy pyHKuMN getNameBy0ID(0ID oid);

® N0ly4aTb OAMH N3 JOMYCTUMbIX UAEHTUNKATOPOB A5 NapaMeTpoB anroputma/Habopa napameTpos Kito4a
Mo ero CTPOKOBOMY MPEACTaBAEHUIO Npu noMowy pyHKuMmM get0IDbyName (String oid).

4.1 Pabora c Habopom napameTpoB A1l reHepauun Kitoudei
3/1IeKTPOHHOW NOANNCK N KJIOYeBOro obmeHa

B npouecce reHepaumn KA04eBOWA Napbl NOAMUCU CYLLECTBYET BO3MOXHOCTb U3MEHUTL Habop napameTpos, B
COOTBETCTBUM C KOTOPbIM DyzieT co3gaHa katoyeBasi napa (Kak OMMCbIBAJIOCh BbILE, MO YMONYAHNIO CO3AAETCs napa
C MapameTpamMu, YCTAHOBJIEHHBIMN B KOHTPOJIbHONM naHenwn). B atot Habop napametpos BxogsT:
naeHTupmkaTop Habopa napaMeTpoB A5 reHepaLumn KAOYEBOl napsl;
napametpsl anroputma nognucu [OCT P 34.10-2001;
napametpsl anroputma nognucu FOCT P 34.10-2012;
napametpsl anroputma xawmposaHus [OCT P 34.11-94;,
napameTtpbl anroputMma wudposanus TOCT 28147-89.

lamenenne Takoro Habopa napaMeTpoB OCYLLECTBASETCS Npu nomowm wuHTepdeiica AlgIdInterface,
ABJSIOLLErOCs paclumpeHnem uHtepdeiica ParamsInterface. ObbekT Tuna AlgIdInterface npeactaensieT coboii
nHTepdeiic ycTaHaBnmeaemoro Habopa napamMeTpoB. Takoii OOBEKT MOXeT bblTb CO3AaH Mpu MOMOLWM Kiacca
AlgIdSpec, SIBASIIOLLIErocst peanmsauueli 3Toro nHtepdeiica HeckoabkuMmn cnocobamu:
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// upeuTudpmraTop Habopa IapaMeTpOB s KiNYa NOLNKUCH, COOTBeTCTBybmero anropurMmy [OCT P 34.10-2001
// "1.2.643.2.2.19" unu JCP.GOST_EL_KEY_O0ID

String keyOIDStr;

0ID keyOid = new OID(keyOIDStr);

// WoeHTHOUKATOpH IapaMeTpOB airOPUTMOB

0ID sign0id;

0ID digest0id;

0ID crypt0Oid;

// TmapaMeTph airOpUTMOB

ParamsInterface signParams;

ParamsInterface digestParams;

ParamsInterface cryptParams;

/* ompeneneHune Habopa IapaMeTpoB [0 yMondaHuo (yCTAHOBIEHHOTO B KOHTPOJIBHOM maHenu) */
AlgIdSpec keyParamsl = new AlgIdSpec(null);

/* ompegeineHne Habopa IapaMeTpPOB IO HAEHTHOUKATOPY AIrOPUTMa TeHepaluy KIUeBOI IIaph
(B oTOM cmy9ae ycTaHaBIMBAaeTCs HAbGOp IapaMeTpPOB N0 YMOJYAHUIO, COOTBETCTBYWIUN 3TOMY
unesETHbuKaTOPy) . Ha AaHHE MOMEHT €NWHCTBEHHHM MOIYCTHMHM HAEHTUPUKATOPOM Habopa IapaMeTpoB
LS TeHepaluy Kio4a IONIUCH ABideTcs "1.2.643.2.2.19" (mwmmz JCP.GOST_EL_KEY_0ID),
[IO3TOMy TakKo# cmnocob CO3LAaHUA HAEHTHYEH IEepBOMy CIOCOby*/

AlgIdSpec keyParams2 = new AlgIdSpec(key0id);

/* ompepernenne Habopa IapaMeTpOB [0 KAEHTUPUKATOPY ANTCOPUTMA T[EHEPAUUU KINOUEeBOH Iaph
¥ 3aJaHHEM HIOEeHTHOMKATOpaM IapaMeTpoB. [loNydyeHHE TAKWX HUAEHTUPUKATOPOB ONUCAHO HUXE.*/
AlgIldSpec keyParams3 = new AlgIdSpec(keyOid, sign0id, digest0id, crypt0id);

/* ompegeneHrne Habopa IapaMeTpOB 0 KAEHTHOUKATOPY alNTOPUTMA TeHepaluy KIOYeBOH IIaph
¥ 3aJaHHHM [IapaMeTpaM alropuTMOB. llolyueHWe TaKMX [apaMeTpPOB OIMCAHO HUXe.*/

AlgIdSpec keyParams4 = new AlgIdSpec(key0Oid, signParams, digestParams, cryptParams);

B cnyyae ucnonbsosaHusi naeHTudmkatopa Habopa napaMeTpoB ANs KAOYA MOAMNWCK, COOTBETCTBYIOLLErO
anroputmy TOCT P 34.10-2012 (256), obbekT knacca AlgIdSpec co3gaercs cnegytownm obpasom:

/* ompepeneHune Habopa IapaMeTpoB [0 yMondaHuw (yCTAHOBIEHHOTO B KOHTDOJBHOM maHenu) */
AlgIdSpec keyParamsl = new AlgIdSpec(AlgIdSpec.0ID_PARAMS_SIG_2012_256);

B cny4ae ucnonb3osaHusi mugeHTudmkaTopa Habopa napameTpoB /s KAtOYa MOAMUCHK, COOTBETCTBYHOLLErO
anroputmy TOCT P 34.10-2012 (512), obbekT knacca AlgIdSpec co3gaercs cnegytowum obpasom:

/* ompegeneHune Habopa IapaMeTpoB [0 yMondaHuw (yCTAHOBIEHHOTO B KOHTPOJBHOH maHenu) */
AlgIdSpec keyParamsl = new AlgIdSpec(AlgIdSpec.0ID_PARAMS_SIG_2012_512);

4.2 Pabota c napameTpamMu aqiropuTMoB Noanucu/kKnroYesoro obomeHa

FOCT P 34.10-2001 v FOCT P 34.10-2012

$1BHO M3MeHeHne napameTpos anroputma nognucu/kitodesoro obmena FOCT P 34.10-2001 He BcTpevaeTcsi B
dyHkuuax ctangaptHoro uHTepcpeiica JCE, HO oHO MOXeT BbITb MCMONBL30BaHO B MpoLEcce onpeaeneHns Habopa
napaMeTpoB [Jis reHepauun Ki4eBbix nap nognucu (cm. Bbiwe). [ns n3MeHeHUst UCNOsIb3yeMbiX MapameTpos
anropuTMa MOANMCH/KIO4EBOro ObMeHa, HeobxoAMMO B MepBYIO O4epefb MONAYHUTb WHTEPdelic napameTpoB
anroputma nognucn [OCT P 34.10-2001 no ymonyaHuto (YCTaHOBNEHHbIX B KOHTpoOsbHOW naHenu). [aHHas
onepauns MOXXeT BbITb BbINOSHEHA NPU NOMOLLN CTaTUYECKOro MeToaa getDefaultSignParams() knacca AlgIdSpec
BO3BPALLAOLLEro CChbIIKY Ha uHTepdelic ParamsInterface:

‘ ParamsInterface signParams = AlgIdSpec.getDefaultSignParams() ;
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MonyueHne Habopa napameTpoB 3NEKTPOHHON MOAMNNCK/KIKOYEBOrO OBMEHa U YCTaHOBKA MapaMeTpoB Mo
ymonuanuto (ByayT Mcnonb3oBaThCs B fasibHENLIEM):

/* IonyYeHMe BCeX NOIYCTUMHX HAEHTHPUKATOPOB IIapaMeTPOB AIrOPUTMA IIOZLIUCH.
paramSet0id - umzenTndmraTop Habopa mapaMeTpoB*/

Enumeration signOids = signParams.getOIDs(paramSet0id);

/* IHOIy4YeHHWe OIHOTO W3 HAeHTHOuKATOpOoB. OH MOXeT OHTb IepefaH B COOTBETCTBYMmuil
KOHCTPYKTOp keyParams3 gma knacca AlgIdSpec*/

0ID sign0id = (0ID)signOids.nextElement();

/* u3MeHeHWe HIeHTUOWKATOpPA APAMETPOB [0 yMONYAHUO. M3MeHEHHHEe TaKuM 06pas’oM
ImapaMeTpH MOTYT OHTH IepelaHs B COOTBETCTBYOWuL

KOHCTPYKTOp keyParams4 gms kmacca AlgIdSpec*/

signOids.setDefault (paramSet0id, sign0id);

4.3 PaGota c napametpamu anroputmoB xawmpoBaHus FOCT P 34.11-
94 n TOCT P 34.11-2012

I3meHeHMe mapamMeTpoB anropuTtMa X3WMPOBAHUS MOXKET ObITb MCMOBL30BAaHO B SIBHOM BUAE B Npouecce
CO3[aHNsl 3NEKTPOHHOI MOAMUCK, a TakKXe B HEsIBHOM BUAE B MpoLecce onpepesneHnsi Habopa napameTpoB Asis
reHepauum KtoYeBbix nap nognucu (cm. Bolwe). [ns M3MeHeHWs UCNONb3yeMbIX MapaMETPOB X3LIMPOBAHMS,
HEOBXOANMO B MEPBYIO o4Yepenb Nosy4uTh uHTepdeiic napametpos anroputMa xawuposavus FTOCT P 34.11-94 no
yMosiHaHuto (YCTaHOBNEHHBIX B KOHTponbHOW navenu). [daHHasi onepauusi MOXET OblTb BbIMOMHEHA MPU MOMOLLM
cTaTU4eckoro MeTtopa getDefaultDigestParams() knacca AlgldSpec, BO3BpaLLaloOWEro CCbUIKY Ha uHTepdeiic
ParamsInterface:

‘ ParamsInterface digestParams = AlgIdSpec.getDefaultDigestParams();

MonyueHne Habopa NnapamMeTpOB X3LINPOBaHMS 11 YCTaHOBKa NapamMeTpoB no ymonyaxuto (6yayT ncnonb3osaTscs
B JaJsibHeliluem):

/* TonyYeHWe BCeX OOIYCTUMHX HAEHTUPUKATOPOB IapaMeTpPOB aNTCOPUTMAa IOXIHUCH.
paramSet0id - umpemTndmraTop Habopa mapaMeTpoB*/
Enumeration digestOids = digestParams.get0IDs(paramSet0id) ;

/* TolydeHMe OJHOTO U3 HIOeHTHPMKATOpoB. OH MOXeT OHTb IepelaH B COOTBETCTBYlmui
KOHCTPYKTOp keyParams3 gms kmacca AlgIdSpec*/

0ID digest0id = (0ID)digestOids.nextElement();

/* W3MeHeHNe HAEHTHOUKATOpA IIapaMeTpPOB XSWMPOBAHUA 10 YMONYAHUO. /3MeHeHHEHe TakuM obpasoM
IapaMeTpH X3IKPOBAHUS MOTYT OHTEL IEpeJaHH B COOTBETCTBYOMMI
KOHCTpyKTop keyParams4 nma xnacca AlgIdSpec. IloMmMO 3TOro OHM MOTYT 6HTBH KCIOIb30BAaH:H
I M3MeHEHNWs IIapaMeTpPOB XSUMPOBAHMWA IPY CO3NAHUM DIEKTPOHHON IOAIMCH.*/
digestOids.setDefault(paramSet0id, digest0id);

4.4 PabGorta c napametrpamu anroputmoB wundgposaHna NOCT 28147-
89, TOCT P 34.12-2015 Marma n TOCT P 34.12-2015 Ky3Heuuk

7lBHO m3meHeHue napametpoB anroputma wudpposanus [OCT 28147-89 He BcTpevaetcs B hyHKLUSX
crangapTHoro nHtepdeiica JCE, HO oHO MOXeT bbITb NCNONBb30BaHO B MpOLECCe OnpefenieHnst Habopa napameTpos
ANis reHepauum kntodeBblx nap nognucu (cm. Bbiwe). [ns n3MeHeHUst NCMNOb3yeMbIX NapaMeTPOB EKTPOHHOIA
noanncy, HeobxoanMo B Nepeyto odepenb Noay4YnThb nHTepdelic napameTpos anroputMa wudposanus FOCT 28147-
89 no ymonyaHuto (YCTaHOBNEHHbIX B KOHTPOJbHOW naHenm). [aHHasi onepauusi MOXET ObITb BbINOJHEHA Mpw
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MOMOLLM CTAaTUYECKOrO MeToAa getDefaultCryptParams kiacca AlgIdSpec, BO3BPALLAtOLLIEro CChKY Ha UHTepdeiic

ParamsInterface:

‘ ParamsInterface cryptParams = AlgIdSpec.getDefaultCryptParams();

MonyyeHne Habopa napameTpoB WNPOBAHNS 1 YCTAHOBKA NapaMeTpoB Mo ymondanuto (ByayT ncnonb3osatbes
B AajibHelilem):

/* TonyYeHWe BCeX LOIYCTUMHX HAEHTUPUKATOPOB ApaMEeTPOB alTOPUTMA IOLIUCH.

paramSet0id - upenTupuraTop Habopa mapaMeTpoB*/

Enumeration cryptOids = cryptParams.get0IDs(paramSet0id);

/* Ioly4eHMe OJHOTO U3 UOeHTHPHKATOpoB. OH MOXeT OHTH IepelaH B COOTBETCTBYWu
KOHCTpyKTOp keyParams3 gmsa rmacca AlgIdSpec*/

0ID cryptO0id = (0ID)cryptOids.nextElement();

/* W3MeHeHVWe HAEHTUPUKATOpA NapaMeTpoB WMPPOBAHUSA IO yMONYAHWL. /3MeHeHHHE TakuM o6pa3oM
mapaMeTpH WMPpoBaHUSA MOTYT OHTL IepefaHb B COOTBETCTBYIIMI

KOHCTpYKTOp keyParams4 gms xmacca AlgIdSpec*/

crypt0Oids.setDefault (paramSet0id, crypt0id);
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5 [HononHutenbHble BO3MO>XHOCTMU paboThbl C
cepTudurkaTammn

MomMumo Bo3mMOXXHOCTM paboTkl ¢ cepTudpmkaTamun Hepes cTaHgapTHoelii untepdeiic JCA, B kpuntonposaiigepe
Kpuntollpo JavaCSP peanunsoBaHbl HeKOTOpble JOMNOMHUTENbHbIE PYHKLMN paboTel ¢ cepTudmkaTamu:

e reHepauus 3anpoca Ha cepTudukar,

e OTMpaBKa 3ampoca CepBepy U MOJly4eHMe OT CepBepa COOTBETCTBYHOLLErO 3anpocy CepTndurKkaTa;

e reHepauusi CaMONOANUCaHHOrO cepTudurKaTa.

MNepeyncrieHHblie onepauuy OCYLLECTBASIOTCS Mpy MOMOLLM CreLmanbHOro knacca GostCertificateRequest.
[aHHblid Knacc peanusyeT pyHKUMOHAM reHepauuu 3anpocoB Ha cepTudprKaT OTKPLITOrO KAOYa B COOTBETCTBUM
c anroputmamn [OCT P 34.10-2001 c anroputmom xswwuposavuss TOCT P 34.11-94 u TOCT P 34.10-2012
¢ anroputmom xawmposanus [OCT P 34.11-2012. OTkpbiTble K/atO4W, 415 KOTOPbIX FEHEPUPYIOTCS 3anpochl Ha
cepTudprKaT, Takxxe JoKHbI cooTBeTcTBOBaTh anroputmam [OCT P 34.10-2001 wam FOCT P 34.10-2012 (cnocob
reHepauum Takux KAtoYell onucaH Bbiwe). BbipabaToiBaemblii 3anpoc MMeeT CTPYKTypy, ONMUCAHHYHO B CTaHZapTe
PKCS#10 «Certification Request Syntax Specification» (cm. RFC 2986).

5.1 WMHuumnanmusaymns reHepaTtopa 3anpocoB u ceptudukaToB

Korpa Tpebyetca cosgaTe 3anpoc wunu cepTudpmkaT, CHadana HAAO BOCMOJb30BAaTLCS KOHCTPYKTOPOM, Mpw
BbI30BE KOTOPOro nepeaaTh B KaYeCTBe napameTpa HassaHue kpuntonposaiigepa (JCSP):

GostCertificateRequest request = new
GostCertificateRequest (JCSP.PROVIDER_NAME) ;

VcTaHoBUTL cnocob wucnonb3osavusi kaoda keyUsage MoxHO MeTogom setKeyUsage(), napameTpom
KOTOPOro nepefaeTcs uenoducieHHasi 32-butHasi nepemuHas int — 6butoBasi Macka cnocoboB WCMOL30BAHMS
kaoda. Mo ymonyanuo ucnonssyercss komMbuHaums DIGITAL_SIGNATURE (u,mcbposaﬂ nop,nmcn:) n NON_REPUDIATION
(HeOTpeKaeMOCTb) AN KoHcTaHTa SIGN_DEFAULT, obbeamHstowas Asa 3Tu 3HadeHus. Ecnm Bbl cospaete 3anpoc
ANst kntoda wundpposarust (To ectb gns anroputma "GOST3410DHEL" wnu "GOST3410DH 2012 256"),
ctonT pobasutb KEY_ENCIPHERMENT (wudppoBaHue kntodeit) n KEY_AGREEMENT (cornacoBaHue kntodeii). MoxHo
BOCMOJIb30BaTbCsA KOHCTaHTON CRYPT_DEFAULT, KOTOpasi OObeAUHSIET BCE YEThIPE 3HAYEHUS.

int keyUsage = GostCertificateRequest.DIGITAL_SIGNATURE |
GostCertificateRequest.NON_REPUDIATION |
GostCertificateRequest.KEY_ENCIPHERMENT |
GostCertificateRequest.KEY_AGREEMENT;

request.setKeyUsage (keyUsage) ;

[obasutb ExtendedKeyUsage (yNy4lIeHHbIA KtO4) MOXHO MeTogoM addExtKeyUsage(). [lapamerp metopy
addExtKeyUsage() MOXHO ykKa3blBaTb Maccueom int[]J{1, 3, 6, 1, 5, 5, 7, 3, 4} uUAM MOXHO CTPOKOWA
"1.3.6.1.5.5.7.3.3" uin obbekToM Tuna ru.CryptoPro.JCP.params.0ID. [To ymonyaHuto cnmcok byger nycTbim.

request.addExtKeyUsage (GostCertificateRequest.INTS_PKIX_EMAIL_PROTECTION) ;
request.addExtKeyUsage("1.3.6.1.5.5.7.3.2"); // "llpoBepka IOIJMHHOCTH KIueHTa"

Honyctumble OIDbI gnst ExtendedKeyUsage U HoMepa buTtoB macku keyUsage onucanbl 8 RFC 5280.

B knacce GostCertificateRequest onpefeneHbl CaefytoLlne KOHCTaHTbI:
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public static
public static
public static
public static
public static
public static
public static
public static
public static

final int[] INTS_PKIX_SERVER_AUTH
final int[] INTS_PKIX_CLIENT_AUTH

1]

{1, 3,6, 1, 5
{1, 3, 6,1, 5,5,7, 3,
6, 1, 5, 5, 7, 3, 3

final int[] INTS_PKIX_CODE_SIGNING = {1, 3, 6, 1, 5, 5, 7, 3, 3};
final int[] INTS_PKIX_EMAIL_PROTECTION = {1, 3, 6, 1, 5, 5, 7, 3, 4};
final int[] INTS_PKIX_IPSEC_END_SYSTEM = {1, 3, 6, 1, 5, 5, 7, 3, 5};
final int[] INTS_PKIX_IPSEC_TUNNEL = {1, 3, 6, 1, 5, 5, 7, 3, 6};

final int[] INTS_PKIX_IPSEC_USER = {1, 3, 6, 1, 5, 5, 7, 3, 7};
final int[] INTS_PKIX_TIME_STAMPING = {1, 3, 6, 1, 5, 5, 7, 3, 8};
final int[] INTS_PKIX_OCSP_SIGNING = {1, 3, 6, 1, 5, 5, 7, 3, 9};

Mpn HeobxoaMMOCTM MOXHO B 3anpoc fobasuTb cobCTBeHHOe paclumpeHne, noMumo KeyUsage u
ExtendedKeyUsage. [1pumep nobaBeHNs paclunpeHmnsi OCHOBHbIE OrpaHnyeHust BasicConstraints B 3anpoc

Extension
int[] ext

ext.criti
byte[] ex
ext.extnV

ext = new Extension();
0id = {2, 5, 29, 19%};

ext.extnID = new AsnlObjectIdentifier(ext0id);

cal = new AsnlBoolean(true);
tValue = {48, 6, 1, 1, -1, 2, 1, 5};
alue = new AsnlOctetString(extValue);

request.addExtension(ext);

Takoe paclumpeHne aBToMaTuyeckn paobaensieTcs B cepTudpmkaT nNpM  reHepaunmm CamonoanuCaHHOro
ceptucprkata (6e3 obpalieHns Kk UeHTpy cepTudpukaumm) MeTojamm knacca GostCertificateRequest. IJTo

pacLivpeHune nm

eeT 3HadeHus « Tun cydbvekta = LUC», «OrpaHuyeHue Ha gnuny nytu = 5% 1 SABASIETCA KPUTUHECKUM.

Vicnonb3oBaTth MeTon addExtension() Ansi ycTaHOBKU B 3anpoc KeyUsage U ExtendedKeyUsage Henb3si, 45
3TOro HafJo BOCNOJIb30BaTbCsA MeTogamm setKeyUsage () n addExtKeyUsage().

Panee gns nHuymannsayum obbekToB TUMA GostCertificateRequest ncnosb3oBasca MeToq init:

request.
request.

request.
request

request.
request.

init ("GOST3410EL"); // JCP.GOST_EL_DEGREE_NAME - g Kjodel MOAIHUCH,
init ("GOST3410DHEL", isServer); // JCP.GOST_EL_DH_NAME - mns kiodeit obMmena.

nnn

init ("GOST3410_2012_256"); // JCP.GOST_EL_2012_256_NAME - nns xmode# mommucu,

.init ("GOST3410DH_2012_256", isServer); // JCP.GOST_DH_2012_256_NAME - zns kiodeil obMeHa.

nnn

init ("GOST3410_2012_512"); // JCP.GOST_EL_2012_512_NAME - mns Kjnode#l mommwcw,
init ("GOST3410DH_2012_512", isServer); // JCP.GOST_DH_2012_512_NAME - nnsa xiodedt obMeHa.

B HacTosiwmnii MOMEHT faHHbIA MeToh ObbsIBNEH HexenaTenbHbIM K ncnonb3osaHuto («deprecated» ). Boizos
init ("GOST3410EL") wan init("GOST3410_2012_256") wnn init("GOST3410_2012_512") 35KBUBANEHTEH BbI30OBY
request.setKeyUsage( GostCertificateRequest.SIGN_DEFAULT) ;

Bbizos

init ("GOST3410DHEL", isServer) nnn init("GOST3410DH_2012_256", isServer) nan

init ("GOST3410DH_2012_512", isServer) 3KBUBAJIEHTEH BYM Bbl30BaM:
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request.setKeyUsage ( GostCertificateRequest.CRYPT_DEFAULT) ;
request.addExtKeyUsage (GostCertificateRequest.INTS_PKIX_CLIENT_AUTH) ;
request.addExtKeyUsage (GostCertificateRequest.INTS_PKIX_SERVER_AUTH); // Tombko mnsi cepBepa

AN Tpem, ecny BTOPOW MapameTp MeToAa init() ycTaHoBneH B true.

Wcnonbzosaswniica panee dponar «lNognuceiBanne cepTuNKaTOB» UCKIKOYEH N3 CMNCKA MO YMOJTHaHUIO, TENepb
€ro Hajlo yKasblBaTb SBHO.

5.2 TleHepauyus 3anpoca Ha cepTucukar

Ons renepauwmn 3anpoca Ha cepTudpmkaT npu nomowwm kiaacca GostCertificateRequest Heobxoanmo
BbINMOJIHUTL CJEAYIOLLYIO NOCNENOBATENbHOCTE AECTBUIA:

5.2.1 OnpepeneHne napameTpoB OTKPbLITOro Kjto4a cybbekTa

Mocne Toro, Kak reHepatop OblA NPOMHULMANU3MPOBAH TPebyeMbIMKU anropuTMOM KJOYa W Ha3HadYeHUem
cepTudpmkaTta, [0 HadaNa HEMOCPEACTBEHHO FeHEpauMn 3anpoca, 3aK/HYaloWENRCa B KOAMPOBaHUM W MOAMMUCAHWUN
COAEPXMMOro noseli 3ampoca, c/ieayeT OMNpeaenTb NapaMeTpbl U 3HAYeHWE OTKPLITOro Kito4a cybbekTa, B
COOTBETCTBUN C KOTOPbIM 1 ByneT cosgaBaTbCs 3anpoc Ha cepTudukaT. ITa onepauusi OCyLLECTBASIETCS NPY NOMOLLN
MeTofa setPublicKeyInfo(), KOTOPOMY B Ka4eCTBe MapameTpa NepefaeTcs OTKPbIThIA KAOY:

PublicKey publicKey;
request.setPublicKeyInfo(publicKey);

OTKpbITbIE KNOY publicKey AO/MKEH COOTBETCTBOBATb airopuTMy, KOTOPbIM ObL1 MPOVHULMANN3UPOBAH
reHepaTop.

®yHkUMs setPublicKeyInfo() NO3BONISIET NepeycTaHABAMBATb 3HAYEHVE W MAapaMeTpbl OTKPLITOrO Kito4a, B
COOTBETCTBUM C KOTOPbIM CO3AAETCst 3anpoc Ha cepTudpukaT. Ho Takne nameHeHMs [ONYCTUMBLI MWb 4O TeX nop,
noka 3anpoc He bb1 noanucaH. B npoTMBHOM ciyyae 3TOT MeETOL MHULMMPYET NCKIIOYEHNE.

5.2.2 OnpepeneHne nmeHun cybbekTa

[Ons ocywecteneHns reHepaumm 3anpoca Ha ceptudmkat obbekTy Tuna GostCertificateRequest cnemyer
nepeaaTh BCIO Heobxogumyto nHdopmMaLmio o cybbekTe-BragesbLe oTKpbITOro kitoda. OnpegeneHne nmeHn cybbekTa
OCYLLECTBASETCA NpU noMowy MeTofa setSubjectInfo(), KOTOPOMY B Ka4ecTBe napamMeTpa nepefaeTcss CTPOKOBOE
npefcTaB/ieHNE MMEHN B COOTBETCTBMM co cTaHaapTom X.500:

String name = "CN=Ivanov, 0U=Security, 0=CryptoPro, C=RU";
request.setSubjectInfo(name) ;

Mpu noeTopHOM Bbi3oBe yHKUUN setSubjectInfo() OCYLLECTBNASETCA 3aMEHA YCTAHOBAEHHOIO MPEeAbIAYLLM
ee BbI30OBOM MMeHM Ha HoBOoe. Takum obpa3som, meton setPublicKeyInfo() MO3BONSIET MnepeonpesensiTb UMs
cybbekTa, A/1si KOTOPOro OCYLECTBASIETCS reHepauusl 3anpoca Ha cepTudmkaT. Ho Takue n3ameHeHus fonycTumel
VWb JO TeX Mop, Noka 3anpoc He Obin nognucaH. B npoTnBHOM ciydae 3TOT METOA UHULMUPYET UCKIIOHEHNE.

5.2.3 KopgupoBaHue u nognuckb 3anpoca

MNocne Toro, Kak BCe HeobxoauMMble [faHHble O CybbeKTE BHECEHbI (OTKprTbII7I KIWOY  ©n VIMH),
OCYLLECTB/IAETCSI HEMOCPEACTBEHHO FeHepauuMsi 3anpoca, 3aKJ/oYalolWeecss B KOAUPOBAHUM MEpefaHHbIX 0bbekTy
Tnna GostCertificateRequest [AaHHbLIX W UX noagnuCK. JTa onepaumnsi OCYLLECTBAAETCS Npu MOMOLLKM MeToda
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encodeAndSign (), KOTOPOMY B KayecTBe MapaMeTpa MNepefaeTcs 3aKpbITblli K4, WCMNOAb3yeMblli A1 NOLMNUCK
3anpoca Ha cepTudnKaT, a TakXKe aaropuTM MOANUCK:

PrivateKey privateKey;
request.encodeAndSign(privateKey, JCP.GOST_EL_SIGN_NAME); // mnas TOCT P 34.10-2001

nnn

request.encodeAndSign(privateKey, JCP.GOST_SIGN_2012_256_NAME); // mna TOCT P 34.10-2012 (256)

nnn

‘ request.encodeAndSign(privateKey, JCP.GOST_SIGN_2012_512_NAME); // mma TOCT P 34.10-2012 (512)

MepenaBaemblii  KNKOY  37IEKTPOHHONA MOANUCK/Kto4eBOro obmeHa privateKey [OJIKEH COOTBETCTBOBATb
aaropuTMy, KOTOpPbIM Dbl MPONHMLMANN3MPoBaH reHepaTop. Kaxablii co3gaBaemblii 3anpoc MOXeT ObITb nognucat
JNWb OAWH pa3. [1py nonbITKe BbI30Ba 3TOW PYHKLMUM MOBTOPHO, ByaeT MHMUMMpoBaHO uckodeHne. B pesynstate
BbI30Ba (PpyHKLMN encodeAndSign() 3anpoc NpeACTaBAseTCs NPUODPeTaeT OMUCaHHbINA Bbile BUA, M B MaMATW OH
xpaHutcst 8 DER-koguposke.

5.2.4 T[levaTb NnognucaHHOro 3anpoca

Mocne Toro, kak 3anpoc bbia NoLNMCaH 1 3aKoAMPOBaH (4pyruMKN CNOBaMM, CreHepUPOBaH ), TPebyeTCs Nony4mnThL
ero n3 namaTtu. Knacc GostCertificateRequest nossonsiet nonyyaTs 3anpoc B Tpex Buaax:

PrintStream stream; // BHXOZIHO} IOTOK, B KOTOPHH NeYaTaeTCH

// chopMmpOBaHHHI 3ampoc
request.printToDER(stream) ; // 3amnuchBaeTca B moTok B DER-KomumpoBke
request.printToBASE64 (stream) ; // 3amucwBaeTcs B moTok B BASE64-komumpoBke
byte[] encoded = request.getEncoded(); // BoasBpamaercs B Bume 6aliTOBOrO

// maccuBa B DER-KoZupOBKE

Taknm obpasom, cdhopMUpoBaHHbIA 3anpoc MoxeT bbiTb nonyyeH kak B DER-koguposke, Tak n 8 BASE64-
KOAMPOBKe. 3anpoc MOXeT bbITb 3anncaH nmbo B NOTok, NMbo B BallToBLIA Maccus.

3anuce B MOTOK y#obHa B Tex ciy4vasix, Korga 3anpoc TpebyeTcsi cOXpaHWTb B HEKOTOpbId aiin (MeToa
printToDER() coxpaHnsieT 3anpoc B DER-kogupoBke, a meTog printToBASE64() — B BASE64-koguposke). Ecnn xe
npeanonaraeTcs fasbHeiilee NCNOb30BaHUE AAHHOMO 3anpoca (Hampumep, OTMpaBKa ero LeHTpy cepTudmkayum),
To ynobHee ero nosy4aTb B Bue 6aliTOBOro Maccmea npu nomolm mMetoga getEncoded().

5.3 OrtnpaBka 3anpoca UueHTpy cepTudmkKauum wn nNoJsiyyeHune
COOTBETCTBYIOLWEro 3anpocy ceptudukarta oT LeHTpa

Mocne Toro, Kak 3anpoc ObL1 CO3AaH, €ro MOXHO OTNPaBUTb LEHTPY cepTudukauum Ansi noay4eHus
cooTBeTCTBytoLWero 3anpocy cepTudmkata. Knacc GostCertificateRequest NO3BOASET OCYLIECTBUTL STy ONEPALINIO
pasANYHbIMK crnocobamu.

5.3.1 TMony4eHue ceptucukarta HenocpeacTBEHHO NOC/e reHepauumn 3anpoca

MNMocne Toro, Kak 3anpoc bbL1 CO3AaH, MOXHO MPEABAPUTEIBHO He COXPaHsiTb €ro B MacCUB WK MOTOK,
a cpasy noc/ie reHepauuu OTMPaBUTbL LEHTPY CepTUPMKALWN LS MOJyYeHUs 3anpaluvBaeMoro ceptudmkaTa.
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Onepauunsi oTNpaBKM 3anpoca LEHTPY HENOCPEACTBEHHO MOC/IE €ro reHepauum OCYLLECTBASIETCS MPU MNOMOLLM
yHKUUN getEncodedCert (), KoTOpas nosy4aeT B kadectse napamerpa URL uenTpa ceptudukaumm v sosspawjaer
3akogupoBaHHblii B DER-koguposke cepTudmkaT, COOTBETCTBYIOWNI MOAMNMCAaHHOMY 3anpocy, B Buae baliToBoro
MaccuBa:

String httpAddress = "http://www.cryptopro.ru/certsrv/";
byte[] encodedCert = request.getEncodedCert (httpAddress);

MonyueHHbli TakuMm obpa3om 3akogupoBanHblii B DER-kogmpoBke cepTudmkaT MOXeT B AasibHeiiem
ncnosib3oBaTbes cTaHgapTHoiMu cpeacteamn JCA (Hanpumep, dyHkumsmn knacca CertificateFactory).

Cnegyet 3aMeTuTb, 4TO OTMPaBJEH LEHTPY CepTUMKALMU MOXET ObiTb TONLKO MOAMMCAHHbIA 3anpoc. B
NPOTUBHOM Cllyqae meTof getEncodedCert () MHULMUPYET UCKIIOYEHUE.

5.3.2 Mony4eHune ceptucdmkarta n3 3anpoca, npeacrasneHHoro 8 DER-koauposke

CoxpaHennblii B DER-kogupoeke 3anpoc MoXeT ObiTb OTMpaB/ieH UeHTpy cepTudpmkauum Assi nonydeHus
3anpalnBaemoro ceptudukaTa npu NOMoLLM CTaTUYeCKoro meToaa getEncodedCertFromDER() aBymsi cnocobamu:

String httpAddress = "http://www.cryptopro.ru/certsrv/";

InputStrean stream; // BXOZHOH HMOTOK, B KOTOpHI 3amucaH
// 3ampoc B DER-kommpoBke
byte[] encoded; // DER-3akommpoBaHHHI 3ampoc

byte[] encodedCert
GostCertificateRequest.getEncodedCertFromDER (httpAddress, stream);

byte[] encodedCert =
GostCertificateRequest.getEncodedCertFromDER (httpAddress, encoded);

Oba Bbi3oBa MeTopa getEncodedCertFromDER() nosyyatoT B kadecTse ogHoro m3 napametpos URL ueHTpa
cepTudmkaumu 1 BO3BpaLLalOT 3akoanpoBaHHbili B DER-kogupoeke cepTudukat, COOTBETCTBYIOWMNIA NOAMUCAHHOMY
3anpocy, B Buge baiiToBoro maccmea.

MonyuyeHHbli TakuMm obpasom 3akogupoBaHHblii B DER-koamposke cepTudmkaT MoXeT B AasibHeiilem
MCMOIb30BaTLCA CTaHZapTHbiMu cpegcTeamm JCA (Hanpmmep, yHKkuMAMYN Knacca CertificateFactory).

PasHuua 3ak/I04aeTCs B TOM, YTO NEPBOMY Cnocoby BbizoBa dyHKUMM getEncodedCertFromDER() B KayecTse
napamMeTpa nepefaeTcs BXOLHOWM MOTOK, B KOTOPbIA 3anucaH 3akogmpoBaHHbli B DER-kognposke 3anpoc. Takoii noTok
obbI4HO HanpaenieH Ha dhalin, copepXalmii 3anpoc. 3anuck e 3anpoca B daiin MOXeT bbITh OCyLIeCTBIEHa Npu
nomoLum Metoaa printToDER() knacca GostCertificateRequest (nmoapobree cm. [MeyaTb nognucaHHoro 3ampoca).
Bropomy e cnocoby BbizoBa cpyHKuun getEncodedCertFromDER() B kayecTBe mapameTpa nepeaaetcsi baiiToBblii
maccus, cogepxawnii B cebe DER-3akogupoBanHblii 3anpoc. Takoli MacCUB MOXET ObITb MOJMyYeH Mpu MOMOLLY
MeToAa getEncoded () ksacca GostCertificateRequest (nogpobHee cm. NeywaTb nognucanHoro 3anpoca).

5.3.3 Tlony4eHune ceptudcdmkata n3 3anpoca, npeacrasneHHoro 8 BASE64-koauposke

CoxpaHeHHblii B BASE64-kogmpoBke 3anpoc MOXET ObITb OTMpaBfeH LEeHTpy cepTudbmKkauuu Sas noaydeHus
3anpalmnBaemoro ceptTucmkaTa npm NOMOLLM CTaTUYECKOrO METOa getEncodedCertFromDER () cnegyrowmum obpaszom:

String httpAddress = "http://www.cryptopro.ru/certsrv/";
InputStrean stream; // BXomHO# IOTOK, B KOTOpHIH 3amucaH
// sampoc B BASE64-KomupOBKe
byte[] encodedCert
GostCertificateRequest.getEncodedCertFromBASE64 (httpAddress, stream);
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Meton getEncodedCertFromBASE64() nonydaer B KadectBe napametpoB URL ueHTpa ceptudukayuu u
BXOZHOWi MOTOK, B KOTOpbI/i 3anucaH 3akoauposaHHbli B BASE64-koguposke 3anpoc. Takoli MOTOK OBbIYHO
HanpaeneH B cpaiin, comepxalwymii 3anpoc. 3anuch >xe 3anpoca B haiin MOXET OblTb OCYLECTBAEHA MPU MOMOLLY
MeTofa printToBASE64 () knacca GostCertificateRequest (no,u,po6Hee cMm. [NevaTb nognucaHHoro 3anpoca). MeTog,
getEncodedCertFromBASE64() Bo3BpaliaeT 3akoguposaHHblii B DER-kogupoBke ceptudukat, cooteetcrytowiuii
nognmcaHHOMy 3anpocy, B Buge baiiToBoro maccuea.

MonyyeHHbli Takum obpasom 3akogmpoBaHHbii B DER-koguposke cepTudmkat MoxeT B fasibHeLem
ncnonb3oBaTbes ctaHaapTHeiMu cpeacteamu JCA (Hanpumep, dyHkunsimu knacca CertificateFactory).

5.3.4 Tlony4eHune kopHeBoro ceptudmkata ueHTpa ceptudpurkaymm

MNMocne TOro, Kak COOTBETCTBYOLWMIA 3anpocy cepTudmKkaT Obii MOMydYeH OT LeEeHTpa, 3avactyto Tpebyertcs
BbINOJIHUTL  MOCTPOEHME LEMOYKUM CepTUPMKATOB, HAYMHAIOWEACS C KOPHEeBOro cepTudpmkaTa LUeHTpa, u
3aKaHUYNBAIOLLEACA MOJYYEHHBIM OT 3TOro ueHTpa ceptudukatom. Knacc GostCertificateRequest Mo3BOASsIET
noJly4aTb KOPHEBOW CepTUUKAT LEeHTpa CepTMUKaLMM Npu NOMOLLM CTaTUYECKOro MeToga getEncodedRootCert ()
cnepyowuM obpasom:

String httpAddress = "http://www.cryptopro.ru/certsrv/";
byte[] encodedRootCert =
GostCertificateRequest.getEncodedRootCert (httpAddress) ;

PyHkums getEncodedRootCert () nony4yaet B Kadectee napametrpa URL ueHTpa ceptudbukaumm n sosepauyaer
3akoampoBsaHHblii B DER-koaupoeke kopHegoii ceptudmkat LueHTpa B Buae 6aiiToBOro maccuea.

MonyyeHHblt Takum obpasom 3akoauposaHHbli B DER-koanpoeke kopHegoli cepTudumkaT encodedRootCert
MOXET B fasibHelweM bbiTe 0bpaboTaH dyHKuusiMu knacca CertificateFactory, W MocAe MOXET UCMOJb30BATLCS,
Hanpumep, Ans nocTpoenust uenodek. ObpaboTaHHbIli Takoli cepTudmkaT MOXeT bbiTb AobaBreH B xpaHunumiye
[OBepeHHbIX cepTudUKaTOB.

5.4 T[eHepauunsa camonognucaHHoro ceptudmkarta

[ns renepaymu CaMoMOANUCAHHBLIX CEPTUMKATOB MOXHO BOCMOJIb30BaTLCS METOLOM getEncodedSelfCert ()
knacca GostCertificateRequest. DTOT MeTOZ MOJyHaeT B Ka4eCTBE NMapaMeTpa Ki4eBylo napy cybbekta (oH e
n3gatenb ceptudmkaTa), a Takxke umsi cybbekta (OHO xe ums nspatens). MNepesasaemasi kitoHeBasi napa LOJIKHA
COOTBETCTBOBATbL aJirOPUTMY, KOTOpbIM BbT npouHuumanusmpoeaH redepatop. CeptudmkaT sosepawaerca 8 DER-
KOAWPOBKe B BMAe DaliTOBOro maccuea.

MNocne Toro, Kak 0bbeKT Knacca GostCertificateRequest MPONHULNANN3NPOBAH, OCYLLECTBISIETC COBDCTBEHHO
reHepauusi ceptudpmkaTa:

KeyPair pair; // xmoueBas mapa cybbekTa (oHa Xe IIapa H3TATEIH)
String name; // mMa cybberkTa (OHO Xe MMA H3OATENS)
String signAlgorithm; // amropuTM mOZmHCH
byte[] encodedCert =
request.getEncodedSelfCert(pair, name, signAlgorithm);

Mony4yeHHbIA Takum obpasom 3akoauposarHblii 8 DER-kogupoeke camonognucanHbiii ceptudpmkat encodedCert
MOXET B fasbHeiwemM bbiTe 0bpabotaH dyHKuusiMu knacca CertificateFactory, W MOC/Ae MOXKET UCMOJb30BATLCS,
HampuMep, 415 3aNnUCK K4 Ha HOCUTESb.

Mpw renepayum camonoanucaHHoro ceptudukarta (6e3 obpalyeHns K LeHTPyY cepTudprkaLym) MeTogamm Knacca
GostCertificateRequest eMy YCTaHaB/AMBAKOTCA TE >Xe& PaCLUMPEHUsA, 4YTO WM MPU reHepauum 3anpoca, a Takxe
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paclwmpeHne basicConstraints — OCHOBHble OrpaHuMYeHunsi. DTO paclUMpPEHNE MMEET 3HaveHust « Tun cybbekTa =
LUC», «OrpaHudermne Ha gnuHy nyt = 5» 1 SBNAETCA KPUTUHECKNM.

Heobxogumo MNOMHUTL, 4YTO reHepauusi CaMOMOANUCaHHbLIX CepTUUKATOB WUMEET CMbICA TOJNBKO AJA
TecToBbIX Ueneli. [ns peanbHoli paboThl ciefyeT Nofib30BaTbCsA reHepaLmneld 3anpocoB A OTNPaBKM WX LEHTpam
cepTudpmkaumm.
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6 [ononHutenbHble BO3MO>XXHOCTM paboTbl C
ceptucbukatamu ana YL 2.0

B kpunTonpogaiigepe Kpuntollpo JavaCSP gns B3aumogeiicteust ¢ VU 2.0 peanusosanbi cnegytowme dyHKLmuu
paboTbl ¢ cepTudukaTamu:
e nosy4yeHue Habopa mapamMeTpoB Asist peructpauumn nonssosatens B YL 2.0;

® pEerucTpauusi NoJsb30BaTENS U MNONYHYEHNE TOKEHA M NapOJIs;

® MpoBepka CTaTyca pPerucTpauuu nonb3oBaTens;

e oJlyyeHue Crmncka KopHesbix ceptucukatos VL0 2.0;

® MOJIyYeHMe CMNCKA 3aMpoCOB HA CEPTUMKATLI NOJIb30BaTENS;

e noaTeepxAeHne dakTa yCTaHOBKM cepTudmkaTa nojb30BaTeNs;

e aBTOPU3auWsl MONb30BATENs MO TOKEHY 1 NAPOIO UM CepTUMKaTy;
® MOJIyYeHMe CMUCKA 3aMpocoB HA OT3bIB CEPTUUKATOB;

e rnoJsiydeHue cnucka wabnoxos ceptudumkaTos VL 2.0;

e reHepaumsi 3anpoca Ha cepTudukar;

e OTMNpaBKa 3anpoca CepBepy;

e MpoBepKa cTaTyca cepTuukaTa;

e MoJiyyeHue OT cepBepa COOTBETCTBYIOLLErO 3anpocy cepTudmkaTa.
Nepeuncnentbie onepauum OCYLLECTBISILOTCS npu MOMOLLN cneuunansHoOro Knacca

CA20GostCertificateRequest, NOTOMKa Knacca GostCertificateRequest. Bece ycnosus dhopmuposanus u cTpyktypa
OMMCaHbl B COOTBETCTBYIOLLIEM pasfesne Bbilwe. BonbWMHCTBO MeTOmOB KnaccoB CA20GostCertificateRequest u
CA20User aCMHXpPOHHbIE.

B APl gna YU 2.0 nonbsosatens VYL obnapaer euie ogHUM [ONOAHMTENbHLIM NapaMeTpoM — nanka
noJsib30BaTeNsl, B KOTOPOIi OH DyaeT 3aperncTpuposaH.

OcobeHHOCTBIO (byHKUMOHANA SIBASIETCA HeobxogmmocTb ucnonb3osaTe npotokon HTTPS ¢ npumeneHnem
JavaTLS (mopynb cpSSL.jar, cm. «XKTHA.00101-03 92 05. Kpuntollpo CSP. WHcTpykums no mcnosb3oBaHmto
JavaTLS»). B atom cnyyae Heobxogumo HacTpoutb JavaTlLS un ykasaTe B KoAe XpaHUAWLLE [OBEPEHHbIX
cepTndrKaToOB C KOPHEBLIM CepTUMKaTOM cepeepa:

System.setProperty("javax.net.ssl.trustStoreType", JCP.CERT_STORE_NAME) ;
System.setProperty("javax.net.ssl.trustStore", "myTs_k_odaiiny_xparumuma") ;
System.setProperty("javax.net.ssl.trustStorePassword", "mapons_k_xpasumumy") ;

B cutyauun, korpa TpebyeTcs aBTopum3auusi no cepTudpmkaTy nonb3oBaTens, MoxeT notpeboBaThb ykasaHue
TUNA KOHTelHepa Nonb30BaTeNs U Napons K HeEMY:

System.setProperty("javax.net.ssl.keyStoreType", JCP.HD_STORE_NAME) ;
System.setProperty("javax.net.ssl.keyStorePassword", "mapomnb_x_koHTelHepy");

6.1 T[lonyyeHue Habopa napameTpoB A1 perucTpayumn nosib3oBaTtesis
B YL 2.0

[ns nonyuverus nabopa napametpos (unu noneii) gns perucrpaumn nonssosatens B VL 2.0 cnegyert BbizBaTh
cTaTuyeckyto pyHKumio getUserRegistrationFields knacca CA20User v nepepaTs eii agpec YU, nanpumep:

Vector<CA20UserRegistrationField> userRegistrationFields =
CA20User.getUserRegistrationFields("https://www.cryptopro.ru/ui", <«mamka_IOIb30BaTeNIA») ;

Crpatuuya 63 us 99



MKTA.00101-03 96 02. KpunTollpo CSP. Pykoeoactso nporpammucta. JavaCSP n Android

3pecb «manka_nosnb3oBaTesisiy — Manka B KOTOPOW MpeAnonaraeTcs 3aperMcTpupoBaTh MOJib30BaTENs.
CA20UserRegistrationField — KJjlacC, ONUCHLIBAOWNIA NOJie AN 3aMOJIHEHNS Nepes perncTpaumnein nonb3oBaTens.
Cnuncok noneli MOXeT bbITb goctaTodHo bonbwum. MNogpobHoe onucaHue knacca ectb B Javadoc-gokymeHTaumm
naketa JCPRequest. [laHHbIA knacc comepxut Habop dsyHKLwlﬁ, onpegensitowux OID snemeHTa y4deTHol 3anucu
nosnb3osatens (oid), uMs snemeHTa (name), nokanusosaHHoe uMsi (localizedName), CMMCOK BO3MOXHbIX 3HAYEHUN
anemeHTa (settingsValues), 3HaueHne no ymonyanuio (defaultValue) u ewe Heckosbko chnaros. [Mpu perncrpaunn
nonb3osatens B kadectee OID'a nons cnepyer ucnonszosate OID anemenTa.

Mpumep uncnonb3oBaHus 3Toro kKnacca u  dyHkuum getUserRegistrationFields ecTb B nakerte
userSamples.ca20 MOAyNns samples.jar U Ha3biBaeTcsa CA20StepByStepExample

6.2 Peructpauns nosnb3oBaTenis, NOJIy4eHUE TOKEHA U MNapoas wu
npoBepka cTaTyca

ﬂ'ﬂﬂ perncTpaumnn nonb3oBaTeNA N NOJNYHEHNA TOKEHA N Napond Cneayet NCnosib30BaThb Cﬂe/J,leU.l,I/IVI KoA:

Map<String, String> fields = new HashMap<String, String>(); // cmmcok map KioY=3HadeHUE,
// 3amonHsgeTcs c momombl 0ID=Value

fields.put("2.5.4.3", "test"); // 2.5.4.3 Oun HOIydYeH U3 paHee 3arPyXKEHHHOTO CIKCKa
// Tmone#l njs 3alolHEeHHUS
fields.put("2.5.4.6", "RU"); // 2.5.4.6 6bu mONy4YeH U3 paHee 3arpPyXEeHHHOTO CIHUCKA

// momell nna 3aloJHEHHUS
CA20User newUser = new CA20User(fields, «mamka_IIONb30BaTeNdy) ;
CA20AuxiliaryUserInfo userInfo = new CA20AuxiliaryUserInfo("comment", "description",
"test@cryptopro.ru", "key phrase"); // momonHuTenbHas HEHGOPMAIWS O IOJIb30BATENE
CA20UserRegisterInfoStatus userStatus =
newUser.registerUser ("https://www.cryptopro.ru/ui"); // perucrtpamnusa

Cnmncok nonen, KOTOpble HY>XHO nepenaThb B vy ans perncrtpauun NnoJib30BaTENA,
3anonHsieTcs napamn «oidy=«3HadeHney; OID'bl noneii MoryT ObiTb MONy4eHbl 3apaHee C MOMOLLbLIO (DYyHKLMN
getUserRegistrationFields. B npnmepe 3anonHaloTCA TONLKO A4Ba MOJsi, XOTS1 KOJIMYECTBO MNOJIE MOXET ObITb
WNHbIM.

Hanee 3anonHserca cospaetcss obbekT Knacca CA20AuxiliaryUserInfo C [ONOJHUTENBHON nHdpopmauumeli o
noneb3sosatene. Cnucok noneili nepeaaercs B kaacc CA20User € NocieayoWnM BbI30BOM byHKUUN registerUser.

Knacc CA20UserRegisterInfoStatus NokasblBaeT pesyabTaT peructpauum — cratyc E B ciyyae ownbku, C —
ec/nn onepauwsi 3aBepLueHa ycnewHo, A — ecnm 3anpoc npuHaT, Q — ecnn onepauust ewe BoinonHsieTcst (Heobxoaumo
NepNOAMHECKN NPOBEPSITL COCTOSIHME C MOMOLLBIO (hyHKLMM checkUserStatus knacca CA20User). B cnyqae 3agepxku
PErncTpauuy Uin ee yCrnewHoro 3aBeplieHns obbekT knacca CA20UserRegisterInfoStatus OyaeT cogepxaTb TOKEH
1\ MapoJib NOJL30BATENS N NAEHTUUKATOP 3aNpoca pPerncTpauuy nosib30BaTens:

if (luserStatus..getStatus().equalsIgnoreCase(CA20Status.STATUS_REQUEST_C)) {
Thread.sleep(30 * 1000); // xmem 30 cexyHp
CA20User userInfo = new CA20User(userStatus.getTokenID(), userStatus.getPassword(),
«IamKa_Ioib30BaTeNdy) ;
CA20Status status = userInfo.checkUserStatus(
"https://www.cryptopro.ru/ui"); // mpoBepsieM CTATyC pPerUCTPALUU

Knacc CA20Status — 6a30Bblii KNacc C ONMCaHNEM BCEX OCHOBHbIX CTaTyCOB, BO3BpalLaeMbIX BCEMWN METOAaMU
KslaccoB nakerta ca20.
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MogpobHoe onucanue knaccoB CA20User, CA20Status u CA20UserRegisterInfoStatus ecTb B Javadoc-
AoKyMeHTauun naketa JCPRequest.

MpuMep NCnoNb30BaHUS STUX KIAaccoB 1 YHKLUIA eCTb B nakeTe userSamples.ca20 Mofaynsi samples.jar u
Ha3bliBaeTcA CA20StepByStepExample.

6.3 [MlonydeHne cnucka kopHeBbix ceptudukartos YL 2.0

Ons nonydenuns cnucka kopHesbix cepTudukatos VL cneayeT BbI3BaTh CefyloLLyto CTaTUHECKYO DYHKLUIO
getRootCertList knacca CA20GostCertificateRequest:

Certificate[] rootCerts = CA20GostCertificateRequest
.getRootCertList ("https://www.cryptopro.ru/ui");

Byamet nonydeH cnncok kopHesobix ceptucpukatos VLU, B gaHHom cnydae — no npotokony HTTPS.

Mpumep ncnosib30BaHUs 3TOR PYHKLMUN eCTb B NakeTe userSamples.ca20 MoAysi samples.jar U Ha3bIBAETCS
GetCA20RootCertificateExample.

6.4 [lonydeHne cnucka 3anpocoB Ha cepTudukaTbl Nosib3oBaTeNs

[ns nonydyeHnmst cnmcka 3anpocoB Ha cepTuMKaTbl 3aperucTpUpOBAHHOrO paHee Mosib3oBaTeNs crieayet
NCNoAbL30BaTb CTaTUYecKkyto dyHKUunio getCertificateRequestlist knacca CA20GostCertificateRequest 1 Knacc
CA20User:

CA20User userInfo = new CA20User("token", "password", "mamka_nomb3oBaTens");

// 3aperucTpUpOBAHHHIH IOIb30BATENb

Vector<CA20CertificateRequestRecord> requests =
CA20GostCertificateRequest.getCertificateRequestList(
"https://www.cryptopro.ru/ui", userInfo); // cuucor map 3ampocoB

B requests 6yayT nomeweHbl 3anpockl Ha ceptudukatel. [logpobHoe onucaHue knacca ecTb B
Javadoc—p,OKymeHTau,mm naketa JCPRequest. Knacc CA20CertificateRequestRecord COAEp)XWUT ONMCaHWE 3anpoca
nosib30BaTeNsl, 4YaCTHOCTM: uaeHTudukaTop 3anpoca (certRequestId), ngeHtudukatop nonvsosatens (userIld) u
CMUCOK APYrux nonei.

MNpu nepenaye B pyHKUMIO getCertificateRequestList obbekTa Nosb30BaTENS C YKa3aHMEM TOKEHA 1 Maposis
aBTOpU3aunsl ByaeT npoucxoauTb Mo TokeHy u naposto. OgHako ecsn MoSb30BaTeNb OTMPABUN MNOATBEPXKAEHWE
YCTaHOBKU CepTMUKaTa Ha CepBep, MOC/E TOro, Kak OH MOJy4Yus CepTudukaT, To noTpebyetcs aBTOpU3aLust no
cepTudmkaty nonbsosatensi. Ee MOXXHO BbINONHNTL HECKOIBKUMUN CMOCOBaMu, ONMMCAHHBIMU B CIEAYIOLLEM pasgene.

MpuMep MCnoNb30BaHUS STUX KIAcCcoB 1 PyHKLUIA eCTb B nakeTe userSamples.ca20 Mogaynisi samples.jar u
Ha3bliBaeTcsA CA20StepByStepExample.

6.5 [lopTBep>xxaeHue dpakTa ycTaHOBKU cepTucumnkata nosib3oBaTenst u
aBTOpPM3aunAa NO TOKEHY U NMaposiio nan ceptucgunkaty nonb3oBatens

MNocne Toro, Kak nosb3oBaTeNlb NOAyHUS cepTudKaT, PEKOMEHAYETCSI OTNPABUTL NOATBEPXKAEHNE O TOM, YTO
JaHHbIA cepTudUKAT YCTAaHOBJIEH B KJIKOYEBOW KOHTEHEp:

CA20User userInfo = new CA20User("token", "password", "mamka_momb3oBaTens");
// 3aperucTpUpOBAHHEHI IIOIb30BATENb
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CA20RequestStatus status = CA20GostCertificateRequest.
markCertificateInstalled("https://www.cryptopro.ru/ui", userInfo, «umesTHdEKATOp_3ampoca_Ha_
cepTuduraTs) ;

HOﬂb3OBaTenb NMMEET HAa MOMEHT OTNpPaBKN YBEAOMJIEHNA TOKEH W NapoJib N aBTOPU3YETCA C UX NMOMOLLbHO.
Mocne oTpaboTky 3anpoca B nosie status byaet cogepxatbcst uHdopmaumsi o6 obpabotaHHom 3anpoce u cratyc K.
Mpu nocnenyrowmx obpauennsx k YL notpebyerca asTopusauns no ceptuchukaTy nosb3osaTens.

Ecan yBE€OAOMJIEHNE 06 YCTaHOBKE CepTI/I(bVIKaTa He bbIn0 OTNPaBAE€HO, TO MOXHO NPOAOJIXKAaTb aBTOPMN3aU ko No
TOKEHY N Maposto.

KeyStore trustStore = KeyStore.getInstance(JCP.CERT_STORE_NAME) ;

trustStore.load(new FileInputStream(«IyTh_K_XpaHUIUIY_IOBEPEHHHX_CEPTHPUKATOBY) ,
«TIapoJb_K_XPaHUIUILY») ;

KeyStore keyStore = KeyStore.getInstance(JCP.HD_STORE_NAME) ;

keyStore.load(null, null);

CA20CertAuthUser userInfo = new CA20CertAuthUser(keyStore, <«maponib_K_KOHTeHHEpY_NOIb30BAaTEINI>,
trustStore, «mamka_monb3oBaTelnd»); // mombzoBaTens Y1, aBTopusybmuics IO CepTUPUKATY

Tenepb, npu nepepade userInfo, Hanpumep, B OYHKUMIO MONYHEHNsI CMNCKA 3anNpocoB Ha cepTudukaThl (cM.
NpeabIfyLWnii NyHKT), aBTOpM3aumns OyaeT BbIMOSHATLCS MO CepTUGUKATY MONb30BATENS, @ HE TOKEHY W MapOJIo.

[pyroii BapnaHT aBTOpM3aumm No cepTupmkKaTy — 3TO UCMOIb30BaHME System.setProperty, Hanpumep, Tak:

System.setProperty("javax.net.ssl.trustStoreType", JCP.CERT_STORE_NAME);

System.setProperty("javax.net.ssl.trustStore", "myTe_x_daiiny_xpanunuma") ;
System.setProperty("javax.net.ssl.trustStorePassword", "maponb_k_xpamumaumy") ;
System.setProperty("javax.net.ssl.keyStoreType", JCP.HD_STORE_NAME) ;
System.setProperty("javax.net.ssl.keyStorePassword", "maponb_k_KOHTeWHepy_noxb3oBaTens") ;

// mnombzoBaTens VI, aBTOpuaylmuiCA IO CepTUPUKATY, ¥ IOCIeLybllee KCHoib3oBaHue userInfo
CA20CertAuthUser userInfo = new CA20CertAuthUser («mamga_monb3oBaTendy) ;

MpuMep NCnoNb30BaHUS STUX KIAcCcoB U yHKLUI eCTb B nakeTe userSamples.ca20 Mofynsi samples.jar u
Ha3bliBaeTcsA CA20StepByStepExample.

6.6 [leHepauuss 3anpoca Ha cepTudmkaT, npoBepka cTaTyca
ceptudmkaTa u noslydeHme COOTBETCTBYHOLLEro 3anpocy ceptudukarta

[ns BbINONHEHWS reHepauuMm 3ampoca Ha CepTUUKAT LS 3aperucTprpOBAHHOMO MOJIb30BATENSI MOXHO
CnefoBaTb UHCTPYKUMSIM B pa3g. 5.2, HO ncnoib3oBaTb kfacc CA20GostCertificateRequest, Hanpumep:

CA20User userInfo = new CA20User (‘‘token’’, ‘‘password’’, «mamkKa_LOJIb30BATENI>) ;
// 3aperucTpUpOBAHHHIH IOIb30BATENb

KeyPairGenerator kg = KeyPairGenerator.getInstance(JCP.GOST_EL_DH_NAME); // anropuTM Kiodga
KeyPair pair = kg.generateKeyPair(); // remepanus

CA15GostCertificateRequest req = new CA15GostCertificateRequest(JCP.PROVIDER_NAME) ;

req.init (JCP.GOST_EL_DH_NAME, false);
req.setPublicKeyInfo(pair.getPublic());
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req.setSubjectInfo(‘‘2.5.4.3=test,2.5.4.6=RU’’) ; // cmucox moseii 3ampoca (subject name)
// LONXeH COBIajaThb CO CIUCKOM, IEPefaHHHM paHee
// Dns perucTpanuy IOIb30BATENs
// DNobaBmernue 0ID'a mabnoHa cepTuPUKATa
final String szOID_CERTIFICATE_TEMPLATE = "1.3.6.1.4.1.311.21.7"; // 0ID pacumpeHus B 3ampoce
0ID OID_CERTIFICATE_TEMPLATE = new O0ID(szOID_CERTIFICATE_TEMPLATE) ;
0ID selectedTemplate0id = new 0ID(template.get0id());

// ®opmaT: mabmom, 1, O.

CertificateTemplate certificateTemplate = new CertificateTemplate(
new AsnlObjectIdentifier(selectedTemplate0id.value),

new AsnllInteger(1l), new AsnlInteger(0));

AsniDerEncodeBuffer buffer = new AsnlDerEncodeBuffer();
certificateTemplate.encode(buffer);

byte[] encodedCertificateTemplate = buffer.getMsgCopy();
Asnl10ctetString certificateTemplateValue = new
Asn10ctetString(encodedCertificateTemplate) ;

Extension templateExtension = new Extension(new AsnlObjectIdentifier(
OID_CERTIFICATE_TEMPLATE.value), certificateTemplateValue);

req.addExtension(templateExtension) ;

req.encodeAndSign(pair.getPrivate(), JCP.GOST_EL_SIGN_NAME); // mommucsk 3ampoca
CA20RequestStatus requestStatus =

req.sendCertificateRequest (‘https://www.cryptopro.ru/ui’’, userInfo); // oTmpasBka 3ampoca

C nomolubto knacca CA20User 3afaeTcsl 3apernCTpuUpOBaHHbIf MOJIb30BATE b, FEHEPUPYETCS KAtOYEBasl napa
Ha anropntme TOCT P 34.10-2001 DH. 3atem copmupyetcs 3anpoc ¢ uHdopmaumeii o Bnagensue (subject),
MOJIHOCTbIO COOTBETCTBYHOLLEN CNUCKY NOJENA, NepefaHHOMY NpU perncTpaunm gaHHoro noab3oBaTens. B Teno 3anpoca
pobaensieTcss HekpuTuyeckoe pacwmpenmne "1.3.6.1.4.1.311.21.7", copepxaiiee mHopmaymo o6 ucnonb3yemom
wabnoHe. C nomowbto pyHKUMN sendCertificateRequest kKnacca CA20GostCertificateRequest 3anpoc nepeaaercs
B VL. ndopmaums co cratycom obpabotkm onepaunm nomewaercst B 0b6bekT knacc CA20RequestStatus.

MogpobHoe onucaHue knacca CA20RequestStatus ecTb B Javadoc-gokymeHnTauum naketa JCPRequest. OH
NO3BOJISIET y3HATb UAEHTMUpMKATOp 3anpoca u cTaTyc obpabotku: E B ciyyvae owmbku, C B cnyyae ycnewHoi
obpaboTku, A — ecau 3anpoc npuHaT, Q B cnydae npogosixkatowelics obpabotku, D B cnydae oTkasa B obpaboTke.

Y7106kl y3HaTL cTaTyc 06paboTkM 1 yCcTaHOBUTL (haKT BbINycKa CepTMUKATa, CIEAYET BLIMOJHUTL MPOBEPKY:

CA20RequestStatus certStatus = CA20GostCertificateRequest.checkCertificateStatus(
"https://www.cryptopro.ru/ui", userInfo, requestStatus.getCertRequestId());
// ucmonb3yeM HIOeHTUPMKATOpP 3aIlpoca s IPOBEPKM, BHIYIEH X CepTUGUKAT

Ob6bekT certStatus TakKe MOXET BEPHYTb OAMH U3 CTAaTYCOB, NepeyuncieHHbix Bolwe. Ecan bbin nonyyen C, To
MOXHO 3arpy3utb ceptudukat B DER-koaupoBke ¢ nomowsto cratuyeckoii dyHkuum getCertificateByRequestId
knacca CA20GostCertificateRequest:

byte[] certificateEncoded =
CA20GostCertificateRequest.getCertificateByRequestId(
requestStatus.getCertRequestId ()); // ucmomb3yeM umeHTHPUKATOpP 3ampoca
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Ecnn B certStatus 6bin nonyded ctatyc A wam Q, TO MOXHO BbINOJAHWTL MPOBEPKY CTaTyca C MOMOLLbIO
checkCertificateStatus no3xe n noBTopHo obpaTuthes K getCertificateByRequestld.

NpeobpazoBaTh nosyyeHHbIi MaccnB BaliToB, cogepxxawuii cepTudnKaT, MOXKHO TaK:

X509Certificate certificate =
(X509Certificate) CertificateFactory.getInstance("X.509")
.generateCertificate(new ByteArrayInputStream(certificateEncoded));

MpuMep MCnoNb30BaHUS 3TUX KAAccoB U dyHKUUI eCTb B nakeTe userSamples.ca20 MoAyns samples.jar u
Ha3biBaeTCcA CA20StepByStepExample.

6.7 TllonydeHne cnucka wabnoHoB ceptucdpukartos YL 2.0

C nomowybto dyHkuun getUserCertificateTemplates Knacca CA20User MOXHO MOJyYnUTb CMWCOK WabioHoB
CepTNPUKATOB Manku, B KOTOPOU 3aperncTprpoBaH Nob30BaTesb:

CA20User userInfo = new CA20User("token", "password", «mamka_LOJb30BATENI>) ;
// 3aperucTpUpOBAHHEHI IOIb30BATENb

Vector<CA20GostTemplateField> templates = userIn-fo.getUserCertificateTemplates(
"https://www.cryptopro.ru/ui");

Cnucok  templates Oyger copepXaTb  nepedmcneHne wabnoHoe B  BuAe OOBEKTOB  Kjacca
CA20GostTemplateField 1 MO3BONNT YCTaHOBUTbL MOAAEPKMBAEMbIN TUM Kitodeil (keySpec), umsi wabnona (name),
JIOKa/IM30BaHHOEe UMsi wabnoHa (localizedName), OID wabnoHa (oid) n donar npaBa aBTOMaTWYECKM BbIMYCTUTH
ceptudumkat (authApproval). MogpobHoe onucanme knacca CA20GostTemplateField ectb B Javadoc-gokymeHTaumu
naketa JCPRequest.

MpuMep NCnoNb30BaHUS STUX KIAaccoB 1 yHKLUIA eCTb B nakeTe userSamples.ca20 MoAyNnsi samples.jar u
Ha3bliBaeTcA CA20StepByStepExample.

6.8 [MonyuyeHune cnucka 3anpocoB Ha OT3bIB cepTucrKaToB

C nomouubto cTaTudeckolt hyHkuUUN getRequestRevocationlist kiacca CA20GostCertificateRequest MOXHO
NONYYUTb CMMCOK 3anpoCOB OT3biBa CepTUdUKATOR MOJb30BaTENS:

CA20User userInfo = new CA20User("token", "password", «mamka_LIOIb30BATENI>) ;
// 3aperucTpUpOBAHHEHI IIOIb30BATENb

Vector<CA20RevocationRecord> revocations = CA20GostCertificateRequest.getRequestRevocationList(
"https://www.cryptopro.ru/ui", userInfo);

Cnncok revocations bymet copepxaTb nepe4vmncreHmne wabaoHoB B BUAE
0bbekTOB Knacca CA20RevocationRecord W MO3BONUT y3HaTb WAEHTUMKATOP 3anpoca oT3biBa (revRequestId) u
Apyrue napametpbl (ngeHTMMKATOP 3anpoca Ha cepTudmkaT, uaeHTUdUKaTop nosb3osatens u T.4.). [NoapobHoe
onucaHme knacca CA20GostTemplateField ecTb B Javadoc-gokymeHTauun naketa JCPRequest.

MpuMep MCnoNb30BaHUS STUX KIAaccoB 1 dyHKUUI eCTb B nakeTe userSamples.ca20 MoAynsi samples.jar u
Ha3bliBaeTcsA CA20StepByStepExample.
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7 Pabota c anekTpoHHoin nognucekto ana XML-agokymeHTOB

Kpuntonposaiigep Kpuntollpo JavaCSP obecneunsaet cdhopMuposaHmne m npoBepKy 3AeKTPOHHOI MOANMCH B
cooTeetcTeuu ¢ anroputmom FOCT P 34.10-2001 n TOCT P 34.10-2012 gns otaensHoro obbekta XML-gokymenTa,
ansa scero XML-pgokyMeHTa, a Takxe gns ABYX He3aBucuMMbIX noanuceii Bcero XML-pgokymeHTa.

Kpuntonpogaiigep Kpuntollpo JavaCSP noseonsier ocyuiecTsasite pOPMMPOBAHME 1 MPOBEPKY SJEKTPOHHOI
nognucn XML-gokymenTa B cootsetctBumn ¢ anroputmom OCT P 34.10-2001 u TOCT P 34.10-2012. Mpu 3Tom
kpunTonposaligep Kpuntollpo JavaCSP ncnonbsyet yeTbipe bubnnoteku, obecnedymnsatowme paboTy C 3N1€KTPOHHOIA
noanucbto XML-A0KyMEHTOB:

commons-logging. jar
serializer. jar
xalan. jar

xmlsec. jar

[ns koppekTHoli paboTbl KpunTonpoBaiigepa BCe 3T OMbOAMOTEKM JOMKHBLI ObITh CKadaHbl C caiita http:
//www.apache.org. PekomeHayeTcs BOCMO/Ib30BaTLCS CCbIAKONA http://xml.apache.org/mirrors.cgi, Bbibupas
NOCNEHIO BEPCUIO MPOAYKTA.

OcHoBHble  onepauunu OCYyLLECTBAAIOTCA npw nomoLum pyHKL i Cnesyrowmnx — KJ1accoB:
org.apache.xml.security.algorithms, org.apache.xml.security.exceptions, org.apache.xml.security.keys,
org.apache.xml.security.signature, org.apache.xml.security.transforms, org.apache.xml.security.utils.

Mockonbky kpuntonposaiigep Kpuntollpo JavaCSP He peanusyet MeTogbl NEPeHMCEHHbIX BbILIE MAKETOB, a
nnwb obecneunsaeT ux noaaepxky ans anroputma nognucy FOCT P 34.10-2001 u FTOCT P 34.10-2012, 1o B AaHHOIA
OOKYMEHTaUMmn noapobHoe onncaHne STUX METOAOB HE NMPUBOAUTCS.

Nepen HauyanoM Mcnonb3oBaHus Knaccos us bubnmorekn XML Security Heobxoaumo 3apeructpuposats [OCT
anroputmbl. CaenaTb 3ToO MOXHO ABYMst cnocobamu.

Bo-nepsbix, BbI3OBOM MeToAa ru.CryptoPro.JCPxml.XmlInit.init () (cTapblii MeTOop,
ru.CryptoPro.JCPxml.xmldsig. JCPXMLDSigInit.init() TOXe NOALEPKMBAETCS)

Bo-BTOpbIX, BbI30BOM CTaHZApPTHOrO WHMUMaNW3aTopa org.apache.xml.security.Init.init(), koTopsblii
obsizatenen npu paborte ¢ Gubnuortekuii XML Security, HO C npefBapuTENbHO YCTAHOBMEHHBIM CBONCTBOM
System.setProperty("org.apache.xml.security.resource.config", "resource/jcp.xml") wWAM YyKa3blBasg 3TO
CBOICTBO Mpwn 3anycke Java-MalunHbl Clegyowmnm obpasom:

java -Dorg.apache.xml.security.resource.config=resource/jcp.xml.

Takum  obpasom, peructpaumsa [OCT anroputmMoB He TpebyeT nepekOMNUASLUN  MPUNOXKEHUS.
CooTBeTCTBYIOWME KOHCTAHTbI OnpeaeseHbl B aiine ru.CryptoPro.JCPxml.Consts.

/**
* uMa Property HacTpoiiky KOHGUTypalluu.
*/
public static final String PROPERTY_NAME = "org.apache.xml.security.resource.config";
/%%
* UMsa pecypca KoHpUTypamuu.
*/
public static final String CONFIG = "resource/jcp.xml";
/%%
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* anropurM mozmucu (TOCT P 34.10-2001)

*/
public static final String URI_GOST_SIGN = "http://www.w3.org/2001/04/xmldsig-more#gostr34102001-
gostr3411";

/%%

* QITOPUTM XIUWWPOBAHUA, ucnonba3yemeii npu nozmucu (TOCT P 34.11-94)

*/
public static final String URI_GOST_DIGEST = "http://www.w3.org/2001/04/xmldsig-more#gostr3411";
/**

* anropuTM momgmucu (I'OCT P 34.10-2001) mo HOBOMY CTaHIapTy

*/
public static final String URN_GOST_SIGN = "urn:ietf:params:xml:ns:cpxmlsec:algorithms:
gostr34102001-gostr3411";

/%%

* anroputM xammpoBanus, I'OCT P 34.11-94 mo HoBOMYy CTaHZApPTY

*/
public static final String URN_GOST_DIGEST = "urn:ietf:params:xml:ns:cpxmlsec:algorithms:
gostr3411";

/%%

* URN anropuTMa IOINKHCH IIO HOBOMYy CTaHIApPTy

* http://tools.ietf.org/html/draft-chudov-cryptopro-cpxmldsig-07

*/
public static final String URN_GOST_HMAC_GOSTR3411 =
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:hmac-gostr3411";

/**

* anroputM mozmucu (TOCT P 34.10-20127 256)

*/
public static final String URN_GOST_SIGN_2012_256 =
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102012-gostr34112012-256";
/%%

* anropuTM xammposanus, [O0CT P 34.11-2012 (256)

*/
public static final String URN_GOST_DIGEST_2012_256 =
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34112012-256";

/%%

* anropuTM moammucu (I'OCT P 34.10-20127 512)

*/
public static final String URN_GOST_SIGN_2012_512 =
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102012-gostr34112012-512";
/%%

* anropuTM xsmwmpoBanus, [0CT P 34.11-2012 (512)

*/
public static final String URN_GOST_DIGEST_2012_512 =
"urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34112012-512";

NpocTpaHcTBa NMeEH http://www.w3.0rg/2001/04/xmldsig-more#gostr3411 "
http://www.w3.0rg/2001/04/xmldsig-more#gostr34102001-gostr3411 MCnoJsib30BaTb He peKoMeHayeTCs
(paboTocnocobHocTb coxpaHeHa fnisi obecneveHnsi obpaTHoli coBMecTMocTu). PekoMeHAyeTCst ncnonb3oBaTh AJist
ajropuTMa noAnucu urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr34102001-gostr3411 u gns anropmtMma
X3WMNPOBaHNA — urn:ietf:params:xml:ns:cpxmlsec:algorithms:gostr3411.

Ha ocHoBe MeTofoB nepeumcneHHbix Bbliwe naketoB kpuntonposaiigep Kpuntollpo JavaCSP nossonser
OCYLLECTB/IATL POPMUPOBAHME NOANUCK KaK OTAenbHOro obbekta XML-gokymeHTa, Tak u Bcero copgepxumoro XML-
AOKyMeHTa (COOTBETCTBEHHO, MPOBEPKY MOAMMCY Kak 0OBEKTA, Tak 1 BCErO COAEPXKMMOro AoKyMeHTa). [Nomumo atoro
CYLLECTBYET BO3MOXXHOCTL (POPMUMPOBAHMSI U MPOBEPKU ABYX HE3aBUCUMbIX nognucein ogHoro XML-gokymenTta. Bee
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nepedncieHHble Cnocobbl Co34aHns 1 NpoBepku 3sekTpoHHol noanucu XML-gokymenta gns anroputma FTOCT P
34.10-2001 n TOCT P 34.10-2001 nogpobHO ONWUCLIBAOTCS B MPUMEPax, KOTOPbIE BXOAAT B KOMMJEKT MOCTaBKU
nporpammtoro obecnedernsi Kpuntollpo JavaCSP (samples/samples_src.jar/xmlSign/).

Buumanue! Bubnuoteka JCPxml. jar AosKHa HaxoguTbCs BMecTe ¢ bubnuotekoii xmlsec.jar, Tak 4TODbI
ClassLoader npu 3arpyske knacca, peanusytouwero anroput™m [OCT u3 6bubnmortekn JCPxml.jar, nmen JOCTyn K
6a30BOMY Knaccy, KOTopbIli HaxoanTcs B bnubanoTeke xmlsec. jar. Hanpumep, ecnn cepeepHoe NpuioxeHme, KOTopoe
LOJIKHO MPOBEPSITH NOANUCH, 3anyLleHo Ha cepeepe J2EE un BkntovaeT B cebsi bubnnoteky xmlsec. jar, a JCPxml. jar
yCTaHOBNEHa B lib/ext, MOSIBUTCS KOHCVKT, KOTOPbIVi CAenaeT HeBO3MOXHOW nognuck/nposepky. CuctemHbiii
ExtClassLoader, KOTOpbIi OCYLLECTBASET 3arpy3Ky u3 lib/ext, He BygeT umers goctyn Kk 6a3oBOMy Knaccy u He
CMOXXET 3arpy3nThb Knacchl 3 JCPxml. jar. B cBoto oyepenb ClassLoader NpuaoXeHUs (Webapp01assLoader) He byget
MMEeTb JOCTYN K Knaccam u3 JCPxml. jar. [ns ycTpaHeHUst KOHMDINKTA MOXHO Nepenoxuts bubnmnorteky JCPxml. jar
B NpusioxeHne K bubnnoreke xmlsec. jar.
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8 Kpuntollpo JavaCSP un Cryptographic Message Syntax
(CMS)

Kpuntonpogaiigep Kpuntollpo JavaCSP noseonsier ocyiiecTBnsite pOPMMPOBAHME 1 MPOBEPKY 3JIEKTPOHHOI
nognucn B cooteetctum ¢ anroputmamun nognucu FTOCT P 34.10-2001 n TOCT P 34.10-2012 n anroputMamu
xawmposanus TOCT P 34.11-94 n TOCT P 34.11-2012 gns coobuwiennii, co3garHbix Ha ocHoe Cryptographic Message
Syntax (CMS).

MNpumepbl cozgaHus u nognucn coobwenmnii CMS, a Takxe NpoBepKy NOAMUCU BXOAAT B KOMMIEKT MOCTaBKY
nporpammtoro obecnevenusi Kpuntollpo JavaCSP (samples/samples_src.jar/CMS_samples/). B cooTseTcTBUM
¢ Cryptographic Message Syntax nognuce MOXeT ObiTb ABYX BUAOB — MOAMWCL HA [JaHHbIE U MOAMMUCH Ha
nognucoiBaemble aTpubyThbl nognucy (€Canm OHW CYLLECTBYIOT), YTO M Peann30BaHO B NpUMEpaXx.

8.1 Wcnonb3oBaHune ytnnntol ComLine

MNpun BbINOAHEHNN KOMaHAbLI CheckConfFull MPOUCXOAUT MPOBEPKA BCEX YCTAHOBJIEHHbLIX MOAY/ENA, B TOM Yncie
n JavaCSP. Mpoeepku JavaCSP Bkto4atoT: BeINONHEHWE MPOOHOR NOANUCH 1 MPOBEPKMN MOAMUCH, TEHEPALMIO KITKOYET
W CO3AaHNE XPaHUANLLA LOBEPEHHbIX CEpPTUPUKATOB, 3alwmncpoBaHne U pacndpoBaHme TEKCTa, COEANHEHME MO
npotokony TLS c ucnonb3osaHmem knueHTckoin aytentucpukaumu u 6e3 (JCSP + cpSSL).

8.2 OcobeHHOCTN UCNONBL30BAHUSA C APYTUMU MOAYISAMU

Y1006l ncnonb3oBaTh ycTaHoBneHHbldi npoeaiigep JavaCSP B CAdES, nepep BbinonHeHuem kopa crnegyet
3anmMcaTb CIeaytoLLy0 KOMaHAY:

CAJESConfig.setDefaultDigestSignatureProvider ("JCSP"); // wmacc CAdESConfig BxomuT
// B maxer ru.CryptoPro.CAdES

nmnbo

‘ System.setProperty("ru.CryptoPro.defaultProv", "JCSP");

KOHTEKCTbI KJIHOYEN, X3LWER, KoHTeliHepa 0CcBOboXXaatoTcs B meTogax finalize () 0ObEKTOB COOTBETCTBYHIOLLMX
KJ1aCCOB.
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9 Wcnonb3oBaHue bubnunotekun CAdES.jar ana cospgaHus,
NPOBepPKN 1 ycoBeplueHcTBOBaHuA nognucu cpopmaTtos CAdES

B cocrae guctpubytnea Kpuntollpo JavaCSP exogut 6ubnuoteka CAdES.jar. Ee nasHayeHue — cospaHue,
nposepka u ycoeeplueHcTeoBaHue nognucu popmata CAJES-BES, CAdES-T u CAdES-X Long Type 1.

CAdES (CMS Advanced Electronic Signatures) — 3To cTaHAapT 3eKTPOHHOW MOAMMCU, PaCLIMPSIIOLLNIA
Bepcuto cTaHgapta snektpoHHoii nognucn CMS v paspabotanHbiii ETSI. TnaBHbIM OKYMEHTOM, KOTOPbLI ONUCLIBAET
AaHHbld ctangapt, siensietcs ETSI TS 101 733 Electronic Signature and Infrastructure (ESI) (https://tools.
ietf.org/html/rfc5126, https://www.etsi.org/deliver/etsi_ts/101700_101799/101733/01.08.01_60/
tS_101733V010801p.pdf).

CAdES-BES (Basic Electronic Signature) — ocHOBHOW 1 npocTeiilwunii popmaTt 371eKTPOHHOR MNoAnuCK,
onucbiBaemblii B ctaHgapte CAdES. On obecneumsaer 6a30Byto NpoBepKy MOAJMHHOCTM [aHHbIX W 3aWWTy WX
uenocTHoctn. BkntoyeHHble B Hero aTpubyThl fOSIXKHLI NpUCYTCTBOBaTL M B Apyrux cdopmatax CadES.

CAdES-BES cogepxut cnegytowime atpubyTsi:

e Habop obsi3aTenbHbix noanucbiBaembix aTpubytos (onpegeneHo B CAdES). AtpubyTbl HasbiBatoTcs
NOAMUCAHHBIMU, €C/IN FeHepaLmnsi MOAMMCU NPONCXOLMT OT COBOKYMHOCTU 3TUX aTpMbYTOB M AaHHbIX NONb30BaTENs,

e 3HaueHne uudpoBOIi NOAMUCY, BLIYUCAEHHOE ANS1 4aHHBIX NOML30BATENS U NOAMNUCLIBaeMbIX aTpubyTos. s
BbIYNCNEHUS STOTO 3HAYEHMst ODBbIYHO UCMONBL3YIOTCS AJIrOPUTMbI FreHepauun LMpoBOl NOAMNNCH.

Takxe CAdES-BES moxeT conepxaTh:
e Habop monosHUTENbHBLIX aTpubyToE;
e Habop Heobs3aTenbHbIX NMOANUCHIBAEMbIX aTPUOYTOB.

MoxkeT cofepxaTb NOAMNUCHIBAaEMble [aHHble MONb30BaATENS, MOA KOTOPbIMU MOHUMAETCS [AOKYMEHT WN
coobLieHmne NOANNCHLIBAIOLLEA CTOPOHbI.

Momumo noanuckiBaembix aTpubytos, B CAdAES-BES moxeT ObiTb BkAtOYeH HenognucbiBaemblii aTpubyT
counter-signature. OH onpegensieT pakT MHOTOKPATHOrO MOAMUCHLIBAHUSI COODLLEHNS.

CAdES-T (Timestamp) — 370 popMaT 371€KTPOHHOI MOAMNNUCK C JOBEPEHHLIM BpeMeHeM. [JoBepeHHOe BpeMmsi
MOXET ObITb YKasaHo ciegytowmmu cnocobamm:

® C NMOMOLLbIO HEMOAMMCLIBAEMOro aTpubyTa signature-time-stamp, BK/JIIOYEHHOIO B 3JIEKTPOHHYIO MOAMUCH;

® C MOMOLLbIO OTMETKI BPEMEHN, MPELCTABIEHHOI NOCTAaBLYMKOM AoBepeHHbIx yenyr (Trusted Service Provider).

|/|HOF,D,a BO3HUKaAET CUTyauus, B KOTOpOI7I NCNOJIb30OBaHHbIE CepTI/ICbVIKaTbI, 6y,lJ.y'-|I/I /J.eﬁCTBVITeanbIMVI Ha MOMEHT
reHepaynmn nognumucnm, 6blnKN 0TO3BaHbI NOC/E 3TOrO. |_|O3TOMy ANA OOKa3aTeNbCTBaA TOro, 4TO AadHHbIE Bblnn noanncCaHbl
A0 OT3blBa CepTVICbVIKaTOB, N 4TO 3TN AaHHbIE CYLLEeCTBOBa/IN Ha OI'Ipe,EI,EHGHHbIVI MOMEHT BPEMEHN, NCNOJIb3YHOTCA
WwTamMnbl BPEMEHN.

CAdES-X Long Type 1 npegcrasnsier coboii  nognuce opmata CAdES-T, B koTopyto
nobaeneHbl HenoAnucbIBaeMble aTpubyThl complete-certificate-references U complete-revocation-references,
certificate-values U revocation-values u wWTamMmn BpemeHn CAJES-C-time-stamp.

ATpV|6yT complete-certificate-references conepXxuT UGEHTNDUKATOPI BCeX
cepTUdNKaToB, MCMONL3YIOWNXCA Npu nposepke noanucu. ATpubyT complete-revocation-references COAEpPXUT
naeHTNNKaTOpLl cepTndnKaToB n3 cnucka oT3biBa ceptudmkaTtos (Certificate Revocation Lists, CRL) u/nnn
OTBETbI MPOTOKONA ycTaHoBreHUsi ctaTyca ceptucdmkaToB (Online Certificate Status Protocol, OCSP), koTopble
UCNONB3YIOTCA ANst NpoBepku nognucu. ATpubyt CAJES-C-time-stamp COAEPXXWT LUTAaMM BPEMEHU Ha BCEA Moanucu
(brnapHoii nognucu n ee atpubyTtos). ITo obecneynBaeT LENOCTHOCTb U HANMYME LOBEPEHHOrO BPEMEHN BO BCEX
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3/1EMEHTaxX MOANUCU. TeM CaMbIM, 3TOT aTpubyT NO3BONIAET 3aLUTNTL CEPTUPUKATBI, CMNCKU OT3bIBA CEPTUUKATOB
M OTBETbI MPOTOKOJIA YCTAHOBMEHUSI CTaTyca cepTudukaToB, nHdopMaunsi 0 KOTOPbIX 3amucaHa B MOANWUCHU, Mpu
KOMMPOMETALMN KJHOHa LEHTPa CepTUUMKALMN, K/toHa M3LATeNst CMMCKA OT3biBa CEPTUUKATOB WM KIHOYa
n3naTenisi NpoOTOKOJIa YCTAaHOBJIEHNS CTaTyca cepTndnkaTos. ATpl/l6yTb| certificate-values N revocation-values
npeacTaBastor coboli MosiHble AaHHble CEPTUGUKATOB W CMUCKKU OT3bIBa CepTUMKaTOB. ITUM ObecneqmnBaeTcs
JOCTYyn Ko BCeli uHopmauum o cepTudpmkaTax U OT3bIBaX, HEODXOLUMbLIX ANS MPOBEPKU MOLMUCK (,u,ax(e ecnm unx
NCXOLHBIN UCTOYHNK HELOCTYMEH), N NPESOTBPALLAETCS BOSMOXHOCTb YTEPU 3TOIR nHdopmauumn. BHyTpeHHwnii wramn
BPEMEHN Ha MNOANWUCH signature-timestamp Tak>Xe [OMOJIHAETCS aTpubytamn complete-certificate-references
complete-revocation-references, certificate-values u revocation-values

Bubnunoteka CAES. jar vMeeT HECKOJIbKO 3aBUCMMOCTEN:

e yctaHoneHHbili Kpuntollpo JavaCSP;

® 3aBUCMMOCTb OT 0ubnnotek bouncycastle Bepcunm jdk15on-1.60: bepkix-jdki5on-1.60.jar u
becprov-jdkibon-1.60. jar;

® 3aBUCMMOCTb OT brnbnunotekn AdES-core. jar.

MNepen ycTaHoBKOW CAdES.jar peKOMEHAYeTCs CKOMMPOBaTb B MNamky, KyAa MPOM3BOAUTCS YCTaHOBKA,
bnbnnotekn bouncycastle u AdES-core. jar, ybeauswmce, 4to Kpuntollpo JavaCSP yctaHoBneH.

VcranoButs CAAES MoXHO Heckonbknmu cnocobamu:

e c nomouybto setup.exe (B OC Windows) — B rpynne "CAdES, XAdES";

e c nomouybto setup console — B rpynne "CAdES, XAdES";

® C NOMOLLbIO KOMaHAHON CTPOKM, MyTEM MOCIEA0BATENbHOrO BbI30Ba K1aCCOB-YCTaHOBLLMKOB CHa4Yana Mogys
AdES-core (java -jar AdES-core.jar), 3aTeM — yCTaHOBLUMKa Mogynsi CAJES. jar (java -jar CAdES.jar);

® NpoCTbIM KonupoBaHuem dalinos, Hanpumep, B nanky JRE/1lib/ext.

Hokymentaumns CAdES, Bkitovatowas onucaHmne KnaccoB M METOAOB, a TakXXe NpuMepbl paboTbl, HaXOANTCS
B nanke javadoc AucTpubyTtumea B cpaline CAdES-javadoc.jar. [onHble TEKCTbI MPUMEPOB CO3AaHUSI, MPOBEPKMY,
YCOBEpLUEHCTBOBaHWSI, 3aBepeHnsi u T.4. HaxogsaTcs B nakete CAdES cpaiina samples-sources. jar.

CAdES npegocTtaBasieT HeCKONIbKO Knaccoe: CAdESSigner, CAdESSignature n EnvelopedSignature.

MopaepxmneaeTtcs cospaHue noanuceli popmara:
e CAdES-BES

o CAdES-T

e CAdES-X Long Type 1

MoanepxuBaeTcst ycoBepLUEHCTBOBaHMUE nognuceli dhopmara:
e CAdES-BES go CAdES-T

e CAdES-BES go CAdES-X Long Type 1

e CAdES-T pgo CAdES-X Long Type 1

Mpumep cozgavns CAJES-BES n CAdES-X Long Type 1 nognuceii.

System.setProperty("com.sun.security.enableCRLDP", "true");
System.setProperty("com.ibm.security.enableCRLDP", "true");

// BaKpHTHH KI0Y IOLNUCH.
PrivateKey privateKey = ...;

// Uemoura CepTUOWKATOB IIOAIUCH.
List<X509Certificate> chain = ...;
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// Cozmaem CAdES mommucs.
CAdESSignature cadesSignature = new CAdESSignature(false);

// Dobammsgem CAJES-BES mozmuchk 1. Takxe MoxHO IepenaTh CRL Iis NpOBEpKM ILENOYKH IOANKCAHTA
// BMecTo ucHmonb3oBanusa enableCRLDP

cadesSignature.addSigner (JCP.PROVIDER_NAME, JCP.GOST_DIGEST_OID,

JCP.GOST_EL_KEY_0ID, privateKey, chain, CAdESType.CAdES_BES, null, false);

// Dobasmnsem CAJES-X Long Type 1 mommuch B2.

cadesSignature.addSigner (JCP.PROVIDER_NAME, JCP.GOST_DIGEST_0ID,
JCP.GOST_EL_KEY_0ID, privateKey, chain, CAdESType.CAdES_X_Long_Type_1,
"http://www.cryptopro.ru:80/tsp/", false);

// DaHHHe Ina HOAIWCH B BHULE MacCCHBE.
byte[] data = ...;

// ByLymas mommuch B BHAE MaCCHBA.
ByteArrayOutputStream signatureStream = new ByteArrayOutputStream();

cadesSignature.open(signatureStream); // HOLTCoTOBKa KOHTEKCTAa
cadesSignature.update(data); // BHuUHCIeHHMe X3m-KOZa

cadesSignature.close(); // cosmamuwe mommucu C BHBOZOM B signatureStream
signatureStream.close();

// Tlomy4aeM HOZNMUCHL C ABYMH IONUHCAHTAMH B BHIE MacCHUBE.
byte[] cadesCms = signatureStream.toByteArray();

Mpumep nposepkun nognucu CAJES-BES.

// WUcxopuas CAJES-BES mommmch B BuIe IOTOKA 6alToB u3 ¢aiina.
FileInputStream cadesCms = new FileInputStream("signature.file");

// Uemoura cepTHUOUKATOB IOAIUCH.
List<X509Certificate> chain = ...;
// CepTuduraTH LI IPOBEPKYU IONIUCH.
Set<X509Certificate> certs = ...;

// CRL mis mpOBepKU NOLIUCH.
Set<X509CRL> cRLs = ...;

// DeromupyeM u mpoBepsieM coBMemeHHyo CAJES-BES mozmucsh.
CAdESSignature cadesSignature = new CAdESSignature(cadesCms, null,
CAdESType.CAdES_BES) ; // meromumposamume ¢ TumoM CAJESType.CAdES_BES

cadesSignature.verify(certs, cRLs); // mpoBepka, ecmu Heob6xozuma
cadesCms.close();

Ecnu cnucok CRL oTcyTcTBYET, TO MOXKHO BKIIOYUTL MPOBEPKY LENOYKU CEPTUDUKATOB OHNaliH C obpalleHnem
k CRL no cetu:

System.setProperty("com.sun.security.enableCRLDP", "true");
System.setProperty("com.ibm.security.enableCRLDP", "true");

// WUcxopmas CAJES-BES mommmch B BHIe IOTOKA 6alToB u3 ¢daiia.
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FileInputStream cadesCms = new FileInputStream("signature.file");

// Uemoura cepTHUOUKATOB IIOAIUCH.
List<X509Certificate> chain = ...;
// CepTuduraTH I IPOBEPKY IIOLIWUCH.
Set<Xb09Certificate> certs = ...;

// DeromumpyeM u mpoBepsieM coBMemeHHyo0 CAJES-BES mommucs.
CAdESSignature cadesSignature = new CAdESSignature(cadesCms, null,
CAJESType.CAdES_BES); // mexomupomamme c TumoM CAdESType.CAdES_BES

cadesSignature.verify(certs); // mpoBepra, ecnuz HeobxommMa
cadesCms.close();

MNpoeepka nognucn copmata CAJES-X Long Type 1, HaxopsiLieli Ha NEPBOM MECTe B CMUCKE MOAMMUCAHTOB.

// WcxopHas HOANUCH B BHIOe NOTOKA 6aliToB m3 ¢aiina.
FileInputStream cadesCms = new FileInputStream("signature.file");

// DeromupyeM COBMELEHHYO MOANNChL C aBTOOIPEAE]eHNEeM THUIIOB.
CAdESSignature cadesSignature = new CAdESSignature(cadesCms, null, null);

// TopnucasT ¢ TunoM CadES-X Long Type 1.
CAdESSigner signer = cadesSignature.getCAdESSignerInfo(0);

// TlpoBepra monmucu.
signer.verify(null);

Mpumep ycosepieHcTBoBaHus nognucu cdopmata CAJES-BES po CAdES-X Long Type 1.

// WUcxopmuasi CAJES-BES mommnmch B BuIe IOTOKa 6aiToB u3 ¢aiina.
FileInputStream cadesCms = new FileInputStream("signature.file");

// Uemoura cepTUOWKATOB IOAIUCH.
List<X509Certificate> chain = ...;

// DekomupyeM COBMENEHHy0 NOINNUCHL C aBTOOIpeZeNIeHNEeM THUIIOB.
// B >To¥ HNOAIWCH TONBKO ONWH IOLIUCAHT!
CAdESSignature cadesSignature = new CAdESSignature(cadesCms, null, null);

// TNozmucaruTt ¢ TumoM CadES-BES.
CAdESSigner signer = cadesSignature.getCAdESSignerInfo(0);

// YcoBepmeHCTByeM NOANUCH HaHHOro moamucanTa mo CAJES-X Long Type 1.
// TlopmucaHT HOBOTO Kjacca byLeT Bo3BpameH (yHKIUEH.

signer = signer.enhance (JCP.PROVIDER_NAME, JCP.GOST_DIGEST_Q0ID, chain,
"http://www.cryptopro.ru:80/tsp/", CAJESType.CAdES_X_Long_Type_1);

// Tlony4aeM yCOBEpLEHCTBOBAHHYWO IOLIUCH.
SignerInformation enhSigner = signer.getSignerInfo();

// CocTaBnseM HOBHIl CIMCOK, YTOOH 3aMeHMTb IOIIHCAHTA.
// B >Tof HOAUMCH TONBKO ONWH IIOIIUCAHT!
SignerInformationStore dstSignerInfoStore =
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new SignerInformationStore(Collections.singletonList (enhSigner));

// WUcxopmHas mommuch B ¢aiiie.
FileInputStream srcSignedData = new FileInputStream("signature.file");

// Bymymas ycoBeplleHCTBOBaHHas IONINCH B ¢aiine.
FileOutputStream dstSignedData = new FileQutputStream("enhanced_signature.file");

// B mcxogmuoi mommucu srcSignedData 3aMeHseM NOANKMCAHTA Ha HOBOTO.
CAdESSignature.replaceSigners(srcSignedData, dstSignerInfoStore, dstSignedData);

srcSignedData.close();
dstSignedData.close();

Mpumep 3awmndpoBaHnst coobLLEHNS B afpeC noaydaTens.

// Bydep mmsa coxpameHus moamucu Enveloped CMS
ByteArrayOutputStream envelopedByteArrayOutStream = new ByteArrayOutputStream();

// Co3gamme obbexTa Enveloped CMS
EnvelopedSignature signature = new EnvelopedSignature();

// DobaBmeHue monyvarens (cepTudurar). llpu pacumbpoBaHME IOIyIaTEeNb
// 6ymeT HCHOIb30BaThb 3AKpPHTHN KINY, COOTBETCTBYOWUH AAHHOMY CEpPTHPUKATY
signature.addKeyTransRecipient (recipientCertificate); // cTpykTypa key_trans,

// DOmyCcKaeTCsA TONBKO KINY O6MeHa
// unn
// signature.addKeyAgreeRecipient(recipientCertificate); // cTpykTypa key_agree

// Vuunmanusanus Enveloped CMS 6ydpepoM mAis COXpaHEHHWs IOLINCH
signature.open(envelopedByteArrayOutStream) ;

// TloZroToBNeHHsEe NaHHHE I 3amnbpOBAHUSA -CTPOKA WU IOAIUCE,
// mnomyderHas c nomombio CMSSign (samples.jar) wmmam CAdES API
byte[] data = ...

// BaumbppoBamme mamHHX data
signature.update(data, O, data.length);

// ®opmupoBanue mnozmucu Enveloped CMS
signature.close();

// Tomyueruwe mommucu B popmaTte Enveloped CMS B 6ydep
byte[] envelopedByteData = envelopedByteArrayOutStream.toByteArray();

Mpumep pacwmndposarusi coobuieHuns nosyyaTenem.

// Bybep mus coxpaHeHHs pacHMbPOBAHHHX NAHHHX
ByteArrayOutputStream decryptedByteDataStream = new ByteArrayOutputStream();

// TpounTanHoe B 6ybep coobmenue dpopmara Enveloped CMS
byte[] envelopedByteData = ...

// Cozparme obberTa Enveloped CMS c mepenadeil emy 6ydepa HmOZmuCH LA pacUubpOBaHUA
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signature = new EnvelopedSignature(new ByteArrayInputStream(envelopedByteData)) ;

// PacumdppoBaHue MDONUNCH Ha 3aKPHTOM KioUe IIOJyYaTeNld C 3aluChbb
// pacumdpoBaHHHX IaHHHX B 6ydep decryptedByteDataStream
signature.decrypt(recipientCertificate, recipientPrivateKey, decryptedByteDataStream) ;

// Tony4enne pacumnppOBAHHEHX LNAHHHX - CTPOKM WX IOLIUCH, KOTOPYH MOXHO
// mamee mpoBepuTh ¢ momompl CMSVerify (samples.jar) wmmm CAdES. jar
byte[] decryptedByteData = decryptedByteDataStream.toByteArray();

Knacc CadESSignature ucnosnb3syetcs ans gekoguposatusi nognucu cdopmata CAdES nepes nposepkoii nin
N5 MOATOTOBKU mognucu npu ee cosgaHum. [laHHble nognucm MoryT ObiTb nepefaHbl B BUAE BXOLHOIMO MOTOKA
InputStream. [1py npoBepke NOANUCL MOXET bObITh AEKOANPOBAHA KakK C aBTOMaTUYECKNM OMNpefesieHNeM Tuna, Tak u
¢ 3aganHbimM Tunom. MNMognnce opmata CAdES-X Long Type 1 moxet bbiTh nposepeHa, Hanpumep, kak CAdES-BES
nnun CAdES-T, ecnm npu gekoanpoBaHun NOAMNUCU NEPEAATb B KOHCTPYKTOP COOTBETCTBYOLLWIA TuM.

Knacc CAdESSigner MCNonb3yeTcst ANsl NPeLCTaBleHNs LeKOAUPOBAHHOIO MOAMUCAHTA, 1 0bBbeKTbI 3TOro TUNa
LOCTYMHbI TOJMILKO MpW npoBepke nognucu. B nognucaHHom coobuieHun nx MoxeT bbiTb Heckonbko. VHTepdpelichl
CAdESSignerT u CAdESSignerXLT1 nNpefoOCTaBASIOT OMNOAHNTENbHbIE (DYHKLUN ANS NONYYEHUS| PAa3NNYHbIX CBEAEHUT
o noanucu. Knacc CAJESSigner cogepXut yHkumio verify (), KoTopasi Takxe, Kak n CAdESSignature, no3soasier
YyKazaTb, C KakKUM TWMOM MPOBEPWUTbL MOAMUCL. Tak, Hanpumep, obbeKT Knacca CAdESSignerTImpl, T. €. MOAMUCH
cpopmata CAdES-T, moxeT 6biTb nposepeHa, kak CAJES-BES, ecnu B dyHkumnio verify() nognucaHta nepegaTb
Tpebyemblii Tun.

Ho Bepcun 2.0.39267 BKAOUMTENLHO MOMHAS MPOBEPKA UENoYku CcepTudrKaToB onepaTopa Cayxbobl
BHYTPEHHEro LITamna He BbINOJMHANAacb. B Tekyweidl Bepcum pAaHHas nposepka Bbinonusietcs (gns  T-
nop,nmcm), HO MOXET ObITb OTKJIKOYEHA C MOMOLLbIO MapameTpa ru.CryptoPro.AdES.validate_tsp (Hanpmmep,
—Dru.CryptoPro.AdES.validate_tsp=false). Tekywiasi Bepcusi TakKe OTin4YaeTcss bosiee >XECTKOR NOAUTUKON B
oTHoweHun Hanndnsi gokasatensctea (CRL, OCSP) ans ceptudpmkata cnyxbbi wramna B yCOBEpLUIEHCTBOBAHHOM
BHYTPEHHEM LUTaMne BPEMEHMW, OQHAKO B LeSIIX COBMECTUMOCTMN C MpeablayLMN BEPCUSIMU NPOBEPKA OTKJIHOYEHA.
OHa MoxeT ObITb BK/KOYEHA C MOMOLbIO napameTpa ru.CryptoPro.AdES.require_tsp_evidence (Hanpumep,
-Dru.CryptoPro.AdES .require_tsp_evidence=true).

B Tekyweii Bepcum Takxke npu cosganum nognuck (addSigner) uam ee ycoseplueHCTBOBaHUM (enhance)
mMoxxHo nepepaTe CRL ans nposepku Lenouku nognucaHta uam cepTudnkaTos Cnybbl LWTaMMNOB WAKM B KavecTse
[OMOJHNTENLHOTO UCTOYHNKA [AOKA3aTENbCTB.

Knacc EnvelopedSignature NCMONb3yeTCs ANsl CO3AaHMs 3awmdposarHHoro coobiyerusi Tuna Enveloped CMS
unm ero pacwundporanusi. B kauecTee BXogHLIX AaHHBIX MOXET BbICTYNaThb Kak nognuck popmata CAdES nan CMS,
Tak 1 fAaHHble ntoboro apyroro opmaTa (3TO CreAyeT yunTbiBaTh Npu pacluncpoBaHnm CoobLLeHNsi agpecaTom).
LLincbpyemblie nan paclumndpoBbiBaeMble faHHbIE MOTYT BbiTh nepefaHbl B BUAE BXOGHOMO MOTOKAa InputStream.
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10 WVcnonb3oBaHue omnonmnotekn XAdES.jar gns co3pganus
n npoBepku nognucu cpopmata XadES-BES, XadES-T n XadES-
X Long Type 1

B coctas guctpubytusa Kpuntollpo JavaCSP exogut 6ubnmorteka XAdES. jar. Ee HasHaueHue — cosgaHmne u
nposepka nognucu cpopmata XAJES-BES, XadES-T un XadES-X Long Type 1.

XAdES (XMLDSig Advanced Electronic Signatures) — 3To cTangapT 3/71€eKTPOHHOW MOANUCK, PACLUMPSIOLLUT
Bepcuio cTaHgapta asiektpoHHoii nognucn XMLDSig (https://www.etsi.org/deliver/etsi_ts/101900_101999/
101903/01.03.02_60/ts_101903v010302p . pdf).

PopmaTel XAJES Bo MHorom cosnapatoT ¢ dhopmatamu CAdES, Ho odbopmneHbl B COOTBETCTBUM CO CTaHAapTOM
XMLDSig.

Bubnunoteka XAdES.jar nmeer Heckonbko 3aBucumocTeii:

e ycTaHoBneHHblli Kpuntollpo JavaCSP;

® 3aBUCMMOCTb OT 6ubnnotek bouncycastle Bepcum jdk15on-1.60: bepkix-jdki5on-1.60.jar u
bcprov-jdki5on-1.60. jar;

® 3aBNCUMOCTb OT 6nubAnoTek AdES-core.jar u CAdES. jar.

Mepen yctaHoBkoli XAdES.jar pekOMEHAYeTCsi CKOMMpOBaTb B Mamky, KyAa MpOW3BOANTCS YCTaHOBKA,
Bnbnunotekn bouncycastle M ycTaHoBUTb/cKonupoBaTb AdES-core.jar u CAdES.jar, ybeguewmuce, yto Kpuntollpo
JavaCSP ycranoeneH.

VcTanoeuts XAdES MoxHO, kKak 1 CAAES. jar, HECKOJILKMMU criocobamu:

e c nomouybto setup.exe (8 OC Windows) — B rpynne "CAdES, XAdES"";

e c nomouybto setup console — B rpynne "CAdES, XAdES";

® C NMOMOLLbIO KOMaHAHOW CTPOKM, NyTeM NOCNeA0BaTeNIbHOrO BbI30Ba KNaCCOB-YCTAHOBLUMKOB CHayana MOAys
AdES-core (java -jar AdES—Core.jar), 3aTeM — YycCTaHoBWMKa Moaynsi CAdES. jar (java -jar CAdES.jar), "
XAdES. jar (java -jar XAdES.jar);

® MpOCTbIM KOMUPOBaHMeM paiisios, Hanpumep, B nanky JRE/lib/ext.

HokymenTtaums XAdES, Bkatoyatollas onucaHue KiaccoB N METOAOB, a TakKXe MpuMepbl paboTbl, HaxoanTcs
B nanke javadoc auctpmbyTtmea B dpaiine XAdES-javadoc.jar. [osHble TEKCTbI MPUMEPOB CO3LAHWUA U MPOBEPKY
HaxoAATca B nakeTe xades chalina samples-sources. jar.

XAdES npepoctaensier XAdES API, B koTopbiii BxogaT knacchl XAdESSignature n XAdESSigner.

Moanepxueaetcst cosfaHue nognuceii hopmaTa:
o XAdES-BES

e XadES-T

e XadES-X Long Type 1

Mpumep coszpannsa XAJES-BES noanucu.

System.setProperty("com.sun.security.enableCRLDP", "true");
System.setProperty("com.ibm.security.enableCRLDP", "true");

String documentContext =
"<?7xml version=\"1.0\"7>\n" +
"<PatientRecord> \n" +
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" <Name>John Doe</Name> \n" +

" <Account Id=\"acct\">123456</Account> \n" +

" <BankInfo Id=\"bank\">HomeBank</BankInfo> \n" +
" <Visit date=\"10pm March 10, 2002\"> \n" +

" <Diagnosis>Broken second metacarpal</Diagnosis> \n" +
" </Visit>\n" +

"</PatientRecord>";

String ref_acct = "acct"; // cchnka Ha NOLNKCHBAEMbI y3el

// BeromupoBaHWe OKyMEHTa

DocumentBuilderFactory dbFactory = DocumentBuilderFactory.newInstance();
dbFactory.setNamespaceAware (true) ;

Document document = dbFactory.newDocumentBuilder () .parse(

new ByteArrayInputStream(documentContext.getBytes()));

XPathFactory factory = XPathFactory.newInstance();
XPath xpath = factory.newXPath();

XPathExpression expr = xpath.compile(String.format("//*[@Id='Ys']", ref_acct));
NodeList nodes = (NodeList) expr.evaluate(document, XPathConstants.NODESET);

Node node = nodes.item(0);
String referenceURI = "#" + ref_acct;

// TlommuchBaeMasl CCHUIIKA.
DataObjects dataObjects = new DataObjects(Arrays.asList(referenceURI));
dataObjects.addTransform(new EnvelopedTransform());

PrivateKey privateKey = ... // kmod momgmucu
List<X509Certificate> chain = ... // uenodka CcepTUPUKATOB MIOLIUCH

XAdESSignature xAdESSignature = new XAdESSignature();

// mobammsem mommucanTa ¢opmara XadES-BES. Takxe mMoxHO mepezmaTbh CRL [ IpOBEpPKU IE€NOYKU
// mommucaHTa BMECTO MCHIOJb30oBaHus enableCRLDP
xAdESSignature.addSigner (JCP.PROVIDER_NAME, null, privateKey, chain, XAdESType.XAdES_BES, null);

FileOutputStream fileOutputStream = new FileQutputStream("signed.xml");
xAdESSignature.open(fileOutputStream) ;

// Tommucanue.
xAdESSignature.update((Element) node, dataObjects);
xAdESSignature.close();

Mpumep nposepkun Bcex nognuceli popmata XAdES 8 XML gokymenTe.

// OeromupoBaHHE LNOKYMEHTa C IOAIMCHI

DocumentBuilderFactory dbFactory = DocumentBuilderFactory.newInstance();
dbFactory.setNamespaceAware (true) ;

Document document = dbFactory.newDocumentBuilder() .parse(new FileInputStream("signed.xml"));

Set<X509Certificate> certs = ... // ZONONHWTeIbHEHE CEePTHPUKATH I IOCTPOSHHUA IIEIOYKH
Set<X509CRL> cRLs = ... // CRL pAis mpoBepKM LENOYKH CEPTUPHKATOB

XAdESSignature xAdESSignature = new XAdESSignature(document.getDocumentElement (),
XAdESType .XAdES_BES) ;
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‘ xAdESSignature.verify(certs, cRLs);

Ecnn cnucok CRL oTcyTCTBYET, TO MOXKHO BKIHOYUTL MPOBEPKY LIENOYKMN CepTUDUKATOB OHNaliH C obpalieHnem
k CRL no cetu:

System.setProperty("com.sun.security.enableCRLDP", "true");
System.setProperty("com.ibm.security.enableCRLDP", "true");

DocumentBuilderFactory dbFactory = DocumentBuilderFactory.newInstance();
dbFactory.setNamespaceAware (true) ;
Document document = dbFactory.newDocumentBuilder () .parse(new FileInputStream("signed.xml"));

Set<X509Certificate> certs = ... // DONONHWTEeNbHHE CEepPTUPUKATH [ INOCTPOEHUS IE€NOYKA
XAdESSignature xAdESSignature = new XAdESSignature(document.getDocumentElement(),
XAdESType . XAdES_BES) ;

xAdESSignature.verify(certs);

Mpumep nposepkn otgensHoii nognucu XAdES-BES 8 XML gokymenTe.

// mekomupoBaHWE NOKYMEHTA C NOLNUCHI

DocumentBuilderFactory dbFactory = DocumentBuilderFactory.newInstance();
dbFactory.setNamespaceAware (true) ;

Document document = dbFactory.newDocumentBuilder () .parse(new FileInputStream("signed.xml"));
Set<X509Certificate> certs = ... // HOHONHWTEeNbHEHE CEPTUPUKATH s IOCTPOEHUS IENOYKA
Set<X509CRL> cRLs = ... // CRL nns OpOBEPKU LEIIOYKH CepTUOUKATOB

XAdESSignature xAdESSignature = new XAdESSignature(document.getDocumentElement (),
XadESType . XAdES_BES) ;

// mexomupoBarue c TumoM XAJES-BES

XAdESSigner xAdESSigner = xAdESSignature.getXAdESSignerInfo(0);

// TlpoBepra OTZeNbHOM NOANNCH C HOPATIKOBEHM HOMepoM O
xAdESSigner.verify(certs, cRLs);

Knacc XAdESSignature wucnosnb3yercs ans gekoamposaHus nognucm dopmata XAdES nepen nposepkoii
WA ONs MOAFOTOBKM nognucm npu ee cosgavuun. [lpu npoBepke MNOANMUCH MOXET ObITb OEKOAMPOBaHa Kak
C aBTOMAaTMYECKUM OMpefAefieHNeM Tuna, Tak M C 3agadHeiM Tunom. [loanuce dopmata XAdES-T moxer
bbITb nposepeHa, Hanpumep, kak XAdES-BES, ecnn npu pekoguposaHuu noanucn nepefatb B KOHCTPYKTOP
COOTBETCTBYIOLMNA TUM.

Knacc XAdESSigner mcnonb3yeTcst Ajisi NPeacTaB/ieHns 4EKOAUPOBAHHOIO MOAMMCAHTA, 1 0bBEKTBI 3TOro TMna
OOCTYMHbI TONILKO MpU NpoBepke mognucu. B nognucaHHoM coobuieHun mx MoxeT BbiTb Heckosibko. WHTepdeiic
XAdESSignerT npefoCTaBAsieT AONOAHUTENbHbIE DYHKLUMKM AN MOJYYEHUs pa3indHbIX cBeaeHnin o nognucn. Knacc
XAJESSigner cofiepXuT cyHkumto verify(), KoTopasi Takxe, Kak u XAdESSignature, NO3BONSIET YKa3aTb, C KaKUM
TUMNOM NPOBEPUTL MOAMUCL. Tak, Hanpumep, obbekT knacca XAdESSignerTImpl, T.e. nognuck cpopmata XAdES-T,
MOXeT bbITh nposepeHa, kak XAdES-BES, ecnin B doyHkuumio verify () nognucaHta nepefats Tpebyemblii Tun.

Ho Bepcun 2.0.39267 BKAOUMTENBLHO MOMHAs MpPOBEPKA UENoYku cepTudrKaToB onepaTopa Cayxbbl
BHYTPEHHEro LITamna He BbINOMHANAack. B Tekyweidl Bepcum paHHas nposepka BbinonHsietcs (gns  T-
no,u,nmcm), HO MOXET ObITb OTKJIKOYEHA C MOMOLLLIO MNapameTpa ru.CryptoPro.AdES.validate_tsp (Hanpmmep,
—Dru.CryptoPro.AdES.validate_tsp=false). Tekywiasi Bepcusi Takxke OT/in4YaeTcss bosiee >XECTKOR NOAUTUKON B
oTHoweHun Hanndnsi gokasatensctea (CRL, OCSP) ans ceptudpmkata cnyxbbi wramna B yCOBEpLUIEHCTBOBAHHOM
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BHYTPEHHEM LITaMMe BPEMEHN, OAHAKO B LESAX COBMECTUMOCTM C MpeablgylnMn BEPCUSMUN NPOBEPKA OTKJIIOYEHA.
OHa MOXeT bbITb BK/IOYEHA C MOMOLbLI napameTpa ru.CryptoPro.AdES.require_tsp_evidence (Hanpmmep,
-Dru.CryptoPro.AdES .require_tsp_evidence=true).

B Tekyweli Bepcum Takxe npu cosganunm nognucu (addSigner) wmam ee ycoseplueHCTBOBaHWM (enhance)

mMoxxHo nepegaTe CRL ana nmpoeepku uenoyku nognucaHta uam cepTudrKaToB CNyXObl WTAaMMOB MM B Ka4ecTBe
JOMNOJIHNTENIBHOrO NCTOYHUKA [JOKA3aTeNbCTB.
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11 Wcnonb3oBaHune ytuantol keytool

Mpu pabote ¢ kpuntonposaiigepom Kpuntollpo JavaCSP cneaytowme onepaumy MoryT OCyLECTBAATLCS He
TONILKO Yepes cTaHaapTHblid nHtepdeiic JCA, Ho Takxe npu nomowm yTuanTsl keytool:

e reHepaumsi katoda anekTpoHHoii nognucy ¢ anroputmom [OCT P 34.10-2012 u cooTBeTCTBYIOLIErO €My
CaMOMOAMNMCaHHOro CepTupMKaTa C 3anncCbio UX Ha OLUH N3 HOCUTENEN;

e reHepauusi 3anpoca Ha CEpPTUMMKAT KtoYa MPOBEPKM IIEKTPOHHON MOAMUCH B COOTBETCTBMU C XPaHSILLUMCS
Ha HOCUTeNE KJIOYOM SJIEKTPOHHONW MOANNCH;

® reHepauumsi CaMOMOAMUCAHHOrO CepTucmkaTa Kao4a MPOBEPKM SEKTPOHHONR MOAMUCA B COOTBETCTBUM C
XPaHSILLMMCSl Ha HOCUTENIE KJIHOHOM 3IEKTPOHHONA MOAMMCK 1 3anncCb CepTudMKaTa Ha HOCUTENb;

e uTeHMe cepTMPuKaTa Kito4a MPOBEPKN SNEKTPOHHONR MOLMMUCU C HOCUTENS U 3anuck ero B cpaiis;

e YTeHue cepTudrKaTa OTKPLITOro KatoHa n3 daiina v 3anucb ero Ha HOCUTESIb B COOTBETCTBUMN C XPaHSLLUMCS
Ha HOCUTENE KJIOYOM 3JIEKTPOHHOW MOZMNCH;

e uTeHMe JOBEPEHHOro cepTudmkaTa N3 XpaHWInLLa 1 3anuce ero B caiin;

® uTeHMe JOBEpeHHOro cepTudmkaTa n3 daiifna 1 3anncb ero B XpaHuinLle

Mpu reHepaumn camonoannUCaHHOro ceptudpnkaTa nMpy MOMOLM YTUANTBI keytool HUKAKME PacLUMPeHUst B
cepTudmkaT He ycTaHanausatoTcs. [ns reHepaumu cepTUOMKATOB C PaCLUIMPEHUSIMU CIEAYET BOCMOJIb30BAThCS
MeToAaMu knacca GostCertificateRequest (CM. BbiLe).

s koppekTHO#i paboTbl yTunutel keytool ¢ kntowamu FTOCT P 34.10-2001, FOCT P 34.10-2012 (256), FOCT
P 34.10-2012 (512) BBeaeHbl napameTpbl keytool.compat U use.cert.stub, KOTOpPbIE JO/MKHbI ObITh Nepegarbl Java-
MalUuHe cegyrowuM obpasom:

‘ keytool -J-Dkeytool.compat=true -J-Duse.cert.stub=true

Huxxe npuBogaTcst npriMepbl OCYLLECTBEHUS NEPEYNCIIEHHBIX ONEPaLUiA NpU NOMOLLM AaHHOW YTUNTbI.

B cnyyae ncnonbsosaHusi Java-mawinH Bepcumn 11 v Bbiwe:

Mpu ncnonb3osanun yTunutbl keytool Heobxognmo nepepasath nyTb k nposaiigepy JCSP u ero 3aBucumoctsim
-providerpath, pasgenentbiM, no npunuuny classpath, sHakom «;» unu «:» B 3aBucumoctn ot OC, nubo napametp
java.class.path, 3anonHeHHbIl aHanornyHo.

Hanpumep, 8 OC Windows:

keytool -providerpath C:\jcp25\1ib\JCSP. jar;C:\jcp25\1ib\JCP.jar;C:\jcp25\1ib\ASN1P. jar;
C:\jcp25\lib\asnirt.jar;C:\jcp25\1lib\forms_rt.jar <arguments>

nnn

keytool -J-Djava.class.path= C:\jcp25\1ib\JCSP. jar;C:\jcp25\1ib\JCP. jar;C:\jcp25\1ib\ASN1P. jar;
C:\jcp25\lib\asnirt. jar;C:\jcp25\1lib\forms_rt.jar <arguments>
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B cnyyae ucnonbsoaHus Java-mawuH Bepcum 11 n Bbiwe:

Huxxe npuBogsTcs npumMepbl OCYLLECTBIEHMS] NMEPEHNCIIEHHBIX ONEPALMA NPy MOMOLLM AAHHOW YTUAUTLI, NpK
5TOM Manka, B KOTOPOU HaxOAWUTCsl NMPOBaigep U HEOBXOAMMbIE MY 3aBUCUMOCTU, 3afaeTcsl, Kak «C:\jcp25\1iby.
Mpumepsbl cchopmuposansl ans OC Windows ¢ ncnonbsosanunem pasgenutens «;» B -providerpath.

B cnyyae wucnonb3oBaHus xpaHunuvwia oTAensieMoro Hocutens, Hanpumep, <«RutokenStore», wanm wuHoro
XpaHunuLa, Heobxogumo fobaenTb jar-chaiin, peanusyrowunii faHHoe xpaHunuue, Hanpumep, Rutoken.jar, a Takxe
BCe ero 3aBucumocTn, B -providerpath unn java.class.path. Mpu 3Tom nyTn K jar-dbaiinam goaxHbl bbITh pasgeneHsi,
no npuHumny classpath, 3Hakom «;» unn «:» B 3aBucumoctu ot OC (Windows unu *nix).

\ J

11.1 nMNpocmoTp COAEepP>XMMOro KJ1I04EeBOro HoCcuTens n
COOTBETCTBYIOLLEro eMy XpPaHNAnLWa A0BEPEHHbIX cepTUPnKaTos

B naHHOM npuMmepe OCYLLECTBASIETCS MPOCMOTP COAEPXKMMOrO KJIOHEBOTO HocuTensi (XKeCTKuid [uck) u
MPOUHMLNAAN3NPOBAHHOrO UMEHEM TOFO HOCMTENS XPaHUINLLA AOBEPEHHbLIX CEPTUUKATOB.

[TpocMOTp COmEPKUMOrO OCYLLECTBASIETCS NPU MOMOLLUM KOMaHAbl -list, KOTOPOl B KayecTBe NapaMeTpoB
nepeparoTcs:

e Tun nposaiigepa (Kpuntollpo JavaCSP): -provider ru.CryptoPro.JCSP.JCSP

® VMS KJKO4EBOro HocuTenst (PKeCTKMiA Anck): -storetype HDIMAGE

® NyTb K XPaHWIMLLY JOBEPEHHbLIX CEPTUQUKATOB, MPONHULNANNSUPOBAHHOMY UMEHEM HOCWUTens (B faHHOM
cnyyae He Tpebyetcsi): -keystore NONE

® Maposfib Ha XPaHUULLE AOBEPEHHbIX CepTudukaTos (B 4aHHOM ciyyae Ntoboii): -storepass 1

Takum 0bpa3om, NPOCMOTP COAEPKMMOrO HOCUTENS W COOTBETCTBYIOLLErO €My XPaHUAWULLA [OBEPEHHbIX
cepTUNKaTOB OCYLLECTBISETCS:

B cnyyae ucnonbsoaHus Java-mawiunn Bepcum 11 n Bbiwe:

keytool -J-Dkeytool.compat=true -J-Duse.cert.stub=true -providerpath C:\jcp25\1ib\JCSP.jar;
C:\jcp25\1ib\JCP. jar;C:\jcp25\1ib\ASN1P. jar;C:\jcp25\lib\asnlirt. jar;C:\jcp25\1lib\forms_rt. jar
-list -provider ru.CryptoPro.JCSP.JCSP -storetype HDIMAGE -keystore NONE -v -storepass 1

B cnyuae ncnonbsosanus Java-mawmn sepcun 1.8 (8):

keytool -J-Dkeytool.compat=true -J-Duse.cert.stub=true -list -provider ru.CryptoPro.JCSP.JCSP
-storetype HDIMAGE -keystore NONE -v -storepass 1

11.2 TleHepauyuns knOYa N COOTBETCTBYHOLLEro €My CaMonoanMcaHHOro
ceptudmkaTa U 3annUcb NxX Ha HOCUTeENb
B paHHOM npuMepe OCyLLECTBASIETCS FeHepaunsl KJOYa SJIEKTPOHHOW MOAMMCU U COOTBETCTBYIOLLETO €My

camonoanucaHHoro ceptudukaTta B cootsercteum ¢ anroputmom [OCT P 34.10-2001 wam TOCT P 34.10-2012
M 3anucCb MX HA HOCUTEb.

[eHepauus 1 3aNnCb KJtOYa 1 CEPTMPUKATA OCYLLECTBASIETCS NPU NMOMOLLM KOMaHAb! -genkey. [ns reHepauuu
kntoya TOCT P 34.10-2001 B kayecTBe napameTpoB MepeaatoTcs:
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YHUKaNLHOE MMSI CO3[aBaeMOro KJtoHa 1 COOTBETCTBYIOLLErO eMy cepTucukarta: -alias myKey
ANVHa co3zgasaemoro katoda (B cootserctum ¢ anroputmom FOCT P 34.10.2001): -keysize 512
Tun nposaiigepa (Kpuntollpo JavaCSP): -provider ru.CryptoPro.JCSP.JCSP

MapoJib Ha 3anNnCbiBaeMbIi KKOY: -keypass 11111111

UMSI KNHOHEBOrO HocUTeNst (PKECTKMI ANCK): -storetype HDIMAGE

nMsi cozgaBaemoro ceptudukata no craHgapty X.500: -dname CN=myKey,0=CryptoPro,C=RU

NyTb K XPaHUAULLY [OBEPEHHbIX CepTUdMKaToB (B fJaHHOM ciydae He Tpebyercs): -keystore NONE
Maposib Ha XpPaHWNLLE [AOBEPEHHBIX CepTUPUKATOB (B fJAaHHOM CiyHae toboii): -storepass 1
anroputm revepauunm kntoda FOCT P 34.10-2001: -keyalg GOST3410EL

anroputm nognucu ceptucpukata (FOCT P 34.10-2001): -sigalg GOST3411withGOST3410EL

Takum 0bOpa3om, reHepaumsi Kj4a 3/EKTPOHHON MOAMACU 1 COOTBETCTBYIOLWLENO €MY CaMOMOLMUCAHHOMO
cepTudmkata 1 3anncb NX Ha HOCMTENb OCYLLECTBSIETCA:

B cnyyae ucnonbsoaHus Java-mawiunH sepcum 11 n Bbiwe:

keytool -J-Dkeytool.compat=true -J-Duse.cert.stub=true -providerpath C:\jcp25\1ib\JCSP. jar;
C:\jcp25\1ib\JCP. jar;C:\jcp25\1ib\ASN1P. jar;C:\jcp25\lib\asnlirt. jar;C:\jcp25\1lib\forms_rt. jar
-genkey -alias myKey -keysize 512 -provider ru.CryptoPro.JCSP.JCSP -keypass 11111111 -storetype
HDIMAGE -dname CN=myKey,0=CryptoPro,C=RU -keystore NONE -storepass 1 -keyalg GOST3410EL -sigalg
GOST3411withGOST3410EL

B cnyuae ncnonbsosanus Java-mawmn sepcun 1.8 (8):

keytool -J-Dkeytool.compat=true -J-Duse.cert.stub=true -genkey -alias myKey -keysize 512
-provider ru.CryptoPro.JCSP.JCSP -keypass 11111111 -storetype HDIMAGE -dname CN=myKey,
0=CryptoPro,C=RU -keystore NONE -storepass 1 -keyalg GOST3410EL -sigalg GOST3411withGOST3410EL

lenepaums kntoda TOCT P 34.10-2012 (256) BLINOAHSIETCS aHANOTUYHBIM 0DPa3OM, ANsi STOrO UCMONb3YHOTCS
CllepytoLime 3Ha4eHNsi NapaMeTpoB:

e AnnHa cospasaemoro katova (B cootsetctuu ¢ anroputmom FOCT P 34.10.2012 (256)): -keysize 512

e anroputm rexepauun kntoda I (FTOCT P 34.10-2012 (256)): -keyalg GOST3410_2012_256

e anroputm noanucu ceptucpukata (FTOCT P 34.10-2012 (256)):
-sigalg GOST3411_2012_256withGOST3410_2012_256

Ons renepaunn kntoda FTOCT P 34.10-2012 (512) ncnonb3ytoTcst ciefytowne 3Ha4€HUs NapamMeTpos.:
e [/iMHa co3pasaemoro katoua (B cooteercteum ¢ anroputmom FOCT P 34.10.2012 (512)): -keysize 1024
e anroputm rexepauun kntoda I (FTOCT P 34.10-2012 (512)): -keyalg GOST3410_2012_512
e anroputm noanucu ceptucpukata (FOCT P 34.10-2012 (512)):
-sigalg GOST3411_2012_512withGOST3410_2012_512

11.3 TleHepauyuns knto4eBov nNapbl N 3aNNCb €ee Ha HOCUTESb

B maHHOM npumepe oCyLLeCTBASETCA reHepauusi KatO4HeBOW napbl B cooteetcTBum ¢ anroputmom [OCT P
34.10-2001 wnn TOCT P 34.10-2012 v 3anucb ee Ha HOCUTEb.

leHepaums U 3annCb KJLOYEBON Napbl OCYLIECTBASETCS MPU NMOMOLLM KOMaHAbl -genkeypair. s reHepaumn
kntoyesoii napol [OCT P 34.10-2001 B ka4yecTBe napameTpoOB NepematoTcs:
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YHUKaJIbHOE MMSi CO3/aBaEMOro KJto4a U COOTBETCTBYIOLLEro eMy cepTudumkaTa: -alias myKeyPair
ANVHa co3zgasaemoro katoda (B cootserctum ¢ anroputmom FOCT P 34.10.2001): -keysize 512
tun nposaiigepa(Kpuntollpo JavaCSP): -provider ru.CryptoPro.JCSP.JCSP

MMS KJTKOHEBOTO HOCUTENST (XKECTKUM ANCK): -storetype HDIMAGE

NyTb K XPaHWINULLY [OBEPEHHbIX CEPTUNKATOB (B OAHHOM ciy4ae He Tpe6yeTc;1): -keystore NONE
Maposib Ha XpPaHWNLLE [AOBEPEHHBIX CepTUPUKATOB (B 4AaHHOM CiyHae ntoboii): -storepass 1
anroputm renepauuu kntoda I (FTOCT P 34.10-2001): -keyalg GOST3410EL

anroputm nognucy ceptucpukata (FOCT P 34.10-2001): -sigalg GOST3411withGOST3410EL

Taknm obpasom, reHepaLus KAOYEBOWA Napbl 1 3aMuCb €€ Ha HOCUTENb OCYLLECTBASIETCS:

B cnyyae ncnonbsosaHusi Java-mawinH Bepcuu 11 u Bbiwe:

keytool -J-Dkeytool.compat=true -J-Duse.cert.stub=true -providerpath C:\jcp25\1ib\JCSP.jar;
C:\jcp25\1ib\JCP. jar;C:\jcp25\1ib\ASN1P. jar;C:\jcp25\lib\asnlirt. jar;C:\jcp25\1lib\forms_rt. jar
-genkeypair -alias myKeyPair -keysize 512 -provider ru.CryptoPro.JCSP.JCSP -storetype HDIMAGE
-keyalg GOST3410EL -sigalg GOST3411withGOST3410EL -keystore NONE -storepass 1 -keypass 11111111

B cnyyae ucnons3sosanus Java-mawmn sepcun 1.8 (8):

keytool -J-Dkeytool.compat=true -J-Duse.cert.stub=true -genkeypair -alias myKeyPair -keysize 512
-provider ru.CryptoPro.JCSP.JCSP -storetype HDIMAGE -keyalg GOST3410EL -sigalg
GOST3411withGOST3410EL -keystore NONE -storepass 1 -keypass 11111111

Ons renepaumnn kntouesoii napsl FOCT P 34.10-2012 (256) ncnonb3ytoTcs cnefytowyne 3Ha4eHnsi NapaMeTpos:
e [iMHa co3pasaemoro kitoua (B cootsercteum ¢ anroputmom FOCT P 34.10.2012 (256)): -keysize 512
e anroputm rerepauuu katoda MM (FTOCT P 34.10-2012 (256)): -keyalg GOST3410_2012_256
e anroputm nognucu ceptucpukata (FTOCT P 34.10-2012 (256)):
-sigalg GOST3411_2012_256withG0OST3410_2012_256

Ons renepauyun kntodesoii napel FTOCT P 34.10-2012 (512) ncnonb3ytoTcst CneaytoLime 3Ha4eH st NapaMeTpos:
e AnnHa cospasaemoro ktoyda (B cootserctum ¢ anroputmom [OCT P 34.10.2012 (512)): -keysize 1024
e anroputm rexepauun kntoda I (FTOCT P 34.10-2012 (512)): -keyalg GOST3410_2012_512
e anroputm noanucu ceptucpukata (FTOCT P 34.10-2012 (512)):

-sigalg GOST3411_2012_512withGOST3410_2012_512

11.4 TleHepauns 3anpoca Ha ceptudukat Kjlo4Ya MNPOBEPKUN
3NEeKTPOHHOW NOAMUCU B COOTBETCTBUMN C XPAHSLLMUMCS HA HOCUTEJIE KJIHOYOM
3N1IeKTPOHHOW Noanucu M 3anncb 3anpoca B cpaiin

B paHHOM npuMepe OCYLECTBASIETCS reHepauusi 3anpoca Ha cepTudrKaT Kito4a MPOBEPKU SJIEKTPOHHOI
NoAMNUCK B COOTBETCTBUM C XPaHALMMCS Ha HOCUTESIE KJIHOYOM 3IEKTPOHHON Noagnucu 1 3anuck 3anpoca B dalis.

leHepauust u 3anucb B paiin 3anpoca OCYLLECTBISIETCS MPU MOMOLLM KOMaHAbl -certreq. [ns renepauum
3anpoca Ha ceptudpukaT kntoda FTOCT P 34.10-2001 B kauecTBe mapaMeTpOB NepefatoTCs:

® VHUKaIbHOE UMSs KJ0Ya SJIEKTPOHHON MOAMUCU Ha HOCMTENe, B COOTBETCTBUM C KOTOPLIM OCYLLECTBASIETCA
reHepauusi 3anpoca Ha ceptudukat: -alias myKey
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Tun nposaiigepa (Kpuntollpo JavaCSP): -provider ru.CryptoPro.JCSP.JCSP

Naposib Ha KJIOY 3NEKTPOHHOI nognuck: -keypass 11111111

UMSI KNHOHEBOrO HocUTeNst (PKECTKUI ANCK): -storetype HDIMAGE

NyTb K XPaHWINLLY AOBEPEHHBIX CEPTMNKATOB (B AaHHOM chy4ae He Tpe6yeTCF|)Z -keystore NONE
naposib Ha XpaHWInLLe JOBEPEHHbIX CepTMNKaTOB (B AaHHOM Ciiyvae ntoboit): -storepass 1
anroputm noanucu 3anpoca Ha ceptucpukat (FTOCT P 34.10-2001): -sigalg GOST3411withGOST3410EL
nyTb K paiiny Ans 3anucu B Hero 3ampoca: -file c:\request.bin

Taknm obpasom, reHepauus 3anpoca Ha cepTUdnKaT KIKoHa NPOBEPKMN SNEKTPOHHONR MOAMUCH B COOTBETCTBUN
C XPaHALMMCS Ha HOCUTENIE KJIHOHOM 3JIEKTPOHHOM MOAMMCY 1 3anmnch 3anpoca B raiin oCyLLeCTBASETCS:

B cnyyae ncnonbsosaHusi Java-mawinH Bepcuu 11 u Bbiwe:

keytool -J-Dkeytool.compat=true -J-Duse.cert.stub=true -providerpath C:\jcp25\1ib\JCSP.jar;
C:\jcp25\1ib\JCP. jar;C:\jcp25\1ib\ASN1P. jar;C:\jcp25\lib\asnlirt. jar;C:\jcp25\1lib\forms_rt. jar
-certreq -alias myKey -provider ru.CryptoPro.JCSP.JCSP -keypass 11111111 -storetype HDIMAGE
-keystore NONE -storepass 1 -sigalg GOST3411withGOST3410EL -file c:\request.bin

B cnyyae ucnons3sosanus Java-mawmn sepcun 1.8 (8):

keytool -J-Dkeytool.compat=true -J-Duse.cert.stub=true -certreq -alias myKey -provider
ru.CryptoPro.JCSP.JCSP -keypass 11111111 -storetype HDIMAGE -keystore NONE -storepass 1 -sigalg
GOST3411withGOST3410EL -file c:\request.bin

[ns reHepayumn 3anpoca Ha ceptudpukat kntoda FTOCT P 34.10-2012 (256) ucnonb3ayetcst cnefytolee 3HaveHne
napamerpa:

e anroputm nognucu 3anpoca Ha ceptucpukat (FTOCT P 34.10-2012 (256)):
-sigalg GOST3411_2012_256withGOST3410_2012_256

s renepauum 3anpoca Ha ceptudpukat katoda FOCT P 34.10-2012 (512) ncnonb3yertcsi cneaytoLiee 3Ha4eHmne
napamerpa:

e anroputm nognwucy 3anpoca Ha ceptucpukat (FTOCT P 34.10-2012 (512)):
-sigalg GOST3411_2012_512withGOST3410_2012_512

11.5 TleHepauyusi camonognucaHHoro ceptudpukaTa KJto4a MPOBEpPKN
3N1EeKTPOHHOW NOAMUCU B COOTBETCTBUMN C XPAHSLLMUMCS HA HOCUTEsIE KJHOYOM
3/IeKTPOHHOW Noanucu n 3anncb ceptudmkaTta Ha HOCUTESb

B pmaHHOM npumMepe OCYWECTBASIETC reHepaunsi CaMOMOAMUCAHHOrO cepTudmkata KJoda MpOBEPKY
3JIEKTPOHHOW NOAMWUCKA B COOTBETCTBUM C XPAHAWMMCS Ha HOCUTENE KIHOYOM 3/EeKTPOHHOU MOANUCU K 3anucb
ceptudmkata Ha HocuTenb. Ecnm Ha HocuTene yxe cywecTByeT cepTudpmKkaT Kito4a NPOBEPKU JIEKTPOHHOV NOANUCH,
COOTBETCTBYIOLNIA AAaHHOMY KJIHOYY 3JIEKTPOHHOI NOANMUCKM, TO OH DyaeT nepesanncaH.

leHepauust 1 3anNnCb Ha HOCUTENb CaMOMOAMMCAHHOIO CepTUdMKaTa OCYLLECTBSETCS NMPU MOMOLLN KOMaHAbI
-selfcert. [lna reHepaunmn camonognucanHoro ceptucpukata kntoda FOCT P 34.10-2001 B kavecTBe nmapameTpos
nepefatoTcs:

® YHNKaJIbHOE UMSI KJtOHYa 3NEKTPOHHONR MOAMNUCU HA HOCUTENE, B COOTBETCTBUM C KOTOPbLIM OCYLLECTBSETCS
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reHepaLusi CamoOMNoANUCaHHOrO cepTudmkarta: -alias myKey

Tun npoeaiigepa (Kpuntollpo JavaCSP): -provider ru.CryptoPro.JCSP.JCSP

Napofib Ha KJIKOY 3NEKTPOHHONW nognucu: -keypass 11111111

MMS KJTKOHEBOTO HOCUTENs (XKeCTKU ANCK): -storetype HDIIMAGE

NyTb K XpPaHWINULLY [OBEPEHHbIX CEPTUNKATOB (B OAHHOM ciy4ae He Tpe6yeTc;1): -keystore NONE
Maposib Ha XpPaHWNLLE [AOBEPEHHBIX CepTUPUKATOB (B 4AaHHOM CiyHae ntoboii): -storepass 1
anroputm nognucu ceptucpukata (FTOCT P 34.10-2001): -sigalg GOST3411withGOST3410EL

nMs cosgaBaemoro ceptudukaTa no craHaapty X.500: -dname CN=myKey,0=CryptoPro,C=RU

Takum obpa3som, reHepauusi CamMOMOAMUCAHHOrO CepTUMKATA KJOYa MPOBEPKM SJEKTPOHHOW Moanucu B
COOTBETCTBUN C XPAHSALWMMCS Ha HOCUTENE KJIKOYOM 3EKTPOHHOW MOAMNWCU M 3anucb cepTudmKaTa Ha HOCUTENb
OCYLLeCTBAACTCS:

B cnyyae ncnonbsoaHusi Java-mawinH Bepcuu 11 u Bbiwe:

keytool -J-Dkeytool.compat=true -J-Duse.cert.stub=true -providerpath C:\jcp25\1ib\JCSP.jar;
C:\jcp25\1ib\JCP. jar;C:\jcp25\1ib\ASN1P. jar;C:\jcp25\lib\asnlirt. jar;C:\jcp25\1lib\forms_rt. jar
-selfcert -alias myKey -provider ru.CryptoPro.JCSP.JCSP -keypass 11111111 -storetype HDIMAGE
-keystore NONE -storepass 1 -sigalg GOST3411withGOST3410EL -dname CN=myKey,0=CryptoPro,C=RU

B cnyuae ncnonbsosanus Java-mawmn sepcun 1.8 (8):

keytool -J-Dkeytool.compat=true -J-Duse.cert.stub=true -selfcert -alias myKey -provider
ru.CryptoPro.JCSP.JCSP -keypass 11111111 -storetype HDIMAGE -keystore NONE -storepass 1 -sigalg
GOST3411withGOST3410EL -dname CN=myKey,0=CryptoPro,C=RU

[ns reqepaunu camonoanucantoro ceptudmkata kaoda FOCT P 34.10-2012 (256)ucnonb3yeTcs ciepytoLee
3HaYeHne napameTpa:

e anroputm nognucu ceptucpukata (FTOCT P 34.10-2012 (256)):
-sigalg GOST3411_2012_256withGOST3410_2012_256

[ns renepaumn camonognucanHoro ceptudpmkata katoda FOCT P 34.10-2012 (512) ucnonb3ayetcst cregytouee
3HaYeHMe mapametpa:

e anroputm noanucu ceptucpukata (FTOCT P 34.10-2012 (512)):
-sigalg GOST3411_2012_512withGOST3410_2012_512

11.6 YTeHue cepTudmkaTa KKOHa NPOBEPKN 3/IEKTPOHHOW NOANUCU C
HOCUTeNnsa u 3anucb ero B caiin

B naHHOM npuMepe ocyuiecTeAsieTCs YTeHne cepTudmKaTa Karo4a NPoOBEPKU 21EKTPOHHO NOAMUCU C HOCUTESS
1 3anucb ceptudpmkata B haiin.

YreHne cepTuchbukata KNOHa NPOBEPKNM 3SJEKTPOHHOW MOANMCA C HOCUTens W 3anuce ero B daiin
OCYLLECTBAAETCSA MPN NOMOLUM KOMaHAbI -eXport, KOTOPOUi B Ka4ecTBe NapaMeTpOB NepefatoTCs:

® YHMKA/NbHOE WMS 4YMTaeMOro C HocuTenss ceptudmkaTa K/ko4a MPOBEPKU SNEKTPOHHOW  NOANUCH:
-alias myKey

e Tun nposaiigepa (Kpuntollpo JavaCSP): -provider ru.CryptoPro.JCSP.JCSP
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MMSI KNIIOHEBOrO HoCcUTeNst (KECTKUI ANCK): -storetype HDIMAGE

NyTb K XpaHWINLLY AOBEPEHHBIX CEPTU(MKATOB (B JAHHOM ciy4ae He Tpe6yeTc;|): -keystore NONE
naposib Ha XpaHWiunLLe JOBEPEHHbIX CepTdnKaToB (B AaHHOM ciy4vae ntoboit): -storepass 1
nyTb K dpaiiny gas 3anucm B Hero ceptucdukarta: -file c:\myKeyCert.cer

Takum obpasom, 4dTeHue cepTudrkata KJOYa MPOBEPKM SJEKTPOHHON MOAMUCM C HOCUTENs U 3amnucb
ceptudmkata B haiin ocyLlecTBASETCA:

B Clyda€ ncnoJib30BaHnA Java-mawinx BEPCUN 11 wn BbIwWwe:

keytool -J-Dkeytool.compat=true -J-Duse.cert.stub=true -providerpath C:\jcp25\1ib\JCSP.jar;
C:\jcp25\1ib\JCP. jar;C:\jcp25\1ib\ASN1P. jar;C:\jcp25\1lib\asnirt. jar;C:\jcp25\1lib\forms_rt. jar
-export -alias myKey -provider ru.CryptoPro.JCSP.JCSP -storetype HDIMAGE -keystore NONE
-storepass 1 -file c:\myKeyCert.cer

B cnyuae ncnonbsosanus Java-mawmn sepcun 1.8 (8):

keytool -J-Dkeytool.compat=true -J-Duse.cert.stub=true -export -alias myKey -provider
ru.CryptoPro.JCSP.JCSP -storetype HDIMAGE -keystore NONE -storepass 1 -file c:\myKeyCert.cer

11.7 YreHue cepTuncunkarta ka0Ya NPOBEPKN 3/IEKTPOHHON Noanucnu mn3
chaina n 3anuckb ero Ha HocUTesib B COOTBETCTBUMN C XPAHSLLUMCA Ha HOcuTene
KJIIOYOM 3/1eKTPOHHOW Noanuncwu

B paHHOM npumepe ocywecTBasieTcs 4TeHme cepTudmkaTta KJkoHa NPOBEPKM SMEKTPOHHON nognucu us paiina
M 3anNnCb €ro Ha HOCUTENb B COOTBETCTBUMN C XPAHSLLMMCA Ha HOCUTENIE KJIOYOM 3/1IEKTPOHHOW MOANMCH.

YreHne cepTudmkaTa KIKOHa MPOBEPKM 3EKTPOHHOW nognucn m3 dalina n 3anucb €ro Ha HOCUTENb
OCYLLIECTBJISIETCS NPY NMOMOLLM KOMaHAbl -import, KOTOPOI B Ka4eCTBe NapaMeTpoB MepefaroTcs:
® YHUKAJIbHOE MMs KJIH0Ya 3/1EKTPOHHOI MOAMUCU HA HOCWTENE, B COOTBETCTBUAM C KOTOPbIM Ha HOCUTENb
3anucbiBaeTcs cepTudukaT: -alias myKey
e Tun nposaiigepa (Kpuntollpo JavaCSP): -provider ru.CryptoPro.JCSP.JCSP
Napofib Ha KJIKOY 3NEKTPOHHONW nognucu: -keypass 11111111
MMS KJTKOHEBOTO HOCUTENST (XKECTKUM ANCK): -storetype HDIMAGE
NyTb K XPaHUAULLY [OBEPEHHbIX CepTUdMKaToB (B JaHHOM ciydae He Tpebyercs): -keystore NONE
Maposib Ha XpPaHWNLLE JOBEPEHHBIX CEPTUPUKATOB (B fJAaHHOM CiyHae ntoboii): -storepass 1
nyTb K paiiny Ans 4TeHms n3 Hero ceptucpukata: -file c:\myKeyCert.cer

Takum obpasoM, yTeHue cepTudmkaTa KoYa NPOBEPKU 3EKTPOHHON noanucy us haiina v 3anuck ero Ha
HOCUTESIb B COOTBETCTBUMN C XPAHSALLMMCS HA HOCUTENE KIHOHOM 3/1IEKTPOHHOW NOANUCK OCYLLECTBIIAETCS:
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B cnyyae ucnonbsoaHus Java-mawuH Bepcum 11 n Bbiwe:

keytool -J-Dkeytool.compat=true -J-Duse.cert.stub=true -providerpath C:\jcp25\1ib\JCSP. jar;
C:\jcp25\1ib\JCP. jar;C:\jcp25\1ib\ASN1P. jar;C:\jcp25\lib\asnlirt. jar;C:\jcp25\1lib\forms_rt. jar
-import -alias myKey -provider ru.CryptoPro.JCSP.JCSP -keypass 11111111 -storetype HDIMAGE
-keystore NONE -storepass 1 -file c:\myKeyCert.cer

B cnyuae ncnonbsosanus Java-mawmn sepcun 1.8 (8):

keytool -J-Dkeytool.compat=true -J-Duse.cert.stub=true -import -alias myKey -provider
ru.CryptoPro.JCSP.JCSP -keypass 11111111 -storetype HDIMAGE -keystore NONE -storepass 1 -file
c:\myKeyCert.cer

11.8 YTeHue poBepeHHOro ceprTudgmukatTa n3 XpaHuauuwa M 3anucb ero
B chpaiin

B aaHHOM npumepe OCyLLeCTBASETCA YTEHNE AOBEPEHHOrO cepTudrkaTa N3 XpaHuamnwa n 3anuck ceptudurkaTa
B chaiin.

YTeHne [OBEpEHHOro cepTMUPUKATa U3 XPaHWIWLA U 3aMnUCb €ro B (PaiiNl OCYLLECTBASIETCS MNPU MOMOLLM
KOMaHAbl -export, KOTOPOI B KayeCTBe NMapaMeTpPOB NepefatoTcs:

® YHNKaJIbHOE NMSsI YNTAEMOrO U3 XPAHWUINLLA JOBEPEHHOrO cepTudbnkaTta (NMpeanonaraeTcs, YTo Ha HocuTene
HET KJIlo4a C TEM Xe UMeHeM): -alias myCert

e Tun nposaiigepa (Kpuntollpo JavaCSP): -provider ru.CryptoPro.JCSP.JCSP

® VMS KJKO4EBOro HocuTenst (>KeCTKuMii Anck): -storetype HDIMAGE

e NyTb K XPaHWINWY [AOBEPEHHbIX CepTUGUKATOB, MPOVHULMANNSUPOBAHHOMY UMEHEM  HOCUTENS:
-keystore c:\.keystore

® MapoJib Ha XPaHWNLLE AOBEPEHHbLIX CEPTU(UKATOB: -storepass 123456

e nyTb K aiiny Ans 3anucy B Hero ceptudpukata: -file c:\myCert.cer

Takum obpasom, 4TeHue [oBepeHHOro cepTudbmMkaTa W3 XpaHUAWWA W 3anuck cepTudukata B halin
OCYLLIECTBNAETCS:

B Cclyda€ ncnoJib30BaHnA Java-mawinx BEPCUN 11 n BbIwWwe:

keytool -J-Dkeytool.compat=true -J-Duse.cert.stub=true -providerpath C:\jcp25\1ib\JCSP.jar;
C:\jcp25\1ib\JCP. jar;C:\jcp25\1ib\ASN1P. jar;C:\jcp25\1lib\asnirt. jar;C:\jcp25\1lib\forms_rt. jar
-export -alias myCert -provider ru.CryptoPro.JCP.JCP -storetype CertStore -keystore c:\.keystore
-storepass 123456 -file c:\myCert.cer

B cnyuae ncnonbsosanus Java-mawmn sepcun 1.8 (8):

keytool -J-Dkeytool.compat=true -J-Duse.cert.stub=true -export -alias myCert -provider
ru.CryptoPro.JCSP.JCSP -storetype HDIMAGE -keystore c:\.keystore -storepass 123456 -file
c:\myCert.cer
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11.9 YreHue posepeHHoro ceptudmkata u3 caisa U 3annUcb ero B
XpaHunauwe

B AAHHOM NMpUMEpPE OCYLLECTBNAAETCA YTEHNE AOBEPEHHOIO CepTI/I(bVIKaTa n3 cba|7|na N 3annCb €ro B XpaHunaunuie.

YTeHne poeepeHHOro cepTudpMkaTa M 3anncCb €ro B XPaHWIMLLE OCYLECTBASIETCS MPU MOMOLM KOMaHAb
-import, KOTOpPOli B KayecTBe MapamMeTpOB NepefatoTcs:

® YHVKaJIbHOE 3aNnCbIBaeMOro ceptudprkata (MpeAnonaraeTcs, YTo Ha HOCUTENE HET KJIHOHA C TEM XKE UMEHEM ):
-alias myCert

e Tun nposaiigepa (Kpuntollpo JavaCSP): -provider ru.CryptoPro.JCSP.JCSP

® MMs K/IHO4EBOrO HocuTens (XKeCTKuii Auck): -storetype HDIMAGE

e NyTb K XPaHUINWY [OBEPEHHbIX CepTUCUKATOR, MNPOUHNLUANNINPOBAHHOMY WMEHEM  HOCUTESNS:
-keystore c:\.keystore

® Maposib Ha XpPaHWINLLE [OBEPEHHBIX CEPTUCUKATOR: -storepass 123456

e nyTb K aliny ans 4teHuss us Hero ceptudmkata: -file c:\myCert.cer

Takum obpasom, yTeHue cepTudpmkaTa KoYa NMPOBEPKU SEKTPOHHON noanucy us chaiina v 3anmcek ero Ha
HOCUTEJNIb B COOTBETCTBUM C XPAHALLMMCA HA HOCMTENE KJIFOYOM 3JIEKTPOHHOM MOAMNCKU OCYLLECTBASETCS:

B cnyyae ncnonbsoaHusi Java-mawinH Bepcuu 11 u Bbiwe:

keytool -J-Dkeytool.compat=true -J-Duse.cert.stub=true -providerpath C:\jcp25\1ib\JCSP.jar;
C:\jcp25\1ib\JCP. jar;C:\jcp25\1ib\ASN1P. jar;C:\jcp25\1lib\asnlirt. jar;C:\jcp25\1lib\forms_rt. jar
-import -alias myCert -provider ru.CryptoPro.JCP.JCP -storetype CertStore -keystore c:\.keystore
-storepass 123456 -file c:\myCert.cer

B cnyuae ncnonbsosanus Java-mawmn sepcun 1.8 (8):

keytool -J-Dkeytool.compat=true -J-Duse.cert.stub=true -import -alias myCert -provider
ru.CryptoPro.JCSP.JCSP -storetype HDIMAGE -keystore c:\.keystore -storepass 123456 -file
c:\myCert.cer

11.10 VYpaneHue knro4a U COOTBETCTBYIOLLEIr0 €My CaMONoOANNCAHHOro
cepTudgukarta c HocuTens

B paHHOM npuMepe ocyllecTBNsSeTCs yhafieHWe K/o4Ya 3JIEKTPOHHOW MOAMUCU U COOTBETCTBYIOLLENO €My
CaMOMOANMCaHHOIO cepTudrKaTa C HOCUTENS.

VaaneHue Kto4a 1 COOTBETCTBYIOLLErO €My CaMOMOAMMCAHHOIO CEPTMUKATA C HOCUTESS OCYLLECTBASIETCA Npu
nomoLM KoMaHabl -delete, KOTOPOI B ka4ecTBe NapaMeTPOB MepeaatoTCs:
YHUKaNbHOE UMS YAANsieMoro knto4a: -alias myKey
Tun nposaiigepa (Kpuntollpo JavaCSP): -provider ru.CryptoPro.JCSP.JCSP
NMS$ KTIOYEBOro HOoCUTeNst (XKECTKMiA Anck): -storetype HDIMAGE
MyTb K XpPaHUNLLY AOBEPEHHbIX CepTUdUKATOB (B JAHHOM ClyHae He Tpebyetcsi): -keystore NONE
Naposib Ha XpaHWIuLLe AOBepeHHbIX cepTudnkaToe (B AaHHOM ciydae Nnioboii): -storepass 1

Takum obpasom, yganeHue KtO4a SMEKTPOHHON MOAMMCKA U COOTBETCTBYIOLLErO €My CaMOMOAMUCAHHOMO
cepTudrKaTa C HOCUTENS OCYLLECTBSETCA:
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B cnyyae ucnonbsoaHus Java-mawiunn Bepcum 11 n Bbiwe:

keytool -J-Dkeytool.compat=true -J-Duse.cert.stub=true -providerpath C:\jcp25\1ib\JCSP.jar;
C:\jcp25\1ib\JCP. jar;C:\jcp25\1ib\ASN1P. jar;C:\jcp25\lib\asnlirt. jar;C:\jcp25\1lib\forms_rt. jar
-delete -alias myKey -provider ru.CryptoPro.JCSP.JCSP -storetype HDIMAGE -keystore NONE -v
-storepass 1

B cnyuae ncnonbsosanus Java-mawmn sepcun 1.8 (8):

keytool -J-Dkeytool.compat=true -J-Duse.cert.stub=true -delete -alias myKey -provider
ru.CryptoPro.JCSP.JCSP -storetype HDIMAGE -keystore NONE -v -storepass 1

Mpu ypaneHum KkaHa C HOCUTENs, TpeDylowero napossi JOCTyma K KoYy Ha HOCWTENE Mpu yaaneHuw
(nanpumep, HDIMAGE) B kauectBe nmenm Heobxopumo nepegate FQCN, npu sTom naponb Oyger 3anpoluen
yepes okHo Kpuntonposaiigepa Kpuntollpo CSP. Takum obpaszom, yganeHvne Kako4a 3/EKTPOHHOR noanucu u
COOTBETCTBYIOLLErO eMy camonognucaHHoro ceptucukata co cuuteisatens HDIMAGE ocywecTtensiercs:

B cnyyae ucnonbsoaHus Java-mawiunH sepcumn 11 n Bbiwe:

keytool -J-Dkeytool.compat=true -J-Duse.cert.stub=true -providerpath C:\jcp25\1ib\JCSP. jar;
C:\jcp25\1ib\JCP. jar;C:\jcp25\1ib\ASN1P. jar;C:\jcp25\1lib\asnirt. jar;C:\jcp25\lib\forms_rt. jar
-delete -alias //./HDIMAGE/cnt -provider ru.CryptoPro.JCSP.JCSP -storetype HDIMAGE -keystore
NONE -v -storepass 1

B cnyuae ncnonbsosanus Java-mawmn sepcun 1.8 (8):

keytool -J-Dkeytool.compat=true -J-Duse.cert.stub=true -delete -alias //./HDIMAGE/cnt -provider
ru.CryptoPro.JCSP.JCSP -storetype HDIMAGE -keystore NONE -v -storepass 1

11.11 VYpaneHue poBepeHHOro ceptudpmkata n3 xpaHmnuiia
B AaHHOM NpunMeEpe OCYLLECTBNAETCA yaa/l€EHNE AOBEPEHHOIO CepTI/ICbVIKaTa N3 XpaHnnuniia.

VaaneHne foBepeHHOro cepTudmkaTa n3 XpaHuamnLLa oCyLeCTBISIETCS NPU MOMOLLM KOMaHAb!l -delete, KOTOPON
B Ka4ecTBe MapamMeTpoB MepeaaroTcs:

® YHMKaJbHOE MMSs YAANseMoro cepTudpukata (Mpemnosaraercsi, 4TO Ha HOCWTENE HET KJ4Ya C TEM e
MmeHeM):—alias myCert

e Tun nposaiigepa (Kpuntollpo JavaCSP): -provider ru.CryptoPro.JCSP.JCSP

e 1Ms KIO4eBOro HocuTens (xpanunuie ceptudukaTos): -storetype CertStore

e NyTb K XPaHWINLY [OBEPEHHbIX CePTUCUKATOR, MNPOUHNLUANNZNPOBAHHOMY WMEHEM  HOCUTESNS:
-keystore c:\.keystore

® Maposib Ha XpPaHWINLLE LOBEPEHHBbIX CEPTUCUKATOR: -storepass 123456

Takum obpasom, yaaneHue LOBepeHHOro cepTudMKaTa U3 XPaHWUINLLA OCYLLECTBISIETCS:
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B cnyyae ucnonbsoaHus Java-mawiunn Bepcum 11 n Bbiwe:

keytool -J-Dkeytool.compat=true -J-Duse.cert.stub=true -providerpath C:\jcp25\1ib\JCSP.jar;
C:\jcp25\1ib\JCP. jar;C:\jcp25\1ib\ASN1P. jar;C:\jcp25\lib\asnlirt. jar;C:\jcp25\1lib\forms_rt. jar

-delete -alias myCert -provider ru.CryptoPro.JCP.JCP -storetype CertStore -keystore c:\.keystore
-v -storepass 123456

B cnyuae ncnonbsosanus Java-mawmn sepcun 1.8 (8):

keytool -J-Dkeytool.compat=true -J-Duse.cert.stub=true -delete -alias myCert -provider
ru.CryptoPro.JCSP.JCSP -storetype HDIMAGE -keystore c:\.keystore -v -storepass 123456
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12 WcnonbsosaHue ytunntol ComLine

HekoTopble onepaunmn TakKe MOXHO OCYLLECTBUTL C MOMOLLBIO FOTOBbLIX KJ1ACCOB nakeTa ComLine M3 Mogyns
Samples, Bxogswero B coctas Kpuntollpo JavaCSP.

3anyctute ComLine C BbI3OBOM HYXXHOrO Kfacca Jimbo cam KJlacC, WCMOMb3ysl Clefylouime napameTpsl
KOMaHAHOWM CTPOKN:

java ComLine NameofClass args mmu java NameofClass args

Hanpumep:

java ComLine KeyPairGen -alias name_of_key -dname CN=autor, 0U=Security, 0=CryptoPro, C=RU
-reqCertpath C:/req.txt

nin

java KeyPairGen -alias name_of_key -dname CN=autor, 0U=Security, 0=CryptoPro, C=RU -reqCertpath
C:/req.txt

12.1 [poBepka ycTaHOBKN U HACTpOeK NpoBaiigepoB
[MpoBepKy YCTAHOBKM U OCHOBHbIX HAaCTPOEK MpoBaiigepa MOXHO OCYLLECTBUTL 3aMyCKOM:

CheckConf (6e3 mapaMeTpos)

12.2 [lpoBepka paboTocnocobHocTu npoBaiigepos
[ns npoeepkmn paboTocnocobHOCTU NpoBalifepoB BLINOAHUTE KOMaHAY:
CheckConfFull [-servDir C:/*.x*]

-servDir pabouasi gupekTopusi (MO yMOSHaHMIO TeKyLLas)

BbINOMHSAOTCS TECTbI Ha reHepauuio KAtOYeld, reHepaumio 1 NPOBEPKY MOAMMCU, @ TakXKe TECTbl HA CO3AaHMe
TLS-coeautenns (ecnu yctanosnen Kpuntollpo JavaTLS).

3anyck Bo3moxeH npu ycnosuun, 4to Kpuntollpo JavaCSP 6bin ycTaHoeneH ycnewHo.

12.3 Pabota c knro4amun u ceptucpmnkatTammn

12.3.1 TleHepauusi knOYeBOW nNapbl N COOTBETCTBYIOLLEro el CamMonoAnMCaHHOro
ceptucpukaTa. 3anncb Mx Ha HocuTenb. leHepauums 3anpoca Ha cepTudumkaT U 3anNuUcb ero
B dpaiin

[eHepaumst KAtOYEBON Mapbl OCYLLECTBISIETCS C MOMOLLbIO KOMaHAbI:

KeyPairGen -alias name_of_key [-alg GOST3410EL] [-storetype HDIMAGE] [-storepath null]
[-storepass null] [-keypass password] [-isServer true] -dname CN=author, 0U=Security, 0=CryptoPro,
C=RU -reqCertpath C:/*.* -encoding der
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-alias

-alg

-storetype

-storepath

-storepass

-keypass

-isServer

-dname

-encoding

-reqCertpath

YHUKAJNIbHOE UMsA 3annNCbiBAa€MOro Kito4a

anroputm ansi resepauyun (no ymondanmo GOST3410EL)

nms kntodesoro Hocutenst HDIMAGE (xectkuii anck), REGISTRY (peectp OC Windows),
NMst KapToukn uam TokeHa (no ymondanuo HDIMAGE)

NyTb K XpPaHUANLLY JOBEPEHHbIX cepTudukaTos (no ymondaxuto null)

naposib Ha XpaHWiuLLe LOBEPeHHbIX cepTudmkaTos (no ymondanuto null)

naposib Ha 3anucbiBaemMblii katod (no ymondanuio null)

€C/IN KJIIOH CEpPBEPHBIV, TO 3HadeHue true (no ymonyanuio false)

nm4 cy61;eKTa ANA reHepaynm camonoanncaHHoOro CepTVICbI/IKaTa

koamposka (DER/BASE64) (no ymonyanuio DER)

nyTb A4 3anncu 3anpoca

12.3.2 TlonyyeHune ceptucdmkata us 3anpoca. 3anucb ceptudpmkata B XpaHuauuie n B

dainn

Cﬂeﬂ,nyLLl,aﬂ KOMaHAa npeaHa3Ha4de€Ha ANnsd nojayYeHus CepTVICbVIKaTa N3 3anpoca n 3anuncb CepTVICbI/IKaTa B

XpaHusauue u B daiin:

getCert -alias

name_of_key [-storetype HDIMAGE] [-storepath null] [-storepass null] -http

http://www.cryptopro.ru/certsrv/ -certpath C:/*.cer -reqCertpath C:/*.x*

-alias

-storetype

YHUKAJIbHOE NMSA K/HO4Ya
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umsi kntovesoro Hocutenss HDIMAGE (xectkuii guck), REGISTRY (peectp OC Windows),
MMsi KapToHKy nnu TokeHa (no ymonuyanuto HDIMAGE)

-storepath

NyTb K XPaHUAULLY JOBEPeHHbIX cepTudmkatos (no ymonyanuto null)
-storepass

naposib Ha XpaHuaunLwe fOBepeHHbIX cepTudunkaTos (no ymondanuto null)
-http

NyTb K LEHTPY cepTudnkaymm
-reqCertpath

nyTb K cpaiiny ¢ 3anpocom
-encoding

koamposka 3anpoca (DER/BASE64) (no ymoyanunio DER)
-certpath

nyTb K chaiiny gas 3anucm ceptudpukarta

12.3.3 TlocTpoeHue uenoykun ceptTucunkaToB
HOCTpOVITb LEeno4Kky CepTVICbI/IKaTOB BO3MO>XHO C MOMOLLbIO KOMaHAbI:

Certs -alias name_of_key [-storetype HDIMAGE] [-storepath null] [-storepass null] [-keypass
password] -certs C:/my.cer, C:/*.cer, ..., C:/root.cer

-alias

YHUKAJIbHOE UMA KJto4a

-keypass
naposib Ha ko4 (no ymondanuto null)
-storetype
nms kntoydesoro Hocutenss HDIMAGE (xectkuii anck), REGISTRY (peectp OC Windows),
MMs KapTouKK mnu TokeHa (no ymonuyanuto HDIMAGE)
-storepath
NyTb K XPaHUAULLY [OBEPeHHbIX cepTudmkatos (no ymonyanuto null)
-storepass

Maposib Ha XpaHWULLE AOBEPEHHbIX CepTudukaToB (no ymondaxuio null)
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-certs

nyTn K cepTudpmkaTam

12.3.4 ®opmupoBaHue 31eKTPOHHOW NoANnCcKu
cDO[I)MVIpOBaHI/IG 3J'IeKTpOHHOI7I noanncnM OCyLECTBAAETCA C NMOMOLWbBKO KOMaHAbI:

Signature -alias name_of_key [-storetype HDIMAGE] [-storepath null] [-storepass null] [-keypass
password] -signpath C:/*.* -filepath C:/*.*

-alias
YHUKaNLHOE UMS KJtoYa
-keypass
naposib Ha 3anucbiBaemblii katod (no ymondauto null)
-storetype
nms kntodesoro Hocutenss HDIMAGE (xectkuii gnck), REGISTRY (peectp OC Windows),
MMs KapToYKK nmnu TokeHa (no ymonuyanuto HDIMAGE)
-storepath
NyTb K XPaHUAULLY JOBEPEHHbIX cepTudmkaTtos (no ymonyanuto null)
-storepass
Maposib Ha XpaHWNLLE AOBEPEHHbIX CepTudukaTos (no ymondanuto null)
-signpath
nyTb K cpaiiny nognucm
-filepath

NyTb K NOAnucbiBaeMomy dpaiiny

12.3.5 [lpoBepka 3nekTpoHHOW Noanucu
[NpoBepKa 31eKTPOHHON MOANUCK OCYLLECTBASETCS C MOMOLLBbIO KOMaHfbI:
SignatureVerif -alias name_of_key [-storetype HDIMAGE] [-storepath null] [-storepass null]
-signpath C:/*.x -filepath C:/*.%
-alias
YHUKaJIbHOE NUMS KIO4a

-keypass
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naposib Ha 3anucbiBaemblii katod (no ymondauto null)

-storetype
nms katoudesoro Hocutenss HDIMAGE (xectkuii anck), REGISTRY (peectp OC Windows),
MMsi KapToYKK nman TokeHa (no ymonuyanuto HDIMAGE)
-storepath
NyTb K XPaHUAULLY JOBEPeHHbIX cepTudmkatos (no ymonyanuto null)
-storepass
Maposib Ha XpaHWNLLE AOBEPEHHbIX CepTudukaTos (no ymondanuto null)
-signpath
nyTb K cpaiiny nognucm
-filepath

NyTb K NoAnucbiBaemMomy cpaiiny
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13 Wcnonb3oBaHue dyHkunii Kpuntollpo JavaCSP B
CK3WM nop ynpasneHmnem OC Android

B CK3WN Kpuntollpo CSP nog ynpaenednem OC Android wcnonbsytoTcs cyHKUMM Kpuntonposaiigepa
Kpuntollpo JavaCSP wepes crtangaptHble untepdpeiicel JCA/JCE, onucannbie Bbiwe. [Mpumepbl ncnonb3osaHus
yHkunii npueegeHsl B koge npunoxenuss ACSPClientApp («CSP TMpumepbi»), koTopoe noctaBisieTcss BMecTe
¢ aunctpubytusom CK3W ans OC Android. WHcTpykuus no HacTpoiike npoekTa demo-npuiioxeHnst npuBeaeHa
B [JOKyMeHTauun paspabortymka Kk npogyktam Kpuntollpo Ha caiite https://docs.cryptopro.ru/android/
samples/samples.
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