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© 000 «KPUNTO-MPO>x», 2000-2024. Bce npaBa 3awjmieHbl.

ABTOpckue npaBa Ha cpeactso Kpuntorpacudeckoint 3sawmtbl undopmaunu Kpuntollpo CSP u akcnnyatayumonHyto
LOKYMEHTALMIO K HEMY 3aperncTpupoBaHbl B POCCMIICKOM areHTCTBE Mo naTeHTaMm M TOBapHbIM 3Hakam (PocnaTeHT).
JokyMeHT BXOAMT B KOMMAEKT nocTtaeku nporpammHoro obecnevenns CK3W Kpuntollpo CSP Bepcum 5.0 R3 KC1; Ha
HEro PacnpoCTPaHSAIOTCA BCE YC/IOBUS JIMLEH3UOHHOrO cornawenusi. Bes cneymansHoro nucemennoro paspewenus OO0
«KPUNTO-NMPO>» [OKYMEHT nnm ero 4acTb B 3JIEKTPOHHOM WM MEYaTHOM BUAE HE MOTyT OblTb CKOMMPOBaHbLI N NepeAaHbl
TPETLUM JINLAM C KOMMEPHECKON LENbIO.
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AHHOTaUMNSA
JaHHbIl [OKYMEHT cofepxuT obLLyt0 NHOPMAaLMIO MO UCMONL30BAHUIO MPUIOKEHNS KOMAaHAHOW CTPOKKM certmgr,
npefsHasHaYeHHOro ANs ynpasfeHus cepTudprkaTamu, cnuckamm oT3sbiea ceptucdukaTos (CRL) u xpanunuwamu. MNpunoxerne

NO3BOJISIET YCTAHABANBATbL, YAANAThL, PAaCKOAUPOBAThL, SKCMOPTUPOBAThL U oTobpaxaTb ceptudpukaTel uan CRL us daiinosoro
XPaHUMNLLA UAN KJIIOYEBOTO KOHTelHepa.

1 CwucremHble TpeboBaHus

MpunoxeHne QyHKUMOHMPYET B MporpaMMHO-annapaTHbIXx cpegax, nepedncnedubix B MKTHAM.00101-03 30 01.
Kpuntollpo CSP. ®opmynsip, n. 3.2.

2 OnwucaHue nporpamMmmbl

certmgr — yTUANTA KOMaHAHOW CTPOKW A ynpasneHus ceptudmkaTamu, cnmckamm otsbiea ceptucpukatos (CRL) u
XPaHUANLLAMU.

VTnnuta MOXeT YCTaHaBAMBATb, YAANATb, PACKOAMPOBATL, SKCMOPTUPOBATL U oTobpaxaTs ceptudpukaTel unn CRL un3
aiiNIoBOro XpaHuanLWwa Uan KItOHEBOro KOHTERHEpa.

3 CwuHTakcuc

Bo Bcex Bbi3oBax yTwanWTa certmgr AOJKHA ObiTb €UHCTBEHHONR kOMaHZol. [1o3uLmns KOMaHabl U MOPSIZOK ONuMii He
onpeneneHsbl.

certmgr -xoMaHza [<-omumum>]

certmgr -install [<-store>] | [<-file>] | [<-provname>] | [<-provtype>] | [<-container>] |
[<-ask-container>] | [<-certificate>] | [<-crl>] | [<-pfx>] | [<-pin>] | [<-at_signature>] |
[<-al1>] | [<-silent>] | [-keep_exportable] | [-protected] | [-trace]l | [tfmt];

certmgr -list [<-store>] | [<-file>] | [<-container>] | [<-at_signature>] | [<-certificate>] |
[<-cr1>] | [<-pkcs10>] | [<-dn>] | [<-thumbprint>] | [<-keyid>] | [<-verbose>] | [chain] |
[<-stdin>];

certmgr -decode [<-dest>] | [<-src>] | [<-der>] | [<-base64>];

certmgr -export [<-store>] | [<-dest>] | [<-provname>] | [<-provtype>] | [<-certificate>] |
[<-cr1>] | [<-pfx>] | [<-container>] | [<-dn>] | [<-thumbprint>] | [<-keyid>] | [<-all>] |

[<-base64>] | [<-at_signature>] | [<-silent>];

certmgr -delete [<-store>] | [<-dn>] | [<-thumbprint>] | [<-keyid>] | [<-certificate>] |
[<-provname>] | [<-provtype>] | [<-crl>] | [<-container>] | [<-all>] | [<-silent>];

certmgr -enumstores [<location>]

4 KomaHabl n onuun

B yTunanTe certmgr noanepXnUBaeTcs CJ'Ie,quOLIJ.VIIZ nepeyvyeHb KOMaHpA:

-help

BbiBecTu cnpasky 06 yTuaute.
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-install

Vcravosutb ceptudpmkat unm CRL B xpaHunuwe. MoxeT co3aaTh CCbIKY M3 CepTUMKaTa Ha 3aKpbITblii
K104, eCii HeobxoanMmo.

-list

Beisectn ceptudpukatel nnu CRL us xpaHunuwa, daiina nnu koHteliHepa.
-decode

Cmenuts kopupoeky ceptudumkata unm CRL.
-export

dkcnopTtuposaTth ceptudukat unn CRL u3 xpanunnwa nnn koHTeliHepa B chaiin.
-delete

Vaanute ceptucbukat unn CRL nz xpanuanwa.
-enumstores

Beigectu nepeYHeHb BJIOXKEHHbIX JIOTNHECKNX XpPaHNINLL Bbl6paHHOI’O XpaHnnunuwia CepTVICbVIKaTOB.

Mpumedanue. [ns yTuauTbl certmgr HET pasHuubl Mexay AnuHHbiMu (--) n KopoTkumu (-) onuusimu. Mopsigok
onuuii He onpeaenex.

B yTuanTe certmgr NCNosb3ytoTCa Creayloume onuun:

-all

Vicnonb3osaTsh BCe nogxoasiwume ceptucpukatel (CRL).
-ask-container

MonpocnTb NOAb30BaTENSA YKa3aTb KOHTEHEP U3 CNCKA JOCTYMNHbIX KOHTEAHEPOB.
-at_signature

Vcnonb3osaTh 3akpbiThiit kntod AT SIGNATURE emecto AT KEYEXCHANGE.
-base64

WNcnonb3sosath ansa npeactasnerus ceptudpmkaTta nam CRL koanposky base64.
-certificate

PaboTats ¢ cepTudukatom (3HaueHne no ymonyaHuio).
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-chain
OTobpaxaTtsb Lenoyky cepTudnkaTos.
-container <name>

Vka3aTb WMsi KOHTeiHepa C cepTudmkaToM wan 3akpbiTbiM Kiatodom. Umsi umeet dopmat Buga \\
.\reader\name. Ecnu onuus -file He Bbina ykasaHa, 3aKkpbiTblii KoY 1 cepTucpukat bygyT B3sATbI
M3 yKa3aHHOro koHteiiHepa. KoHTeliHep MOXeT ObiTb ykasaH B Buge cTpokum 'skip', B Takom cnydyae B
cepTudukate He DyAeT co3faHa CCbliKa Ha 3aKpPbIThIA KHOY.

-crl
PaboTaTs co cninckom otossaHHbix ceptudpukatos (CRL).
-der
Vicnonb3osaTs ans npeacraenedus ceptucpukata unm CRL kognposky DER (3Havenue no ymonyanuio).
-dest <path>
®Paiin ana pekoguposaHHoro ceptudmkata nnm CRL.
-dn <field=value,...>

Kpntepuu noucka pgnsi ceptudmkata. Ecnu Gonee opHoro ceprtudpmkaTta ypoBAeTBOPSIOT 3afaHHbIM
KPUTEPUSIM, MOJIb30BATENIO DYLEeT NpessioKeHo BbIbpaTh OAMH U3 HARLEHHBIX.

-file <path>

Myte k dpaiiny c ceptucpukatom unu CRL (moxer 6bite DER wnu baseb64-3akopnpoBaHHbIM  nnu
CepnannM30BaHHbIM XPaHWUINLLEM).

-help

BoigecTn cnpasky 0 3aaHHOR KOMaHge.
-keep _exportable

MMoMeTnTs MMNOPTUPOBAHHBIE KAKOYUM KaK IKCMOPTUPYEMbIE,
-keyid <id>

NaeHnTudukatop kntoda gns dunsrpayuu.
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location

Tun xpaHunuia cepTurKaToB 475t TPOCMOTPA BIOXKEHHbIX XpaHuauL,. JocTynHbl ciegytoLine 3HaveHns
onuuu:

O uSer — MokasaTb XpaHwinwa Tekyliero nonb3oBaTens,

o machine — nokasatb xpaHunuwa JlokanbHOro koMnbOTEpa,

o all locations — nokasaTb BCe xpaHuinwa.

-pfx
PaboTaTe ¢ PFX-cdaiinom.
-pin <pincode>
MnH-Kop, KoHTeliHepa.
-pkes10
Pabotate ¢ PKCS#10-cbaiinom.
-protected <mode>

VCTaHOBUTL YPOBEHb 3aLUNThI KJIIOYEBOrO KOHTeliHepa:
o none
o medium
o high

-provname <name>

Nwms nposaiigepa.
-provtype <type>

Tun npoBaiigepa (3HadveHne no ymondauuro 75).
-silent

HenHTepakTueHblii pexxum. Bosepawaer ownbky B ciyyae, ecnu nog 3ajaHHble NapameTpbl NoaxoauT
6onee ogHoro ceptucpukata (CRL), B Takom cnyuae TpebyeTtcsi ykasaTb bonee cTporue Kputepuu noucka.

-src <path>
Paiin ¢ ceptucpnkatom unun CRL ans pekonmposanus.
-stdin

Mcnonb3osaTh ANns BBOAA AaHHbIX CTaHAAPTHbLIA NOTOK BBOAA stdin.
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-store <name>

Nmsa xpanunanwa. [Nepsas bykea ykasbiBaeT Tun xpaHuamwa — 'u' gas xpanuanwa Tekyuero
nonbsosatens, 'm' gns xpaHuauwa JIoKanbHOrO KOMMbIOTEPA, OCTajbHas 4YacTb CTPokM 6e3 nepsoii
bykebl 0bo3HavaeT nMsa xpanuaunwa. Mcnonbsosanme 6e3 'u' nan 'm' ssnserca ycrapeswum. Cywectsyert
HECKOJIbKO npeaonpeneneHHbIX XpaHNanLy:

o <My> — xpaHunuuie ans NoNb30BaTENbCKUX CEPTURMKATOB,

o <Root> — ans kopHeBbix CA cepTucukaTos,

o <CA> — pns npomexyTtouHbix CA ceptucpmkaTtos unm CRL,

o <AddressBook> — ansa gpyrux nonb30BaTeNbCKUX CEPTUUKATOB,

o <Cache> — xpannnnwe kawa ceptudpmkartos/CRL (pocTynHo Toabko YTeHne u yaaneHue).
<uMy> aBnsieTcst 3HaYEHNEM MO YMONYaHWIO.

-thumbprint <hash>
Uundpoeoii otnewatok ceptudbukaTta ans dunstpauuu.
-trace <mode>

VpoBeHb NIOrMPOBaHMS  L71si  BHYTPEHHUX coobuweHnii  (nogpobHee cm. npunoxenne "VYnpasnevue
npoTokonuposaHnem" PykoBoacTsa agMuHucTpaTopa besonacHocTn).

-tfmt <flags>

@opmat norvpoBaHus AN BHYTPeHHUX coobuwieHnii  (nogpobHee cm. npunoxerue "Ynpasnenue
npoTtokonuposaHuem" PykoBoacTea agMuHncTpatopa besonacHocTtu).

-verbose

BobiBoguTh nogpobHyto nHopmauuto o ceptudpmkaTe.

5 Bo3Bpauwaemble 3Ha4veHUs

B cnyvae ycnewHoro BoinonHeHust komangsl certmgr sosspawaet 0. HeHynesoe BosBpalyaemoe 3HauveHue obosHaqaeT
Hanmyme owmnbKn.

TekcToBble OWNOKMN BLIBOAATCS B CTaHAAPTHbIN NOTOK owubok stderr.
6 [lpumepbl ncnosb3oBaHUA
Mpumep 1: YcraHnoska ceptudukara us caiina

VcTanoButh ceptudmkaT u3 chpaiina testuser.cer B xpaHunuiie Tekyuiero nonb3oBatenst My € CCbIIKOA Ha 3aKpbiTbii
KJItOY:

certmgr -inst -store uMy -file /media/floppy/testuser.cer -cont '\\.\FAT12_0\31cc730c-e57e-4b56
-8014-9b8£2ab79d6d’
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Mpumep 2: 3anucb ceptucmkata B yka3aHHOW KOAMPOBKE

Mpeacrasute ceptudbmkat n3 dpaiina testuser.cer B base64 kognposke n 3anncatb ero B testuser base64.cer:

certmgr -decode -src /media/floppy/testuser.cer -dest /media/floppy/testuser_base64.cer -base64

Mpumep 3: dkcnopr ceprucukara / cnucka orossaHHbix ceptudmkartos (CRL)

dkcnopTtuposatb CRL n3 xpanunuwa nokansHoro komnstotepa CA B dhaiin root.crl:

certmgr -export -crl -store mCA -dest /media/floppy/root.crl
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