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© 000 «KPUNTO-MPO>», 2000-2024. Bce npaBsa 3awyuiueHbl.

ABTOpCKUe MpaBa Ha CpeacTBo KpunTorpadudeckoii 3awmuTel uHdopmauumn Kpuntollpo CSP n akcnayaTtaumoHHyto
AOKYMEHTALMIO K HEMY 3aperncTprnpoBaHbl B Poccuiickom areHTCTBe No naTeHTam 1 ToBapHbIM 3Hakam (PocnateHT).

JokyMeHT BXoguMT B KOMMAEKT noctaeku nporpammuoro obecneyveHus CK3U Kpuntollpo CSP Bepcun 5.0 R3 KC1,;
Ha Hero pacnpoCTPaHSIOTCS BCE YCNOBUS JINLEH3NOHHOIO cornatueHns. bes cneymansHOro NMCbMEHHOro paspeLueHuns
000 «KPUMNTO-MPO>» foKyMEHT nan ero 4acTb B 3EKTPOHHOM WK NEYAaTHOM BUAE HE MOTYT OblTb CKONMMPOBaHbI
U MepefaHbl TPETBUM JINLAM C KOMMEPHECKON LEeNbHo.
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AHHOTaUMNSA

WNuctpymenter Kpuntollpo (CryptoPro Tools, cptools) — kpoccnnaTtdopmerHoe rpacuyeckoe npuioxeHue,
dyHkyuronmpytowtee nog ynpasnednem OC Windows, Linux n macOS, nogaepxusaembix CK3W «Kpuntollpo CSP»
Bepcusi 5.0 R3 KC1 (ncnonnenne 1-Base) (cm. n. 3.2 XXKTHA.00101-03 30 01. Kpuntollpo CSP. ®opmysnsip).

VTunnta npefocTaBasieT JOCTYN K OCHOBHbIM cpyHKuusiM 1 HacTpoiikam CK3U Kpuntollpo CSP, Bkatouas:
NPOCMOTP CBEAEHWI O NnueH3un Ha ucnonbsosaHue Kpuntollpo CSP;

YCTaHOBKY MapameTpoB obnavHoro nposaiigepa;

cosgaHue n npoeepky I,

wuncpposarme n pacwudposaHue alinos;

ynpaBneHne KAoYEBLIMN KOHTERHEpaMu;

ynpasieHue ceptucprkatamu 1 1 CBA3AHHLIMU C HUMU KJIOHAMU MOLMNNCHK;

ynpaBfieHne HOCUTENSIMU,
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1 VYcraHoBka n poctyn K npunoxeHuto VIHCTpymMeHTbl
KpunTtollpo

1.1 Windows

Mpu wucnonssosanun CK3W Kpuntollpo CSP nog ynpaenednem OC Windows ytunuta WHcTpymeHTbI
Kpuntollpo ycTaHaBnmeaeTcst aBTOMaTUyeCKn C 6a30BbIMU MOAYISIMU.

B OC Windows npunoxetue Nnctpymentsl KpunTtollpo gocTynHO Kak OTHENbHbIA MYHKT B rpynmne nporpaMm
«KPUMTO-MPO>» (mento Myck = KPUMNTO-MPO = WnctpymenTl Kpuntollpo) (cm. Pucyrok 1).

KPHUMNTO-MPO

KPHUMNTO-MPO

WHcrpymedtsl Kpunmollpe

WHCTpyMEHTSI Kpunmollpo

K Hpo C5P
GG Kpuntallpo Csp

Hacrpoiiku LM Browser Plug-in
MakeTHan NoANMCE AOKYMEHTOE. ..
Cepmudukatn Ceprubukar:

CepmdivKkaTel NONL30EATENA

|
®
=
-
-
]

YI'IFI-E EAEHWE AMLUEHZHMAMK Kplﬂ MT...

n

Q MapameTprl

LA @ € N

Pucynok 1. Joctyn k npunoxeruto Muctpymentel Kpuntollpo nog ynpasnednem OC Windows

1.2 macOS

[ns ucnonssoeaHus cptools nog ynpaenennem OC macOS Heobxogumo BeIOpaTh A1 YCTAHOBKM KOMMOHEHT
cptools B Mactepe yctanokn Kpuntollpo CSP (cm. PucyHok 2) nnm yctanoeuts naket CPROcptools u3 apxusa
amcTpubyTrmea:

installer -pkg CPROcptools.pkg -target "/"
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@ ‘& YcTaHoBKa: ru.cryptopro.csp s
Bbi6opoYyHasa ycTaHoBKa Ha «Macintosh HD»
Mg nakeTta NelicTBUE Pasmep
BeepneHuve v YctaHoBuTs 42,7 Mb
fuueHzna CPROrdg YCTaHOBUTb 391KB
CPROcacerts YcTaHoBUTH 25 Kb
geticenne CPROcspd YCTaHOBUTb 9,5 Mb
@ Twvn ycTaHOBKMK CPROcurl YCTaHoBUTD 1,3 MB
CPROp11 YcTaHoBUTD 2 Mb
CPROrdp YCTaHOBUTb 269 Kb
| CPROstnl
I v CPROcptools YCcTaHOBUTL 16,6 Mb f
» @ Readers/Media 5,3 Mb
CPROrdcloud YcTaHoBUTH 2,7 Mb

Tpebyetcs mecTa Ha gucke: 90,7 Mb OctaHeTtcs: 420,47 b

paduryeckoe NpunoxeHue ang ynpaeneHus KNovamm u
cepTudUKaTamu, NoanUcH 1 LWNGPOBaHWS.

KounTtol 1po

>SP

Hasapg MpofonxnTb

PucyHok 2. Ycranoeka cptools 8 OC macOS

VTunuta ycTaHaBAnBaeTCs B gupektoputo /opt/cprocsp/bin.

3anyck npunoxeHunsi ocywectsasieTcs n3 Launchpad (cm. Pucynok 3) unm n3 KoHconnm ¢ nomoLubio KomMaHabl
cptools.
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y @ ®

LWaxmatbl WHcTpymeHTbl KpunTtolpo CryptoPro_ECP KpunTolpo NGate KpunTollpo...o6HOBNEHUS

MOOLUBROaIBO2AT '@ BNE

Pucyrok 3. Joctyn k npunoxenuto Vinctpymentsl Kpuntollpo nog ynpaenednem macOS

1.3 Linux

[ns ncnonbsosanus cptools nog ynpasneHnem OC cemeiicTea Linux Heobxognmo BbibpaTh koMnoHeHT cptools
B Macrepe ycravoeku Kpuntollpo CSP (cm. PucyHok 4) unu yctanosuTb naket cprocsp-cptools-gtk ¢ nomouybto
cooTeeTcTBytoweli niaTdopMe KOMaHAbl YCTAaHOBKM MakeTa, ykasaHHoli B pasgene 2 MXTAN.00101-03 91 03.
PykoBoacTBo agmuHucTpaTopa besonacHoctu. Linux.

File Edit View Search Terminal Help

| CryptoPro CSP Setup
select the way you want features to be installed.

Click on the 1list items below to change the way features will be
installed. Do not install unnecessary items: it will make configuration
difficult and may impact performance.

KC1 Cryptographic Service Provider

KC2 Provider (skip if not sure)

GUI dialogs component

Smart Card and Token support modules
cptools, GUI application for various tasks]
stunnel, SSL/TLS tunnel with GOST support
PKCS #11 library (for gosuslugi.ru)

Import 0S root certificates in CSP

PucyHok 4. YcraHoska cptools 8 OC cemeiictsa Linux

VTunuta ycTaHaBAWBaeTCs B gupekToputo /opt/cprocsp/bin/<HasBaHue apXUTEKTYPHD>.
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3anyck MpUIOKEHNs! OCYLLECTBASIETCS W3 LUTAaTHOTO MEHIO MNPUIOXKeHW A (BHEWHWi A BuA 3aBUCUT OT
ncnonbsyemoii OC) (cm. PucyHok 5) uanm n3 KoHCONM € NOMOLLbLIO KOMaHAbl cptools.

O
= |

_

% Favourites i\‘ JonoNHUTENbHbIE ApaWBEPb

% ADMMHMCTPUMDOBaHWe —
#% AQMWHWUCTpUpOBaHUe B sanyckaew

Aynwo n Buaeo
e 3BYK

@ padpmka

WHTepHeT WMHcTpyMeHTsl KpunTollpo
¢ ObpasoBaTe/bHble WcTopua notpebnexna
i Oc ™ Kanokynarop MATE

MapameTpel :
e EF& Knaematypa
CHCTEeMHBIe _ )

|' 6MHaLMKW KNaBKLL KNaB..

CneyuanbHbIE B —

MeHemxe etook
CTaHmapTHbie MeHenxep Bluetooth

MeHeqxep apxneos Engra...

0 Mbiwb

= - Hactpoikmn Onboard

LIeHTp ynpaBneHua

PucyHok 5. Hoctyn k npunoxenuto Minctpymentsl Kpuntollpo nog ynpaenednem OC cemelicta Linux
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2 Wntepdeiic npunoxerHunsa Nuctpymentbl Kpuntollpo

C nomouwbto MuctpymenTtos Kpuntollpo pewatoTcsi 3agaum ynpaefieHust KOHTeiHepamu, cepTudmkaTamum,
HOCMTENsSIMU, HaCTPOIiKaMN KPUMTOMNPOBARAEpPOB, CO34aHNSA U NPOBepKM dnekTpoHHol nognucu PKCS #7.

DYHKUUM  NPUNOXKEHNS CrPYNMNMPOBaHbl MO BKAAJKaM B COOTBETCTBMM C HA3HAYEHWEM U MO3BOASIOT
noNb30BaTeNsIM YAOOHO pelaTh TUMoBbie 3agaqu. JononHutensHble pyHKUMM MO HACTPOiiKe npoBaligepa LOCTYMHbI
B paclumpenHom pexxume (kHonka MMokasaTb paclwmpeHHbie).

Manens npunoxernsi Vinctpymentol Kpuntollpo cogepxunT cnepyrowme Bknagkn (cm. PucyHok 7):
Obuwee;

Ob6nayvHbii npoBaiigep;

KoHTeiliHepbi;

Ceptudinkarsi;

Co3pgaHue nognucu;

Mposepka nopnucwy;

3awndposats daiin;

Pacwundposats daiin;

Cnucku oT3biBa (JOCTYNHA B PaCLUNPEHHOM PeXUME);
VYnpasneHve HocuTensimun (JOCTynHa B PaCLUMPEHHOM PeXUME);
HacTtpoiiku (gocTynHa B pacluMpeHHOM pexume).

2.1 PacwwupeHHbIii peXxxum

PaclumpeHHblii  pexxvM  naHenn NpUAOXKEHUS pPacCHMTaH ANsl ONbITHbIX MOJib30BaTeNeli W OTKpbIBAeT
JONOJNIHNTENbHbIE BO3MOXHOCTU HACTPOWKM NapamMeTpoB MpoBaiigepa M onepauunii C KOHTeliHepaMu, HOCUTENSIMMU,
CO3[aHNA N MPOBEPKM NOAMUCH.

[Ons oTobpaXkeHnst paclIMpeHHbIX ONuMiA HaxxmuTe KHonky [lokasaTb pacwupeHHble. B paciumpernHom
pexxume paboTbl AOCTYMNHbI AOMNOJHUTENbHbBIE OMUMN U HACTPOWKM Ha BKaAKaXx.

YT100bl CKpbITh paclwmpeHHble onuun, HaxkmuTe kHonky CKpbITb pacwimpeHHble. Ecan npn 3Tom Obina
OTKpbITa BK3AKa, JOCTYMHasi TONbKO B paclumpeHHom pexume (Ynpasnenue Hocutensmu win Hactpoiiku), To
bynet otobpaxeHa Bkiaaka Obuiee.

Mpumeuanne. HekoTopble onuuu B paclIMpeHHOM pexume (Hanpumep, MCMONb30BaHWE JIOKAJbHOMO
XPaHUANLLA KOMMbIOTEPA NpU BbIbOpe KOHTEHEpa) AOCTYMHbI TOJBLKO MPU 3afycke MaHenu C npasamu
agMuHucTpaTopa (cynepronb3oBaTesnsi).

2.2 [Tlounck no naHenwu

C nomowpto rnobasbHOro noucka Mo MaHesW MOXKHO ObICTPO HAWTW  WHCTPYMEHT WAM  HACTPOIiKM,
COOTBETCTBYIOLLME UCKOMOMY C/10BY. [lonck BbINONHAETCA NO 3HaYeHUsIM BCex noJsieii naHenu. Hanpumep, npu nouncke
no cnosy «naposb» (cm. PucyHok 6) ans Bbibopa goctynHbl Bkiagkum KoHTeiHepbl n YnpasneHue Hocutensimu,
T.K. OHU copepxaT dyHkumn «CMeHUTb Maposb KoHTeliHepa» u «BepHyTb maponb no ymondaHuto» HocuTens
COOTBETCTBEHHO.
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Q e

KoHTeliHepsl

OcTaHoBWTE NOUCK

YI'IpaBJ'IEHHE HOCHUTENAMM

O cptools - Mucrpymenter Kpuntolpo

KoHTelHepbl
BeibepuTe CSP ana onepaumid C koHTelHepamm

Bce koHTeliHephl (BblBpaTs CSP aBTOMaTHUeCcKK)

Q nownck KOHTERHEpa

CyuTblBaTEND KoHTeiiHep Wma cybbekta Tun Knko4a
REGISTRY te-ec5d01a5-0b5c..  useri_test Qbmena
CLOUD DSS-aadecedf-5b..  user2 OBmeHa
CLOUD DSS-edeac774-d3f.. user3 OfmMeHa
CLOUD DsS-abdg46fa-e6...  user_210819 QObmeHa
REGISTRY user_bad user_bad OfmeHa
CLouD D55-0536b26d-96...  user_test QbmeHa
REGISTRY 3beesff59-7235-8.. user_test ObmeHa
CLOUD D55-b3eaddad-3f..  user test2 QOfmena
CLOUD Ds5-85f3e88f-3f1...  user_test3 Qbmena
CLOUD DSS-5de31485-5b...  userb OBmeHa
REGISTRY userb userb OfmMeHa

cnonb3oBaTe NokanoHoe XpaHANWLLE KOMNbHOTEPa

MpoTecTMpoBaTh KOHTERHED
CMEHWTE Mapoik KOHTeRHepa

YCTaHOBWTE CepTUdMKaT

CKONMPOBaTh KOHTERHED Kak

YAanuTe KOHTeHEp

PucyHok 6. lMouck no nanenu

2.3 0O6was nucopmaumns o CK3U

Bknagka O6wee nanenn WHctpymentos Kpuntollpo comepxut uHdopMaLmio 0 BEPCUU N aKTyalbHOCTW
yctanoenenHoro CK3U Kpuntollpo CSP, ceegenunsi o nuueHsnm, a Takxe NO3BOMSIET BblbpaTh s3bIK nposaligepa
ANs Tekyliero nonb3osaTens (cm. Pucynok 7, PucyHok 8, PucyHok 9).

Q Mowck

Obulee

KoHTelHepsl
CepTidmKaThl
Co3gaHue nognmcu

Mpoeepka noanucu

OBnauHbli Npoeaiiaep

3awwundpoeats dann

Pacwmopoeate Gain

PD cptools - Mncrpymentel Kpuntalpo -

» KPNMTOMPO CSP

Kpuntolpo CSP 5.0.12900

08.08.2023
5050N4003001BT72MAB3#****
Cpok aefictevs nmuensim - 09.11.2023

[laTa nepBoW yCTaHOBKK

CepuiiHbIi HoMep

Tvn anueHsnm lleMoHCTpaUmMoHHan

BBecTv NMLUEH3NIO

A3bIK

BuibepuTe Asbik Nposaiaepa AR TEKYLLEro NoAb30BaTeNA

Pycckuid b
Momoub O6HoBneHne
Dopym ¥ Bac akTyanbHaA Bepcna

MNopran Texnoanepxkmn
MpuobpeTesne TMLLEH3MK

Mokazats paclunpeHHbIe

Pucynok 7. Bknagka Obuwee 8 OC Windows
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cptools - MHcTpymeHThI KpunTolpo = o X

Q Mowek

» KPUMTOIMPO CSP
Obuwee

Kpuntollpo CSP 5.0.12900
O6nauHeIi nposaniep Jlata nepeon yCTaHOBKMW 10.08.2023

. CepHitHbIA HOMep 5050N4003001BT72MAB3*##***

KohTeitHepb! CpoK AedCTBMA NIMLEH3UK 11.11.2023
i TUn AMUEH3MK JeMOHCTPaLUMOHHAA

Beectun JIMUEH3No nAa MeHA
Co3pgaHure nognucu
A3bIK

Mpoeepka nognucu ;
BoibepuTe si3bik Nposangepa ANA TEKYLLEro Nosb3osaTens

3awmndposatb hann Pycckui -
Paclumdposatk daiin MomoLlwb O6HoBNEHNe
Dopym Y Bac aKTyasibHanA Bepcnsn

MopTan TexnoaepxKu
NpwobpeTerue NMUEHINK

MNokasartb pacllMpeHHble

Pucyrok 8. Bknagka Obuwee 8 OC Linux

[ ) [ ] cptools - UHcTpymeHTbl Kpuntolpo
- » KPUMTOMPO CSP
el RosgrAce Kpuntolpo CSP 5.0.12508
KoHTenHepbl .
[aTta nepeoi ycTaHOBKUK 28.01.2021
Ceprudukatel CepWitHbliA HoMep 505000000003WUXNAZEQ***+*
CosgaHue nognucu Cpok gelcTBns NMUEH3NK MocToaHHaRA
MpoBepka Noanucu Tvn NUUEH3UK TLS cepeep
3awndposaTts daiin BBECTU NULLEH3UIO ANA MeHs

PacwudpoeaTs daiin
op > AzbIK

BbibepuTe A3biK NpoBalifiepa ANs TEKYLIEro Nofib3osaTens

<Mo yMonyaHuwo>

Momouwb QObHoeneHne
Dopym CkayvaTb KpunTolpo CSP 5.0.13000
Mopran Texnogoepxkn OnuncaHne HOBOI BEPCKK

MpuobpeTeHue NULEH3UN

MokaszaTb paclwypeHHble

Pucyrok 9. Bknagka Obuwee 8 OC macOS

Mpu Hanuuum gocTyna K cetu B ciydae, ecnu yctanosseHHast Bepcust CK3W Kpuntollpo CSP HeakTyanbHa,
NPUAOXKEHNE YBEAOMASET O BO3MOXHOCTW obHoeneHnst Kpuntollpo CSP, koTopoe MOXHO ckayaTb MO CChbIJKe,
oTKpbIBatoLLeiics B bpaysepe no ymondaHmo npu Haxatuu kHonkm Ckauate Kpuntollpo CSP 5.0.%**** (cu.
PucyHok 9), a Tak>ke No3BO/ISIET NepeiiTn Ha hOpPyM C OnmMcaHneM akTyasbHol Bepcun. Ecim goctyna k cetu Het, To
CBefeHUst O HOBOIA BepcumM He oTobpakatoTcs.
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Mpumeuanne. locne ckauusanusi nepen ycraHoskoli CK3U Heobxogumo ybeauTbcsi B LeNOCTHOCTW
nosnyseHHoro anctpubytuea (nogpobree cm. pasgen 2 XXKTAM.00101-03 95 01. MNpasuna nonb3oBaHms.)

2.4 Hacrpoiika napametrpoB obsia4HOro nposaingepa

CK3W Kpuntollpo CSP nopgepxueaet paboTy € K/OHaMU, XPaHSILWMMUCS B CEPBUCE XPaHEHUs KIOYel.
NuctpymenTbl Bknagku OOnayHbii npoBailgep no3BOASIOT HAaCTPOUTb B3aMMOLENCTBUME KpunTonposaiigepa C
«0bnavyHbBIMUY KJIKOYaMK.

NuTtepdbeiic B3anmogeiicTeus ¢ katodamu B cepeuce xpaHeHus kiatodeii B8 Kpuntollpo CSP He oTnuyaertcs ot
paboTbl C KAKOYAMN Ha KIACCUYECKUX KIIHOYEBbIX HocuTensx. Jns Toro, 4tobel onepaunm ¢ obnayHbIMn KaoHamm B
Kpuntollpo CSP cranu goctyntbl, Heobxogumo HacTpouTb nogkatodeHne kK cepeepy DSS n yctaHoBUTL cepTudpukaTtsi
N3 NMHHOTO KabuHeTa nonb3oBaTeNst cepsuca anekTpoHHoii nognucu (CII).

) cptools - UncrpymenTel Kpantalpo — [m| X

Q Mowmck O6nayHblid NpoBaiigep

Kak HacTpowTs 06nauHbii TOKeH
Obuee

BeibepuTe cepeep
O6nauHbIif NpoBaiisep <lcnonb30BaTh HOBbLIN Cepeep:> v

. | Cepsep asTopM3aLmMn |

KoHTelHepbl

| Cepeep D55 |
CepTudmkarsl

| YHuKanoHoe MMA |
CozaaHue noanucu 0 YcranosuTs cepTudmkaT 63 Lenoukm

[ Ycranoemts npocpoueHtble cepTidnKaTel

pocp P

ﬂpOBepKa NoAnucK YCTaHOBWTb B NOKaNBHOE XPaHWIWLLE KOMNbHTEPa

. Y¥cTaHoBUThL CEpPTMdMKaTEI
3awudpoeatb hann

BeiiiTi € cepeepa aeTopusaumnm
Paclwmopoeats daiin

YI'IpaEJ'IE HWE HOCHUTENAMM

Hactpoiikn

CKpbITh PaclUMpeHHbIe |

Pucynok 10. Bknagka ObnayHbiii npoBaiigep

Mpu wncnonb3oBanum npunoxernsi nog ynpasnedunem OC cemeiictea Linux/macOS pgns Bo3moxHOCTM
HaCTPOIiKy mapaMeTpoB 0b1a4HOro nNpoBaiigepa HeobxogMMO AOMONHUTENLHO YCTAaHOBUTL MOAy/b noagdepku cloud
(MHCTPYKLMIO MO YCTAHOBKE CM. B PYKOBOACTBE aAMUHMCTpaToOpa 6e30MacHOCTM AN UCMOJb3YeMONA naaTgopMbl).
Ecnn mogynb He ycTaHOB/IEH, KHOMKMN Ha BKnagke OOnayvHbIii NnpoBaliaep HEaKTUBHLI, BHU3Y NaHenn oTobpaxaeTtcs
cooTBeTCTBYIOWEe coobuiermne (cm. PucyHok 11).
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cptools - MHcTpyMeHTEI KpunTollpo <

Q 06nauHbIN NpoBanaep
Kak HacTpomnTh 061a4HbIA TOKEH

Obuee

KoHTeRHepbl

CepTUdUKaTbI

CozfaHue noanucu
Mpoeepka nognucu
3awndpoeatb dann
PacwmdpoeaTe daiin
Ynpas/ieHWe HocuTenamMmn

Hactpoiku

CKpbITb pacluMpeHHble

Ina pabotel c 06n3uHbIM NpoBaigepom HeobxoAMMO YCTaHOBWMTL MOAY b Noadepxku cloud

Pucyrok 11. Bknagka Obnaunbiii nposaiigep ans KC2 nog ynpaenernem OC cemeiictea Linux/macOS

Ona wHactpoiikn coeamHenns ¢ Heobxogumbim CIIT Kpuntollpo DSS B Bbinagatouiem crnncke ebibepute
<Wcnonb3oBaTh HOBLIA CepBep> U yKaxxuTe agpeca cepeepa asTopusauuu u cepeepa DSS B cooteetcTBytoLmx

nonsAx. |'|p|/| H606XO[J,VIMOCTI/I N3MEHNTE aBTOMATUYHECKN HA3HAYEHHOE YHNKAJIbHOE NMA.

ﬂ'ﬂﬂ YCTaHOBKMN CepTVICbI/IKaTOB B XpaHuWnuwe TeEKYLLEro noJib30BaTeNA HaXKMUTE KHOMKY YcTaHoBUTDL

ceptudunkaThbl.

Ecnu Bxog B C3I1 paHee He Obln BbINOMHEH, OTKPOETCst OKHO BX0ofa B Beb-uHTepdpeiic CIM. Bug nHTepdeiica
3aBucut ot ucnonbsyemoit OC (cm. Pucynok 12). [anbHeiiwme AeACTBMSI MOib30BaTeNsi AJisi OCYLUECTBIEHUS
ayteHTudmkauumn 8 CIT1 3aBUCAT OT NCNONBL3YEMOIi NpOrpaMMHO-annapaTHOl N1aTgopMbl, HACTPOEK CepBeEpa, METOAA
ayTeHTUUKaUMN Moib30BaTENst U pernamMeHTa paboTsl ¢ ykasaHHbiM CII1 (nogpobHee cM. 3SKCmlyaTauMOHHYHO

BOKyMeHTaumto Ha komnoHeHT Cepeep anekTpoHHoii nognucu «Kpuntollpo DSS»).

3 CryptoPro Web Authentication X

N
P KPUMNTOMPO
N

Bxoa B
CepBu1C 3MeKTPOHHOIA noanucu

Danee

Bxon no ceptndmkary [pyroii cnocob Bxona

[ Yyoit komMnsioTep Authentication - CryptoPro DSS

Authenticate on 'https://dss.cryptopro.ru/STS' CryptoPro DSS server

Peructpauma Username:

Pucyrok 12. Bxog 8 C3I Kpuntollpo DSS

OTMEHWTB OK
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Mpumeyanune. Ecain 8 OC Linux okHo Bxopa B Beb-nHTepdeiic CII oTobpaxkaetcst B koHCOMLHOM Buge bes
rpacduueckoro nHtepdpeiica (cm. Pucyrok 13), ycTaHOBMTE nakeT zenity Afsi KOPPEKTHOrO OTODPaXKEHUs.

oauth x

topro,ru' CryptoPr

PucyHok 13. OTobpaxeHue okHa Bxoga B CII1 6e3 rpaduyeckoro untepdeiica 8 OC Linux

Mocne Toro, kak BobinosiHeH Bxog B CIM1, ceptucpukatsel nonssosatens C3M BygyT ycTaHOBMEHBI B NOKaNbHOE
XpaHuanLe cepTMdUKaTOB TekyLero nosb3osatens (cm. PucyHok 14).

Mpumeyanne. lMNpu yctaHoBKe cepTUUKATOB KAtOYM NognucK He nokugatoT cepeep DSS.

) cptools - UncrpymenTsl Kpuntallpo - m} x

Q romck O6nauHbli NpoBaligep

Kak HacTpowTs o6nauHbii TOKeH
ObLee

BoibepwTe cepeep
ObnauHbllii NnpoBaiiaep dss_cryptopro_ru Y

. https://dss.cryptopro.ru/STS/oauth
KoHTeliHepsl
-1tt:ns:_.-'.-'dss.cr:-; ptopro.ru/S 'g nServer/rest

CepTudukarsl

YCTaHoBUTh CEPTMdMKaTEI

CozaaHue noAnucun
BuliTh c cepBepa aBTOpU3aLLIAN

MpoBepka noAnuck ¥ YCTaHOBKa CepPTU(MKATOR 3aBepLukaach YCnexom

3awudposatk daiin CepTduMKaT YyCTaHOBNEH BMeCTe ¢ LIEeMOUKOH ol
Otneuatok: DOSEB142799B6CB54CDFAD4CATDIA36CE5FDOASE
Mma cyBbexTa: test_ios12

CepTvdmKaT yCTaHOBAEH BMECTE C LEMOYKOH
Otneuatok: OAEBFOF1EF53FA23B65F824132938A19BEDFESE3
Wma cybvekra: test_ios12_offline

CepTduMKaT YyCTaHOBNEH BMeCTe ¢ LIEeMOUKOH
Otneuatok: 97E3E4E928A003ET1ASFC1462F0C6811120348518
Mma cyBbexTa: test_ios12_offline2

CepTvdmKaT yCTaHOBAEH BMECTE C LEMOYKOH

MokasaTb pacluMpeHHble Otneyatok: 09227FOFBT7623FCD29D2FA3C35395CD09841DBEB

Pacwmdpoeats daiin

PucyHok 14. VcTaHoBka cepTudpkaToB B XpaHWMLLE TEKYLLErO MOJb30BaTENs
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Mo kHonke BbIiT € cepBepa aBTOpM3auUMU MOXHO BbIATU M3 NMYHOro KabuHeta nonbsoeatens C3M1. B
ClyHae YCMELIHOro BbIXofa C cepBepa byneT oToDpaXxeHO OKHO C COOTBETCTBYtOW MM coobuienunem (cm. Pucyrok 15).

4 CryptoPro Web Authentication X

N
P KPUMTOMNPO
D

Bbl BLINOMHUIKN BbIXOL,

B uenax ycuneHnA 6e30NacHOCTH PEKOMEHAYETCA B KOHLE
CeaHCa 3aKpklBaTh BCe OkHa Gpaysepa

Authentication - CryptoPro DSS (<]

o Successfully signed out from 'https://dss.cryptopro.ru/sTs'
6 CryptoPro DSS server.

OK

Pucynok 15. Beixog nz C3I1 Kpuntollpo DSS

B paclumpeHHOM pexxnme MCNOoNb30BaHWUSA NaHeNn AOCTYMHbI CAeAytolmne AONONHUTENbHbIE ONUUN YCTaHOBKM
cepTndrKaTos:

e YcrtaHoBuTbL ceptudmkat 6e3 uenoyky (N0 yMoNHaHWIO BbIKAOYEHA) — OyAeT YCTaHOBNEH TONBbKO
KOHEYHbIV cepTndmKaT He3 LEeNoYKM KOPHEBOrO 1 MPOMEXYTOYHbIX cepTucukatos VL.
e YCTaHOBUTbL MpoCpoYeHHble cepTudmkatbl (MO yMOAYaHUIO BbIKNtOYeHA) — OygeT ycTaHOBNEHbI

cepTupuKaThl C WCTEKWMM CPOKOM geiicTeusi. Ecnm onuus BbikntoudeHna, npu Hanuuum y nons3osatens CII1
HeAeNCTBUTENbHBIX CEPTUGMKATOB NpY MOMLITKE UX YCTAHOBKM ByaeT oTobpaxkeHa owmnbka u cepTudpmkaTbl He ByayT
ycTaHosneHbl (cMm. PucyHok 16).

e YCTaHOBUTbL B JIOKANbHOE XpaHWAWLE KomMbioTepa (Mo yMONYaHuio BbIK/KOYEHA) — cepTudurKaTbl
OyoyT ycTaHOBfiEHbI B JIOKaJbHOE XpaHWiulle CepTUGUKATOB (NPU BbIKAKOYEHHOW OMUMM YCTAHABANBAKOTCS B
XpaHuanLWe Tekyllero nonb3osatens). Onuns BocTynHa Ans BbIbOpa TONBLKO MPW 3amycke MPUJIOXKEHUSI C NPaBamu
agMuHncTpaTopa (cynepnonb3oBaTens).
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) cptools - UncrpymenTsl Kpantolpo - m} H

Q Moucx O6nauHblid NnpoBaigep

Kak HacTpomTs ofnauHblid TokeH
Obwee

BeibepuTe cepeep
ObnayHblii NnpoBaiiaep dss_cryptopro_ru ¥

. https://dss.cryptopro.ru/STS/oauth
KoHTeliHepbl
https://dss.cryptopro.ru/SignServer/rest

CepTudmkarsl

[ Ycranosuts cepTrdrkat Bes Lenoukm
CoznaHue NoANucK [ YcraHoeuTs NpocpoueHHtle cepTUdMKaTE
YCTaHOBWTL B IOKaNbHOE XPaHWAMLLE KOMIbOTepPa

lMpoBepka noanucy YcTaHoBUTE CepTUMKaTEI

3awudpoeats Gain BuifiTh ¢ cepeepa aBTOpU3aLIMn

. ¥ [pu yCTaHOBKE CePTUOUKATOB NPOM3OLWNK OLMBKK
Paclwwndpoearte dann
CepTudukaT He ycTadosneH (0x80090328: MoayueH cepTUdMKAT C MCTEKLLMM 2]

CPOKOM AeHCTENA.)
Otneuatok: DOSEB142799B6CB54CDFAD4CATD3A36C85FDHASE
Wmna cybbekTa: test_ios12
Hacrpoiiku CepTudukaT He ycTadosneH (0x80090328: MoayueH cepTUdMKAT C MCTEKLLMM
CPOKOM AeHCTENA.)
| Otneuatok: OAEBFOF1EF53FA23B65F824132938A19BEDFESB3
Wmna cybvekta: test_ios12_offline

YI'IpaEJ'IE HWE HOCHUTENAMM

CKpbITh pacluMpeHHble

Pucyrok 16. Onuun yctaHoBKU cepTUPUKaTOB

2.5 Onepauunn c kKoHTelHepamMu

Ha Bknagke KoHTeiiHepbl oTobpakaeTcs nepedeHb KOHTEAHEPOB, AOCTYMHbLIX MOJIb30OBATENO, OT UMEHM
KOTOPOTro 3anyLLeHO NPUIOXKEHNE, HA MOAKIIOYEHHbIX B HACTOSALWNY MOMEHT HocuTensax. [1o ymonyaHuio ans Kaxxgoro
K/IIOHa B KOHTEHEpPE YKa3aHbl COOTBETCTBYIOLWMIA cHMTbIBaTENb, UMsi cybbekTa (CN) ceptudmkara (B cnyyae Hanmums
cepTudprKaTa B KOHTENHEPE) U TUM KJKOYa B KOHTEHEpE.

Ynpasnevne KonoHkamMu Tabauubl. B Tabanue MOXHO WU3MeHUTb nNepedeHb OTODpa)KaeMbIX CBOMCTB
KOHTeliHepa (M COOTBETCTBYIOLMX KONMOHOK). [lnsi 3TOro HakMuTe NpaBoii KHOMKOW MbIWM Ha Ha3BaHue Ntoboii
KOJIOHKM 1 B BbINaAatoLLEM CMNCKE YKAXKNTE Te KOJIOHKMN, KOTOpble HeobxoanMo oTobpasnTb B Tabauue.

Onsi nameHeHns nopsigka OTODPaXkeHUs! KOJIOHOK JIEBOW KHOMKOW MbILIN 33a)KMUTE Ha3BaHUE KOJIOHKU 1
nepeTsiHNTE ee Ha Heobxofumoe MecTo B Tabnuue.

CopTupoBka KoHTeiiHepoB. B Tabavue focTynHa cCOpTUPOBKA KOHTENHEPOB MO OAHOW U3 KOJIOHOK Tabniunubl.
Mo ymMon4aHnto KOHTelHEPbI OTCOPTUPOBaHbI MO UMEHN CHUTbIBaTENS. YTODbI OTCOPTNPOBATL KOHTENMHEPLI, HAXXMUTE
Ha Ha3BaHme Heobxogumoin konoHku. o ymonuaHuio BbIMONAHSETCS COpTMPOBKA Mo andasuty. YTobbl n3meHuTb
HanpaB/iieHne COPTUPOBKM, NOBTOPHO HAaXKMWUTE Ha Ha3BaHWE KOJNOHKMN.

Mouck koHTeliHepa. Jns BbicTporo nomcka HeobxogMMOro KoHTeHepa BOCMO/b3YNTECh MOUCKOBOWA CTPOKOIA
«Mownck koHTeliHepay. Nonck ocyllecTBAsIeTCA NO BCEM MOJSIIM OAHOBPEMEHHO.

Bknagka npegoctaBasieT AOCTyn K CAeAyoLmnm PyHKLUAM:
® TeCTMpPOBaHNE KOHTENHepa;

® KOMUpOBaHMe KOHTeliHepa;

® yCTaHOBKa cepTudpukara.

B pacwupeHHoOM pexume WCNONb30BaHUS MaHeNn [OCTYMHbl CAeAyloLMEe LOMNOJNHUTENbHbIE Onepauunm ¢
KOHTeliHepaMu:
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e unsTpauus KoHTeiHepos no nposaiigepy (CSP);

® VICMOJIb30BaHME JIOKAJILHOrO XPaHUAMLLA KOMMBLIOTEPA [fJis MOWUCKA KOHTelHepa (yHKuMs [OCTynHa npu
3anycke NaHenu C NpaBamMu agMuHucTpaTopa (cynepnosnb3oBaTens));

® N3MEHEHNE Naposs KOHTelHepa;

® yaaJieHne KOHTelHepa.

B cnydyae BO3HWKHOBEHUS OWINOKKU BO BPEMSI BbIMNOJHEHUS KaKOW-MbBO onepaunun ¢ KOHTEHEPOM, BHM3Y OKHa
KPacHbIM LBETOM oOTobpakatoTcsi kof n uHdopmaumst ob owmnbke. Ecnn onepauus ¢ KoHTeliHepom 3aBepLueHa
ycnewiHo, oTobpa)kaeTcs COOTBETCTBYOLLee COObLIeHME.

) cptools - Uncrpymentel Kpantalpo — [m| X

Q Momck KoHTeiiHepbi

BeibepuTe CSP ana onepaumi c koHTelHepamm
Obulee

Bce koHTeiHepsl (BbibpaTe CSP asToMaTHueckw) v

O6nauHblil NpoeaKiep Q. Mowck rorrerinepa

KOHTeﬁHepbl CuuThiBaTE R KoHTeiiHep Wma cybbekta Tun kikoua 3
REGISTRY 51818d467-2191-..  testmail0620 Q6meHa
CepTudmKarsl REGISTRY 33f837¢37-4d31-3.. testuser OfmeHa
REGISTRY 208d09bae-6981-.. testuser OfMeHa
REGISTRY testuserz testuser2 OBmeHa
Cospakue noanucy REGISTRY 2alc288d2-d957-.. tu2020 QBmeHa
CLOUD DSS-5902b7cc-c4..  user OfMeHa
MNMpoeepka noAnUcK REGISTRY te-ec5d01a5-0b5c..  useri_test O6meHa
CLOUD DSS-aadecedf-5b..  user2 OfmMeHa
3awmndpoears ¢alﬁﬂ CLOUD DSS-edeac774-d3f..  user3 O6MeHa
CLOUD DSS-abd846fa-e6..  user_210819 OfmeHa
REGISTRY user_bad user_bad QbmeHa

Pacwmdpoeats daiin

Mcnonb30BaTh NOKaNLHOE XPaHWAKMLLE KOMMNBHTEPA
yﬂpaEﬂeHHe HOCHUTENAMM

MpoTecTMpoBaTh KOHTERHED | CKONMPOBaTh KOHTERHED Kak
Hactporikn _ -
CMEeHWTbL Naponb KoHTelHepa YAanuTh KOHTERHEp
CKpbITh pacllMpeHHbIe YCTaHOBWTE CepTUdMKaT

Pucyrok 17. Bknagka KoHTeiiHepbl

Mpumeyanne. Ecnu Ha koHTeliHEp yCTaHOB/IEH Maposib, OH DyfeT 3anpalumBaThCs B OKHe ayTeHTudpmKaumum
B KOHTEiHEpe BCAKWI pa3 Npu BbIMOJHEHMU ONEpauuii C 3akpbITbiM KaodoM. [na ymobcTea B cnydae
HEOBXOAMMOCTN MHOrOKPaTHOro 0DbpaLleHmnsi K 3aKpbITOMY KJHOHY BO3MOXHO COXPaHWUTL Maposib KOHTelHepa

a B CMELMasbHOM XPaHWINLLE NIOKAJIbHOrO KoMnbtoTepa. s sToro yctavoeute dpnar CoxpaHuTs naponb B
cucTeme B OKHe ayTeHTudmKauum B koHTeliHepe (cm. PucyHok 18).

[ns ypaneHus paHee CoXpaHeHHbIX Maposieil BOCMONb3yinTech byHKUneld YaannTb coxpaHeHHble naponuv
BkNagku Hactpoiiku.
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9 AyTenTudmkaums - Kpuntollpo CSP X

Crypto-Pro GOST R 34 10-2012 Cryptographic Service Provider 3anpalumeaet
naponk AnA ayTeHTN UKaLMN B KoHYeBoM KoHTellHepe

CunTbiBATENb: REGISTRY
YHUKaNBHOE UMA OTCYTCTBYET

KoHTeiiHep: al47b6758-7102-6009-0382-cb84c088b62

Beegute napone: ‘ essssese

CoxpaHHTk Naponk B cucTeme

TpeBoBaTs Naponk NP1 Kaxa4oi onepaLji

Pucynok 18. CoxpaHeHue naponsi KoHTeliHepa

2.5.1 TecTtupoBaHue kOHTeliHepa

TecTnpoBaHume KoHTeliHepa MO3BOASIET MNPOBEPUTL €ro paboToCnocobHOCTb, a TakXe OTObpa3uTb CBOWCTBA
kntoda (kntoueid) n ceptudpukaTa (ceptudmkatos) B KoHTeliHepe. HTobbI NpoTECTUPOBaTL KOHTElHEP:
1) Ha Bknagke KoHTeliHepbl BbibepuTe HEOOXOAUMBI KOHTENHEP;
2) HaxmuTe kHonky [MpoTecTupoBaTh KOHTelHep;
3) ecnm Ha BOCTYN K KJIIOYY YCTAHOBJIEH MapoJib, BBEAUTE €r0 B OKHE ayTEHTUMUKALMN B KOHTEAHEPE.

PesynbTaTbl TeCTUpOBaHUS OTODPaXkaloTCs B HOBOM OKHe, MH(OPMaLMIO O KOHTEHEPE MOXHO CKOMUPOBATb
unn coxpaHutb B chaiin. Ecnn B npouecce TecTupoBaHusi kKoHTeliHepa Oblin obHapyxeHbl ownbku, nHopmauus o
HUX BbIGENSIETCS KPAaCHBIM LiBETOM B OKHe C pesynbTaTamu nposepkun (cm. PucyHok 19).

) TecTupoBanue KoHTElHEa SAKPLITOG KNIOU3 O e

TecTMpoBaHWe KOHTERHEPa 3aBepLUMAOCh OLIMOKOM

KoHTelHep 2akpuiTOro kKnw4a [
LEE) te-c92d6éeSa-9cel-420e-ad62-427b384d2b2b
YHAKENBHOR MMA REGISTRY'\\te-c92d6e5a-9cel-426e-aB62-4e7b384d2b2b
FQCN uma W% AREGISTRY\te-c92d6e5a-9cel-420e-a062-427b384d2b2b
xaHTeiiHep nonbsosaTena
NPOBEPKE UENOCTHOCTH YCnewHo
sarpyska kaeded yenewno
sepcus KoWTeiiHepa 2

Knw4 obmena

ANVHE OTKPHTOro KAK4a 512

IKCNOPT KmMa sanpeuwen

KoY mefcTEMTENEH no 87/12/2019 @9:54:18

MCNONb3OBAHME KIKHa sanpeweno. Cpok NERCTBHA SaKpPHTOro KAgda WcTek. CPoK AeACTBAA SAKPHTOrO KAMWA HE MOKET NPESsWaTe 3 rofa ANA HeWSBNEKAeMeX KNKWER, XPaHAWMKCA Ha OK
anroputm rocT P 34.1@-2812 DH 256 6ut

rOCT P 34.1@ 256 BWT, napameTps oBMEHa MO YMONYEHWD
rocT P 34.11-2812 256 6GuT

SIKCNOPT OTKPHTOrC KAKLYa YCnewHo

SEHMCNEHHE OTKPRTOrO KoHa yenewno

AMAOPT OTKPETOra Knua yenewro

neannce Ounbra 1627: Oumbia nenoanednA GyHKwAM.
cospanme Kngua obmena paspeuero

CEPTUDUKAT B KOoHTelHepe

COOTBETCTBYET SaKpeTOMy KAH4Yy na
WMA CEPTHGMKATE John Doe

cybrexT E=jdfiacme.ru, CN=John Doe, OU=Management, L=Moscow, C=RU

nspaTenn E=support@cryptopro.ru, C=RU, L=Moscow, 0=CRYPTO-PRO LLC, CN=CRYPTO-PRO Test Center 2

LefcTEMTENEH No 87/12/2018 18:24:18

neficTEMTENEH © 07/09/2018 @9:54:18

CEPUAHBIA HoMep 12882cd3ff4553b97b5178c73fR00002cd3TT

oTnevaTok (xsw SHAL) D3566CBB2B9B9857F5633628572BD65276(9167D

Uenoyka cepTudukaTa Qunbka @x5@8B2101: WCTek/HE HacTynun cpok AsAcTEMA Tpebyemoro CepTWgWKaTa Npu NPOBEPKE NO CACTEMHEM Yacam WM N0 OTMETKE BPEMEHM B NOANMCaHHOM dai
cepTubnKaT B xpannnMLe My

E=jd@acme.ru, CN=John Doe, OU=Management, L=Moscow, C=RU
REGISTRY\\te-c92d6eSa-Ocel-428e-aB62-4e7b384d2b2b; Crypto-Pro GOST R 34.1@-2012 Cryptographic Service Provider; dwProvType: 88; dwFlags: @; dw
Knw4 noanucwu
oTcyTETBYeT
CUMMETPUHYHEIA  KTH0Y ©
< >

CoxpaHuTb & daiin

PucyHok 19. PesynbTaTbl TeCTMpOBaHUSI KOHTEHEPa
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2.5.2 KonunpoBaHue kKoHTeiliHepa

Mpumeyanne. [lpn wucnonssosaHum dyHkuun CkonupoBaTb KOHTEWHEP HOBOMY KOHTeliHepy Mo
YMOJIHaHWIO NpUCBaNBaeTCs UMs Buaa contname copy. [ns caMocTosTeNbHOro Ha3HaYeHUs UMEHM
CKOMUPOBAHHOrO KOHTEHepa 1 BbIOOpa HEKOTOPLIX APYruX MapameTpoB BOCMONb3yiATECh yHKUMED
CkonupoBaTb KOHTEHEpP KaK pacLUMpeHHOro pexunma naHesu.

KonupoBaHue KOHTeliHEpa 3aKpbITOro Kjk4a AOCTYMHO TOJILKO AJ1st KJIOYEHR, Npu reHepauun KOTOpbIX Bbi
YCTaHOBAEH MPU3HAK 3KCnopTupyemoro. YTobbl cCKoNMpoBaTh KOHTElHEp:

1) Ha Bknagke KoHTeiiHepbl BbibepuTe HEOOXOAUMBI KOHTENHEP;

2) HaxmuTe KHonky CkonupoBaTb KOHTeliHep;

3) BbIbepuTE AOCTYMHBIN K/IHOHEBOR HOCUTENb AJ1Si HOBOFO KOHTEHEPA;

4) ecnu Ha [JOCTYN K KJOYY B KOMUPYEMOM KOHTEWHEpE YCTAHOBJEH Mapofib, BBEAUTE €ro B OKHe
ayTeHTUdUKaUMN B KOHTEHEpE;

5) ycTaHOBMTE Maposib fJisl HOBOTO KOHTEHEpa B OKHE ayTeHTUdMKaLnu.

Ecnau npu konupoBaHum KoHTeliHepa HEODXOAMMO N3MEHWTHL €ro MapaMeTpbl MO YMONYaHUKD, BOCMNOJb3YTECH
dyHkuneii CkonmpoBaTb KOHTEWHEp Kak:
1) nepeiignTe B pacLUNPEHHbIV PEXNUM WCMONL30BAHUS MaHENM, HaxaB KHorKy Moka3aTb paclimpeHHble;
2) Ha Bknagke KoHTeiHepbl BbibepnTe HEOOXOAMMBIN KOHTEHEP;
3) HaxmuTe kHonky CkONMPOBATbL KOHTEMHEP Kak;
4) ykaxkuTe cnefytoLime napameTpbl st HOBOFO KOHTeliHepa:
® 1MS KOHTeliHepa
e npoBaiigep (BocTynen ans BblbOpa, €CAN HA MalUMHE 3apervCTPUpOBaHbl HECKOJNILKO MPOBaiifepos
ofjHOrO Tnna)
e ycTaHoBUTE psiar, eC/iv HOBbIA KOHTENHEP [OJKEH HAXOAUTHLCS B JIOKAJIbHOM XPaHMIMLLE KOMMbIOTEPa
(mocTyneH npm 3anycke naHenu C npaBamu agMmuHucTpaTtopa (cynepnonb3oBaTens))
5) BblbepuTE BOCTYMHBIN K/IKOHEBON HOCUTENb A4S HOBOFO KOHTEIHEPa;
6) ecnm Ha [JOCTYN K K/OYY B KOMMPYEMOM KOHTEWHEpPE YCTAHOBJEH Mapofib, BBEAMTE €ro B OKHE
ayTeHTUdMKaLMU B KOHTEHEpPE;
7) ycTaHOBMTE Naposib A1t HOBOrO KOHTeliHEPA B OKHE ayTeHTUbrKaLmu.

2.5.3 VYcraHoBka ceptudmkata U3 KoHTeliHepa

Mpumeyanne. [lo ymonuyaHuto ycTaHOBKa cepTudukaTa MPOU3BOANTCS B  XPaHWIMWE TEKYLLEro
nonb3osatensi. YTobbl ycTaHOBUTL CepTUMKAT B XpaHWINLLE JIOKAJILHOTO KOMMbIOTEpPa, yCTaHOBUTE dhnar
Vlcnonb3oBaTh NOKanbHOE XpaHUMLLLE KOMNbIOTEPA, JOCTYMHbIA B PaCLUMPEHHOM PEXUME.

Mpu ycTaHoBke cepTupmkaTa W3 KOHTEHEpa B XpaHwinwe (OPMUPYETCS CCbUIKA Ha 3aKpbITbi KON,
COOTBETCTBYOWUI faHHOMY cepTudmKaTy.

[ns ycranoBku cepTudbrkaTa, XpaHsILLErocs B KOHTEAHEPE 3aKPLITOrO KJIKOYa, B XPaHUIMLLE CEPTUDUKATOB:
1) Ha Bknagke KoHTeiiHepbl BbiIbepuTe KOHTEHEP, U3 KOTOPOrO HEOBXOAMMO YCTaHOBUTL CEPTUUKAT;
2) HaxmuTe KHOMKY YCTaHOBUTbL cepTudmkar.

2.5.4 WN3meHeHne napons KoHTeiliHepa

YT00Obl CMeHUTL Naposib KOHTERHEpa:
1) nepeiignTe B pacLUNPEHHbIV PEXNUM NCMONL30BAHUS MaHeNM, Haxas KHorKy Moka3aTb paclumpeHHble;
2) Ha Bknagke KoHTeiiHepbl BbibepnTe HEODXOANMDIA KOHTEHED;
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3) HaxmuTe kHonky CMeHUTb Naposb KOHTelHepa;
4) B OKHe ayTeHTUMKALMN B KOHTENHEPE BBEAUTE TEKYLUIA Naposb N ABaXAbl HOBbIA Naposib.

Mpumevanne. Ecan naponb koHTeliHepa coxpaHeH B xpaHuwiuwe (bbin ycranosned cnar CoxpaHuTts
naposib B CUCTEME), B OKHE CMEHbI Mapoisi TEKYLUMii Naposb BBOANTL He Tpebyertcs. MMocie cmeHbl naposs

HOBbI NMapofb TakXXe DyaeT COXpaHeH.

2.5.5 VYpaneHwune koHTelHepa

Y7100bI yaanuTb KOHTERHEP:

1) nepeiignTe B pacLUMpEHHbIV PEXNUM NCMONL30BAHUS MaHENM, HaxaB KHomKy Moka3aTb pacluimpeHHble;
) Ha Bknagke KoHTeliHepbl BbibepuTe HeObXOAUMbIA KOHTENHEP;

3) HaxxmuTe KHOMKy YAAnuTb KOHTelHep;

) MOATBEPAMTE yAa/NEHUE KOHTEHEPa.

Mpumeyanue. Mpu yganeHnmn KoHTeAHEPa ONMCAHHBIM CMOCODOM CBSI3aHHbIE C KOHTElHEPOM CepTUdUKaTLI B
CUCTEMHBIX XpPaHUAULLAX HE yaanstoTcs. YTobbl ygannTe COOTBETCTBYIOWME CEPTMMKATBI, BOCMOJIb3YATECH
dyHKumnen Yoanenne ceptudukara.

2.6 Onepauyun c knw4amn n ceptucpmnkaTamm

Bknagka Ceptudpmkartbl copepxut dyHkunm ynpasnenus ceptudpmkatamm Il v CBA3aHHBIMU C HUMK
KJ0YaMy NOAMUCH.

Ynpasnenne KonoHkamMun Tabaunubl. [1o ymMonuyaHuio ans Kaxaoro ceptudpmkaTta ykasaHbl nMs cybbekTa,
UM M3[aTeNs, CPOK HAEACTBUS U OTnevaTok. B Tabnuue MOXKHO M3MeHUTb nepedeHb OTODPa)kaeMblX CBONCTB
ceptTudmkata (M COOTBETCTBYIOLMX KONOHOK). [lnsi 3TOro HamuTe npaBoii KHOMKOW MbIWKM Ha Ha3BaHue Ntoboii
KOJIOHKN 1 B BbINafatoLLEM CMIUCKE YKAXKUTE Te KOJIOHKM, KOTOpble Heobxoanmo oTobpasnTs B Tabnuue.

ﬂ'ﬂﬂ N3MEHEHNA nNopsAagKa OTO6pa)KeHVI$| KOJIOHOK JIEBOW KHOMKOI MbIM 3a)KMUTE Ha3BaHWE KOJIOHKU 1
NEPETAHNTE €€ Ha HEO6XOAI/IMOG MECTO B Ta6J'II/ILI,e.

Coptuposka ceptudpmkatoB. B Tabnuue pgoctynHa coptuposka cepTudMKaTOB MO OAHOW W3 KOJOHOK
Tabnuuel. o ymonuaHuio cepTudpmkaTbl OTCOPTUPOBAHbLI MO 3HAYeHUO oOTnedaTka. YTobbl OTCOpTMpOBaThL
cepTudnKaThbl, HAKMUTE Ha Ha3BaHUE HEOBXOANMOIE KOMIOHKI. [10 YMOTHaHMIO BBINOHAETCS COPTUPOBKA NO andasunTy.
YT1obbl M3MEHNTL HanpaBJeHNE COPTMPOBKMN, MOBTOPHO HAXKMUTE HA HAa3BaHUE KOJIOHKM.

Mounck ceptudpukata. Ons bbicTporo noucka Heobxoanmoro cepTudpmkaTa BOCMOJb3YATECH MOUCKOBOI
cTpokoii «[louck ceptucpmkaTtay. MNonck ocyliecTBAsSIETCS MO BCEM MOJSIM OAHOBPEMEHHO.

OTob6paxeHne ceptudunkatos B xpaHunuuwe. [lo ymonyanuio B Tabanue otobpaxatoTcs cepTudurkaThbl
xpaHuaniwa JlnyHoe nosb3oBaTeNsl, OT WMEHW KOTOPOro 3anylieHo npusoxeHue. YTobbl oTobpasuTb nepedeHb
cepTndrKaToB B HEOBXOAUMOM XpaHWAULLE, BbIDEpUTE €ro N3 BbiNafatoLLEro CNUCKa Haf, CTPOKOW MOUCKa.

Bknagka npefoctaBasieT 4OCTYN K CAEAYIOLUM DYHKLUSIM:
yCTaHOBKa cepTudMKaToB B XpaHuauwe us caiina;
yaaneHne ceptTudurkaTta ns XpaHunmia;

MPOCMOTP CBOMCTB cepTudmkata B XpaHunLLe;

akcnopT ceptudmkaTta B daiin;

UMMOPT Ktodeli u3 daiina;

akenopT katodeli B dhalin nnn QR-kop,.
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B paclumpeHHOM pexume UCNONb30BaHMA NaHENN AOCTYMHbI CAeayoLne AONOAHNTENbHBIE ONLMN:

® VICMOJIb30BaHME JIOKANIbHOTO XPaHWINLLA KOMMBIOTEPA AJisi MOMCKA WM YCTaHOBKM cepTudmkaTa (yHKLms
[OCTYMHa Npu 3anycke NaHenn C NpaBamMn agMuHucTpaTtopa (cynepnosnb3oBaTens));

e OTKIOYEHME aBTOMATNYECKOrO BbIbOpa XpaHuanwa A5 YyCTaHOBKM cepTudmkaTa.

B cnyyae BO3HUMKHOBEHWSI OWWOKM BO BPEMSI BLIMOJHEHUS KaKOR-nMbo onmepaumm ¢ CepTuuKaToM uiu
COOTBETCTBYIOLLMM KHOHOM, BHM3Y OKHa KpaCHbIM LBETOM OTObpaxkatoTcs kog 1 uHgopmaums ob owmnbke. Ecin
onepauusi 3aBepLUEHa YCMELLIHO, OTODPaXKaeTcsi COOTBETCTBYIOLEE COObLLEeHME.

) cptools - UncrpymenTsl Kpuntallpo - m} x
Q romck Ceprudukaroi
Obwee NuuHoe 3

ObnauHbllii NnpoBaiiaep
KoHTeliHepsl
CepTudukarsl
CozpaHue noanucu
Mpoeepka NoanucK

3awudpoeatt Gaiin

Q nownck cepTupukaTta

Wma cybbekta
testmail0620
tests
testuser
testuser
testuserz
tuz2020

user
userl_test
user?2

user3
user_210819

ImA nzgarena

CRYPTO-PRO Test ...
CRYPTO-PRO Test ...
CRYPTO-PRO Test ...
CRYPTO-PRO Test ...
CRYPTO-PRO Test ...
Sub-TESTCA20-20..
Tectoeslii YL, OO0..
Tectoeslii YL OO..
TectoBslii YL OO0...
TecToeslii Y1 OO..
TecToBslil NOA4MH...

FOUNTA AR Tk

Cpok geicTeuA

25/09/2020 06:27....

22/04/2018 10:5

30/04/2018 11175
30/04/2018 111115
30/04/2018 13:39...
18/06/2021 08:44...,
09/10/2018 11:30....
15/04/2019 09:09....
06/10/2018 14:14...
09/10/2018 07:36....
21/11/2019 11:46...

AN mNAn AC.C A,

OTtnevartok

63F4433D1F00D04...
1330D71D0497D8...
41813A9692EA667...
4375DC43F37C03..
SBTB1D51507B421..
024D02573057579...
435CD13C366929..,
TA3339F2EAZ4ATF..
FDEC31661434432..,
CDY92712963C797...
47D38203F1570E1..

ARrrIrcaTEnAna

PaCI.IJHquOBaTb ¢aw1 Mcnons30BaTE NOKaNLHOE XPaHWAKLLE KOMMNLHOTEPA

0 OtkroumnTs aBToBEIGOP XpaHWAMLLE (MCNONL30BATH TEKYLUEE)
YnpaeneHue HOCUTENAMU

YcTaHoBMTE CepTURMKATEI SKCNOPTMPOBaTL CePTUOMKATLI

Hactporiiku

WMnopTMpoBaTh KItoun SKCNOPTMPOBaTh KUK

CKpbiTh pacllMpeHHble CeolicTea cepTudKKaTa YpanuTe cepTudukar

Pucynok 20. Bknagka Ceptudpmkatsi

2.6.1 VYcraHoBka cepTucukaToB n3 cpaiina

DyHkuns YCTaHOBUTbL CepTUPUKATBLI MNO3BOJSET YCTAaHOBUTL cepTUdmMKaTel U3 PaliioB PasinyHbIX
opMaToOB B COOTBETCTBYIOLME XPAaHMINLLA CepTUdNKATOB.

Mo ymonyaHuio BeIGOp XpaHunuwa Ans cepTudpmkaTa OCyWEeCTBASIETC aBToMaTudecku. Ecin npu yctanoeke
cepTuuMKaTa KOHTeNHEP COOTBETCTBYHOLLEr0 3aKPbITOro Kjtoya AOCTYMeH, cepTudmKaT NOMELLAETCs B XpaHWInLLEe
Nuunoe. B apyrux ciyyasx cepTudmkaTbl pacnpeaensitoTcst MO XPaHWIMLWAM COrIaCHO CBOEMY Ha3HaYeHUIO.

YT10bbl OTKNOYNTL AaBTOMATUYECKNIA BbIDOP XpaHWAULLA W YCTAaHOBUTL cepTuduKaT B TEKYLIEE XpaHWIuLLe
(HasBaHMe yka3aHO B MOJE Haj CTPOKOW mnoucka), yctaHoeute cpnar OTKAOYMTL aBTOBLIOOP XpaHuAUWA
(vcnonb3oBaTb Tekyulee).

@aliinbl HekOoTOpbIX POPMATOB MOryT copepxaTb bonee ogHoro ceptudbmkaTa. [pu ycraHoeke oHu byayT
aBTOMATUYECKN pa3MeLLEHbl MO COOTBETCTBYIOLUMM XPaHUULLAM.

Mpumeyvanne. [ns ycTaHOBKM CEPTMPUKATOB B XPaHWIULLE JIOKAJIBHOrO KOMMbLIOTEPA Heobxommmo
npeABapuTesbHO ycTaHoBuTL dnar Micnonb3oBaTth 1oKanbHOE xpaHuauue kKomnoioTepa. one goctynHo
TOJILKO NPU 3aMnycke NaHesn ¢ npaBaMu agMuHUCTpaTopa (cynepnosib3oBaTtesns).
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Y7100kl ycTaHOBUTL cepTucukat us cpaiina B xpaHuiuLle:
1) HaxkmunTe KHOMKy YCTaHOBUTL cepTuduKar;
2) B OTKpbIBLUEMCSI OKHe BblbepuTe chailin cepTudmrkaTa ANst YCTaHOBKM,

B cnydyae ycnewHoro BbINOSHEHMSI onepauuy nepedeHb YCTaHOBMIEHHBIX CepTUGUKATOB B COOTBETCTBYOLLUX
XPaHUINLLAX MOXXHO PA3BEPHYTb MO KHOMKE C cooblieHnem ob ycrewHoli ycTaHoBKe BHU3Y OkHa (cMm. PucyHok 21).

) cptools - UncrpymenTel Kpantalpo — [m| X
A
Q Mowmck CepTnowKatsl
Obiwee JlnuHoe e

Q lNowck cepTugukaTa
Ob6nayHbIii NnpoBaiiaep

Vma cybbekTa VIMA n3gatens Cpok geifcTeuA OTnevarok ~
Ko HTeﬁHepbl test_user TecToBslil Nog4wH.. 0971072018 06:11.... A3BBFAS2413DESS..
test_user2 TecToBblii NOAUYMH...  09/10/2018 09:58:... 6CE231DFF4ETF4F..

CepTudmkarsl ) . B . .
cnonb30BaTh NOKaNbHOE XPaHWAKLLE KOMMNBHTEPA

[ Otkntoumnts aBToBRIGOD XpaHUAWLLA (MCMONLI0BATL TEKyLLEe)

CosaaHue NoAnucK

YCTaHOBMThL CEPTUDNKATEI | JKCNOPTUPOEaTh CEPTUHMKATHI
Mpoeepka noanucu
IMNOpTUPOEBaTE KoUK JKCNOPTUPOEATE KUK
Jawmdpoeate daiin CeoiicTBa cepTudmMKaTa YAanuTe CepTUpUKaT
o hd
PacLumdpoBats daiin YCTaHOBKa 3aBepllueHa, CepTUdUKaThl pacnpeneneHsl No XpaHnanLLam

CeptmdmKaT yCTaHosNeH
YnpaeseHWe HOCUTENAMM Otnevatok 046255290B0EB1CDD1797D9ABBCE1F609E3687F3
Wma cybvekra: CRYPTO-PRO Test Center 2
XpaHwnvwe: JoBepeHHbIE KOPHEELIE LEHTPEI CEpTUdMKALMM
CeptmdmKaT yCTaHosNeH
Otneuatok 4057529F54E9DFFTEOT736BOFAATC12B4TASAAFDA
Mma cybbekra; test]
Xpanwnvwe: Apyrie NnonL30EaTENN

Hactpoiikn

CKpbITh pacliMpeHHble

PucyHok 21. VctaHnoeka cepTudmkatos us cpaiina
2.6.2 VYpaneHue cepTuchmukata M3 xpaHunauuwa

Y7106b! yaanuts cepTudnkat U3 XpaHuanLLa:

1) Ha Bknagke Ceptuchukatbl BoibepuTe HeobxogMMbIA cepTdmKaT;
2) HaxmuTe KHOMKY YaanuTb cepTudmkar;

3) noaTBepanTe yaaneHue ceptudmkaTa.

Mpumeyvanune. MNpn yganeHun ceptucprkaTa U3 XPaHWINLLA OMUCAHHBLIM Bbllle CNOCODOM CBSA3aHHbLIA C
cepTbnKaTOM KOY MOANUCA He ypansieTcs. YTobbl yaanmTb COOTBETCTBYIOWMIA CepTUUKATY KIIHOY,
BOCMOJIb3YiiTech dbyHKuMeli YaaneHne KoHTeliHepa.

2.6.3 T[pocmoTp ceBoiicTB cepTudmkarta

Y1066l NpocMOTpeTL CBOCTBA cepTudmkara:
1) na Bknagke Ceptucbukatbl BoibepuTe HeobxogMMbIA cepTdmKar;
2) naxmute kHonky CBoiicTBa cepTudmkaTa.

OTKpoeTcst 0KHO, cofepxKallee nepedeHb nosein ceptudpukata (cm. Pucyrok 22). TekcT B okHe BOCTyneH Aist
KOMMpOBaHus.
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CroiicTea cepTndmkara a x
W=znarens : OTPH=1837708@85444, MHH=@@7717187991, C=RU, L=Mocksa, STREET=yn. CywEsckwii Ban 18, OU=YaocTosepswoumii uewTp, 0="000 "“KPUNTO-NPQ""*, CN=Sub-TESTCA28-2812-CA
CyBuexT 1 CN=tuzeze
Cepuiinbiii Homep 1 BxBBFB3FRBDEABS2A942AC9D1346E4E397
SHAL oTnevaTok : ©24d82573057579a5d98T11acf61399bb36e9bas
WoenTudnkatop knwda @ @ffdeae25afed56d97237a816159de98e252256e
ANropuTM NOANMCH : TOCT P 34.11-2012/34.10-2012 256 6uT
Anroputm oTip. kn. : [OCT P 34.18-2812 256 6ur (512 6nt)
OTKpUITHA K04 : @4 48 f7 48 e5 9b 36 cc 62 cd b5 96 92 de 48 7f
24 97 b9 9@ b6 29 49 1f 5 df dl de c4 dé fd Sc
23 b7 @1 61 2a 1 ed 8f @e bc 69 f1 8 6d a8 fb
@ 83 b4 36 92 21 73 e4 6 9d 38 3d e8 3f a4 7d
ac 32
Bogan : 18/@6/2020 @8:34:11 UTC
HcTekaeT : 18/86/2021 @8:44:11 UTC
Ccuinka Ha knoy : EcTe
KoHTeiiHep : REGISTRY\\2alc288d2-d957-9a5@-8d76-fc8cbab24bd
Wma nposaiinepa : Crypto-Pro GOST R 34.18-2812 Cryptographic Service Provider
WHgo o nposaiigepe : Tun nposaigepa: B@, Tun Knwda: 1, dnaru: @xe@
0CSP URL : http://sub-testca2e/ocsp_2812/ocsp.srf
URL cepTudmkaTa YU : http://sub-testcal®/aia/c410ac@963611b223c66b0adc1564377288F293e.crt
URL cepudwmkarta YU : http://stenddss.cryptopro.ru/downloads/sub-testca2e-2812-ca.cer
URL cnucka oTswsa @ http://sub-testca2e/cdp/c4108ace963611b223c66baadc1564377288F293. crl
URL cnwcka oTs3wBa : http://stenddss.cryptopro.ru/downloads/c418ac@363611b223c66bRadc 1564377288293, crl
Hasnauerue /EKU : 1.3.6.1.5.5.7.3.2 poBepKa NOANMHHOCTH KNMEHTa
1.3.6.1.5.5.7.3.4 3awMuweHHaA 3NeKTPOHHAA nodTa
lenouka €epTUdHKATOS: YCMEwHo nposepena.
WspaTens : TecToewi ronosHoil YU 000 "KPWMTO-NPO" TOCT 2012 (YU 2.8)
CybvexT : TecToswil ronosHoll YL 000 "KPWMTO-MPO™ rOCT 2012 (YU 2.8)
Bugan : 91/11/2017 12:53:86 UTC
WcTekaeT 1 @1/11/2032 12:59:86 UTC
SHAL oTnedaTok : f5361bb7026F815b3dcTB2ce70b2407306d6aT5e
#1:
CyBrexT 1 Sub-TESTCA2@-2812-CA
Bagan ¢ 18/@1/2819 @9:12:89 UTC
McTexkaeT : 1e/e1/2e29 @9:22:09 UTC
SHAL oTnewaTtox : 2c@58339fefacl544f979afas7ed@alddea3s7sa
#2:
CybrexT : tu2828
BapaH ¢ 18/@6/2028 @8:34:11 UTC
WcTekaeT : 18/86/2021 @5:44:11 UTC
SHA1 oTneuaTok 1 824dB2573857579a5d98T11acf61399bb36e9bas v
OK

Pucynok 22. Ceolicta ceptudukarta

2.6.4 JkcnopT ceptudumkatos B daiin

Y106bI 3KCNOPTHpPOBaTL cepTuduKaT B haii:

1) na Bknagke CepTudmnkatbl BoibepnTe O4UH NAN HECKOJIBKO CEPTUUKATOB;

2) HaXxMuUTe KHOMKY DKCNOPTUPOBaTb cepTuduKaThbl;

3) B OTKPBIBLUEMCSI OKHE YKaXKuUTe MyTb, UMsi 1 TUn aiina u HaxmuTe kHonky CoxpaHuTsb.

Mpumeyanune. Mpn skcnopTe cepTudbmnkaTa B haiin ONMCaHHLIM Bbille CNOCOBOM CBA3aHHbIN C cepTUdnKaToMm
KMOY Noanucy (3aKpbIThIA KiO4Y) He 3KCNopTupyeTcsi. Y4Tobbl 3KCMOPTMPOBaTh COOTBETCTBYHOLYMI KO,
BOCMOJIb3YATECH (PyHKLMER DKCMOPT KIIKOYEN.

2.6.5 WmnopT kntoyei

mnopT kntoyeid BoimonHsietcs u3 daiina obmena nuyHoii nnpopmaumeii popmata PKCS #12 (.PFX). Mpu
MMNopTe KitoYell cepTudpmkaThbl U3 paiina aBTOMaTUHECKN YCTAHABIMBAIOTCS B COOTBETCTBYIOLME XPAHMIMNLLA.

Y1066l UMNOPTPOBaTL KIIKOY:

1) na eknagke CepTudmkatbl HaxxmMuTe KHonkKy IMnopTupoBaTte Kawouu;

2) B oTKpbIBLIEMCS OKHe Bbibepute haiin PFX gns vmnoprta kntoueii; ecnn ykasaHHblid haiii 3awuiyer ¢
MOMOLLbIO MApOAs, BBEAUTE €ro B COOTBETCTBYIOLLEM OKHE;

3) B OKHe BbIbOpa KJIIOHEBOrO HOCUTENS YKaXKMTe HOCUTENb ANSi CO3AAHNSI KOHTEHepa;

4) ycTaHOBMTE Naposib AJisi HOBOTFO KJIKOYEBOIO KOHTEHEPA B OKHE ayTeHTuUdUKaLnu;

5) AN yCTAHOBKM COOTBETCTBYIOLLErO 3aKpbITOMY KJOYy cepTudmkaTa BBefuTe
ayTeHTUUKaumn B KoHTeliHepe (ecnm oH Bbin yCTaHOBEH Ha MpefblAyliem Liare).

napofie B OKHe

B cnyyae ycrnewHoro BbIMOMHEHUSI OMepauny NepedeHb YCTaHOBJIEHHbIX CEPTUCNKATOB B COOTBETCTBYHOLLNX
XPaHWINLLAX MOXHO Pa3BEPHYTb MO KHOMKe C cooblueHnem ob ycrnewHoi ycTaHoBKe BHU3Y okHa (cm. PucyHok 21).
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2.6.6 JkcnopT kaouyeii

MpumeyaHne. JkcnopT KtoYelR JOCTYNEH TONLKO A5 K/KOYel, UMELNX NPU3HAK KCNOPTUPYEMBIX.

DKCMOPT KAtOYel 1 COOTBETCTBYIOWEro cepTudmkaTa BbiNMONHseTCs B popmaTte dpaiina obmeHa NUYHOI
nupopmauuveii PKCS#12 (.PFX). Takxe Bo3moxHo 3kcnoptuposats PFX B QR-kog ans nocnegytowiero

nmnopTa kato4a ¢ nomowbio CK3W, noggepxusatowmx ganHyto dyHkuyuto (Hanpumep, «Kpuntollpo NGate» wnnm
«KpuntoAPM TOCT »).

YT00ObI 3KCMOPTUPOBATL KIIHOM:

1) Ha Bknagke CepTudmkaTbl Bbibepute cepTudMKaT, COOTBETCTBYIOWMNI KIIKOYY, KOTOPbIA Heobxoanmo
3KCMOPTUPOBATh;

2) HaXxMuUTe KHOMKY DKCNOPTUPOBaTbL KAKOUM;

3) OTKpoeTCsi OKHO 3KCnopTa Kitodeid (cM. PucyHok 23);

4) B OTKPLIBLUEMCSI OKHE YCTAHOBWTE Naposib Ha co3aaBaemsiii chaiin PFX v BbibepuTe crnocob skcnopra kitoya:

e skcnoptuposath PFX B dhaiin — kntoy n cooteeTcTBYtOWMii cepTudbmnkaT byayT coxpaHeHbl B hopmaTe
chaiina .pfx Ha komnbloTepe. B cnepytowem okHe ykakute nyTb v UMs A4St co3gaBaemoro paiina.

e skcrnoptupoeate PFX B QR-kog — PFX byger BbiBeseH Ha 3kpaH B chopmaTte QR-koga anis
nocnegytowero nmnopta 8 CK3W, ykasanHoe B none «Bbibepute npunoxeruey. [dns umnopra katoudeii B
HE MOALEPXKMBAEMbIE MO YMOJIHAHNIO MPUJIOKEHNST BO3MOXHO YyKazaTb npecukc Deep Link BpydyHyto B none
HIDKE.

e skcnoptupoeate PFX B raybunnyio cceuiky — PFX Gymet BbiBegeH Ha 3KpaH B BUAE CCbUIKU AJist
nocnegytowero nmnopta 8 CK3W, ykasanHoe B none «Bobibepute npunoxerues. [ns umnopTa kitoyeii B He
NOAAEPKNBAEMbIE MO YMOIYAHMIO MPUIOKEHNST BO3MOXHO YKa3aTb npedukc Deep Link BpydHyto B nosie Huxke.

5) ec/inm Ha KOHTElHEep SKCMOPTUPYEMOrO KJtO4a YCTAHOBJIEH NapoJib, BBEANUTE €ro B OKHE ayTeHTudMKaLuu B
KOHTeliHepe.

IKCNOPTMPOBATE KNHIYM x

BeeawTe napone Ha PEX:

O Skcnoptuposats PFX B daiin
@® Skcnoptuposats PFX B QR-koa
O Skcnoptuposats PFX B riybuHHYHO ceblaky

[ 3kcnopTupoBaTs € LENOUKOR CEpTUOUKATOR
O] ¥YmeHblumTs pasmep QR-koa0B (Mpu Npobiemax co ckaHUPOBaHWEM)

BeibepuTe NpuaoxeHue:

MGate KnueHt ~

CRYPTOPRO://CSP/PFX/ADD/

QK OTtmeHa

PuncyHok 23. DkcnopT katoueii

B pesynstaTte onepaumu, ecnu 6bu1 BbibpaH cnocob akcnopta PFX B Buge QR-kopa, oTkpoetcsi okHO ¢
cpopmupoBaHHbiM QR-kogom (cm. PucyHok 24), KOTOpbIi MOXHO OTCKaHMPOBaTb Ha MOOWJILHOM YCTPOWCTBE C
yctanoenenHsim CK3W gns nmnopra kitoda u ceptudpmkaTa.
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[anee OTmeHa

PucyHok 24. Skcnopt PFX B QR-kog

Ecnu 6611 BbIBpaH cnocob skcnopta PFX B BUAe CChISIKK, TO B pe3yabTaTe onepauun OTKPOETCSt OKHO, B KOTOPOM
MOXHO NMbo ckonupoBaTb ChOPMUPOBAHHYIO CCbIKY, DO NepeiiTn No Heil anst 0bpaboTKM B LENEBOM MPUIIOXKEHNN
(cm. Pucyrok 25).

PKCS #12 X

CronupyiTe CCelNKy NO NPaBol KHOMKE MbILUW
WK BOCMOAb3YiiTeck e, ecin B OC 3aperncTpUupoBaHo npuaoxkeHne And eé obpaboTku.

Mepenats coaepxumoe 8 obpaboTumk

Puncyrok 25. Skcnopt PFX B rnybunHyto ccbiiky

2.7 Co3paHune nognucu

Bknagka Co3zpgaHue nognucum npegHasHadeHa ans cosganus nognucu alina u coxparerue ee 8 suge CMS-
daiina.

Moanuck chaiina co3maeTcsi C UCMONL30BAHNEM KJHOYa, COOTBETCTBYIOLLErO BhIOpaHHOMY B OKHe cepTudukary.
Mo>kHO co3paTh MPUCOESUHEHHYIO NOAMUCH (MOAMNCHIBAEMbIN JOKYMEHT 1 MOAMUCH COAEPXKATCS B OAHOM chaiinie) u
OTCOEAVNHEHHYIO MOANUCH (CO3AaeTCs B OTAENLHOM OT MOAMMUCHIBAEMOrO JOKYMeHTa haiine).

VYnpasneHne KonoHkamMu Tabaunubl. 1o ymonuaHuio ans Kaxaoro ceptudpumkaTta ykasaHbl nMs cybbekTa,
UMSi M3JaTeNsl, CPOK HAEACTBUS U OTnevaTok. B Tabnuue MOXHO M3MeHUTb nepedeHb OTODpPa)kaemblX CBOCTB
ceptudmkata (M COOTBETCTBYIOLMX KONOHOK). [lnsi 3TOro HamuTe NpaBoii KHOMKOW MbIWKM Ha Ha3BaHue Ntoboii
KOJIOHKM 1 B BbIMaJalOLEM CMICKE YKAXKUTE T€ KOJIOHKU, KOTOpble Heobxogumo oTobpasuTs B Tabinue.

,ﬂﬂﬂ N3MEHEHNA nNopsAgKa OTO6pa)KEHVI5I KOJIOHOK JIEBOW KHOMKOI MbIWM 3a)KMUTE Ha3BaHWE KOJIOHKU 1
NEPETAHNTE €€ Ha HeO6XOp,VIMO€ MECTO B Ta6nvu_|,e.
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CopTuposka ceptucdpukatos. B Tabnnmue poctynHa copTtmpoBka cepTudUKaTOB MO OLHOW N3 KOJOHOK
Tabnuuel. o ymonuaHuio cepTudpmkaTbl OTCOPTUPOBAHbLI MO 3HAYeHUO oOTnedaTka. YTobbl OTCOpTMpOBaThL
cepTNPUKaTbI, HAXXMUTE Ha Ha3BaHWEe HeobXOANMON KONOHKN. 10 yMOIHaHMIO BBINOAHAETCS COPTMPOBKA NO andasnTy.
YT106bl N3MEHUTL HanpaB/ieHUe COPTUPOBKM, MOBTOPHO HAaXKMMUTE Ha Ha3BaHWE KOJIOHKU.

Mouck ceptudbukara. [ns beicTporo noucka Heobxogumoro cepTudprkata BOCMOJNL3YATECH MOUCKOBOIA
cTpokoii «[louck ceptudpmkaTa. MNonck ocyllecTBASETCA NO BCEM MOASIM OfHOBPEMEHHO.

B pacluimpeHHOM pexxume UCNoNb30BaHWS NaHEN LOCTYMHbI AOMOJHUTENbHBIE ONUUU CO3LaHNS NOAMUCK:

e BbIbOp cepTudmKaTa U3 XpaHUAMLLA CEPTUPUKATOB NIOKANLHOrO KoMMbloTepa (byHKLMS [OCTYNHA npw
3amycke naHenn ¢ nNpaBamMu agMuHucTpaTopa (cynepnosib3oBaTens));

® CO3jaHNe OTCOEAVHEHHONR Nognmcu.

) cptools - UucTpymenTsl Kpuntolpo - m} s
Q nowucx CozaaHne noanuncu
Mownck cepTidmrKkaTa

ObLee Q pTve

Vma cybbekta MA u3garena Cpok geicTenA OTtnevarok
ObnayHbli I'IPOBalﬁJlEP tuz020 Sub-TESTCA20-20..  18/06/2021 08:44:.. 024D02573057579...

1 1 01/05/2030 05:41:... 5BAF305DA409AF...
KoHTeiiHepsl test2020 CRYPTO-PRO Test.. 26/02/2021 16:18... 6DBOF5485C6B981...

test112020 CRYPTO-PRO Test.. 26/02/2021 16:1 921B7AS4BD25FF8...
CEPTH¢HKaTbI srv3l2s test-ca 19/10/2028 11:38..., AAES32DB4CSB2A..

Co3naHue noanucu
Mpoeepka noanucu
3awudposars Gaiin

Paclwmdpoears daiin
Mcnonb30BaTe I0KaNbHOE XPaHMMLLE KOMMbHOTepa

[ Cosnats oTcoeanHEHHyto noanmncs
YnpaeneHwe HOCUTENAMU

BeiBpats daiin ans noanucu CoXpaHWUTbL NOANWUCh Kak

Hactporiikn |

CKpbITh pacluMpeHHbie Moanwcats

PucyHok 26. Bknagka Co3gaHue nognucu

[ns cosgavus nognucm daiina:

1) na eknagke Co3pgaHve nopgnucu BoibepuTe cepTUPMKAT, COOTBETCTBYIOWNIA KJIIOHY MOAMNACH, KOTOPBbIii
BygeT mcnonb30BaThCA AN CO3LaHUS NOAMUCH;

2) HaxmuTe KHornky BbibpaTb chaiin gns noanucu u Boibepute haiin, KOTopbli HeObxoAMMO MoanucaThb
(nnmn BBeamMTE agpec daiina BpyHHYIO B MOSE NOL KHOMKOM);

3) none c agpecom dpaiina NOANMUCK 3anNOSHUTCS aBTOMATUYECKN; NPU HEODXOAMMOCTM U3MEeHNTE agpec uau
uMs daiina BpydHyro nan ¢ nomouybio kHonkn CoxpaHuTb Nognuch Kak;

4) HaxmuTe kHonky Mopnucats;

5) ecim Ha KOHTEHep YCTaHOBJIEH MapoJsib, BBEAUTE €ro B OKHE ayTEHTUNKALMN B KOHTEHEPE.

[ns npoBepkn KOPPEKTHOCTM CO3AaHHON NoAgnNuMCK BOCMONb3yiiTech Bknagkoi [Mposepka nognucy.
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2.8 [lposepka noanucwu

Ha Bknapke lNMpoBepka noanucym MoXxHO NpoBepUTh AeCTBUTENBHOCTb NMPUCOEAWHEHHOW U OTCOEANHEHHO
nognucum.

Mpumeyanue. [na nposepkun oTcoeqmueHHol nognucy notpebytotcs 2 dalina — UcxogHbIi NoLNUCLIBaEMbIi
AOKYMEHT 1 haiin C nognuceto.

B paclumpeHHOM pexume WCNoNb30BaHUS MaHENN BO3MOXHO COXPaHWTb WCXOAHbLIA haiin nocie nposepku
NPUCOEAVNHEHHOW NOANUCK.

) cptools - UncrpymenTsl Kpuntolpo - [m} >
Q, Mowmck HFJOBEFJKa noanucu
OBuiee BeibpaTs Qaiin ¢ NoANUCeo ANA NPOBEPKM

ObnauHbIli NpoBaiiaep o L
O COXpaHﬂTh WCXOAHBIW Cpal‘l}'l nocne Nnpoeepky NpUcoginHEHHOW NoANUcK
KoHTeliHepsl CoxpaHmWTb paiin Kak
CepTudukarsl
MpoeepuTs NoanMce
CozpaHue noanucu
MNpoeepka noanucu
3awudpoeatt Gain
Pacwmdpoeats daiin

)’npaEﬂe HWe HOCHUTENAMM

Hactporiku

CKpbITh pacllMpeHHbIe

PucyHok 27. Bknagka MNMposepka nognucu

[ns npoBepKn NpuCcoeanHeHHO NogNnNCH:
1) HaxmunTe kHonky BbibpaTth chaiin c nognucbio ans nposBepku u BobibepuTe baiin ¢ nognucbio (M
BBEAUTE afpec haiina BpyHHYIO B NOJIE MOA KHOMKOIA);
2) ecnm nocne NPOBEPKM MOAMNCA HEOBXOAMMO COXPaHUTbL UCXOAHBIA haiin:
e nepeignTe B pPacCLUNPEHHbIT PEXMM UCMO/Ib30BaHUs naHenn no kHonke Moka3aTb pacluvpeHHble;
e yctaHoeuTe dsiar CoxpaHsaTb ucxogHbiii haiin nocne NpoBepky NpUCoeaMHEHHOR nognucw;
e BbIbepuTe NyTh K CoxpaHsieMmomy cpaiiny no kHonke CoxpaHuTb haiin kak (Unu BBeJUTE €0 BPYUHYHO
B MOJIe MOA KHOMKOIA);
3) HaxmuTe kHonky MpoBepuTb Nognuce.

[ns npoBepkn oTCOEAUHEHHOW NOANMUCH:

1) HaxkmunTe kHonky BbiOpaTth chaiin c noanucbio anst nposepku n BbibepuTe haiin ¢ nognucsto (Mawm
BBEAUTE afpec dhaiina BpyUHYIO B NOJe Nog KHOMKOIA);

2) HaxmuTe kHonky MpoBepuTb nognucs;

3) ecnm uncxopHblli paiin um  palin C MOAMUCHIO PACMOJIOKEHBI B Pa3HbIX AUPEKTOPUSIX WM WUMEIOT
HECOOTBETCTBYIOLLNE APYr APYry UMEHa (Hanpmmep, test n sign.sig BmMecTo test u test.sig), OTKPOETCA OKHO AnsA
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Bblbopa ncxogHoro haiina. B oTkpbiBeMcst okHe BbibepuTe ncxoaHblli halin, nognucb, KOTOPOro NPOBEPSIETCSI.

Ecnn B pesynbTaTe npoBepkum MNOAMMCKH BO3HWMKAA OLWIMDOKA, BHW3Y OKHA KPaCHbIM LBETOM OTObpasmTcs
cooTBeTCTBytOLLEee coobuieHne. Haxxmute Ha coobluerue, 4Tobbl OTKPbITH NogpobHyto nHopmauwmio 06 owmnbke (cm.
PucyHok 28).

%) cptools - UicrpymenTsl Kpuntolpo - m} *

Q nomex Mpoeepka nognucu

Obiee BribpaTs dalin ¢ NoANMCEIO ANA MPOBEPKK

C\Users\Test\Documents\file.sig

ObnauHblil NnpoBaiiaep
[ CoxpansaTe ncxoaHsii daiin nocne Nposepky NPUCOEAMHEHHOM NoANMCK

KoHTeliHepsl CoxpaHuTs Gaiin kak

CepTudukaTsl

MNpoeepuTh NoANUch

Co3aaHue NoanucK ]
¥ Owwmbka Npu Npoeepke NOANMCK

Mpoeepka NoanucK Moanuce 1/1: owwbka npu nposepke (0x800b01071: WicTek/He HacTynun cpok
AeACcTEMA Tpebyemoro cepTudurkaTa NPy NPoOBEPKE NO CUCTEMHBLIM Yacam KMaK No
3awudpoears Cpalﬁﬂ OTMETKE BpEMEeHK B NOANUCaHHOM daine.)

Otnevatok 3B92AA32E2TE9BCIET54835E8A8445FD2061BEGA

. Wima cybrekra: sidorovil
Paclwundpoeate dain

)"I'IpaEJ'IE HWe HOCHUTENAMMK

Hactportiku

CKpbITh paclMpeHHbIe

Pucynok 28. Owubka npn nposepke noanucu caiina

2.9 LWndposaHue daiina

Bknagka 3awmndposate daiin npegHasHadeHa ans wndposanms dalina U coxpaHeHust pesynbTaTa B Buje

CMS-dpaiina.
LLindpposanmne dbaiina BbINONHSAETCS C UCNONBL30BaHNEM BbIDpaHHOrO B OKHE cepTudukaTa.

VYnpaBneHne KonoHkamMun Tabauubl. [1o yMonuaHuio Ans Kaxaoro ceptudpumkaTta ykasaHbl nms cybbekTa,
UMSi U3JaTeNsi, CPOK HAEACTBUS U OTrnevaTok. B Tabnuue MOXHO M3MeHUTb nepedeHb OTODpPa)kaemblX CBOCTB
ceptTudmkata (M COOTBETCTBYHOLMX KONOHOK). [lnsi 3TOro HamuTe npaBoii KHOMKOW MbIWKM HA Ha3BaHue Ntoboii
KOJIOHKIN 1 B BbINafatOLEM CMIUCKE YKAXKUTE T€ KOJIOHKM, KOTOpble Heobxoaumo oTobpasnTs B Tabnuue.

ﬂ'ﬂﬂ N3MEHEHNA nNopsAagKa OTO6pa)KEHV|5| KOJIOHOK J1IEBOIA KHOMKOWA MbILUXW 3a>XKMWUTE Ha3BaHWE KOJIOHKU 1
nepeTsaHNTE ee Ha HeobXxoaMMoe MecTo B Tabauue.

Coptuposka ceptudpukatos. B Tabnmue poctynHa coptupoBka cepTudUKaTOB MO OOHOW W3 KOJMOHOK
Tabnuuel. o ymonuaHuto cepTudpmkaTbl OTCOPTUPOBAHbLI MO 3HAaYeHUtO oOTnedaTka. YTobbI OTCOpTMpOBaTHL
cepTudnKaThl, HAKMUTE Ha Ha3BaHUE HEOBXOANMOIE KOIOHKI. [10 YMOJTHaHMIO BBINOJIHAETCS COPTUPOBKA MO andasuTy.
YT106bl N3MEHUTL HanpaB/ieHWe COPTUPOBKHU, MOBTOPHO HAXKMMUTE Ha Ha3BaHUE KOJIOHKU.

Mouck ceptudmkara. [dnsa beicTporo nowucka Heobxogmmoro cepTudiMkata BOCMNOJL3YATECH MOUCKOBOIA
ctpokoii «[louck ceptudpukatay. MNonck ocyLecTBNAETCA NO BCEM MOJSISIM OAHOBPEMEHHO.
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B paclunpeHHOM pexxume UCMoib30BaHUS NaHenn SOCTYNHbI AOMNOAHUTENbHBIE ONUNN:

e BbibOp cepTudMkaTa U3 XpaHUAULA CepTMUKATOB JIOKANLHOrO KoMMbloTepa (PyHKUMs AOCTYMHa npu
3anycke NaHenu C NpaBamMu agMuHucTpaTopa (cynepnosnb3oBaTens));

e HaCTpoiika NapameTpoB LWNPOBaHUSI.

Mpun naxaTun kHonkn HacTpoiika napameTtpoB wucposaHus otkpoercs Bknagka Hactpoiiku, B koTopoii
MOXHO BbibpaTb Tpebyembiii anroputm wudposanus. Mo ymonyanuo ucnonssyercs anroputm OCT 28147-89.

) cptools - Uncrpymentel Kpantalpo — [m| X
Q nouck 3awmbposatb dain
~
Mowuck cepTudmkaTa

Obulee Q pTH®

ma cybekra Ama uzaatenn Cpok geiictena Otneuatok ~
O6nayHbli Npoeaniep test CRYPTO-PRO Test .. 08/05/2018 03CEAT657D282A...

test Tecroewii ¥L, OO..  09/10/2018 889C57D31FD3ES...
KowTeiiHepbi test0202 CRYPTO-PRO Test ... 02/05/2018 20D9ED1D2E14EE...

test040919 CRYPTO-PRO Test .. 09/07/2019 3315F2B258B735F...

test0708 TecToBbIH noguuH...  07/11/2018 6C4413AEE13C20..
CepTudmkarsl

test0004 CRYPTO-PRO Test .. 08/07/2019 T804228BF1BDAC...

testl CRYPTO-PRO Test .. 08/07/2019 323E0AA3BE1616..
CoszpaHue noanvck test2_100718 TecToBuiii nogumk...  10/10/2018 E36ABACSBF6CSS...

test_100718 Tectoewlii YL, 0O0... 10/10/2018 03CFBC4AD47ADB2...
I'IpOBepKa noanucK test_bad CRYPTO-PRO Test .. 30/01/2019 49EABA3T3IDS043..

test_client TecToBLIH NoguuH...  27/02/2019 696E31A96AD3ED...
3aLIJH¢pOBaTb ¢au‘7u1 test_client TecToBbId NOAYKH..,  27/02/2019 G96E31ASBAD3ED..

test_reject Tecroewii ¥L, OO..  09/10/2018 240124507E5FB31..,

test_server TecToBbll NOgYMH...  27/02/2018 2E8829668440800... v

Pacwmdpoeats daiin
Mcnons308aTh NOKANBHOE XPAHUAMLLE KOMMNBIOTEDA
HacTpoiika napameTpos WidposaHva

Cnunckuy oT3bIBa

BeibpaTe daiin ana 3awmndpoeaHma CoxpaHuTe haiin Kak

)’npaEﬂeHwe HOCHUTENAMM | ‘
v

CKpbITh pacllMpeHHbIg 3aWnppoBaTh

Pucyrok 29. Bknagka 3awmndcposats daiin

Ons wudposanus daiina:

1) npu HeobxogMMOCTU U3MeHMTE anropuTM wnpoBaHns Ha Tpebyemblii Bo Bknagke Hactpoiiku, Haxas
kHonky Hacrpoiika napameTtpos wndposaHus;

2) Ha Bknagke 3awmncpposaTtb haiin BbibepuTe cepTudmKaT, KOTOpPbIA OymeT MCMoONb30BaTbCS ANS
wndpposanms aiina;

3) HaxmuTte kHonky BbiOpaTb dhaiin ans 3awndposaHusi n Boibepute aiin, KoTOpbIi HEOOXOANMO
3awncposath (nnu BBeanTe agpec daiina BpyHHYIO B MoJie Nog KHOMKOM);

4) none c appecom 3alWM@POBAHHOTO paiina 3anosHUTCS aBTOMATUHECKN; MPU HEOOXOANMOCTU N3MEHNTE
aapec unu ums daiina Bpy4Hyto nan ¢ nomowbto kHornku CoxpanuTte daiin Kak;

5) HaxmuTe KHOMKy 3awmndposaTs.

Ecnn B pesynbtate wudppoBaHus daiina BO3HMKAA OWMDOKA, BHU3Y OKHA KpacHbIM LIBETOM OTObpasmTcs
COOTBETCTBYIOLLEE COODLLEHNE.

2.10 PacwudpoBaHune daiina

Bknagka PacwudgpoBaTts daiin npegHasHadeHa gns pacwndpoBaHUs MOJYHEHHOro 3awmndpoBaHHOIoO
dalina.
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Mpumevanne. [nsa ycnewHoro pacwmudpoBanust daiina Ha KOMMbIOTEPE [OJIXKEH OblTb YCTaHOBJEH
cepTndnKaT, KOTOpPbIA NCNOABL30BaNCA A5 3aWUdPOBAHUS, C COOTBETCTBYIOLUM 3aKPbITLIM KJHOHOM.

0 cptocls - MucTpymedtel Kpuntolpo

Q nouck Paclwmndposatb daiin

Obuee | BeifpaTs daiin aAna paclumgposaHus | CoxpaHuTb hain kak

| C\Users\Test\Documents\file.txt.p7e | | C\Users\Test\Documents\file.txt |

ObnauHblil NnpoBaiiaep
' Pacwimnbposats 1

KoHTeliHepsl
CepTudukaTsl

Co3faHue Noanucu
Mpoeepka noanucu
3awudpoeatt Gaitn
Pacwudpoeats daiin
YnpaeneHne HOCUTENAMM
Hactportiku

CKpbITh paclMpeHHbIe

Pucynok 30. Bknagka Pacwndposate daiin

Ons pacwudposanus daiina:

1) naxmute kHonky BbiOpaTtb chaiin gns pacwudposaHus un Boibepute 3awmndposaHHbii daiin (nan
BBEAUTE afpec haiina BpyHHYIO B MOJE MOA KHOMKOIA);

2) none ¢ agpecoMm pacwmnpoBaHHOro haiina 3anoJaHUTCS aBTOMATUYECKMN; NPU HEODXOANMOCTU M3MEHUTE
agpec nau ums daiina BpydHyto nam ¢ nomoubto KHonkn CoxpaHuts dhaiin Kak;

3) HaxmuTe KHonky PacwundposaTs;

4) ecnn Ha KOHTEHEP KJtOYa YCTAHOBJIEH MApOJsib, BBEAUTE €ro B OKHE ayTEHTUNKALMM B KOHTEHEpE.

Ecnu B pesynbtaTe pacwudposaHus chaiina BosHuMKkAA OWMOKA, BHU3Y OKHA KPaCHbLIM LBETOM OTODpa3uTcs
COOTBETCTBYIOLLLEE COODLLEHNE.

2.11 Cnwuckn oT3biBa
BKﬂaﬂ,Ka CI'II/ICKI/I OT3blBa npep,Ha3Ha'-|eHa ans yl'lpaBJ'IeHI/IFI CNMNCKaMWn OT3bIBa.

Mowuck cnucka ot3biBa. [ns 6eicTporo noncka HEOBXOAMMOro CMMCKa OT3blBa BOCMOJIb3YNTECh MOUCKOBOIA
ctpokoii «[Mouck CRL>». Mownck ocywiecTeasieTcs no BCeM MosisiM OGHOBPEMEHHO.

VYnpaBneHue konoHkamu Tabauubl. Mo ymonyaHuio ans Kaxxgoro Cnucka OT3bIBa yKasaHbl M3gaTenb, CPOK
aeiicteust, otnedatok u ID kaoya YLU. B Tabnuue MoXHO M3MeHUTHL mepedeHb OTOOPaXkaemblx CBOWCTB CMUCKOB
0T3bIBa (M COOTBETCTBYIOLWNX KONOHOK). [Insi 3TOro HaKMuTe NpaBoil KHOMKOWA MbIWK HA Ha3BaHWe J1tobOV KOJIOHKN
M B BbIMALAlOLEM CMUCKE YKAXKUTE Te KOJIOHKU, KOTOpble Heobxogmmo oTobpasuts B Tabanue.

Onsi nameHeHns nopsigka OTODPaXkeHUs! KOJIOHOK JIEBOW KHOMKOW MbILIMN 33a)KMUTE Ha3BaHUE KOJIOHKU 1
nepeTsiHUTE ee Ha Heobxofumoe MecTo B Tabnuue.
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CopTuposka cnuckoB oT3biBa. B Tabnuue goctynHa copTWpoBKa CMMCKOB OT3biBa MO OAHON W3 KOJOHOK
Tabanusl. YTobbl OTCOPTMPOBaTEL CMKUCKM OT3bIBA, HAXKMUTE Ha Ha3BaHuWe Heobxoaumoii konoHku. Mo ymonyaHuo

BbIMOJIHSIETCS COPTUPOBKA Mo andpasuTy. YTobbl M3MeHUTL HanpaBieHNe COPTUPOBKI, MOBTOPHO HAXKMUTE Ha Ha3BaHMe
KOJIOHKN.

ID'OCTyI'IHbIe AEMCTBMH CO CNNCKOM OT3blBa:
1) Ycranosuts CRL;

2) SkcnopTtuposats CRL;
3) Ceoiictea CRL;
4) Ypanuts CRL.
) cptoals - Urctpymenter Kpunrolpo — O X
Q Nowmcx CnwWckK oT3biBa
T MpoMexXyToUHbIE LIEHTPEI CEPTUGMKALIMI N
Q Mownck CRL
O6nauHbIli NpoBaiizep
Mzaatens Cpok AeiicTBuA OTneuatok ID knkoua YL
KomTeiinepsi ‘L=Internet, O="Ve.. 07/01/2004 A3T7D1B1C05388..

CepTndukaTsbl

Co3zpaHWe noanucK
MpoBepka NOANMCK
3awmndpoeaTts dain
Paclumdpoeats daiin
Cnunckun oT3biBa
YnpaeneHue HOCUTENAMM

- Mcnonb3oBaTh NOKanbHOE XpaHWAWLLLE KOMMbHOTepa
HacTpoiikm

YecraHoeute CRL 3kcnopTypoeaTs CR

CKpbITh pacliMpeHHbIe Ceorcrea CR Yaanute CRL

Puncynok 31. Bknagka Cnucku oT3biBa

2.12 VYnpaBneHue HOCUTENsIMU

NuctpymenTtsl KpunTollpo npegoctaBnsitoT untepdeiic ynpasieHunsi HEKOTOPLIMY NapamMeTPamMm NMOLKIKOUEHHbIX
CbEMHbIX KJIIOYEBbIX HOCUTENEN.

Mpumeyanne. HekoTopble dyHKUUM ynpaBiaeHUss NaponsiMu HeJOCTYMHbI st psga Hocuteneid. B Takux
CNy4asix COOTBETCTBYIOLLME KHOMKU Ha BKNaAKe HeakTUBHbI. [1nsi BbINONHEHUS 3TUX AeiicTBUl BOCNONb3YiiTeCh
MO npousBoguTENns KAKHEBOrO HOCUTENSI.

Bknagka YnpaBneHne HOCUTENSAMU AOCTYMNHA B PaCLUMPEHHOM PeXMME UCMOb30BaHNS NaHenu.

ﬂ'ﬂﬂ YCTAaHOBKN NapaMeTpoOB HOCUTESNA Bbl6epI/ITe €ro n3 BblNagarouwero cnucka BblﬁepVITe CHNTbIBATENb.

Mone Bbibepute npunoxenune (pexxum paboTbl) NO3BONSET yKasaTb OAMH M3 MOAAEPKUBAEMbBIX HOCUTENEM
PEXMMOB paboTbi:

e paboTa B peXnMe MacCMBHOrO XpaHWInLLA Ko4eBol nHdopmauunu;
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e paboTa B pexume aKTUMBHOMO BblYUCAUTENS Be3 3awmThl KaHana mexgy HocuTenem u CK3U;

e paboTa B peXKMMe aKTMBHOMO BbIYNCANTENS C 3aWUTON KaHana mexay Hocutenem u CK3W no npoTtokony
SESPAKE.

Ecnn HocnTenb nogaepxnBsaet nwb oanH pexum paboTsl, none Boibepute npunoxermne (pexxum paboTbi)
HEAKTUBHO.

MpumeyaHune. Ha HeKOTOPLIX HOCUTENSX YCTAHOBJIEHbI CHETHWKU HEMPaBUJIbHBIX MOMBITOK BBOAA NapoJis
Hocutens. Npu BBOAE HEBEPHOrO Maposisi 3HaYeHMe cyeTymka ymeHblwiaetrcs Ha 1. Ecinm B none «Ocrtanock
MOMbLITOK» YKa3aHO 3HayeHme 1, Nnpu cneaytoLlei Heyaa4Hol NoNbITKE BBOAA NapoJisi HOCUMTESNb 3abNoKMpyeTcs.
[HelicTeus, Heobxogumele 415 pasbNOKUPOBKN HOCUTENS, 3aBMCAT OT MOAENN UCMOAb3YeMOro Hocutens. s
BbINOJIHEHUS 3TUX AENCTBUI BOCMOJSb3YlTECh NHCTPYKLUUSIMU NMPON3BOAUTENSI KIKOHYEBOrO HOCUTENS.

< AyteHTmdwmkauns - Kpmntollpo CSP X

Crypte-Pro GOST R 34.10-2001 Cryptographic Service Provider sanpawmsaet
TEKYLMIA 1 HOBBIA NMH-KOZ,

CunTbiBaTens: Aktiv Rutoken ECP 0

Hocurens: rutoken_ecp_383656b3

BBeauTe NuH-Koa: ‘ ssssssnsl |
HoBbIi NiH-KoAa® ‘ ssssesen |
MoBTopUTE BEOA: ‘ ssssssne |

4\ HesepHeii napone. OcTanock nonsimox: &

PucyHok 32. Beog HeBepHOro naposisi HocuTens

[ocTynHbl cnegyrowne pyHKLNM YNPaBAEHUSt HOCUTENSIMNA:

1) CmeHuTb Naponb HOCUTENS — MO3BOJISIET YCTAHOBUTL HOBbIW Maposib HocuTens. s nameHenus napons
BBEAUTE TEKYLLMI NMapoib 1 ABaXKAbl HOBbIA B OKHE ayTeHTUUKaL .

2) Cmenutb PUK — nosBosisieT ycTaHoBUTL HOBbI naponb agMmunuctpatopa (PUK). [ns nsmexenus napons
BBeguTe Tekywuii PUK v gBaxkabl HOBbI B OKHe ayTeHTMdrKaumm.

3) BepHyTb naposb NO YMOAYAHWIO — TMO3BOJISIET YCTaHOBUTb HA HOCUTENb Maposib, 3aAaHHbI
MPOM3BOAMTENIEM YCTPOCTBA NO yMonYaHuo. [ns ycTaHOBKM Naponsi Mo yMOJYaHUIO BBEAUTE TeKyLLWiA Naposb
B OKHE ayTeHTMuKaumm.

4) BepHyTb 3aBOACKME HACTPOWKUN — NO3BOJISIET BEPHYTb YCTPOICTBO K 3aBOACKOMY cocTosiHuto. Mpun aTtom
BCe JaHHble, XpaHsaLMecs Ha HocuTene, byayT yaaneHsi!

5) COpocuTb CHETUUK MOMbITOK — MO3BOISIET OOHYNNTL 3HAYEHMNE CHETHIMKA HEMPABUIIbHBIX MOMBITOK BBOAA
napons Hocutensi. ns cbpoca 3HaueHus cueTHmka BBeguTe naposb agMmuHuctpatopa (PUK) B okHe ayTeHTudmkaymn.

6) 3abbiTb Naposb — MO3BOJSIET YAAANTL BCE MAPOJIN, XPAHSLLNECS B KILLE NPOBAiifepa UAN HOCUTENS.
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) cptools - UncrpymenTsl Kpantolpo - m} H
Q Mownck YHpaBﬂeHme HOCHUTENAMM
BrifepuTe cuMThiBaTENL
ObuLee
Aktiv Rutoken lite O
OGrnauHblii npoBaiisep BeibepuTe npuaoxeHue
- rutoken_lt_37275068
KoHTeliHepbl
CeoboaHoe mecto: 55136 bait
CepTrgukatsl
pTd CMEHUTL Mapoik HOCUTENA Cmennts PUK
Cospanue noanucy BepHyTb Napoib Mo YMOMUHUIO BepHyTb 33BOACKME HACTPOAKM
ﬂpOBepKa noanucu Cf)pOCI‘ITh CUETUMK NONbITOK 3abbiTh napoib

3awudpoeats Gain
Paclwmdpoeats daiin
YnpaeneHWe HOCUTENAMM
Hactporikn

CKpbITh pacluMpeHHble

PucyHok 33. Bknagka YnpaBneHne Hocutensimu

2.13 [JononHuTtenbHble HACTPOWKKN npoBaiigepa
Bknagka HacTpoiiku goctynHa B paclumpeHHOM peXnMe UCMOb30BaHUSl NaHENN.

JocTynHbl cnegyrowme gononHutenbHblie HacTpoliku Kpuntollpo CSP:

e VYaaneHne coOxpaHeHHbIX napofieii — MO3BOJISIET YAANNTbL BCE COXPAHEHHbLIE MapOsM KOHTEAHEPOB
TekylLero nosib3osatens. [ns yganeHus coxpaHeHHbIX Naposieil KOHTeHEPOB B JIOKAJIbHOM XPaHUMLLE KOMMLIOTEpPa
HeODXOANMO 3amyCTuTb NPUIOXKEHME C MPaBaMn agMUHNUCTpaTopa (cynepnosib3oBaTesns).

e Hactpoiikm no ymonuyaHuio — BOCCTaHABAMBAET HACTPOMKU MPUIOKEHUS MO YMOSHAHNIO, MPUIOXKEHNE
ByzeT nepesanyLueHo.

e Ceptudmkatbl — nossonsieT fobaBAATL MNYHbIE CepTUDUKATLI B KOHTEHEP NPY YCTaHOBKE B XpaHWINLLE.

e Moppepxka cpeacTB noaTBepXAeHUA NOANUCU — MO3BOJISIET BKIKOYNUTL MOAAEPXKKY N (DOPCMPOBaTh
NCMOIb30BaHNE CPEACTB noaTeepkaeHus nognucu. Onuuu AOCTYNHbI TOMBLKO MPU 3amnycke MaHennm ¢ npasamu
aagMuHucTpaTopa (cynepnosib3oBaTesns).

e Co3pgaHue nognucy — noseossieT BbIbpaTh pacluvpeHne nognucaHHoro daiina n HaCTPOUTL UCMOb30BaHNE
OTCOEAUVHEHHONR nognucy.

e Anroputm wndpoBaHUsa — NO3BOJSIET BIOPaThL anroputTM LWNpPOBaHMS.

2.13.1 TloaTBep>xaeHue noanucuv

®nar Bkaounts noaaepXkky Cpeacts NOATBEPXKAEHUS noanucu  BkatodaeT mexanusm  CK3U,
NO3BONAOLWNIA NepefaBaTe COAEPXKMMOE MOAMUCLIBAEMOrO LOKYMEHTa CPeACTBAaM BM3yann3auuy MOAMUCHIBAEMbIX
JaHHbIX, TakuMm kak Pytoken PINPad, SafeTouch PRO u Kpuntollpo DSS.

®nar PopcupoBaTb UCNOAb30BaHWE YCTPOWCTB MOATBEPXAEHUS MOAMNUCU no3BosisieT obecneynTb
noagepxky nognucn fanHeix 1OJIBKO ¢ ucnosnbsosaHuem yctpoiicTe nogTeepxaeHus nognucu. [daHHas onuus
NO3BOJIIET UCMOJIb30BaTh YKa3aHHbIE YCTPONCTBA B CTapbIX NPUNOXeHUsx bes paspaboTtku cneuymansHoro API.
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®nar OOCTYyNneH ANnsA yCTAaHOBKWN TOJNIbLKO NMpPU BKAKOYEHNW NOALAEPXKKN CPEACTB NOATBEPXXAEHNA NOANUCK.

[ns npumeHeHns M3MeHeHWiE Nocae yCTaHOBKM hyiaroB TpebyeTcst nepesanyck NpuIoKeHusI.

) cptools - UncrpymenTsl Kpantalpo — [m| X
Q Mownck COXpaHéHHMe napoan
Dﬁl_l_l.ee Yaanute COXpaHeHHbIE Mapoau

HacTpolikm no ymonuaHuwo
ObnayuHblii npoBakiaep

Boccranoeuts YMOAUaHKWA

KoHTeliHepel

CepTuoukaTbl
ST [0 AobasnaTs AMUHLIA cepTUGMKAT B KOHTERHED NPM YCTAHOBKE B XPaHWAMLLE
Co3aaHue noanucu HOATBep)KAEH e noanucuK

BosmoxHO, noTpebyeTca nepesanyck NPUACKeHUA
[ BratounTs noaaepskKy CPeACTE NOATEEPXAEHNA MOAMMCH
DOpCMPOBaTL MCMONL30BaHUE YCTPOMCTB MOATBEPXKAEHWS NOAMMUCH

Mpoeepka noanuck

3awmdposatt dain
Co3paHure NoAnucK
Pacwudposats dain
P ¢ Pacwumnpenwe noanvcadHoro daina

Cnu1cKK OT3bIBa sgn -
O Cozpaeats OTCOEAWMHEHHYIO NOAMMUCH

YnpaeneHune HOCUTENAMM
WnoposaHue

Hactpovikn
ANrOpUTM LWNDPOBAHWA

rocCT 28147-89 x
CKpbITh pacluMpeHHble

PucyHok 34. Bknagka HacTpoiiku
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