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© 000 «KPUNTO-MPO>», 2000-2024. Bce npaBsa 3awyuiueHbl.

ABTOpCKUe MpaBa Ha CpeacTBo KpunTorpadudeckoii 3awmuTel uHdopmauumn Kpuntollpo CSP n akcnayaTtaumoHHyto
AOKYMEHTALMIO K HEMY 3aperncTprnpoBaHbl B Poccuiickom areHTCTBe No naTeHTam 1 ToBapHbIM 3Hakam (PocnateHT).

JokyMeHT BXoguMT B KOMMAEKT noctaeku nporpammuoro obecneyveHus CK3U Kpuntollpo CSP Bepcun 5.0 R3 KC1,;
Ha Hero pacnpoCTPaHSIOTCS BCE YCNOBUS JINLEH3NOHHOIO coratueHns. bes cneymanbHOro NMCbMEHHOro paspeLueHuns
000 «KPUMNTO-MPO>» foKyMEHT nan ero 4acTb B 3EKTPOHHOM WK NEYAaTHOM BUAE HE MOTYT OblTb CKONMMPOBaHbI
U MepefaHbl TPETBUM JINLAM C KOMMEPHECKON LEeNbHo.
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AHHOTaUMNSA

HacToswas VHCTpyKunMs COAep>XXUT OnmMcaHue MpoLecca YCTAHOBKU U WUCMOJb30BAaHUS KOHTPOJIbHOW NaHenm
moaynsi Kpuntollpo JavaCSP (JCSP), Bxogsiwero B coctaB CpeAcTBa KpunTOrpachnyeckoii 3awmtbl MH(OpMaLmum
«Kpuntollpo CSP» Bepcus 5.0 R3 KC1 (ucnonHenme 1-Base).

Moayns Kpuntollpo JavaCSP npegoctaBasieT mocTyn K peanu3auusiM POCCUIACKMX KpunTorpaduyeckux
aNropnTMOoB U PYHKLMOHUPYET NOA yNpaBieHneM BUPTYasbHOR Java-MaluunHbl.
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1 VYcrtanoska Kpuntollpo JavaCSP

1.1 Cnocobbl ycTtaHoBKN

B cnyyae ucnonbsoaHus Java-mawiunH sepcum 11 n Bbiwe:

YcraHoeka Kpuntollpo JavaCSP B cnyyae akcnnyatayun MO 8 OC Windows/*nix He Tpebyetcs.
DKcnlyaTauusi OCyLEeCTBASIETCA nyTeM AobaBneHusi npoealigepoB B CMUCOK java.security:
security.provider.<N>=JCSP

security.provider.<N>=Crypto
security.provider.<N>=RevCheck

Bubnnotekn gonxkHel bbiTh gobaeneHsl B classpath.

B cnyuae ncnonbsosanus Java-mawmn sepcun 1.8 (8):

Ons ycranosku Kpuntollpo JavaCSP Ha M9BM c ycravosnennoin Java-mawuHoii sepcumn 1.8 (8) cnepyiite
WHCTPYKLWW, onucaHHoli B cooTeeTcTeytowemM ucnonbsyemoii OC pasgene.

OcHogHoii cnocob yctaHoeku Kpuntollpo JavaCSP coctounT B 3anycke komaHgHOro dhaiina, BXOASILLEro B COCTaB
anctpubytuea CK3U; nmMsa komaHgHoro cpaiinia 3aBACUT OT OMEPaLMOHHOR CUCTEMbI, HA KOTOPYID MPOU3BOANTCA
yctanoeka. [pyrue cnocobbl — 370 yctaHoBka otaensHo Mogynst Kpuntollpo JavaCSP ¢ nomowbto ycTaHoBLymKa
JCSPInstaller nnu ¢ nomowbto onuuwn -jar nporpammel java.

B cucreme yxxe moxet 6b1Tb yctanoenen Kpuntollpo JavaCSP 6onee paHHeii Bepcun. B atom cnyyae mogynb
Kpuntollpo JavaCSP moxeT bbiTh 0OHOBMEH COrNMacHO MHCTPYKUMSM, npuBegeHHbIM Huke. CnefyeT yunTeiBaTh, YTO
MEeXAY BEpCUSIMU MPOLYKTOB MOTYT DbiTb CyL|eCTBEHHbIE OT/NYKS, B 3TOM Ciydae nepef yctaHoskoit Kpuntollpo
JavaCSP Heobxogumo npenBapuTesibHO yaanuTh MPeabIAyLLYO BEPCUIO MPOSYKTa.

Ons ycranosku Kpuntollpo JavaCSP Bbi gosiKHbl nMeTh NpaBa agMUHUCTPATOpa Ha JaHHOV paboyeli cTaHuuu.

1.2 Koguposku B Java

Mpun 3anycke knaccos Kpuntollpo JavaCSP coobuieHus BynyT BoIBOAUTLCS B KOAMPOBKE, NpuHsaTol B Bawwei
BUPTYaNbHOW MawuHe Java no ymonudanumo. Ecnnm kopupoBka, yctaHoeneHnHasi Java npw 3anmycke, oTAM4YaeTcst ot
KOLNPOBKUN OKHa, TEKCT DyaeT oTobpaxkaTbCsi HEKOPPeKTHO. /I3MeHUTL KOAMpOBKY npu 3anycke Java MOXHO, ykasas
3HayeHueM nepemMeHHon file.encoding Hy>XHyO KOAMPOBKY, Hanpumep:

java -Dfile.encoding=Cp866 -version
13 kopa nporpaMmMbl CMEHUTbL KOGUPOBKY MOXHO METOAOM:
System.setProperty("file.encoding", "UTF-8")

Ecnu Bbl xotute, 4tobbl Kpuntollpo JavaCSP ebiBogun coobliueHns B Apyroil KOAWpOBKe, USMEHNTE 3HaYeHUe
nepemeHHoii. Takoe BO3MOXXHO, HanpuMmep, ecnnm Bbl cobnpaetech nepeHanpasuTb BbiBog B haiiil U aHAaNU3MPOBATh
€ro NoTOM, WUCMOJIb3ysi APYTYO KOAUPOBKY:
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install.bat \java >log.txt 2>&1

B UNIX-cuctemax Java-malimHbl NCNoNb3yloT ANs ONPefesieHnst KOAMPOBKM 3HadeHume nepemenHoin LANG.
Moxanyiicta, ybeanTecs B TOM, 4TO 3Ha4YeHUE STO NMEpPeMEHHON COBMajaeT C KOAMPOBKO Bawero okHa.

1.3 VYcrtaHoska Ha Windows

B cnyyae ucnonbsoaHus Java-mawiunH sepcum 11 n Bbiwe:

Vcranoeka Kpuntollpo JavaCSP B cnyyae skcnnyaTtauun MO 8 OC Windows He TpebyeTtcs.

Vcravoeka Kpuntollpo JavaCSP Ha OC Windows ¢ yctaHoBnenHoli Java-mawuroit Bepcum 1.8 (8) pgosxHa
MPOBOANTLCS AAMUHUCTPATOPOM C MOMOLLLIO KOMaHAHOW CTPOKM U3 Manku C NHCTa/IATOPOM:

setup_console.bat <nyrs_x_JRE>
Hanpumep: setup_console.bat "C:\Program Files\Java\jdk1l.8\jre"

Mpn atom BymeT mcnonb3oBaThCs UCnosHsieMbldi paiin <JRE>\bin\java.exe, a Takxe DyseT npousseneHo
nonHoe ypanenue daiinos Kpuntollpo JavaCSP, yto moxeT 6bITe Heobxogumo npu paspeweHun owmnbodHbIX
cutyauuii. B nobom cnydae, nepef ycTaHOBKOW aBTOMAaTUHECKU OCYLUECTBASIETCS MOMbITKA AENHCTa ALK
Kpuntollpo JavaCSP Ha cnyuyaii, ecnu oHO BbIno paHee yCTaHOBMEHO.

Ecnu nmsa komnaHum coneput npobesibl, TO OHO AOMKHO DbITh 3aKNtO4EHO B KaBbluku. Ecin ums komnanuu
YKa3bIBAETCS1 HA PYCCKOM $A3blKe, TO KOAWPOBKA AOJKHA COBMafaTh C ykasaHHol B <JRE>\1ib\font.properties.

Mo OKOHYaHWMM MpoLEecca YCTAaHOBKU HEOBXOANMO ybeanTbcst B KOPPEKTHOCTU YCTAHOBKU U BBECTU JIULEH3MIO
(cm. Beog cepuiitoro Homepa nuueHsun). Ecnm oHa He Bbina ykasaHa cpasy, HeobxoarmMo 3anycTuTh CLeHapwii:

ControlPane.bat <myTrb_k_JRE>

Ecnu ycraHoBKka 3aBeplunnack ycnewHo, To byaer 3anyuieHa KOHTPOJIbHas NaHesb, B Hell HeobxoanMo nepeinTu
Ha Bknagky Java CSP. lNpu HeobxoanMocTu BBEAMTE JINLIEH3NIO, KaK 3TO ONMUCaHO B pa3gaenie KOHTposibHas naHesb.

B cBA3M C BO3MOXHOCTLIO OAHOBPEMEHHOro cocyliecTBoBaHust Heckosnbkux JRE Ha opgHom komnbtoTepe
HeobxoAnMoO cneanTb 3a TeM, 4TODbI YCTaHOBKa, yaaneHue n ucnonwsosaHue Kpuntollpo JavaCSP nposogunock
ogHum un Tem xe JRE, To ecTb mporpammHblie Momynu 3anyckanucb OAHUM U TEM XK€ WCMOJIHSEMbIM halisiom
<JRE>\bin\java.exe.

1.3.1 VYcraHoBKa c nomouibto rpadpnyeckoro NHCTannsaTopa

Vcranoeka Mmogynst Kpuntollpo JavaCSP Bmecte ¢ HaTuBHOlU OubAMOTEKON MOXKET Takke MOXeT OblTb
BbIMOJIHEHA C MOMOLLBIO TPacPUYECcKOro yCTaHOBLYMKA setup.exe. 3anyck setup.exe AO/KEH MPOU3BOANTLCA MOf
ynpaBJieHNeM YYeTHOIM 3anncnm agMUHUCTpaTopa.

Mowarosbili npouecc ycranoeku Kpuntollpo JavaCSP ¢ nomouwbto rpadhmyeckoro ycTaHoBLMKA NpeAcTaBieH
Ha puc. 1 — 3.
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|£] JCP Installer — X
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BeifbepuTe s3bik/choose language:

Pycckuii 1=

Crypto-Pro Installer, 2005-2018
Hanee OTMeHa

Pucyrok 1. OkHo BbIbOpa si3blka MHCTaNNSATOPA

|£] JCP Installer — X
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P KPUMTOMPO
N—"

YcraHoBKa
BbiGepute aeiictene:

(®) YcraHoBuTh

() Ypanutb

Crypto-Pro Installer, 2005-2018

Hazan OTmeHa

PucyHok 2. OkHo Bbibopa aelicTBust
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|£] JCP Installer — X

/7 N\
P KPUMTOMPO
N—""

YcraHoBKa
lMonbzoBaTeNbCKOE NHULIEH3MOHHOE CornallleHue

Kpuntollpo 1CP ~

NIMUEH3MOHHOE COlMALLEHWE

CpoK MCNoNb30BaHKA AeMOHCTpauMoHHoi sepcui KpunTollpo JCP orpaHuyed
90 OHAMKM C MOMEHTa YCTaHOBHM.

Mepenaya npae Ha MCNOMb30BaHKe NPOrpaMMHoro obecnedeHns
npoussoactea 000 "KPUNTO-TNPO" ocylwlecTBASETCA Ha OCHOBaHUU
JIMLEH3HOHHOrO COTNaLLeHKS.

(® 91 npuHMMato

() 9 oTkasbiBalh
Crypto-Pro Installer, 2005-2018
Hazan Hanee OTmeHa

PucyHok 3. OKHO C NMUEH3NOHHBIM COrlalleHnem

Mocne Bbibopa si3bika u AeiicTBust (yCTaHOBKA/yAaseHNE) MaCTEPOM YCTaHOBKM DyfeT MpeasiokeHo ykasaTb,
B Kakoii JRE BygyT npomsBoguTbCsi HAacTpoiika, Kakme MOAYNM CleAyeT yCTaHoBUTb/yaanuts/obHoBuTs (cM. puc. 4,

puc. 5).

|£] JCP Installer — X

/7~ N\
P KPUMTOMPO
N—"

YcTaHOBKa
BeibepuTe JRE

(®) YcraHosnenHbie JRE
C:\Program Files\Java\jre1.8.0_172 E2
() BoibpaTh JRE
OTKpbITD. ..

OnucaHune JRE:
Version: 1.8.0_172, 64-hits

Crypto-Pro Installer, 2005-2018
Hazan Hanee

Pucynok 4. OkHo Bbibopa JRE
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|£] JCP Installer — X
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YcraHoBKa
BribepuTe NpogoyKThI:

KpunTonposaiiaep JCP

BKNKOYMTE YCHAEHHBIA KOHTPOE MCMONE30BAHNA KNkYei
Moaynb WhhpoBaHUs
|:| Mogyne NOAAEPHKM KAPT W TOKeHoB, Tpebyer OCF (ycTapen)
[] Moayns nonnepskun kapT u TokeHos
DTLS npoeangep

[ Mopynu CAdES, XAdES, TpebytoT bouncycastle: be™-jdki5on-1.50

MpoBaiigep No yMonyaHMH:

Java CSP (3w, 3UN, wudpoeaHie) w

Crypto-Pro Installer, 2005-2018
Hazan Hanee OTmeHa

Pucynok 5. OkHo BbibOpa npogykTa

MNpn ycTaHoBKe NpoBaiifjlepa MOXHO YKa3aTb, Kakoli W3 HuMX OymeT uCnosib30BaThCs Mo ymondauuo. B
JaNbHelileM 3TO HaCTPOIiKy MOXHO U3MEHUTH B NaHeNU Ha 3aknagke « Anroputmbly. B 3aBucumocTn ot npuopnTeTa

TOT WJIN MHOIA npoBaiigep bygeT HaxogMTLCS Bbile B CMUCKE NPOBAigepoB java.security.

E.f

Mpumeyanue. MNpn ycranoeke mogynst CadES Heobxogumo ckonuposate B nanky <JRE>/1lib/ext daiinbi
bnbnnotek bouncycastle.

C nomoubto nyHKTa «YCTaHOBUTLY» MOXET ObITb MpoM3BefEHA KaK YCTaHOBKA, Tak U ODHOBAEHWE MOAyneil.
Ecim B ykasanHoii JRE yxe umeetcs yctaHoenewubii JCP n gpyrue mogynn (B tom umcne JCSP), 1o moxer
ObITb NPeANnoXeHO UX ODHOBWTL, €CM UX Bepcust ycTapena. 3aTeM OyAeT NpeAnoXeHO ykasaTb CepuiiHble HOMepa
BbIOpaHHbIX Ansi yCTaHOBKW npoaykToB (cM. puc. 6). Ecnu oHm He ykasaHbl, To BymyT MCnonb3oBaHbl CepuiiHble
HOMepa Mo YMOJIHaHMNIO CPoKOoM AelicTBus 3 mMecsua. B 3Tom ke okHe BO3MOXXHA MpOBEpPKa JNLEH3NIA.
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| =] JCP Installer

— X
/-—\
P KPNMTOMPO
T
YcraHoBKa
BeeauTe cepuitHble HOMepa AN NPOAYKTOB:
JCP:
JTLS:
JCSP:

Crypto-Pro Installer, 2005-2018
Hazan Hanee OTmeHa

PucyHok 6. OkHO BBOAA CepuiiHbIX HOMEPOB MPOAYKTOB

[Nanee BymeT NpeAnoxeHO NPOBEPUTH KOPPEKTHOCTb BBEAEHHON paHee MHGoOpMauuu, yaaneHue HacTpoek (B
cnyyae yganeHns mogyneii) (cm. puc. 7).

| £ JCP Installer

N\
P KPUMTOMPO
—"

YcraHoBKa
NpoBepbTE, BCE N HACT POIKW YKa3aHbl BEPHO.

CNMCOK MOZYeA:

*% KpunToOnpoBainaep JCP
CepUiAHbIA HOMEp:
YCHIEHHBIA PEXMM KOHTPONA KIoHeil: BKIHYeH

#% Mogyne WdposaHus

*% HaTWBHBIN KpUNTONpoBaigep Java CSP, TpebyeT Kpuntolpo CSP
CepUIAHBIA HOMEp:

*% [poBaigep No YMOM4aHuo:
Java CSP (x3w, UM, wwbposaHwe)

Y0anuTb coXpaHeHHble HaCTpOI:i KH

Crypto-Pro Installer, 2005-2018
Hazan YcTaHoBKa OTmeHa

PucyHok 7. OKHO NpoBepKn HaCTPOEK yCTaHOBKM/yganeHus

3aTeM npousoiigeT ycTaHoBKa/yaaneHne BbIOPaHHbIX MPOAYKTOB C BbIMOJNHEHWEM JIOTUPOBaHUSI B OKHe
ycTaHoBwwmka (cm. puc. 8).
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|£] JCP Installer — X

/7~ N\
P KPUMTOMPO
N—"

YcraHoBKa

MMpoLecc MoXEeT 3aHATb HECKONMBKD MUHYT.
Moxanyicra, NOAOXANTE. ..

Laueeu Uy . Java.anmg. iU SULir el TOU L ALEDOUTT. TUL Gy pPOUrTUL O IOUTS.LI_£L.
at java.lang.Class.getConstructor0(Unknown Source)
at java.lang.Class.getConstructor(Unknown Source)
at ru.CryptoPro.JCP.tools.cl_23.a(Unknown Source)
at ru.CryptoPro.JCP.tools.cl_23.a(Unknown Source)
at ru.CryptoPro.JCP.tools.cl_22.run(Unknown Source)
... 9 more

~

< >
Crypto-Pro Installer, 2005-2018
YcTaHoBKa OTmeHa

Puncyrok 8. OkHo npouecca ycTaHOBKM

B cnyyae ycnewHoro BbinosHeHnsi ycTaHOBKM byaeT oTtobpaxeHo okHo (cm. puc. 9). lNocne nepexoga panee
B C/ly4ae YCTAHOBKM MOXET ObITb MPEeANoKeHO 3anyCTWTb MaHeNb YNpaBfeHWs U CO34aTb sSPAblK ANs 3amycka
KoHTposnbHoii navenn Ha Pabouem ctone (cm. puc. 10).

|£] JCP Installer — X

/7~ N\
P KPMMTOMPO
N—"

YcTaHOBKa
MNpouecc 2aBeplueH.

T O T OO SO T TP TS Te o

$$ Arguments $% ~
exec arg: C:\Program Files\Java\jre1.8.0_172\bin\java.exe
exec arg: ru.CryptoPro.JCP.Util.SetPrefs

exec arg: -system

exec arg: -node

exec arg: /ru/CryptoPro/JCP/ULil

exec arg: -key

exec arg: PaneDefaultProvider_class_default

exec arg: -value

exec arg: 0

Default provider completed: 0

< >

Crypto-Pro Installer, 2005-2018
Hanee OTMeHa

Pucynok 9. OkHoO ¢ pesynbTaTamu yCTaHOBKM
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|£] JCP Installer — X

/7~ N\
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YcraHoBKa

[Mozapasnaem! BoiNONHEHWe 3aBepLUeHO.

CoznaTh ApnbiK Ha pabouem cTone

3anycTHTb NaHenb YNpPaeneHns

Crypto-Pro Installer, 2005-2018
3aKpbiTh

PucyHok 10. 3aBepLueHne ycTaHOBKM

I'Ipou,ecc YOANEHNA OTNNHAETCA OT YCTAHOBKUW TOJIBKO OTCYTCTBUEM HEKOTOPLIX LWLArOB, TAKNX KaK JTNLEH3NOHHOE
cornawleHne, eeog Cepl/ll7|HbIX HOMEpPOB.

B cnyyae ownbku cooTBeTCTBYIOLEE COODLLIEHNE MOSABUTCA B XO4€ WM npu 3aBepweHun onepauun. Ecam no

KaKUM-TO MPUYMHAM YAANUTb NPeAbIAyLLylo Bepcuio He yaaetcs (Hanpumep, dalifibl 3aHATbI APYriiM MPOLECCOM),
OymeT NpefsioxXeHO nepe3anycTuTb yCTaHOBWMK (cMm. puc. 8).
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YnaneHune
HeobxoauMo nepezanycTUTb MHCTANNATop.

s e
®aitn C:\Program Files\Java\jre1.8.0_172\lib\ext\QCF.jar He HaigeH. A
Owwubka npu yaoanedun C:\Program Files\Java\jre1.8.0_172\lib\ext\)JCPRevChe
Owwubka npu yonanedun C:\Program Files\Java\jre1.8.0_172\lib\ext\JCPRevT o0
Owwbka npu yaanednn C:\Program Files\Java\jre1.8.0_172\lib\ext\CAdES.jar
Owwubka npu yaanedun C:\Program Files\Java\jre1.8.0_172\lib\ext\XAdES.jar ¢
Owwubka npu yaoanedun C:\Program Files\Java\jre1.8.0_172\lib\ext\AdES-core.
Owmbka npu yaanednn C:\Program Files\Java\jre1.8.0_172\lib\ext\XMLDSigRI
®aiin C:\Program Files\Java\jrel1.8.0_172\lib\ext\JCSP.jar He HaigeH.

Owwubka npu yaoanedun C:\Program Files\Java\jre1.8.0_172\lib\ext\J6Oscar.jar
®aitn C:\Program Files\Java\jre1.8.0_172\lib\ext\J6CF.jar He HailaeH.

Owwubka npu yaanedun C:\Program Files\Java\jre1.8.0_172\lib\ext\Rutoken jar

< >
Crypto-Pro Installer, 2005-2018
Hanee OTMeHa

Pucynok 11. Owubka npy yaaneHnn KOMNOHEHTOB

Mocne HaxaTusi Ha KHoOMky «/[lanee» ycTaHoBLUMK OyaeT nepesanywieH W nepeliger K CTagum MPOBEPKY
BBEJEHHOI MHdopMaumn (CM. puc. 7), MoC/ie Hero paHee MpepBaHHasi OnepaLnsi yCTaHOBKU/yAaNeHNnsi MOXET ObiTb
BO30OHOBMEHA 1 3aBepLUeHa.

1.3.2 VYcTaHoBKa C NOMOLWbIO KOMaHAHOW CTPOKU

KoHconbHasi Bepcusi ycTaHoBwmMKa setup_console.bat npu 3anycke Tpebyer ykasatb JRE. Ona mano
OTANYaeTCs OT rpacnyeckoii Bepcun. Bo3amoxHbl 2 BapraHTa UCMOIb30BaHMSI KOHCOIBHOMO YCTaHOBLLMKA:

1) nowaroBo ykasbiBaTb s3blk ycTaHoBwmka, JRE v BBOAUTL JaHHbIE aHANOrMYHO TOMY, KaK 3TO [E/aeTcs
B rpacpryeckoM YCTAHOBLUMKE; MpWU 3TOM MOXHO WCMONb30BaTh kiaBuwy Enter gis coxpaHeHns 3HadeHnusi mo
YMONYaHMIO HA KaXKAOM Luare.

2) BbINOMHMTL YCTAaHOBKY/yAanenue 0e3 B3aumopeiicTBusi ¢ nosb3oBaTtenem. Obsi3aTenbHo Heobxoanmo
yKa3sblBaTb apryMeHT -force. DTO BO3MOXHO NpW UCMOb30BaHMN AOMOJHNTENbHBIX NAaPAaMETPOB KOMaHAHOW CTPOKM,
Hanpumep (setup_console.bat -help):

setup_console.bat <JRE> -force [-ru | -en] [-install | -uninstall] [-jre <value>]
[-jep | -jcryptop | [-cpssl | -sspissl] | -cades | -rutoken | -j6cf | -jcsp] [-serial_jcp -
-serial_cpssl <value> -serial_jcsp <value>] [-rmsetting] [-default_provider [0]1]]

roe:

e [-ru|-en] — s3bIK MHCTanNsATOpPA,

e [-install | -uninstall] — BbibpatHoe gelicTene (ycTaHoBka uan yaanexue),

o [-jre <value>] — nyts k JRE (no ymonuanuto, ecnu napametp He 3afaH, byaeT Mcnonb3oBaThbCs
Tekywas ucnonHsiemas JRE),

e [-jcp | -jeryptop | -cades | -rutoken | -j6cf | -jcsp] — ocHoBHbIE gOCTynHbIE MOZYyNH,

o [-cpssl | -sspissl] - TLS mopynu, mopynb sspiSSL (-sspissl) Bxoaut Tonbko B coctas guctpubytusa
JavaCSP nposaiigepa, yctaHoBka sspiSSL Bo3amoxHa Tonbko BMecTe ¢ ycTtaHoBkoll nposaiigepa JavaCSP (-
jcsp), koTopelii goxeH bbITh 3aaaH, kak nposaiigep no ymondanuto (-default provider 1), n ycraHoBnen moxeT
6bITh ToNbko cpSSL nan Tonbko sspiSSL,
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o [-serial jcp <value> -serial cpssl <value> -serial jcsp <value>] — cepuiiHble Homepa anist
BbIOPaHHbIX NMPOLYKTOB,

e [-default provider [0 | 1]] — nposaiigep no ymonuanuto (0 — JCP, 1 — JCSP),

e [-rmsetting] — yganeHne cyllecTBytoLWNX HACTPOEK (TOABKO MPY yAANEHNN MOAYNENR).

BofbWMHCTBO apryMeHTOB MOXET ObITh OnywieHo. Tak, OTCYTCTBUE OMUUU -jre MPUBEAET K WUCMOJIb30BAHMIO
Tekyweli nucnonusiemoii JRE, 3apanHoii 8 <JRE>.

MNpumepbl komaHa:
1) ycraHoeka JCSP u cpSSL B C:\Program Files\Java\jre8 c yka3saHuem cepuiiHoro Homepa ansi JCSP n
HasHaveHnem JCSP npogaiigepoM no ymondanumto:

setup_console.bat "C:\Program Files\Java\jre8" -force -ru -install -jre "C:\Program Files\
Java\jre8" -jcp -jcsp -cpssl -serial_jcsp XXXXX-XXXXX-XXXXX-XXXXX-XXXXX -default_provider 1

2) ypnanerune JCSP 8 JRE no ymonuanuto (Tekywasi ncnontsiemasi JRE):

setup_console.bat "C:\Program Files\Java\jre8" -force -en -uninstall -jcsp

B atom cnyuyae nocne ypanenus JCSP Bce ewe ocraetcs npoeaiifepom no ymondauuto. s nameHeHus
npoaiifepa Mo yMOJIHaHNIO BOCMONb3YATECh 3aKNaAKOH « ANrOpUTMbIY.

1.4 VYcrtanoBka Ha UNIX un Mac OS

B cnyyae ncnonbsoaHusi Java-mawimH Bepcuu 11 u Bbiwe:

VcraHoeka Kpuntollpo JavaCSP B cnyvae skcnnyatayum MO B OC *nix e Tpebyerca. B cnyvae OC
*nix nactpoiika CK3W coctout B 3anycke komangHoro caiina configure.sh, exogswero g coctae guctpubyTtusa
Kpuntollpo Java CSP, gns co3gaHusi vepapxum namnok, HeoOXOAUMOWA AN CO3LaHUSt U XPAHEHUSI KIIOHEBbLIX
KOHTEHEPOB. 3anyck KOMaHAHOrO haiifia OCyLECTBASIETCS NOA YNpaBAeHMEeM YYETHON 3anncu agMMHMCTpaTopa.

Vcranoeka Kpuntollpo JavaCSP Ha OC UNIX ¢ ycranosnerHoii Java-mawmHoii Bepcun 1.8 (8) ocywiectsisiercs
aHanoru4yHo yctaHoske Kpuntollpo JavaCSP Ha Windows, ¢ pasHuueil b B nCnonHsemelx aiiiax gjisi yCTaHOBKM
N 3anyCKa KOHTPOJbLHOW MaHenu.

Ons ycranHosku Kpuntollpo JavaCSP HeobxoanmMo BbIMOAHUTL KOMaHZY:
./setup_console.sh <myTs_x_JRE>

Hanpumep: setup_console.sh /usr/java/jdk1.8/jre

Ons ynanenna Kpuntollpo JavaCSP Heobxoaumo BbINONHWTL KOMaHAY:
setup_console.sh <myts_x_JRE>

[ns 3anycka KOHTPOJILHOW MaHenn HeobxoAnMO BbIMOIHUTL KOMaHAY:
ControlPane.sh <myTe_k_JRE>

Mpu 3Tom Byget ncnonb3osatbes ucnonusiemslii daiin <JRE>/bin/java.

Vcranoeka Kpuntollpo JavaCSP ponmxna ocyuwectBnatecs agMmuHmucTpatopoM. [lpaBa, Heobxogumble ans
yctanoeku Kpuntollpo JavaCSP, MOXHO Mosy4nTs ogHUM U3 Caegyroumx crnocobos:
e BoiiTn kak nosb3osaTens root;
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e BbinonHue komaHgy su,
e Bbinonnue komangy sudo -s (efMHCTBEHHbIN WwTaTHbIA cnocob ans Mac OS).

[pyroii BapmaHT yCTaHOBKM — C MoOMOLbIO rpaduyeckoro setup_gui.sh B cucrtemax Unix n Mac
OS awnanornynsl Windows, 3a wuckntouverunem ogHoro otnmuus: JRE pans ycraHoekw/yganeHnus B rpacdmyeckom
YCTaHOBLUMKE HEODXOAMMO yKazaTb C MOMOLblo KHOMKM «OTKpbITh. .. » (CM. puc. 4) unm BNMCas B creumanbHoe
none.

[pachmyecknii yCTaHOBLYMK 3aMyCKaeTCs C MOMOLLbIO CKpUnTa setup_gui . sh nog ynpasieHnem y4eTHON 3anmcu
agMmuHucTpaTopa. PaboTa KOHCONLHOrO ycTaHOBLUMKA onucaHa B pa3g. 1.3.2.

1.5 JlokanbHas yctaHoBKa Bbi3oBOM Java

B cnyyae ncnonbsosaHusi Java-mawimH Bepcuu 11 u Bbiwe:

Vcranoska Kpuntollpo JavaCSP He Tpebyetcs.

Mpu ycranoeke Kpuntollpo JavaCSP Ha onepauymnoHHble cuctemsl € ycTaHoBAeHHON Java-mawwmHoii sepcun 1.8
(8), otnnynbie ot Windows n Unix, Heobxoanmo Bocnonb30BaThCs YCTaHOBKONM Yepe3 BbI3OB Mporpammbl Java.

lNepen 3anyckom yCTaHOBKU HEOBXOAUMO yDeauTbCs B TOM, HTO:

e Bce haiifibl AN YCTAaHOBKM HAaXOASTCS B OGHOM KaTaslore;

e B nepemeHHoii okpyxxeHusi PATH nepebim BcTpevaetcs katanor <JRE>/bin/ umenno Toii Java-mawntbl, B
KOTOPYIO MAAHNPYETCS MPOBOANTLCS YCTAHOBKA, IMBO MpU KaXKAOM BbIMOJHEHUN KOMAaHJ, YKa3bIBAE€TCS MOJHbIA NyThb
K mcnosHsiemomy cpaiiny Java;

® YCTaHOBKa MPOM3BOAUTCS afMUHUCTPATOPOM.

[ns 3anycka nporpammbl yCTaHOBKM HEODX0oAMMO BbI3BaTb Java ¢ umeHeM jar-cpaiina, Hanpumep:
java -classpath JCSP.jar ru.CryptoPro.JCSP.JCSPInstaller

Hporpamma YCTAHOBKN NOAAEPXKWNBAET Cneayrolmne KOMaHabl:

-install

VcTaHOBKa NakeTa WM HECKOJIbKMX MaKeTOB.
-uninstall

VaaneHme ogHOro Mam HECKOAbKUX MaKETOB.
-installed

Mony4yeHne cnucka yCTaHOB/IEHHbBIX MNAKETOB.
-help

I'Iony'-|eH|/|e CnpaBKN.

Mpu BbINOSHEHNI KOMaHABI MOFYT BbiTb YKa3aHbl 4ONOAHUTENLHBLIE ONLMNA:
-skipFiles

3anpetuTs konuposatb wan yaanate JAR-daiinbl.
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-rmsetting

Vpanute Bce HacTpoiiku. [Npn 3aganum >Toli onuumn ByayT ypaneHbl BCe MONbL30BATENbCKUE U
aAMVHUCTPATMBHbIE HACTPOiiKn. PekomeHayeTcst NCnoib30BaTh 3Ty ONUMIO TOIBKO Npu noaHoM yganeHun Kpuntollpo
JavaCSP c komnstoTepa. MNpu obHoeneHun sBepcnmn Kpuntollpo JavaCSP, sty onumto ncnonb3oeath He pekoMeHayeTcs.

-verbose [<file>]

JeTannsnpoBaHHbIil BbIBOA, NPOTOKONA Ha 3KpaH wuan B dalin <file>.
-dest [<folder>]

VctanoenTs B kaTanor <folder>.
-force

OTKNOYNTb NPOBEPKY HANMYNS PaHEe YCTaHOBNEHHOIO/yAaNEHHOrO NakeTa.

[ns nonwoii yctanoekn Kpuntollpo JavaCSP Heobxogumo 3anyctuts:

java -classpath JCSP.jar ru.CryptoPro.JCSP.JCSPInstaller -install

Mpu yctanoeke naketa JCSP MoryT 6bITh YKasaHbl 4OMNOAHUTENbHBIE ONLUN:
-serial XXXXX-XXXXX-XXXXX-XXXXK-XX XXX

VcTaHoBka cepuiiHoro HoMepa XXXXX-XXXXX-XXXXX-XXXXK-XX XXX
-company "Your Company"

VcTaHOBKa KOMMaHWN BAafesblLa CEPUIAHOrO HOMEepa, UCMOJIb3YETCs TOJBKO COBMECTHO C -serial.
Ecnn nmsa komMnaHum cogep>XuT npobesibl, TO OHO LOJIKHO BbITh 3aKNHOYEHO B KaBbIYKM.

Ons ynanenns Kpuntollpo JavaCSP Heobxogmmo 3anycTuTb Knacc BapuaHT yCTaHOBKM € onumeli -uninstall,
Hanpumep ciegytowmm obpasom:

java ru.CryptoPro.JCSP.JCSPInstaller -uninstall -skipfiles delfiles.lst

Mocne 3aBepLueHmns npouecca yganenus Kpuntollpo JavaCSP Heobxoanmo yganutb Bee aiinbl MMeHa KOTOPbIX
HaxogsATcs B cnncke delfiles.1lst. Takxke Heobxogumo ygannTe bubnnoteky cspjni.

1.6 BsBop cepuiiHoro Homepa nuueH3un

[nsi paboTbl ¢ NMLEH3NER MOXKHO NCMONB30BATh KOHTPOJIBLHYIO NaHenb (3aknagka Java CSP) unn komaHgHyo
cTpoky (knacc ru.CryptoPro.JCSP.JCSPLicense).

MuHuManbHble TpeboBaHWA K JNLEH3UN AN AAHHOW CUCTEMbI YKa3aHbl HA KOHTPOJIHOW MaHENu, Takxe ux
MO>XHO Y3HaTb U3 KOMAHIHOW CTPOKM:

ru.CryptoPro.JCSP.JCSPLicense -required

Beog nuueHsum ocyluecTensieTcs BoI30BOM Knacca ru.CryptoPro.JCSP.JCSPLicense ¢ napameTpamu:
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ru.CryptoPro.JCSP.JCSPLicense -serial "serial_number" -company "company_name" -store

Tak>xe MOXXHO MPOBEPUTL 3afaHHYIO JINLEH3UIO De3 ee YCTaHOBKMU:

ru.CryptoPro.JCSP.JCSPLicense -serial "serial_number" -company "company_name"

Bbizos knacca ru.CryptoPro.JCSP.JCSPLicense 6e3 napaMeTpoB NpOBEPUT YCTAHOBIEHHYIO IMLEH3NIO.

JaTy nepBoii yCTaHOBKM MOXXHO Y3HaTb C MOMOLLbI KOMaHAbI:

ru.CryptoPro.JCSP.JCSPLicense -first

[nsa BblBOAa cnpaBku:

ru.CryptoPro.JCSP.JCSPLicense 7

[ns BBOJA NMUEH3MM C MOMOLLLIO KOHTPOJLHOW naHenu oTkpoiiTe 3aknagky Java CSP n HaxmuTe kHomky
BBopg nuueH3un. B oTKpbIBLLIEMCS OKHe BBEAWTE UMS MOJIb30BATENs, Ha3BaHUE OpPraHU3auun U CEPUHBIA HOMep

npoaykTa (cm. puc. 12).

JCP  Anroputmbi  OfopynoeaHue  [ononHuTencHo — OKpvKeHue XpaHunuwa knioyeii u ceptndmkaTtos
J60scar Cepeep JTLS Hactpoiiku TLS Java CSP Hactpoiiku Java CSP

KpunTollpo Java CSP v.5.0

(c) Kpunto-Npo, 2005-2018, BCe NpaBa 3alMLLeHbl

Nnuenzna

Bepaua:

CepHiHbIi HoMmep:
Bnapeneu:

OpraHuzauma:

Tun:

[onycTUMoe Yucno saep:
Bpems neicTens:

[ata nepBoi YCTaHOBKM:

JNuuenana Kpuntollpo CSP:

5.0

PF405-60030-00REK-39

He ycTaHoBneH

He ycTaHoBneHa

CepBepHas, NOANKCH W LWM(POBaHKHe

HeorpaHuyenHoe

[o 24.09.2018

26.06.2018

CepeepHas nuueH3us (Java CSP HeobxoouMa cepeepHan NULLEH3NS)
| £ Beoa mmueHznn X
Mma: USER
OpraHu3aumsa: ACME
CepwiiHbii Homep: | 00000-00000-00000-00000-0

OK OTmeHa
OK OTMeHa [pHUMeHNTH

PucyHok 12. Beog nuuexsum

1.7 Monwutukun BesonacHocTn

Monutukn b6esonacHocTu onuceisatotes B haiine ${java.home}/1lib/security/java.policy

1.7.1 nMpasa goctyna gna JCSP.jar

B cnyyae ncnonbsoaHus Java-mawiunu Bepcum 11 n Bbiwe:

KpunTollpo JavaCSP 3anyckaetcs n3 katasora nosb3oBaTens.

Crpatuuya 18 us 27



MKTAN.00101-03 92 04. Kpuntollpo CSP. MHcTpykums no ucnonbsosaHuto. JavaCSP

Kpuntollpo JavaCSP ycraHaenueaetcs B katanor ${java.home}\lib\ext. OObI4HO 3TOT KaTanor mmeer
npaBa JOCTyna, paspellatolime BCeM jar-cpaiinam, COAEpXKaLLMMCs B 3TOM KaTasore, NojlydnTb BCE NMpaBa JOCTyna:

grant codeBase "file:${java.home}/1lib/ext/*" {
permission java.security.AllPermission;

};

Ecnn aToT KaTanor nmeeT npasa 4OCTyna, OT/INYHbIE OT NPUBEAEHHLIX Bbllle, HEODXOANMO HAaCTPOUTL MpaBa AOCTyna
anst JCSP jar. MpumepHbili Bug atoro daiina npueeneH Huxe.

grant codeBase "file:${java.home}/lib/ext/jcp.jar" {
permission java.lang.RuntimePermission "preferences", '"read";
permission java.util.PropertyPermission "os.name", '"read";
java.util.PropertyPermission "<usedProperty>", "read";

};

<usedProperty> — Property, ucnosnbsyemsle npu HacTpolike Kakux-nubo nyTeii.
1.7.2 nMpaea goctyna gns agmuHuctpatopa Kpuntollpo JavaCSP

AgmununctpaTopy 6e30MacHOCTU AO/MKHBI ObITh NpefoCTaBiAeHbl Ceaytolwme npaea AocTyna:

grant {
permission java.lang.RuntimePermission "preferences", '"read";

}

Kpome Toro, agmuHuctpatop 6e30macHOCTV JO/KEH MMeTb NpaBa JOCTyna, 3aBUCSALLME OT OMEepPaLVOHHON
cucTeMbl, Ans focTyna K HacTpoiikam Preferences. Hanpumep, ans Windows agmuHunctpaTtop 6e3onacHocTn goskeH
MMeTb NpaBa JOCTyNa Ans YTeHus/3anncy B kNtod peectpa HKEY_LOCAL_MACHINE\SOFTWARE\JavaSoft\Prefs\ru\
/Crypto/Pro\/J/C/S/P.

1.7.3 [lpaBa pgoctyna gns NnpunoXxeHuni

VCTaHOBNEHHbIE HA BUPTYasbHYIO MallMHY Java NpuioKeHUst He JOJKHBI MMEeTb AOCTYN K KiatodaMm. [ns sToro
BCE MPUJIOXKEHNS, YCTAHOBJIEHHbIE HA BUPTYabHYIO MawuHy Java, LOJKHbI ObITh UM NOYYEHbI OT NPOU3BOAUTENEN
[OBEpPEHHbIM CnocoboM uam nMeTh Npaea AOCTyna, 3anpeLaroLme JOCTyn K KJYaMm.

O6biuHo kaTanor ${java.home}\1lib\ext pa3pelsaet BCEM NPUIOKEHNSM AJis BCEX MOJb30BATENSIM BCE NPaBa
goctyna. Heobxoaumo wnu orpaHnyuTb 3TU MpaBa AOCTYyna, 3anpeTwB JOCTYN B KaTaforu COLEpXKallMe Kio4u
(a TakXKe K CMapT-kapTe M AWCKETE) WM YCTAaHABANBATL B STOT KAaTaJOr TONbKO MPUJIOKEHNSI TMPON3BOLMUTENEN,
NOJyYeHHbIE JOBEPEHHBIM CMOCOBOM.

1.7.4 [lpaBa pocTtyna nonb3oBaTens

Monb3soeatens Kpuntollpo JavaCSP gonxeH obnagate cnegytowmmMy npasamu gocrtyna:

e [IpaBa focTyna, 3aBUCALLME OT ONEPALVOHHON CUCTEMBI, A5t JOCTyna K HacTpoiikam Preferences. Hanpuwmep,
anst Windows nonb3oBaTesib JOKEH MMETHL MpaBa JOCTyna AAs YTeHUst u3 Kiatoda peectpa HKEY_LOCAL_MACHINE\
SOFTWARE\JavaSoft\Prefs\ru\/Crypto/Pro\/J/C/S/P, B cnyyae ncnonb3osaHns Java-mawuH sepcun 11 u Bbiwe
— HKEY_CURRENT_USER\SOFTWARE\JavaSoft\Prefs\ru\/Crypto/Pro\/J/C/S/P;
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e [paBa gocTyna, 3aBuUCsLLME OT ONEPALMOHHONA CUCTEMbI, HA YTeHMe,/3anncb,/co3aHe KaTaaoroB Ha ANCKETY
(Mpy NCMONb30BaHNM HOCUTENS [UCKETA).

MpumeyaHne. Ons UNIX-nnatcpopm nanku keys " tmp, 3ajaHHble no
ymonuaHuio (/var/opt/cprocsp/keys u /var/opt/cprocsp/tmp), MOryT ObiTb CO3LaHbI TONBKO N3-MOA,
yyeTHoli 3anucu root. [Jns nx aBTOMaTUYECKOro CO3AAHWA C MPaBUJIbHBIMW NPaBaMn JOCTYNA [OCTATOHHO
co34aTb KOHTeliHep n3-nog root uau, B cay4vae ucnosb3oBaHust Java-mawumH Bepcun 11 n Bbilwe, BbINOAHUTH

3anyck configure.sh u3 nanku guctpubyTuea.
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2 KoHTponbHasi naHesnb

Kpuntollpo JavaCSP He umeet cobcTeeHHol KoHTponbHoii navenn. OH gobaensieT cobCTBEHHbIE 3aKaAKu
Java CSP n HacTtpoiiku Java CSP Ha koHTponbHyto naHens. B gaHHOM pa3sgene npuBognTcs onucaHue 3aknagok
Kpuntollpo JavaCSP, koTopbie siBASIKOTCS MHCTPYMEHTOM, MO3BOJSIOMM YCTaHABAMBATL U U3MEHATH JIMLEH3UIO
KpunTonpoBsalifepa, NapamMeTpbl KpUNTONPOBaiiLepa v KpUNTOANrOPUTMOB.

[ns 3anycka koHTposnbHoW naHenu 8 Windows ucnonb3yiiTe:
ControlPane.bat <myrs_x_JRE>

[nsa 3anycka koHTponbHoii nanenu B UNIX ucnone3yiite:
ControlPane.sh <myrs_x_JRE>

3anyck KOHTPONILHOW nNaHenu B APYrUxX OMEPaLMOHHBLIX CUCTEMAx OCYLUECTB/SIETCS 3amycKOM KJacca
ru.CryptoPro.JCP.ControlPane.MainControlPane npuHsTbIM B Ucnonb3yemoii Bamu cucreme cnocobom.

2.1 3aknapka «Java CSP»

3aknagka Java CSP (cm. puc. 13) npegHasHadeHa Ansi npocMoTpa MHOPMaLNMM O TekyLuel ANLEH3NU Ha
ncnosib3oBaHue kpuntonpoeaiigepa Kpuntollpo JavaCSP, a takxe ans ycTaHoBKWM HOBOW SnueH3nM.

|£ ] Hacrpoiiku Kpuntolpo JCP - O X

JCP  Anroputmbl  ObopyposaHue  [lononHuTensHo  OkpyxeHue  XDaHWMMWA KIKOUei n cepTuduKaTos
J6Qscar Cepeep ITLS Hactpoiikn TLS i JavaCsP Hactpoiikn Java CSP

KpunTtolpo Java CSP v.5.0
(c) Kpunto-Mpo, 2005-2018, Bce npaea 3allMLLIEHb]

Jnuenzna

Bepcua: 5.0

CepmifHbiid Homep: PF405-60030-00REK-39

Bnaneneu: He ycTaHoBnex

OpraHuzauua: He ycTaHoBneHa

Tun: CepBepHas, NOANKCE W WHbpoBaHHe

[onycTuMoe yucno sgep: HeorpaHuyexHoe

Bpems peiicTeua: o 24.09.2018

[aTa nepeoi YCTaHOBKM: 26.06.2018

JNnuenzua Kpuntollpo CSP: CepeepHas nuueHzus (Java CSP HeoOXoanMa cepeepHas NULIEH3NS)

Bsoa nuueHzun

OK OTMeHa MpHUMeHnTb

PucyHok 13. 3aknagka «Java CSP» koHTposbHOA naHenm

Mpu ycTanoeke kpuntonposaiigepa Kpuntollpo JavaCSP 6e3 BBOga nuLeH31M Noib30BaTeNtO NPefoCTaBISeTCs
JMUEH3UST C OrpaHM4YeHHbIM CpokoMm geiicteusi. [Ons ucnonssosavus Kpuntollpo JavaCSP nocne okoHuaHus
3TOr0 CpoKa MOJb30BaTENb LOJDKEH BBECTW CepuiiHbili HOMep C bnaHka JluueH3um, nonay4eHHoi y opraHn3aunu-
paspaboTymka MAM opraHmsauuMu, MMELW el NpaBa pacnpocTpaHeHus npogykta (gunepa). Jns BBoga nnueHsum
HaXxmnTe KHOmKy BBOA NWUEH3MM 1 3anonHWTe COOTBETCTBYHOLLEE MONE B OTKpPbIBLIEMCS OKHe (noapobHee cwm.
pasa. 1.6).
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Ecnun Kpuntollpo JavaCSP ycranosnen B knueHctkoii OC, To OH mpu BbINONHEHUN KPUNTOrpachuyeckmnx
onepauuii NpoBepKy COBCTBEHHON NNLEH3NN HE NMPOM3BOAMT U LOMYCKaeT UCMoSb30BaHUe Bcero dyHkumoHana. Ecan
xe Kpuntollpo JavaCSP ycraHoBneH Ha cepeepe, TO OH TpebDyeT CepBEpPHYIO JINLEH3UIO, MPOBEPKY KOTOPOMA OH
MPOU3BOAMT MPU COOTBETCTBYIOLMX BbI30Bax Kpuntorpaduyeckux dpyHkuuii. Mo ncredeHun cepeepHoli BpeMeHHOI
JMUEH3MM, ycTaHaBauBaeMoii no ymondanuo, Kpuntollpo JavaCSP nepectaHet koppekTHO paboTaTs.

B cnyuae ncnonbzosarus JTLS (cpSSL) cosmectHo ¢ JCSP Ha cepeepe nomMumo cepBepHOl NnUeH3NM ANs
cpSSL noTpebyetcs Takxe cepsepHas nuuensus JCSP.

Buumanue! JluueHsuns byget coxpaHeHa Tonbko nocie HaxaTusi kHonok « OK» unun «lpumennTe>.

3aknagka Java CSP cogmepxut cnegyrolyto nHgopmaLuuto:

Bepcusi kpuntonposaiigepa Kpuntollpo JavaCSP;

CepuiiHbIl HOMEp NMLEH3MM HA MCnob3oBaHue Kpuntonposaiigepa Kpuntollpo JavaCSP;
VMSs BIafenbua JNLEeH3Nu;

opraHm3aumsi, K KOTOpoli OTHOCUTCS Bnagesel;

TUN JNLeH3un;

AOMYCTUMOE YNC/IO NPOLECCOPOB At AAHHONR NnLeH3umn (He ncnonb3yeTcs);

BPEMSI BeliCTBUS INLEH3UN,

[JaTy NepBON yCTaHOBKK MpoBalifepa.

2.2 3aknapka «Hactpoiikn Java CSP»

3aknagka Hactpoiiku Java CSP (cm. puc. 14) npegHasnaveHa pansi npocmoTpa  uHdopmauum o
KPUNTOMpOBaiigepax, MCMNOJIb3yeMbIX AJ151 UCMIOJIHEHUS KpUNTOrpacpuyecknx onepaumii, npegocraensiemoix Kpuntollpo
JavaCSP.

|£] Hacrpoiiku Kpuntolpo JCP — O X
JCP  Anroputmbi  ObopynoBaHue  [ononHuTensHo — OKpyxeHue XpaHUNULWa KNoyeld u cepTudukaTos
160scar Cepsep JTLS Hacrpoiiku TLS Java CSP Hactpoiiku Java CSP

Bbibepute TN CSP Ana HacTpOMKW NpoBaiifaepos No yMonuaHuio (TpebyeTca nepesanyck naHenu):
GOST R 34.10-2001 Signature with Diffie-Hellman Key Exchange

‘Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider v
GOST R 34.10-2012 (256) Signature with Diffie-Hellman Key Exchange
Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider ~
GOST R 34.10-2012 (512) Signature with Diffie-Hellman Key Exchange
Crypto-Pro GOST R 34.10-2012 Strong Cryptographic Service Provider v
RSA Signature and Key Exchange Tun
v 24

Mcnonb3oBaTh KloueBble KOHTeliHepbl (TpebyeTca nepesanyck naHeny):
(®) nonb3osatena

() komnsioTepa

BbibHpaTb KntoueBble KOHTeHepbl N0 (TpebyeTcs nepesanyck naHenu):
(®) npy>KecTBEHHOMY MMeHK

() yHMKBNBHOMY MMeHH

Dﬂoﬁaﬂnmb MM NPOBaiiepa B anuac NpK NepeyncneHn KoHTeliHepos (TpebyeTca nepesanyck naHenw)

OK OTmMeHa [pUMeHNTD

Pucyrok 14. 3aknagka «Hactpoiiku Java CSP>» koHTposibHOl naHenu

Takxe 3aknajka npefoOCTaBASET BO3MOXHOCTb W3MEHEHUsI WUCMOJIb3YeMOro KpUMNTOMNpOBaifiepa KaXxAoro
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Tuna. o ymonuyaHumio ycTaHoBneHbl KpunTonpoBaiigepb! (ykasaHo ansi ciaydas mcnosb3osarus Kpuntollpo CSP),
yKazaHHble B Taba. 1

Tabanua 1. Vicnonbsyemsbie Kpuntollpo JavaCSP no-ymonuanuto kpuntonposaiigepsbl

Twun nposaiigepa HassaHue ucnosnb3yemoro no ymondaHuio nposaiigepa

GOST R 34.10-2001 Signature with Diffie- | Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider
Hellman Exchange

GOST R 34.10-2012 (256) Signature with | Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider
Diffie-Hellman Exchange

GOST R 34.10-2012 (512) Signature with | Crypto-Pro GOST R 34.10-2012 Strong Cryptographic Service Provider
Diffie-Hellman Exchange

[ns cMmeHbl MCNo/Ib3yeMOro KpunTonpoBaiifepa HeObOXoAMMO B BbINMAJAMOWEM MEHIO BblIOpaTb AOCTYMHbINA
KpunTonpoBalifep, nocfie 4ero HaxaTb KHOMKY «[lpuMeHuTby». [locne 3TOro wsMeHeHWst BCTYNST B CUJY.
[lononHnTensHO MOXHO BbIOpaTb, 4YbM KOHTEWHepbl OTOBpakaTb (MONBL30BATENS UAU KOMMLIOTEPA) U B KAKOM
copmarte (MO APYKECTBEHHOMY UMEHU WJIN YHUKAJBHOMY).

YT10bbl M3MeHeHWs oTobpaxanucb Ha 3aknagke «XpaHuauwia Kiaodeid u cepTudukaTtoBy, Heobxoaum
nepesanyck naHesu.

2.3 3aknapka « Anroputmbl>»

3aknagka «Asroputmbly» (cm. puc. 15) npepHasHadyeHa Ans NPOCMOTPA  MCMOJb3YeMbIX MapaMeTpoB
peasin30BaHHbIX KpUNTorpacpmyecknx anropmtmos. [ToMUMo 3TOro, [OMYCKAeTCsl U3MEHEHWE TEKYLUWX MapameTpoB
Ha tobble Apyrue, JONYCTUMbIE COOTBETCTBYIOLMMUN airOpuTMamMm.
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|£ ] Hacrpoiiku Kpuntolpo JCP - O X

J60scar Cepeep JTLS Hactpoiiku TLS Java CSP Hactpoiiku Java CSP
JCP  AnroputMbl  O6opynoBaHue — [ononHuTensHo — OKpyKeHne XpaHUNULWa KNoyel u cepTudukaTos

[NpoBaiiaep No yMon4YaH1i0 AN reHepauum knwued (TpedyeTca nepesanyck naHenn):

Java CSP (xsw, 3LM, wudposane) 5
Twvn npoeaiigepa ANA HACTPOIKK NApaMeTpoB:

GOST R 34.10-2001 Signature with Diffie-Hellman Key Exchange w7
[apameTpbl

MapameTpbl X3LWMPOBaHKA

[OCT P 34.11-94, napameTpbl N0 YMONYaHHIO ~
MNapameTpbl Wk poaHna

FOCT 28147-89, napameTpbl N0 YMONUYAHWKD v
MapameTpbl noanMck

[OCT P 34.10-2001, napamMeTpbl N0 YMONYaHHKD M
MapameTpbl KNkuesoro ofbmeHa

IOCT P 34.10-2001, napameTpbl 06MeHa Mo yMONUYaHHI0 ~

YCTaHOBUTb NapaMeTpbl N0 YMONUYaHHID

OK OTMeHa MpHuMeHnTD

Pucynok 15. 3aknagka « AIropnTMbl» KOHTPOJILHOI MaHenun

o ymonuaHuto Ha 3aknagke « ANropnTMbl» ONpeaenieHbl HaCTPOliKu:
e [lpoBaiigep no ymonyaHuto Ans reHepaunu kntodeii (Tpebyercs nepesanyck);
e Twun nposaiigepa A5t HACTPOiKM NapaMeTpoB.

Mo ymonuaHuio Ha 3aknagke «AropuTMbl» ONpefdeneH Criefyrowuii Habop napameTpoB, KOTOpPble MOXHO
HaCTpauBaTb B 3aBUCUMOCTU OT BbIOpaHHOro Tuna nposaiigepa:

e napametpsl anroputma xawmposanus [OCT P 34.11-94 (napameTpbl no ymonyanuto ans nposaiigepa FOCT
P 34.10-2001), FOCT P 34.11-2012 (256) (napameTpsl no ymondanuto ansi nposaiigepa OCT P 34.10-2012, 256
out) u FOCT P 34.11-2012 (512) (napametpbl no ymondaxuto ansi nposaiigepa FOCT P 34.10-2012, 512 6uT);

e napameTtpsl anroputma wudpposarus FOCT 28147-89 (napameTpsl no ymondanuio gist nposaiigepa FOCT
P 34.10-2001) n TK26 Z (napameTpbl no ymondyatuto ansi nposaiigepa OCT P 34.10-2012);

e napameTpbl anropnTma BblpaboTkn u nposepku anektportolt nognucu: FOCT P 34.10-2001 (napameTpbi no
ymonuanuto gasi nposaiigepos [OCT P 34.10-2001 n FOCT P 34.10-2012, 256 6ut) u FOCT P 34.10-2012 (512)
(napametpbl no ymonyanuto anst nposaiigepa FOCT P 34.10-2012, 512 6uT);

e napameTpbl anroputma kitoudesoro obmerna FOCT P 34.10-2001 (napameTpbl obmeHa Mo yMOAYaHUIO AJist
nposaiigepos TOCT P 34.10-2001 n FTOCT P 34.10-2012, 256 6ut) n TOCT P 34.10-2012 (512) (napameTpbi no
ymondanuto ansi nposaiigepa OCT P 34.10-2012, 512 6ur).

MaHens nosBonsieT 3agaTb MpoBaiigep MO yMOMYaHMIO ANst paboTbl Ha BkAagke «XpaHwinwa Kilo4Yein un
cepTuchrkaToBy» (MOC/IE COXpaHEHUSI N3MEHEHUS NOTPebyeTCs nepesanyck naHesn, YTobbl 3apUKCMPoOBaTh N3MEHEHUS
Ha BKIagke «XpaHWInwa Kio4eid n cepTuukaToBy ), a TakKe yCTaHABAMBATL CNefytOLMe NapaMeTpbi:

e napametpsl anroputma xawmposanust FOCT P 34.11-94 (napameTpbl no ymondanuto ans nposaiigepa FOCT
P 34.10-2001), TOCT P 34.11-2012 (256) (napametpbl no ymondanuto ans nposaiigepa FOCT P 34.10-2012, 256
out) u FOCT P 34.11-2012 (512) (napametpbl no ymondanuio ansi nposaiigepa FOCT P 34.10-2012, 512 6uT);

e napametpbl anroputma wudposarus [OCT 28147-89 (napameTtpbl no ymonuaHuto gns nposaiigepa TOCT
P 34.10-2001) n TK26 Z (napametpbl no ymondanuto ansi nposaiigepa [OCT P 34.10-2012), a Takxe napameTpbi
wundpposanus 1, napamerpol wndposaHus 2, napameTpbl wudposarus 3, napametpsl Ockap 1.1, napametpsl Ockap
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1.0, napametpul PUKL, TK26 2, TK26 1, TK26 3, TK26 4, TK26 5, TK26 6;

e napameTpbl asroputMa BbipaboTkm n nposepku snektpontoi nognucu FOCT P 34.10-2001 (napametpsl
no ymonyatuto ans nposaiigepos FOCT P 34.10-2001 u TOCT P 34.10-2012, 256 6ut) u TOCT P 34.10-2012
(512) (napametpbl no ymonyanuto ans nposaiigepa FOCT P 34.10-2012, 512 6uT), a Takxe napametpbl Ockap 2.x,
napametpbl noanucu 1 ans nposaiigepos TOCT P 34.10-2001 n FTOCT P 34.10-2012 (256) n napametpsl TK26 2
ans nposaiigepa FOCT P 34.10-2012 (512);

e napametpbl anroputma kitodesoro obmeHa FOCT P 34.10-2001 (napameTpbl obmeHa no ymMon4aHuio,
napametpbl obmena 1 ans nposaiigepos [OCT P 34.10-2001 n FOCT P 34.10-2012, 256 6ut) n napametpel TK26
2 pans nposaiigepa FOCT P 34.10-2012 (512).

Mpu yctaHoeneHHom nposaiigepe Kpuntollpo JavaCSP cnucok «llpoBaligep no ymonyaHuto ansi reHepaummn
Kntodeliy copepxunT 2 anementa — nposaiigep JCP (no ymonyanuio) n JCSP. [laHHas HacTpoiika onpeaenset, Kakoi
nposaiiaep byAeT NCNosb30BaTLCA NPU FeHepauun KitoYeld Ha 3aknagke « XpaHunuwa kiatodeli u cepTudnkaToB», a
Takxe Tun nposaligepa no ymondanuto npu ucnonssosaHum JTLS n CAdES.

Mpu BbIbOpPe BTOpOro nyHkTa B cnucke — nposaiigepa JCSP — noTpebyeTtca nepesanyck navenn gns Toro,
4TODObI M3MEHEHUst BCTYMUIM B CWUY W CMUCOK AOCTYMHBLIX KOHTEAHEPOB Ha 3akiafgke «XpaHUauwa KIo4ei u
CepTNUKaTOBY Mnepesarpysnsics.

2.4 3aknapgka «XpaHunuwa kaodein n ceptucpmnkaTtos»

3aknagka «XpaHunuwa kntodeli n ceptudpukatosy (cm. puc. 16) npegHasHaveHa 415t NPOCMOTPA XPaHUANLL,
KJtoYeld, YCTaHOBJIEHHbIX B CUCTEME, MPOCMOTPA W YNpaB/eHUst KOHTeliHepaMy B XpPaHUANLLAX.

|£] Hacrpoiiku Kpuntolpo JCP — O X
160scar Cepeep JTLS HacTpoiiku TLS Java CSP Hactpoiiku Java CSP
JCP  Anroputmbi  OfopynoeaHue  [ononHuTencHo — OKpyKeHue XpaHunuuia Kueii u cepTuhnkatos
= XpaHWnula KoHTeliHepos
? mﬁ”im CunTbiBaTEND 5
+ 3 HDIMAGE i
1% CLOUD Onepaunk C KOHTeHHepaMu

MOXKHO €O30@BaTb KIKUYEBbIE KOHTEHEpDI 1
3anpockl Ha CepTUdMKAT

CozpaTtb

* CunTpiBaTeno: REGISTRY

* HazpaHue: REGISTRY

* Mposaiifepsl:

*#% Crypto-Pro GOST R 34.10-2001 Cryptographic
- Service Provider: 75

= Xparnnwa cepTudukaros =** Crypto-Pro GOST R 34.10-2012 Cryptographic
Service Provider: 80

##* Crypto-Pro GOST R 34.10-2012 Strong
Cryptographic Service Provider: 81

OBHOBHTE

OK OTmMeHa [pUMeHNTD

PucyHok 16. 3aknagka «XpaHuinwia KNtoYeid u cepTuukaTtoBy» KOHTPOJLHON NaHenm

C nomoLLbto 3aKnagKyu MOXHO:

® KOMMpPOBaTb, NPOCMATPMBaTb, CO3MaBaTb 1 YAANSATb KOHTEWHEPL!I B XPaHWJINLLE;

e KOMMPOBaTb M MPOCMATPUBaTL CepPTUMKATLI B XPaHWINLLAX U B KOHTeliHepax, f0baBnsATL cepTudmkaTbl 3
aiinoB 1 KOHTEAHEPOB B XpaHUNMLLE CEPTMUKATOB 1 YAANATL UX N3 HEro;
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® N3MEHATb NapoOJIN Ha

XPaHUANLLAX U KOHTeliHepax.

Mocne yctanoeku npoeaiigepa JCSP B kauecTse npoBaiifepa no yMONYaHMIO 1 NMepe3anycka NaHenmn Ha 3aKnagke
«XpaHunuwa kaoydeii n ceptudrkaTos» byayT AOCTYNHbI TUMBI KOHTEAHEPOB, nepedncierHblie B naHenn Kpuntollpo

CSP.

B cnyuae, ecnn 3arpysky cnucka npoBaiifepoB NpoU3BECTN He YAANOCh, HAMPUMEP, MPN OTCYTCTBUM GrbanoTek
NI HEMPaBWJILHON YCTaHOBKE, CMUCOK KOHTEHepoB byaeT nyct. Ecnm nposaiigepom no ymonyaHuto Anst reHepauum
katoueit b JCSP, To nepes 3arpyskoii KOHTENHEPOB Ha 3aknagke « XpaHWIULLA KIOHEl 1 CepTUMKATOB» NOSIBUTCS
coobuueHne ob owmbke (cm. puc. 17).

Owwnbka!

X

CrnUCoK KOHTERHEPOB HEAOCTYMNEH: BO BPEMA 3arpy3ku Npou3oLina ownbka
Provider ru.CryptoPro.JCSP.JCSP not found

Pucyrok 17. Ownbka npun 3arpyske cnucka KOHTEHepOB

B cnyuqae, ecnm cywectsyet npobnema, cesizaHHasi ¢ nposaiigepom JCSP (JCSP. jar), To, HecMOTpsi Ha TOT
akT, 4TO NOABUTCS yKasaHHOE Bbille CooblieHNe, HA 3aknagke «ANropuTMbl» MOXHO byaeT BblbpaTb nposalifep
JCP B KauecTBe npoBsaligepa no ymonyaHuo s Toro, 4tobbl obecneunTb ganbHelLyo BOSMOXHOCTL paboThl.
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3 HacTpoiika napameTpoB npoBaigepa C NOMOLLbIO
Preferences

B HekoTopbIx cnydasx MoxeT notpebosathcsi HacTpoiika Kpuntollpo JavaCSP nytem pepakTupoBaHus
napamMeTpoB npogaiigepa, xpaHawmxcs B Preferences.

[ocTyn K HUM NPENMYLLECTBEHHO MOXHO MONY4YNTb TPeMsi cnocobamu:

1) nporpammHo, ¢ nomowbto Preferences.systemRoot() win Preferences.userRoot (), nepeuncneqns
nyTel K y31aM 1 3aJaHUS HOBbIX 3HAYEHNIA;

2) Bpy4HylO, peAakTupysi napameTpbl B cooTBeTCTBytowmx pasgenax (SOFTWARE\JavaSoft\Prefs\ru
nnn SOFTWARE\Wow6432Node\JavaSoft\Prefs\ru komnsiotepa HKEY LOCAL MACHINE wunn nonbsoBaTens
HKEY CURRENT USER) peectpa OC Windows wnu daiinel Buga prefs.xml B COOTBETCTBytOLMX MNamnkax
.systemPrefs/ru (Hanpumep, /etc/.java/.systemPrefs/ru) unn .userPrefs (/home/user/.userPrefs/ru)
OC *nix;

3) ¢ nomowpbto knacca ru.CryptoPro.JCP.Util.SetPrefs, Haxogswerocs B wmogyne JCP u
NPeAOCTaBSIOWErO BO3SMOXHOCTY 4151 JODABNEHUS N PefaKTUPOBAHUSI, HAMPUMEP:

java ru.CryptoPro.JCP.Util.SetPrefs -user -node ru/CryptoPro/JCP -key JCP_any_param -value
any_value

java u.CryptoPro.JCP.Util.SetPrefs -system -node ru/CryptoPro/JCP/Key -key JCP_any_param
-value any_value

Tabnnuya 2. OcHoeHble napametpbl Kpuntollpo JavaCSP

Onucaxue MyTb Kniou CooTtBeTtcTBYyeT

VicTouHnk kntoyeBbix ru/CryptoPro/JCSP /params | KeySet class default 3aknagka «HacTpotiikn

KOHTeliHepoB — Java CSP», ncnonssosatue

nonb30BaTeNb UM KJTHOYEBbIX KOHTENHEPOB

komnbtoTep, yucio (0-1)

Bbibop kntouesbix ru/CryptoPro/JCSP /params | NameType class default |3aknagka «HacTpoiiku

KOHTeliHepOB MO UMEHU Java CSPy, BbIbOp

— OPY>XECTBEHHOMY W KJTIOYEBbIX KOHTENHEPOB

YHUKaJIbHOMY

Nmsa RSA nposaiigepa ru/CryptoPro/JCSP /params | Default CSPProvider 3aknagka «HacTpoiiku
RSA class default Java CSP», RSA Signature

and Key Exchange
Vmsi npoesaiigepa FTOCT P | ru/CryptoPro/JCSP/params | DefaultCSPProvider 3aknagka «HacTpoiikn
34.10-2001 2001 class_default Java CSP», GOST R 34.10-

2001 Signature with Diffie-
Hellman Key Exchange

Wmsi nposaiigepa FTOCT P | ru/CryptoPro/JCSP/params | DefaultCSPProvider 3aknagka «HacTpoiiku

34.10-2012 (256 6u) 2012 256 class default |Java CSP», GOST R 34.10-
2012(256) Signature with
Diffie-Hellman Key
Exchange

Vmsi npoeaiigepa FTOCT P | ru/CryptoPro/JCSP/params | Default CSPProvider 3aknagka «HacTtpoiikn

34.10-2012 (512 6urT) 2012 512 class default |Java CSP», GOST R 34.10-
2012(512) Signature with
Diffie-Hellman Key
Exchange
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