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© 000 «KPUNTO-MPO>», 2000-2024. Bce npaBsa 3awyuiueHbl.

ABTOpCKUe MpaBa Ha CpeacTBo KpunTorpadudeckoii 3awmuTel uHdopmauumn Kpuntollpo CSP n akcnayaTtaumoHHyto
AOKYMEHTALMIO K HEMY 3aperncTprnpoBaHbl B Poccuiickom areHTCTBe No naTeHTam 1 ToBapHbIM 3Hakam (PocnateHT).

JokyMeHT BXoguMT B KOMMAEKT noctaeku nporpammuoro obecneyveHus CK3U Kpuntollpo CSP Bepcun 5.0 R3 KC1,;
Ha Hero pacnpoCTPaHSIOTCS BCE YCNOBUS JINLEH3NOHHOIO coratueHns. bes cneymanbHOro NMCbMEHHOro paspeLueHuns
000 «KPUMNTO-MPO>» foKyMEHT nan ero 4acTb B 3EKTPOHHOM WK NEYAaTHOM BUAE HE MOTYT OblTb CKONMMPOBaHbI
U MepefaHbl TPETBUM JINLAM C KOMMEPHECKON LEeNbHo.
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AHHOTaUMNSA

HacTosiuiee pykoBogCcTBO copepxuT obLuee onmcaHme u pekoMeHgaumm no ncnonbsosanmto mogyneii Kpuntollpo
JavaCSP (JCSP) u Kpuntollpo JavaTLS (JTLS), sxogswux B coctae CK3W «Kpuntollpo CSP» Bepcus 5.0 R3
KC1 (ucnonnenne 1-Base).

Mogynu Kpuntollpo JavaCSP n Kpuntollpo JavaTLS npegocraenstoT goctyn K peanusauusiM poCCUACKMX
KpunTorpacumyeckux anroputmMos B cooteetcTBum co cneuyucpukauymeii JCA (Java Cryptography Architecture) un
PYHKUMOHMPYIOT NoA yrnpaBsieHUeM BUPTYasibHOR Java-malumHbl.

NHcTpykumn agmuHucTpaTopa 6e30MacHOCTM M MOJIb30BATENSIM Pa3/IMYHbIX aBTOMATU3MPOBAHHLIX CUCTEM,
ucnonbsytowmx moaynn Kpuntollpo JavaCSP u Kpuntollpo JavaTLS, gomxkHbl paspabaTbiBaTbcst € y4eToM
TpeboBaHWii HACTOSILLErO JOKYMEHTA.
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1 OcHoBHble TexHn4yeckune AdHHblIEe N XapaKTepPUNCtTmkKun

Kpuntollpo JavaCSP peanusyet kpuntonposaiigep B apxutektype Java. Kpuntollpo JavaCSP He peanusyer
poccuiickme KpunTorpadpuyeckme anropuTMel CamMocTosTeNibHo. Bee kpunTorpaduyeckue onepauuy oCyLeCTBASAIOTCS
NYTEM MCMNONBL30BaHUA COOTBETCTBYHOLMX BbI30BOB KpunTonposaiigepa Kpuntollpo CSP.

1.1 [MporpammHo-annapaTHbie cpegbl (PyHKLUOHUPOBAHUA
Kpuntollpo JavaCSP dyHkumoHnpyeT nog ynpaenenunem cnegytowmx Java-maiumt:

e Java-mawmnbl npounssoactea Oracle Ha 32-6utHoii n 64-6uTtHoii nnatdopme:

— «Java™ 8 Runtime Environment, Standard Edition» sepcun 1.8

e Java-mawwuHel npoussoactea Oracle Ha 64-6uTHoii nnaTdopme:

— «Java™ 11 Runtime Environment, Standard Edition» sepcun 11
— «Java™ 17 Runtime Environment, Standard Edition» sepcun 17
— «Java™ 21 Runtime Environment, Standard Edition» sepcun 21

e Java-mawunel JOVM npoussoactea IBM Ha 32-6utHoii n 64-6utHoii nnatdopme:

— «Java™ 8 Runtime Environment, Standard Edition» sepcun 1.8

e Java-mawwHa JOVM npoussopctea IBM Ha 64-6uTHoii nnatdopme:

— «IBM® Semeru Runtime™ Certified Edition» sepcun 11
— «IBM® Semeru Runtime™ Certified Edition» sepcun 17
— «IBM® Semeru Runtime™ Certified Edition» Bepcun 21

e Java-mawunbl «OpenJDK» Bepcun 8 Ha 32-6utHoli u 64-6uTtHoii nnatdopme

e Java-mawwmnbl «OpenJDK>» Bepcuii 11/17/21 Ha 64-6utHoii nnatcopme

e Java-mawmHbl «Axiomy» Bepcuii 8/11/17/21 Ha 32-6utHoii n 64-6utHoii nnatdopme

[ononHnTensHyto MHMOPMALNIO O MOALEPKMBAEMBIX Java-MalLMHAX MOXHO MONYYMTb MO  CEAYIOLLUM
ajpecam:

https://www.ibm. com/support/pages/java-sdk

https://www.oracle.com/java/

https://openjdk.org/

https://axiomjdk.ru/

1.2 KnouyeBble HOCUTENN

MepeyeHb NOALEPXKMBAEMBIX KJIKOYEBbIX HOCUTEsIEN B 3aBUCUMOCTU OT MPOrpamMMHO-annapaTHON naatdopmel
otpaxeH B XKTHAN.00101-03 30 01. Kpuntollpo CSP. ®opmynsp, n. 3.10.

Vicnonb3oBaHue HocuTenel Apyrux TUMOB JOMYCKaeTCst Toabko no cornacosaHuto ¢ PCHB Poccun.
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Mpumevanne. B coctas auctpmbytusa CK3U Bxogat 6ubnmotekm nopaepXky BCeX MepeqnCIEHHbIX
HocuTenei, Ho He BxoasaT apaiisepsl ans OC. Mo Bonpocam nosnyyeHusi ApaiisepoB HeobxoanmMo obpalaThes
K NPOV3BOAMTENAM COOTBETCTBYIOLLMNX YCTPOMNCTB.
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2 VYcrtaHoBka u yganenue 10O

MNpun ycTaHoeke nporpammuoro obecnedenunsi CK3W Heobxogumo:

e [lpn ycrtaHoBke Java noayumTb y NpOW3BOAUTENS MOCAEAHION OULMANBHYIO BEPCUID, COAEPXKALLYH BCE
nporpamMmmHbie OBHOBAEHUSI, CBSA3aHHbIE C HE30MACHOCTLIO.

e [lepep ycranoekoii CK3W npoeeputs nporpammHoe obecnederune [IBM Ha oTtcytcTeue BpegoHocHoro MO
U NPOrpamMMHbIX 3aKNafAoK.

e [locne YCTAaHOBKN KpmnToﬂpo JavaCSP, HO OO Ha4asa €ro ncnosib3oBaHNA, HeO6XOp,I/IMO C NCnoNb30BaHNEM

yTunutbl komangHoin ctpoku CPVerify.Prompt cozgaTb xpaHunuwa KOHTPONMPyeMbiX paiifioB, Kak OMMCaHoO B
CPVerify.

2.1 Cnocobbl ycTaHOBKMN

B cnyyae ncnonbsosaHusi Java-mawimH Bepcuu 11 u Bbiwe:

Vcranoska Kpuntollpo JavaCSP B cnyvae skcnnyataumu MO 8 OC Windows/*nix He Tpebyetcs.
DKcnayaTaumsi OCyLIeCTBASIETCS nyTem gobasneHns NpoBaligepoB B CMCOK java.security:
security.provider.<N>=JCSP

security.provider.<N>=Crypto
security.provider.<N>=RevCheck

Wan nporpammuo, ¢ nomowsto Security.addProvider:

Security.addProvider(new JCSP()); // uposaiimep JCSP

Security.addProvider (new RevCheck());// mpoBafinep nposepru ceprupuxkaToB JCPRevCheck
// (revocation-unposaiinep)

Security.addProvider (new CryptoProvider());// mpoBaiinmep mmuppoBarusa JCryptoP

BubnnoTekn noskHbl bbITh gobaeneHsl B classpath.

B cnyuae ncnonbsosanus Java-mawmn sepcun 1.8 (8):

[ns ycranoeku Kpuntollpo JavaCSP Ha MN3BM c ycranoeneHHolt Java-mawvHoii Bepcun 1.8 cnenyiite uHCTpyKLmu,

onucaHHoW B pasgene, cooteetcTBytowem wucnonbdyemoin OC (pasg. 2.3 gna Windows wan pasap. 2.4 pns
Unix/Mac 0S).

OcHogHoil cnocob yctaHoeku Kpuntollpo JavaCSP coctounT B 3anycke komaHgHOro dhaiina, BXOASILLEro B COCTaB
auctpubytnea CK3W; nms komaHgHoro dpaiina 3aBUCUT OT OMEPaALVOHHON CUCTEMbI, Ha KOTOPYIO MPOM3BOAUTCS
yctanoeka. Jpyrue cnocobel — 3To ycraHoBka oTgessHo Mogynst JavaCSP ¢ nomowsto yctanoswmka JCSPInstaller
UAN C MOMOLLLIO OMUMK -jar MPOrpamMMbl java.

B cucreme yxe moxet 6biTh ycTaHosneH Kpuntollpo JavaCSP 6onee panHeli Bepcun. B atom cnyyae moaynb
Kpuntollpo JavaCSP moxeT bbiTh 0OHOBMEH COrNMacHO MHCTPYKUMSM, npuBegeHHbIM Huke. Cnefyet yunTeiBaTh, YTO
MeXay BEpPCUSIMU MPOAYKTOB MOTYT ObITb CyLWECTBEHHbIE OTNMYMS, B 3TOM Ciiydae nepef ycTaHoekoin Kpuntollpo
JavaCSP Heobxogumo npenBapuTesibHO yaanuTh MPefblAyLLyo BEPCUIO NPOSyKTa.
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Ons ycranoeku Kpuntollpo JavaCSP Heobxogumo nmeTs npaBa agMuHucTpaTopa Ha faHHO paboyeii cTaHuuu.

2.2 Kopguposku B Java

Mpu 3anycke knaccoe Kpuntollpo JavaCSP coobuieHus BynyT BoIBOAUTLCS B KOAMPOBKE, NpuHsaTol B Bawweii
BUPTYanbHO MawuHe Java no ymondanuto. Ecnm kopmposka, yctaHoBneHnHas Java npw 3anycke, oTAM4YaeTcs oOT
KOLNPOBKUN OKHa, TEKCT ByaeT oTobpaxkaTbcsi HeKOppekTHO. /I3MeHnTL KOAMpOBKY npu 3anycke Java MOXHO, yka3as
3HayeHueM nepemMeHHon file.encoding Hy>XHytO KOAMPOBKY, Hanpumep:

java -Dfile.encoding=Cp866 -version
3 koga nporpamMmbl CMEHUTL KOLUPOBKY MOXHO METOAOM:
System.setProperty("file.encoding", "UTF-8")

Ecnu Bbi xotuTe, 4tobbl Kpuntollpo JavaCSP BbiBogun cooblueHns B fpyroil KOAWPOBKE, U3MEHNTE 3HAYeHUe
nepemMeHHoii. Takoe BO3MOXHO, Hanpumep, ecau Bol cobupaeTteck nepeHanpaBuTb BbIBOL B halin v aHaM3MpoBaTh
€ro noTOM, WCMOJIb3Ysi APYryHO KOAUPOBKY:

install.bat \java >log.txt 2>&1

B UNIX-cuctemax Java-malimHel nCnonb3ytoT AJsi ONpefeneHns KOGUPOBKM 3HadeHue nepemerHoin LANG.
Moxanyiicta, ybeanTteck B TOM, 4TO 3HaYeHWe 3TON NEPEMEHHOI COBMaJaeT C KOAMPOBKOW Balero okHa.

2.3 V¥YcTtaHoska Ha Windows

B cnyyae ncnonbsosaHusi Java-mawinH Bepcuu 11 u Bbiwe:

Vcranoska Kpuntollpo JavaCSP B cnyvae skcnnyatauun MO B OC Windows He Tpebyetcs.

Vcranoeka Kpuntollpo JavaCSP na OC Windows ¢ yctaHoenenHoli Java-mawwunoii sepcun 1.8 gonxHa
MPOBOANTLCS aAMUHUCTPATOPOM C MOMOLLLIO KOMAHAHOW CTPOKM M3 Mankn C MHCTa A TOPOM:

setup_console.bat <myrs_x_JRE>
Hanpumep: setup_console.bat "C:\Program Files\Java\jdkl.8\jre"

Mpu 3ToM BymeT mcnonb3oBaTbCs UCnoHsieMblin daiin <JRE>\bin\java.exe, a Takxe Dyger npomsseaeHo
nonHoe ypaneHue daiinos Kpuntollpo JavaCSP, uto moxeT 6biTb Heobxoaumo npu paspelieHun owmboUHbIX
cutyauuii. B nobom cnydae, nepen yCTaHOBKOW aBTOMATUYECKU OCYLUECTBISETCS MOMbITKA AENHCTaIALNAN
Kpuntollpo JavaCSP Ha cnyuyaii, ecnu oHo bbifio paHee yCTaHOBMEHO.

Ecnm nms komnaHum conepxut npobesibl, TO OHO AOSKHO BbITb 3aKN04EHO B KaBblYku. Ecin ums komnanuu
YKa3bIBaeTCsl Ha PYCCKOM si3blKe, TO KOAUPOBKA [O/KHA COBMNajaTh C ykasaHHoW B <JRE>\1ib\font.properties.

Mo oKOHYaHWMM MpoLEecca YCTAaHOBKU HEODXOANMO ybeanThCsl B KOPPEKTHOCTU YCTAHOBKU U BBECTU JIULEH3MIO
(cm. Beog cepuiiHoro Homepa nuuensumn). Ecin oHa He Bbina ykasaHa cpasy, HeobxoguMo 3anycTuTb CLeHapuii:

ControlPane.bat <myts_x_JRE>

Ecnn ycTaHoBKa 3aBeplunnack ycnewHo, To byaeT 3anyuieHa KOHTPOsibHas NaHesNb, B Heli Heobxoaumo nepeiitn
Ha Bknagaky Java CSP. Npn HeobxoanMocTn BBEAMTE NULEH3MIO, KaK 3TO onmcaHo B pasgene Beog cepuliHoro Homepa
JINLEH3MNI.

Crpatunua 9 un3 30



MKTA11.00101-03 91 12. KpunTollpo CSP. Pykoeoacteo agmuuuctpaTtopa besonactoctu. JavaCSP n JavaTLS

B cBA3M C BO3MOXHOCTLIO OAHOBPEMEHHOro cocyliecTBoBaHust Heckonbkux JRE Ha ogHom komnbtoTepe
HeobxoanMo cneamTb 3a TeM, 4TODbl YCTaHOBKa, yaaneHme n ucnonbsosaHue Kpuntollpo JavaCSP nposogunock
ogHum un Tem xe JRE, To ecTb mporpammHblie MoZynM 3anyckanucb OAHUM U TEM XKE WCMOJIHSEMbIM halisiom
<JRE>\bin\java.exe.

2.3.1 VYcrTaHoBKa C NOMOLLbIO rpachny4eckoro NHCTannATopa

Vcranoeka mogynss Kpuntollpo JavaCSP Bmecte ¢ HaTuBHOlW OubGAMOTEKON MOXET TakXKe MOXET ObiTb
BbIMOJIHEHA C MOMOLLbIO rPachNyecKoro yCTaHOBLYMKA setup.exe. 3anyck setup.exe JOJKEH MPON3BOAUTLCS MOf
ynpaBJieHNeM y4YeTHOW 3anncm agMUHUCTpaTopa.

Mowarosbili npouecc ycranoeku Kpuntollpo JavaCSP ¢ nomouysto rpadhmyeckoro ycTaHoBLMKA NpeAcTaBieH
Ha puc. 1 — 3.

|£: | JCP Installer — K

/7~ N\
P KPMTOMPO
N—""

Bbibepute a3bik/choose language:

Pycckmit 3

Crypto-Pro Installer, 2005-2018
Hanee OTMeHa

Pucynok 1. OkHo BbIbOpa si3blka MHCTaNNATOpPA
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|£] JCP Installer — X

/7~ N\
P KPUMTOMPO
N—""

YcraHoBKa
BoiGepute aeiictene:

(®) YcraHoBuTh

(O Yaanuts
Crypto-Pro Installer, 2005-2018
Hazan OTtmeHa
Pucyrok 2. OkHo Bbibopa geiicTBus
|£] JCP Installer — X

/N
P KPUMTOMPO
N—""

YcraHoBKa
lMonbzoBaTenbCKOE NULIEH3MOHHOE CcornallleHue

Kpuntollpo JCP ~
JIMUEH3MOHHOE COIMNALEHWME

CpoK UCNONb30BaHUA AeMOHCTPaUMOHHON Bepcun KpunTtollpo JCP orpaHHyeH
90 OHAMKU C MOMEHTE YCTaHOBKH.

Mepenaya Npae Ha UCNONb30BaHWe NPorpaMMHoro obecneyeHua
npoussoacTea 000 "KPUNTO-TIPO" ocyllecTBAAETCA Ha OCHOBaHMK
JIMLEH3HOHHOrO COTNALLEHHS.

(® 91 npuHMMato

() 91 oTkasbiBaH
Crypto-Pro Installer, 2005-2018
Hazan Hanee OTmeHa

Pucynok 3. OKHO C NNLEH3NOHHBLIM COralleHneM

Mocne Bbibopa si3bika u AeiicTBust (yCTaHOBKA/yAaseHNE) MaCTEPOM YCTaHOBKM OyfAeT MpeasiokeHo ykasaTb,
B Kakoii JRE BygyT npomsBoguTbCsi HacTpoiika, Kakme MOAYNM CreAyeT yCTaHoBUTb/yaanuTs/obHoBuTs (cMm. puc. 4,

puc. 5).
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|£] JCP Installer — X

/7~ N\
P KPUMTOMPO
N—""

YcraHoBKa
Bbibepute JRE
(®) YcraHosnenHbie JRE
C:\Program Files\Java\jre1.8.0_172 E2
() BoibpaTb JRE

OTKpbITh. ..

Onucanue JRE:
Version: 1.8.0_172, 64-bits

Crypto-Pro Installer, 2005-2018

Hazan Hanee

Pucynok 4. OkHo Bbibopa JRE

|£] JCP Installer — X

/7~ N\
P KPUMTOMPO
\—"

YcraHoBKa

BrifepuTe npoaykTLI:
KpurTonposaiigep JCP
BKNKOUMTE YCUIEHHBIA KOHTPOIb MCMONE30BAHNA KNkoYei
Mogayne WwhgpoBaHns
|:| Mogyne NoAAepHKM KapT W TokeHoB, Tpebyer OCF (ycTapen)
[ Moayne noanepskun kapt u TokeHos
|:|'I'LS npoeaigep

[ Mopynu CAdES, XAdES, TpebyioT bouncycastle: be™-jdki5on-1.50

HaTuedslil KpunTonpoBaiigep Java CSP, TpebyeT Kpuntollpo CSE

MpoBaigep No yMonyaHuH:

Java CSP (3w, 3UN, wudpoeaHine) W

Crypto-Pro Installer, 2005-2018
Hazan Hanee OTmeHa

PucyHok 5. OkHo BbIbOpa npoaykTa

MNpn ycTaHoBKe nNpoBaiifjepa MOXHO YKa3aTb, Kakoli W3 HuWX OymeT uCnosib30BaThCs Mo ymondanuo. B
JanbHelilleM 3TO HaCTPOIKY MOXXHO U3MEHUTb B MaHENM Ha 3aknagke « Anroputmbly. B 3aBucmmMocTu ot npuoputeTa
TOT WJIN MHOIA npoBaiigep byneT HaxogMTLCS Bbille B CMIUCKE NPOBAigepoB java.security.
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@ Mpumeyanne. MNpn ycranoeke mogyns CadES Heobxogumo ckonuposath B nanky <JRE>/1lib/ext daiinbi
bnbnnotek bouncycastle.

C nomoLubto NyHKTa «YCTaHOBUTLY MOXET OblTb NPOM3BEAEHA KaK YCTaHOBKA, Tak U obHOBNeHMe mopyneii.
Ecan B ykasanHoii JRE yxe umeetcss yctaHoBneHHble mogynu Java (B Ttom uucne JavaCSP), To mMoxeT ObiTb
NPeaJsioKEHO NX ODHOBUTL, €CluM UX Bepcust yctapena. 3ateM OymeT npenjiokeHO yKasaTb cepuiiHble HOMepa
BbIOpaHHbIX ANsi yCTaHOBKM NpogykToB (cm. puc. 6). Ecam oHn He ykasaHbl, To OygyT ncnosib3oBaHbl CepuiiHble
HOMepa MO YMOJYaHNIO CPOKOM felicTBus 3 mecsiua. B 3ToM e okHe BO3MOXXHA MpPOBepKa JuLEH3NIA.

|£ | JCP Installer — X
/7~ N\
P KPUMTOMPO
\.__/—
YcTraHoBKa
BeeauTe cepuitHble HOMepa AN NPOAYKTOB:
JCP:
JTLS:
JCSP:

Crypto-Pro Installer, 2005-2018
Hazan Hanee OTmeHa

Pucyrok 6. OkHO BBOZA CEpWiiHLIX HOMEPOB MPOAYKTOB

[Nanee bynet npeanoxeHo NpoBepuTbL KOPPEKTHOCTL BBEAEHHON paHee mHcpopmauum, ypaneHue Hactpoek (B
cnyyae yganenusi mogyneii) (cm. puc. 7).
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|£] JCP Installer — X

/7~ N\
P KPUMTOMPO
N—"

YcraHoBKa
NpoBEpbLTE, BCE N HACT POIMKW YKa3aHb! BEPHO.

CNWCoK MOZYNei:

#% KpunToONpoBaiaep JCP
CepuiHbIA HOMEp:
YCUIEHHBIA DEXMM KOHTPONS KHOYEii: BKIHYEH

*% Mogynb WrdpoBaHWua

** HaTWBHBII KpUNTONpOBaiigep Java CSP, TpebyeT Kpuntolpo CSP
CEPUIAHBIA HOMED:

** MpoBalidep No YMONYaHMEo:
Java CSP (x3w, UM, wubposaHwe)

Y0anuTb COXpaHeHHble HaCTDOI:i KH

Crypto-Pro Installer, 2005-2018
Hazan YcTaHoBKa OTmeHa

Pucyrok 7. OKHO NpoBepKM HACTPOEK YCTaHOBKM/yaaneHus

3atem npousoiifeT ycTaHOBKa/yfaneHne BbIOpaHHbLIX MPOAYKTOB C BbLIMOJHEHUEM JIOTMPOBAHUS B OKHe
ycTaHoBwmka (cm. puc. 8).

|£ | JCP Installer — K

/7~ N\
P KPUMTOMPO
N—r"

YcraHoBKa

MMpoLecc MOXET 3aHATb HECKOMBKO MUHYT.
Moxanyicra, NoaoXauTe...

LaUnEU Uy . Java.iang. iy Ui el TOU L ALE DU, TUL Oy pPOOrT U O P IOUTs. U _£L.
at java.lang.Class.getConstructorO(Unknown Source) 2
at java.lang.Class.getConstructor(Unknown Source)
at ru.CryptoPro.JCP.tools.cl_23.a(Unknown Source)
at ru.CryptoPro.JCP.tools.cl_23.a(Unknown Source)

at ru.CryptoPro.JCP.tools.cl_22.run(Unknown Source)
... 9 more

>

Crypto-Pro Installer, 2005-2018
YcTaHoeKa OTmeHa

Puncyrok 8. OkHo npouecca ycTaHOBKM

B cnyyae ycnewHoro BbinonHenus yctaHoBku bypet otobpaxkeHo okHo (cm. puc. 9). lNocne nepexoga panee

B C/lyHae YCTAHOBKN MOXET ObITb MpPefJsioKEHO 3anyCTUTb MaHesb YMPaBieHUst N CO34aTb siP/bIK AJis 3amycka
KoHTponbHoii naHenn Ha Paboyem crone (cm. puc. 10).
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/7~ N\
P KPUMTOMPO
N—"

|£] JCP Installer — X
YcraHoBKa
lNpolecc 3aBeplueH.
T T T
$$ Arguments $$ A
exec arg: C:\Program Files\Java\jre1.8.0_172\bin\java.exe
exec arg: ru.CryptoPro.JCP.Util.SetPrefs
exec arg: -system
exec arg: -node
exec arg: /ru/CryptoPro/JCP/ULil
exec arg: -key
exec arg: PaneDefaultProvider_class_default
exec arg: -value
exec arg: 0
Default provider completed: 0
v
< >
Crypto-Pro Installer, 2005-2018
Hanee OTMeHa
Pucyrok 9. OkHoO c pesynbTaTamMu yCTaHOBKM
|£ | JCP Installer — X

YcraHoBKa

[Mozapaensaem! BoiNONHEHWE 3aBepLUEHO.

Co3naTb ApNbIK Ha paboyeM cTone

3aI'IYCTI"ITb NnaHenNb ynpasneHua

Crypto-Pro Installer, 2005-2018
3aKpbITh

Pucyrok 10. 3aBeplueHune ycTaHOBKM

[Npouecc yaaneHns oTANYaETCs OT YCTAHOBKM TONBKO OTCYTCTBUEM HEKOTOPLIX LLATOB, TaKNX Kak JINLEH3NOHHOE
cornalleHue, BBOJ, CEPUAHBIX HOMEPOB.

B cnyuyae owmnbku cooTeeTCTBYytOWEE COODLEHNE NOABATCA B XO4€ WM Npu 3aBeplieHnn onepaumn. Ecnm no
KaKUM-TO MPUYMHAM YAANUTb NPEAbIAYLLYIO BEPCUO He yaaetcs (Hanpumep, aiifibl 3aHATbI APYriM MPOLLECCOM),
OyneT npensiokeHo nepesanyCcTuTb YCTaHOBLUMK (cM. puc. 8).
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=

/7~ N\
P KPUMTOMPO
N—"

HeobxoguMo nepesanycTUTb MHCTANNATop.

YnaneHune

T ST

<

— = =
®aitn C:\Program Files\Java\jre1.8.0_172\lib\ext\QCF.jar He HaigeH. A
Owwubka npu yaoanedun C:\Program Files\Java\jre1.8.0_172\lib\ext\)JCPRevChe
Owwubka npu yonanedun C:\Program Files\Java\jre1.8.0_172\lib\ext\JCPRevT o0
Owwbka npu yaanednn C:\Program Files\Java\jre1.8.0_172\lib\ext\CAdES.jar
Owwubka npu yaanedun C:\Program Files\Java\jre1.8.0_172\lib\ext\XAdES.jar ¢
Owwubka npu yaoanedun C:\Program Files\Java\jre1.8.0_172\lib\ext\AdES-core.
Owmbka npu yaanednn C:\Program Files\Java\jre1.8.0_172\lib\ext\XMLDSigRI
®aiin C:\Program Files\Java\jrel1.8.0_172\lib\ext\JCSP.jar He HaigeH.

Owwubka npu yaoanedun C:\Program Files\Java\jre1.8.0_172\lib\ext\J6Oscar.jar
®aitn C:\Program Files\Java\jre1.8.0_172\lib\ext\J6CF.jar He HailaeH.

Owwubka npu yaanedun C:\Program Files\Java\jre1.8.0_172\lib\ext\Rutoken jar

e A R LR o e e e e AR e o)

>

Crypto-Pro Installer, 2005-2018
Hanee OTMeHa

Pucynok 11. Owubka npy yaaneHnn KOMNOHEHTOB

Mocne HaxaTusi Ha KHoOMky «/[lanee» ycTaHoBLUMK OyaeT nepesanywieH W nepeliger K CTagum MPOBEPKY
BBEJEHHOI MHdopMaumn (CM. puc. 7), MoC/ie Hero paHee MpepBaHHasi OnepaLnsi yCTaHOBKU/yAaNeHNnsi MOXET ObiTb

BO30OHOBAEHA 1 3aBepLleHa.

2.3.2 YcTaHOBKa C NOMOLULbIO KOMaHAHOW CTPOKU

KoHconbHasi Bepcusi ycTaHoBLyMKa setup_console.bat npm 3anycke Tpebyer ykasate JRE. Ona mano
oTAMYaeTCs oT rpachuyeckoii Bepcun. BosmoxHbl 2 BapraHTa NCNOb30BaHUS KOHCOILHOMO YCTAaHOBLLMKA:

1) nowaroBo ykasbiBaTb s3blk ycTaHoBwmka, JRE v BBOAUTL JaHHbIE aHANOrMYHO TOMY, KaK 3TO [E/aeTcs
B rpaddMy4eckoM YCTaHOBLUMKE; MpW 3TOM MOXHO MCMONb30BaTb Knasuwy Enter ans coxpaHeHwst 3HaveHust no

YMOJIHaHUIKO HA Ka>X4oM Lulare.

2) BbINOMHMTL YCTAaHOBKY/yAanenue 0e3 B3aumopeiicTBusi ¢ nosb3oBaTtenem. Obsi3aTenbHo Heobxoanmo
yKa3sblBaTb apryMeHT -force. DTO BO3MOXHO NpW UCMOb30BaHMN AOMOJHNTENbHBIX NAaPAaMETPOB KOMaHAHOW CTPOKM,

Hanpumep (setup_console.bat -help):

setup_console.bat <JRE> -force [-ru | -en] [-install | -uninstall] [-jre <value>]
[-jep | -jcryptop | [-cpssl | -sspissl] | -cades | -rutoken | -j6cf | -jcspl [-serial_jcp
-serial_cpssl <value> -serial_jcsp <value>] [-rmsetting] [-default_provider [0]1]]

roe:

e [-ru|-en] — s3bIK MHCTanNsATOpPA,

e [-install | -uninstall] — BbibpanHoe gelicTene (ycTaHoBka uan yaaneue),
o [-jre <value>] — nyts k JRE (no ymonuaHuto, ecnu napametp He 3agaH, byaeT ucnonb3oBaThbCs

Tekywas ucnonHsiemas JRE),

e [-jcp | -jeryptop | -cades | -rutoken | -j6cf | -jcsp] — ocHoBHbIE gOCTynHbIE MOAyNH,

o [-cpssl | -sspissl] - TLS mopynu, mopynb sspiSSL (-sspissl) Bxogut Tonbko B coctaB guctpubytuea
JavaCSP nposaiigepa, yctaHoBka sspiSSL Bo3amoxHa Tonbko BMecTe ¢ ycTtaHoBkoll nposaiigepa JavaCSP (-
jcsp), koTopelii goxeH bbITh 3aaaH, kak nposaiigep no ymondanuto (-default provider 1), n ycraHoBnen moxeT

6bITb TONbKO cpSSL uam Tonbko sspiSSL,
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o [-serial jcp <value> -serial cpssl <value> -serial jcsp <value>] — cepuiiHble Homepa anis
BbIOPaHHbIX NMPOLYKTOB,

e [-default provider [0 | 1]] — nposaiigep no ymonuanuto (0 — JCP, 1 — JavaCSP),

e [-rmsetting] — yganeHne cywecTByoWNX HACTPOEK (TOABKO MpW YAANEHNN MOAYNENR).

BofbWMHCTBO apryMeHTOB MOXET ObITb onywieHo. Tak, OTCYTCTBUE OMUUU -jre MPUBEAET K WUCMOJIb30BAHMIO
Tekyweli ucnonusiemoin JRE, 3apanHoii 8 <JRE>.

MNpumepbl komaHa:
1) ycraHoeka JCSP n cpSSL B C:\ProgramFiles\Java\jre8 c yka3saHuem cepuiitoro Homepa anst JCSP n
HasHaveHnem JCSP npogaiigepoM no ymondanumto:

setup_console.bat "C:\Program Files\Java\jre8" -force -ru -install -jre "C:\Program Files\
Java\jre8" -jcp -jcsp -cpssl -serial_jcsp XXXXX-XXXXX-XXXXX-XXXXX-XXXXX -default_provider 1

2) ynanerune JCSP 8 JRE no ymonuanuto (Tekywasi ncnontsiemasi JRE):

setup_console.bat "C:\Program Files\Java\jre8" -force -en -uninstall -jcsp

B atom cnyuyae nocne yganenuss JCSP Bce ewe ocraetcs npoeaiigepom no ymondauuto. [1isi nameHeHus
npoaiifepa Mo yMOJIHaHNIO BOCMOb3YATECH 3aKNaAKOH « ANrOpUTMbIY.

2.4 VYcrtanoska Ha UNIX n Mac OS

B cnyyae ncnonbsoaHusi Java-mawimH Bepcuu 11 u Bbiwe:

VcraHoeka Kpuntollpo JavaCSP B cnyvae skcnnyatayum MO B OC *nix e Tpebyerca. B cnyvae OC
*nix nactpoiika CK3W coctout B 3anycke komangHoro caiina configure.sh, exogswero g coctae guctpubyTtusa
Kpuntollpo Java CSP, gns co3gaHusi vepapxum namnok, HeoOXOAUMOWA AN CO3LaHUSt U XPAHEHUSI KIIOHEBbLIX
KOHTEHEPOB. 3anyck KOMaHAHOrO haiifia OCyLECTBASIETCS NOA YNpaBAeHMEeM YYETHON 3anncu agMMHMCTpaTopa.

Vcranoeka Kpuntollpo JavaCSP Ha OC UNIX ¢ yctaHoBnenHolt Java-mawwuHoii Bepcun 1.8 ocyuwiecteasietcs
aHanoru4yHo yctaHoske Kpuntollpo JavaCSP Ha Windows, ¢ pasHuueil b B nCnonHsemelx aiiiax gjisi yCTaHOBKM
N 3anyCKa KOHTPOJbLHOW MaHenu.

Ons ycranHosku Kpuntollpo JavaCSP HeobxoanmMo BbIMOAHUTL KOMaHZY:
./setup_console.sh <myTs_x_JRE>

Hanpumep: setup_console.sh /usr/java/jdk1.8/jre

Ons ynanenna Kpuntollpo JavaCSP Heobxoaumo BbINONHWTL KOMaHAY:
setup_console.sh <myts_x_JRE>

[ns 3anycka KOHTPOJILHOW MaHenn HeobxoAnMO BbIMOIHUTL KOMaHAY:
ControlPane.sh <myTe_k_JRE>

Mpu 3Tom Byget ncnonb3osatbes ucnonusiemslii daiin <JRE>/bin/java.

Vcranoeka Kpuntollpo JavaCSP ponmxna ocyuwectBnatecs agMmuHmucTpatopoM. [lpaBa, Heobxogumble ans
yctanoeku JavaCSP, MoXHO nony4nTs ofHUM U3 Cleaytowmx cnocobos:
e BoiTn Kak nosb3oBaTenb root;
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e Buinontue komanay "su";
e Boinonnue komangy "sudo -s" (eguHcTBeHHbIA WwTaTHLIN cnocob gas Mac OS).

[pyroii BapmaHT yCTaHOBKM — C MoOMOLbIO rpaduyeckoro setup_gui.sh B cucrtemax Unix n Mac
OS awnanornynsl Windows, 3a wuckntouverunem ogHoro otnmuus: JRE pans ycraHoekw/yganeHnus B rpacdmyeckom
YCTaHOBLUMKE HEODXOAMMO yKazaTb C MOMOLblo KHOMKM «OTKpbITh. .. » (CM. puc. 4) unm BNMCas B creumanbHoe
none.

[pachmyecknii yCTaHOBLYMK 3aMyCKaeTCs C MOMOLLbIO CKpUnTa setup_gui . sh nog ynpasieHnem y4eTHON 3anmcu
agMmuHucTpaTopa. PaboTa KOHCONLHOrO yCTaHOBLUMKA onucaHa B pa3g. 2.3.2.

2.5 JlokanbHas ycTaHoBka Bbi3oBOM Java

B cnyyae ncnonbsosaHusi Java-mawimH Bepcuu 11 u Bbiwe:

Vcranoska Kpuntollpo JavaCSP He Tpebyetcs.

Mpu yctaHoske Kpuntollpo JavaCSP Ha onepauuoHHble cuctemsl € yCTaHOB/EHHOR Java-mawuHoli Bepcun 1.8,
otnuyHble ot Windows u Unix, He0bX0AMMO BOCMONBL30BATLCA YCTAHOBKO Yepes BbI30B nporpammbl Java.

lNepen 3anyckom yCTaHOBKU HEOBXOAUMO yDeauTbCs B TOM, HTO:

e Bce haiifibl AN YCTAHOBKM HAaXOASTCS B OQHOM KaTaslore;

e B nepemeHHoii okpyxxeHusi PATH nepebim BcTpevaetcs katanor <JRE>/bin/ umento Toii Java-mawntbl, B
KOTOPYIO MAAHNPYETCS MPOBOANTLCS YCTAHOBKA, IMBO MpU KaXKAOM BbIMOJHEHUN KOMAaHJ, YKa3bIBAE€TCS MOJHbIA NyThb
K mcnosHsiemomy cpaiiny Java;

® YCTaHOBKa MPOM3BOAUTCS afMWHUCTPATOPOM.

[ns 3anycka nporpammbl yCTaHOBKM HEODX0oAMMO BbI3BaTb Java ¢ umeHeM jar-cpaiina, Hanpumep:
java -classpath JCSP.jar ru.CryptoPro.JCSP.JCSPInstaller

Hporpamma YCTAHOBKN NOAAEPXKWNBAET Cneayrolmne KOMaHabl:

-install

VcTaHOBKa NakeTa WM HECKOJIbKMX MaKeTOB.
-uninstall

VaaneHme ogHOro Mam HECKOAbKUX MaKETOB.
-installed

Mony4yeHne cnucka yCTaHOB/IEHHbBIX MNAKETOB.
-help

I'Iony'-|eH|/|e CnpaBKN.

Mpu BbINOSHEHNI KOMaHABI MOFYT BbiTb YKa3aHbl 4ONOAHUTENLHBLIE ONLMNA:
-skipFiles

3anpetuTs konuposatb wan yaanate JAR-daiinbl.
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-rmsetting

Vpanute Bce HacTpoiiku. [Npn 3aganum >Toli onuumn ByayT ypaneHbl BCe MONbL30BATENbCKUE U
aAMVHUCTPATMBHbIE HACTPOiiKn. PekomeHayeTcst NCnoib30BaTh 3Ty ONUMIO TOIBKO Npu noaHoM yganeHun Kpuntollpo
JavaCSP c komnstoTepa. MNpu obHoeneHun sBepcnmn Kpuntollpo JavaCSP, sty onumto ncnonb3oeath He pekoMeHayeTcs.

-verbose [<file>]

JeTannsnpoBaHHbIil BbIBOA, NPOTOKONA Ha 3KpaH wuan B dalin <file>.
-dest [<folder>]

VctanoenTs B kaTanor <folder>.
-force

OTKNOYNTb NPOBEPKY HANMYNS PaHEe YCTaHOBNEHHOIO/yAaNEHHOrO NakeTa.

[ns nonwoii yctanoekn Kpuntollpo JavaCSP Heobxogumo 3anyctuts:

java -classpath JCSP.jar ru.CryptoPro.JCSP.JCSPInstaller -install

Mpu yctanoeke naketa JavaCSP MoryT 6bITh yKasaHbl fOMNOAHUTENbHBIE ONLUN:
-serial XXXXX-XXXXX-XXXXX-XXXXK-XX XXX

VcTaHoBka cepuiiHoro HoMepa XXXXX-XXXXX-XXXXX-XXXXK-XX XXX
-company "Your Company"

VcTaHOBKa KOMMaHWN BAafesblLa CEPUIAHOrO HOMEepa, UCMOJIb3YETCs TOJBKO COBMECTHO C -serial.
Ecnn nmsa komMnaHum cogep>XuT npobesibl, TO OHO LOJIKHO BbITh 3aKNHOYEHO B KaBbIYKM.

Ons ynanenus JavaCSP HeobxoaumMo 3anycTuTb Knacc BapuaHT ycTaHOBKWM C onuueli -uninstall, nanpumep
cnegyowmum obpasom:

java ru.CryptoPro.JCSP.JCSPInstaller -uninstall -skipfiles delfiles.lst

Mocne 3aBeplueHnst npouecca yaaneHns JavaCSP, Heobxoaunmo yaanuts Bce dalisibl MMEHa KOTOPbIX HAXOAATCS
B cnucke delfiles.1lst. Takxxe Heobxoanmo yganuts bubnmoTeky cspjni.

2.6 BBop cepuniiHOro Homepa JNLUEH3NN

Ons pabotsl ¢ nnuensmuein Kpuntollpo JavaCSP moxHo ncnonb3oBaTh KOHTpobHYLO naHenb (3aknagka Java
CSP) unn komangHyto ctpoky (knacc ru.CryptoPro.JCSP.JCSPLicense).

MwuHuManbHble TpeboBaHWUA K JNLEH3UN AN AAHHOW CUCTEMbl YKa3aHbl HA KOHTPOJIHOW MaHENu, Takxe uxX
MOXXHO Y3HaTb U3 KOMaHIHOW CTPOKM:

ru.CryptoPro.JCSP.JCSPLicense -required

Beog nuueHsum ocyluecTensieTcs BoI30BOM Knacca ru.CryptoPro.JCSP.JCSPLicense c napameTpamu:
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ru.CryptoPro.JCSP.JCSPLicense -serial "serial_number" -company "company_name" -store
Tak)ke MO>XXHO NPOBEPUTH 3aAaHHYIO NLEH3NIO De3 ee YyCTaHOBKM:

ru.CryptoPro.JCSP.JCSPLicense -serial "serial_number" -company "company_name"

Bbizos knacca ru.CryptoPro.JCSP.JCSPLicense 6e3 napaMeTpoB NpOBEPUT YCTAHOBIEHHYIO IMLEH3NIO.
HaTy nepBoli yCTAaHOBKM MOXXHO Y3HaTb C MOMOLLbIO KOMaHAbI:

ru.CryptoPro.JCSP.JCSPLicense -first

[nsa BblBOAa cnpaBku:

ru.CryptoPro.JCSP.JCSPLicense 7

a Mpumevanue. Jns pabotsl ¢ nuuensmnein Kpuntollpo JavaTLS ucnonb3syiiTe aHanornyHbie KOMaHAbI Kiacca
ru.CryptoPro.ssl.ServerLicense.

Ons seoga nuuensun Kpuntollpo JavaCSP ¢ nomolybio KOHTposibHOW naHenu oTkpoiiTe 3aknagky Java CSP
1 HaxxmuTe kHonky BBog, nuueHsun. B oTkpbiBliEMCS OKHE BBEAWTE UMsI MOJIL30BATENS, HAa3BaHWE OpraHM3auum u
cepuiiHblii HoMep npogykTa (cMm. puc. 12).

=]

JCP  Anroputmbi  OfopynoeaHue  [ononHuTencHo — OKpvKeHue XpaHunuwa knioyeii u ceptndmkaTtos
J60scar Cepeep JTLS Hactpoiiku TLS Java CSP Hactpoiiku Java CSP

KpunTollpo Java CSP v.5.0
(c) Kpunto-Npo, 2005-2018, BCe NpaBa 3alMLLeHbl

Nnuenzna
Bepaua: 5.0
CepHiHbIi HoMmep: PF405-60030-00REK-39
Bnageneu: He ycTaHoBneH
OpraHuzauma: He ycTaHoBneHa
Tun: CepBepHas, NOANKCH W LWM(POBaHKHe
[onycTUMoe Yucno saep: HeorpaHuyenHoe
Bpems neicTens: o 24.09.2018
JlaTa nepBoil YCTaHOBKM: 26.06.2018
JNuuenana Kpuntollpo CSP: CepeepHas nuueH3us (Java CSP HeobxoouMa cepeepHan NULLEH3NS)
| £ Beoa mmueHznn X
Mma: USER
OpraHu3aumsa: ACME
Cepuiibnii Homep: |00000-00000-00000-00000-0
OK OTmeHa
OK OTMeHa [pHUMeHNTH

PucyHok 12. Beog nuuensun Kpuntollpo JavaCSP

Ons seoga nuuensun Kpuntollpo JavaTLS ¢ nomouwbto KOHTpOAbHOR naHenn oTkpoiite 3aknagky Cepsep
JTLS v BbinOnHWTE aHANOrMYHbIE AEACTBUSA.
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2.7 Monutuku H6esonacHocTwu
MonnTnku b6esonacHocTu onucsiBatotes B paiine ${java.home}/lib/security/java.policy

2.7.1 Tpasa pgoctyna gna JCSP.jar

B cnyyae ncnonbsosaHusi Java-mawinH Bepcuu 11 u Bbiwe:

KpunTollpo JavaCSP 3anyckaetcs n3 katasora nosb3oBaTens.

Kpuntollpo JavaCSP ycrtanaenusaetcs B katanor ${java.home}\lib\ext. Obbi4HO 3TOT KaTanor mmeer
npaBa AOCTyna, pa3pellatolme BceM jar-paiinam, cogepXxalmmMcst B 3TOM KaTasore, NoayunTb BCE NpaBa AoCTyna:

grant codeBase "file:${java.home}/1lib/ext/*" {
permission java.security.AllPermission;

};

Ecnn aToT KaTanor nmeeT npasa 4OCTyna, OT/INYHbIE OT NPUBEAEHHLIX Bbille, HEODXOANMO HAaCTPOUTL MpaBa AOCTyna
ans JCSP jar. MpumepHbili Bug atoro daiina npueeneH Huxe.

grant codeBase "file:${java.home}/lib/ext/jcp.jar" {
permission java.lang.RuntimePermission "preferences", "read";
permission java.util.PropertyPermission "os.name", "read";
java.util.PropertyPermission "<usedProperty>", "read";

};
<usedProperty> — Property, ncnosb3yembie npu HaCTPoOiike Kaknx-anbo nyTeii.

2.7.2 [paBa poctyna gnsa agmuHuctpatopa JavaCSP

A,EI,MI/IHVICTpaTOpy besonacHocTy AOJDKHbI ObITb NpenocCTaB/iEHbI Cefyouwmne npasa AoCTyna:

grant {
permission java.lang.RuntimePermission "preferences", "read";

¥

Kpome Toro, agmuHuctpatop 6e30MacHOCTM [OJKEH UMETb MpaBa [OCTYNa, 3aBUCSLLME OT OMEPALMOHHON
CUCTEMBI, ANs1 AOCTYyNa K HacTpoiikam Preferences. Hanpumep, ans Windows agmuHuctpatop 6esonacHocTu fosixKeH
MMEeTb NpaBa JOCTyNa Afst YTeHus/3anncy B kntod peectpa HKEY_LOCAL_MACHINE\SOFTWARE\JavaSoft\Prefs\ru\
/Crypto/Pro\/J/C/S/P.

2.7.3 [lpaBa pgocTtyna Ans NpUIOXKEHWU

YcTaHOBAEHHbIE Ha BUPTYaJibHYO MalUNHY Java NPUNOXKEHNA HE OOJIXKHbI MMETb AOCTYN K KJKOYaM. ﬂ'ﬂﬂ 3TOro
BCE NPUNOXKEHNA, YCTAHOBJIEHHbIE Ha BUPTYaJIbHYO MaLlLUHY Java, AOJIKHbI ObITh MK nony4eHbl OT npomsso,u,meneﬁ
AOBEPEHHBIM cnocobomM unm nmeTb npaBa AoCTyna, 3anpewarowmne oCTyn K KJ4YaM.

O6biuHo KaTanor ${java.home}\1lib\ext paspeLuaeT BCEM NPUIOKEHUAM A5t BCEX MONb30BATENENR BCE NPaBa
poctyna. Heobxogumo wau orpaHnynTs 3TW npaBa AOCTyna, 3anpeTUB AOCTYN B KaTajloru comepXaliue Kaio4u
(a TakXKe K CMapT-kapTe M AWCKETE) WM YCTAaHABANBATb B 3TOT KAaTaloOr TONbKO MPUJIOKEHNSI MPON3BOLMUTENEN,
NoNyYeHHbIe [JOBEPEHHBIM CNOCOBOM.
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2.7.4 [lpaBa pgocTtyna nonb3oBaTens

Monb3osaTens Kpuntollpo JavaCSP posnxeH obnagaTh cregyrowumy npagamm gocTyna:

e [IpaBa gocTyna, 3aBMCSILLME OT OMNEPALMOHHON CMCTEMBI, 4J1s1 JOCTyNa K HacTpoiikam Preferences. Hanpumep,
ans Windows nonb3sosaTesib Jo/KEH UMETh MpaBa A0CTyna AAs YTeHus u3 katoda peectpa HKEY_LOCAL_MACHINE\
SOFTWARE\JavaSoft\Prefs\ru\/Crypto/Pro\/J/C/S/P, B cnyyae ncnonb3osaHus Java-mawuH sepcun 11 u Bbiwe
— HKEY_CURRENT_USER\SOFTWARE\JavaSoft\Prefs\ru\/Crypto/Pro\/J/C/S/P;

e [lpaBa gocTyna, 3aBuCsLLNE OT ONEPALIMOHHON CUCTEMBI, HA YTEHME/3anNNCb/CO3AaHNE KaTaIOrOB Ha ANCKETY
(Mpy NCMONB30BaHUM HOCUTENS LUCKETA).

Edf

MpumeyaHne. Ons UNIX-nnaTtcpopm nankm keys " tmp, 3ajjaHHble no
ymonuanuto (/var/opt/cprocsp/keys u /var/opt/cprocsp/tmp), MOryT ObiTb CO3haHbI TONBKO N3-MOA,
y4eTHoi 3anucy root. Jna ux aBTOMaTWYeCKOro CO34aHuMsi C NpaBU/bHbIMU NpaBamMu JOCTyNa LOCTAaTOYHO
CO3[aTb KOHTEHEP M3-NOA root uam, B Ciyvae UCNoNib30BaHUA Java-malunH sepcun 11 n Bbiwe, BbINOAHNTL
3anyck configure.sh n3 nankn gncTpubyTusa.
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3 QO6HosneHne MO

Ons obHoenenuns Kpuntollpo JavaCSP Heobxogumo:

1) 3anomHuTb Tekywyto koHdurypauuo Kpuntollpo JavaCSP (yctaHoBneHHble cuuMTbIBATENMN, HOCUTENM,
napaMeTpbl aAropuTMOB MO YMONHAHMIO 1 T.M.);

2) ypanutb Kpuntollpo JavaCSP BcTpoeHHbiMu cpegcteamu (cm. Yctanoska u yaanenue [10);

3) ycTaHoBMTL aHanornyHblii HoBblii auctpubytus Kpuntollpo JavaCSP (cm. YcraHoeka u ypanenue [10);

4) npn HeobXxoAMMOCTU BHECTU U3MEHEHUSI B HACTPOIAKM.

Kntoun n cepTndunkaTbl COXPaHSIIOTCA aBTOMATUYECKU.
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4 CoctaB komnoHeHT 1O

OcHogHoll  apxuTekTypHoii ocobenHocTeto 1O Kpuntollpo JavaCSP  saensietcs To, 4To nogcucrema
nporpamMmHoli cpefpbl pyHkunoHmposanus kpuntocpeactea (CP) He uMeeT HenocpeACTBEHHOrO AOCTyna K
KNtOYEBOIA 1 KpunTorpaduyeckn 3Ha4nmMoii nidpopmauun. Bee onepaumnm ¢ 3akpbITbIMU KAKOYaMU, He3aBEPLLEHHLIMU
3HaYeHUAMN  XoLW-DYHKUMIA M T.N. OCYLIECTBAAIOTCA B HEAOCTYMHbIX MNOAb30BaTeNtlo obbekTax; onepauumn
skcnopTta otvcytcreytoT. Kpuntollpo JavaCSP  He peanusyer poccuiickue kpuntorpadyyeckme anropurTmei
camocTosATensHo. Bce kpunTtorpadmyeckne onepauum oCyLLECTBAAIOTCA MYTEM WCNOSb30BaHUS COOTBETCTBYHOLLMX
BbI30BOB KpunTonposaiigepa Kpuntollpo CSP.

Obuwas ctpykTypa Kpuntollpo JavaCSP npeacrasnena Ha puc. 13.

> Java Virtual Machine (JVM)
Java API
JCA 1/0
MpunoxeHune
Moaynu
KpunTonpoBanaepa >
JavaCSP
KntoueBble
HOocutenun
KoHTponb
L,eNIoCTHOCTH
co Co
HatuBHan §u§numexa - UHTepdelic - KpunTonpo CSP
cpjni CAPI

Pucynok 13. Ctpyktypa Kpuntollpo JavaCSP
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5 TpeboBaHus no obecne4vyeHnto 0Oe3onacHOCTU npw
akcnayaTauum CK3U

JoNMXKHbI  BbINOAHATLCS TpeboBaHMSI MO  OPraHW3aLUNOHHO-TEXHUYECKUM W  aAMUHUCTPATUBHBLIM Mepam
obecneuenunst besonacHoctn skcnnyataumn CK3W B obbeme pasgena 5 gokymenta XXTHAM.00101-03 95 01. MNpaeuna
NOMb30BaHNS.

5.1 TpeboBaHna kK BctpanBaHuto u ncnosb3dosaHuto JavaCSP

Kpuntollpo JavaCSP B nepByto odvepefb npeaHa3HayeHO A1 BCTPavWBaHWs B MPUKIAGHOE MPOrpamMMHOE
obecneuenmne. Pyukuynuun Kpuntollpo JavaCSP moryT 6biTb ncnonb3osaHsbl:

e uepe3 wuHTepdpeiic dpyHkumnii JCA, 4TO NO3BONISIET MPUMEHSTL BECb MHCTpyMeHTapuii Java. [ns 3tux
ueneii paspaboTHMKU MOryT BOCMOJIL30BATLCS MPOrPaMMHOI [OKyMeHTauuen, cogepxauwelica B Java SDK, a
Takxe noctasasiembiM TectoBbiM [10. MogpobHas undopmauus cogepxutcs B gokymente XXTAN.00101-03 96 02.
Kpuntollpo CSP. Pykosogcteo nporpammucta JavaCSP;

e B cTaHgapTHoM npukaagHom MO Java.

Npn ncnonb3oBaHnn cTapbix Bepcuii JDK Bo3moxxHa cuTyauuns, koraa yctaHoeneHHass JRE nmeeT skcnopTHble
orpanuyenunsi. CLLIA 3anpewwatot akcnopt «cunsHoiiy kpuntorpacgpum u JavaCSP ¢ gaunoii kntova 256 6wt nonagaer
noa 370 orpaHnyeHue. OrpaHuyeHuns ycraHasamsatoTcs daiinamm local_policy. jar u US_export_policy. jar B
kaTanore <JRE>/jre/lib/security.

[ns CHATUS SKCMOPTHBIX OrpaHM4YeHuii HeobxogmMO ckadaTb paiin jce_policy.zip € noaMTMkamu co
cTpaHuubl https://www.oracle.com/java/technologies/javase-jce-all-downloads.html

Ons otnapgkm mMoxHo ckommposaTb US_export_policy.jar B local_policy.jar (oba daiina [O/mKHbI
NPUCYTCTBOBATD).

5.2 OpraHmnsaymoHHo-TexHun4eckue mepbl 3awntbl ot HC/

Mpun ncnonbsosanuu Kpuntollpo JavaCSP Takxe cnefyer npuHATb ClefyoLmne opraHn3aunoHHble Mepbi:

1) Mpu ncnonbsosarnu Kpuntollpo JavaCSP Heobxogumo Hanmume mMexaHn3Ma JIOKabHONW ayTeHTUdmKaLmum
nosnb3osateneii OC.

2) Heobxopnmo paspaboTaTb U NpUMeHNTb NOAUTUKY HAa3HAYEHUsI U CMeHbI Maponeli B COOTBETCTBUM C n. 5.4
nokymernta XXTA.00101-03 95 01. lNpaBuna nonb3oBaHus.

3) Heobxoanmo orpaHnynTe BOSMOXHOCTbL BbIBOAA WHGopMaLmm ¢ ncnosbsyemoii [IIBM uepes noptel COM,
LPT, USB, IEEE 1394, a Takxe cpeacteamu Bluetooth, Wi-Fi n ananorudneix. icnonb3osanmne B kayecTse NacCMBHOroO
XpaHuAuLa Kno4esoii nigopmaunn Bluetooth-Hocutens BosmoxHo Tonbko npu Hanuyum 3aknoyenns PCb Poccun
Ha JaHHOE YCTPOIiCTBO.

4) [onxHo bbITb peann3oBaHo PU3MHECKOE 3aTUPaHNE COLEPXKNMOTO yaansieMblx daiinos, B Tom 4yucie SWAP-
daiina.

5) MepecraBnsate peanusaumto knacca Preferences ¢ nomowbto property java.util.prefs.PreferencesFactory
3anpeLyaercs.

6) Heobxognmo obecneunts afMUHUCTPATMBHBIMU  MEPaMy  KOHTPOSb  AOCTYyNa K CUCTEMHBIM 1
NONL30BATENLCKUM HACTpPOiikaM Java-mMalluuHsbi.

5.3 [HononHntenbHble HacTporikn OC

Ons obecnedyeHuss TpeboBaHWIA K YCTAHOBIEHWIO MApOsi AOJDKHbI BbIMOJAHATHCA ChAedyloume HACTPOKM
OMNepaLMOHHbIX CUCTEM:
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Linux:

B daiine /etc/login.defs HeoBXOAMMO YCTAHOBUTL CIEAYIOLLNE 3HAYEHNS:
LOGIN RETRIES = 10

PASS MAX DAYS = 180

PASS MIN LEN =8

B dpaiine /etc/pam.d/common-password Heobxoaumo fobaBuTh:

password [success=1 default=ignore] pam_unix.so obscure sha512 minlen=8

AlIX:

B cpaiine /etc/security/user B cekunm default HeobxoaNMO yCTaHOBUTL Crefytowne 3HaYeHNs:
minlen = 8

maxrepeats = 10

maxage = 24

Solaris:

B cpaiine /etc/default/passwd HeOOXOANMO YCTAaHOBUTL CNEAYIOLNE 3HAYEHNS:

PASSLENGTH = 8

MAXREPEATS = 10

MAXWEEKS = 24

Windows:

B rpynnoebix nosntukax nepeiitn B Local Computer Policy—Computer Configuration—Windows
Settings— SecuritySettings— Account Policies. B Account Policies yctaHoBUTE cnegytowime napameTpbi:

Minimum password length = 8
Maximum password age = 24

Mepeiitn B Local Computer Policy—Computer Configuration—Windows Settings— SecuritySettings— Account
Lockout Policies n ycraHoBuTb napametp:

Account Lockout threshold = 10

Mpu wucnonbsosaHum JavaCSP Ha nnatdopme Windows Java-mawimna cuctemHble M nosib30BaTenbCKUe
HaCTPOKN XpaHWT B peecTpe B pasgenax HKEY_CURRENT_USER\Software\JavaSoft\Prefs u HKEY_LOCAL_
MACHINE\SOFTWARE\JavaSoft\Prefs COOTBETCTBEHHO.

Ha nnatdopmax Solaris u Linux Java-malumHa cucteMHble n nosib30BaTENbCKUE HACTPORKM XpaHuUT B ¢haiinoBoii
cucteme. CucTemHble HACTPOWKM HaxXoAATCs B KaTanore .systemPrefs, MosioXeHME KOTOPOro OMNpeAensieTcs
nepemeHHol java.util.prefs.systemRoot (no ymonuavuto /etc/.java). Ecnu on HegocTyneH, To . systemPrefs
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HaXoAWTCA B KaTanore onpefesieHHOM nepemeHHoli java.home.

[Nonb3oBaTenbCKMe HACTPOIKM HAXOAATCS B KaTasore . java/.userPrefs, NonoxeHne KOTOPOro onpeaensieTcs
nepemMeHHoin java.util.prefs.userRoot. Ecnu nepemenHas He 3agaHa, To KaTanor . java/.userPrefs HaxoauTcs
B KaTaJjiore onpeaeneHHOM MepemMeHHol user . home.
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[NMpnnoxxeHue A
VYnpaBsieHne npoToKoJMpoBaHnem

’ypranuposanue pabotel Kpuntollpo JavaCSP ocyuiecTeasieTcst cTaHfapTHbIMU CpeAcTBaMu Java-MaLlmHb.
®dopmaTt NpoTOKONa, noss BbIBOAA, YPOBHMU NPOTOKOINMPOBAHNS HacTpauneatoTCcs B chaiine
<jre>/lib/logging.properties. imsi knacca npotokona ansi JavaCSP: ru.CryptoPro.JCP.tools.JCPLogger.

Vpoehun npotokonuposanusa JavaCSP coenagatoT ¢ ypoBHsAMUN NpoTOKOMpPOBaHus Java, HuXKe OHW NpUBEAEHbI
B NOPsiike MO BO3pacTaHuio MHGOPMATUBHOCTY COODLLEHWI, YPOBEHDb BbILLE BKJIKOYAET BCE COODLLEHUNS MPUBEAEHHbIE
no Tekcty Huxke. YpoeeHb ALL Bkntoyaet Bce coobuienus, yposeHb OFF BoikntouyaeT Bce coobuyeHns.

Mpy HacTpolikax Java-MawumHbl no ymondanuto BkatodeH ypoeerb INFO.

VYposHu npotokonuposarusi JavaCSP:

e OFF — B npoTokon He BbIBOAATCA HUKaKWUE COOBLLEHNS.

e SEVERE — Kputuyeckue ownbkn B JavaCSP, dyHkumnoruposarue JavaCSP nocne nosisneHns stux owmnbok
HEBO3MOXHO. K HUM OTHOCATCS OWMBKM 3arpy3Ku, OUOKN KOHTPOS LENOCTHOCTY U Ap.

e WARNING — Owubkn JavaCSP, He npuBogswme K oTKasy yHKUMOHUPOBaHUS. K HUM oOTHOCSTCA,
Hanpumep, ownbkmn HacTpolikn JavaCSP, HenpaBunbHbli Bbi3oB dyHkuunii JavaCSP.
INFO — WHdopmaumoHHble coobuierus o 3arpyske JavaCSP.
CONFIG — WNHbopmaunoHHble coobLieHnst npy nNoJydeHUn TeKYLMX HacTpoek ncnonbsyembix JavaCSP.
FINE — VndopmanmoHHbie cooblieHns o 3aseplieHumn dyHKumuy nposalifepa ¢ owmnbkoli.
FINER — WHdopmaumoHHble coobuyeHusi, cBsizaHHble C BXOAOM/BbIXOAOM B/n3 dyHKuMK npoBaiigepa.
FINEST — VpogeHb He ncnosib3yeTtcs
ALL — VpoBeHb He UCMOBb3YETCs], MPUBOAUT K BbIBOLY BCEX coobuieHuii, BoigaBaembix JavaCSP.

Mpy BKAKOYEHNM YPOBHS, OTAMYHOrO OT 3agaHHoro no ymondavuio (INFQO), cnepgyet nomMHMTL, 4TO ypOBHM
Boiwle CONFIG MoryT 3HaunTenbHo 3amMefnuTb CKOpPOCTb npoBaiigepa, a ypoHu Huxke INFO npusectn «
HecBoeBpeMeHHOMY obHapyxeHuto npuyuH oTkasa JavaCSP. [llpu obbiunoli pabote JavaCSP  pekomenpyetcs
OCTaB/ISiTb HACTPOIKY YPOBHSI BbIBOAMMbIX coobiueHuii no ymondavuto (INFO).

Mpumep HacTpoiiku daiina logging.properties ¢ yposHem FINE:

Default global logging level.

This specifies which kinds of events are logged across
all loggers. For any given facility this global level
can be overriden by a facility specific level

Note that the ConsoleHandler also has a separate level
setting to limit messages printed to the console.
.level= INFO

H OH HF H H HF

B S S
# Handler specific properties.

# Describes specific configuration info for Handlers.
IS

# default file output is in user's home directory.
java.util.logging.FileHandler.pattern = %h/javaju.log
java.util.logging.FileHandler.limit = 50000

Crpanuuya 28 us 30



MKTAKN.00101-03 91 12. Kpuntollpo CSP. PykoBogcteo agmuHucTpaTtopa besonacHoctn. JavaCSP u JavaTLS

java.util.logging.FileHandler.count = 1
java.util.logging.FileHandler.formatter = java.util.logging.XMLFormatter

# Limit the message that are printed on the console to INFO and above.

#java.util.logging.ConsoleHandler.level = INFO
java.util.logging.ConsoleHandler.level = FINE
java.util.logging.ConsoleHandler.formatter = java.util.logging.SimpleFormatter

B S i
# Facility specific properties.

# Provides extra control for each logger.

T T T e e e e e e e R e e e P e

# For example, set the com.xyz.foo logger to only log SEVERE
# messages:

com.xyz.foo.level = SEVERE

ru.CryptoPro.JCP.tools.JCPLogger.level = FINE
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Jlnct peructpaunn nameHeHui

JlncT pernctpaunn namereHui

Homepa nuctos (cTpanuu) Bxogauuii
Bcero Ne
Ne |v3MeHeH- 3aMeHeH- HOBbIX aHHYMPO- | nucToB Ne © conposo- n 1
ntensHoro |Mognuce aTa
|-|/|-| HbIX HbIX BaHHbIX (CTpaHVILI,) B | AJOKYMEHTA A A
OOKYMeHTa
OOKYMEHTE
n gaTa
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