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© 000 «KPUNTO-MPO>x», 2000-2021. Bce npaBa 3awjmieHbl.

ABTOpckue npaBa Ha cpeactso Kpuntorpacudeckoint 3sawmtbl undopmaunu Kpuntollpo CSP u akcnnyatayumonHyto
LOKYMEHTALMIO K HEMY 3aperncTpupoBaHbl B POCCMIICKOM areHTCTBE Mo naTeHTaMm M TOBapHbIM 3Hakam (PocnaTeHT).
JokyMeHT BXoAMT B KOMMAEKT nocTtaeku nporpammHoro obecnevenns CK3W Kpuntollpo CSP Bepcum 5.0 R2 KC1; Ha
HEro PacnpoCTPaHSAIOTCA BCE YC/IOBUS JIMLEH3UOHHOrO cornawenusi. Bes cneymansHoro nucemennoro paspewenus OO0
«KPUNTO-NMPO>» [OKYMEHT nnm ero 4acTb B 3JIEKTPOHHOM WM MEYaTHOM BUAE HE MOTyT OblTb CKOMMPOBaHbLI N NepeAaHbl
TPETLUM JINLAM C KOMMEPHECKON LENbIO.
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AHHOTaUMNSA

[aHHbIli LOKYMEHT COAEpXXUT 0BLLyt0 NHGOPMALMIO MO NCMOJIB30BAHNIO MPUIOXKEHNS KOMAHAHON CTPOKW 415t MOAMNUCK
n wudposanus aiinoe cryptcp, npegHasHadeHHOro Ansi paboTbl € cepTudbmkaTaMm C UCMONb30BaHMEM UHPPACTPYKTYpbI
OTKPBITBLIX KNtOHeld, Wi poBaHus/pacundpoBatmns coobLyeHnii, coaepxalinxcs B daiinax, cosgaHns/npoBepkn 31eKTPOHHbIX
noanuceli n xaWwmMpoBaHust cooblueHnii, coaepxkaliuxca B cpaiine unm rpynne caiinos.

1 CwucremHble TpeboBaHus

MpunoxeHne QyHKUMOHMPYET B MporpaMMHO-anmnapaTHbIXx cpegax, nepedncnedubix B MKTHAM.00101-02 30 O01.
Kpuntollpo CSP. ®opmynsip, n. 3.2.

2 lVlcnonb3oBaHue nporpamMmmbi

2.1 3anyck nporpammbil

Mporpamma peanusosaHa B BUAE UCnofHsiemoro daiina cryptcp. Jns ee 3anycka HEOBXOAMMO BbINOMHUTL CNEAYIOLLYIO
KOMaHay:

[myTe] cryptcp [<xomampma> [<ommum u daiimer>]]

NyTb MyTb K MECTOPACMOJIOXKEHUIO NMPOrpaMmbl
cryptcp uMs ncnonHsiemoro aiina npuioKeHus
KOMaHga OfHa 13 JOMNYyCTUMbIX KOMaHA,
onuuyM  napameTpbl KOMaHgbl (CBOM ANst KaXAOA KOMaHAbI), Ha4MHatoWMeCs C <-»

daiinbl  umeHa ogHoro uam AByx haiiNoB, B 3aBUCUMOCTM OT KoMaHgbl. [lopsigok
alinos B KOMaHAHOW CTPOKE OTHOCUTESLHO APYr ApYra AO/KEH OblTb Takoid,
KaK yKa3aHO B OMUCAaHUUN KOMaHAbI

@ Mpumeyanue. K noHsTuto chaiin Takxe OTHOCATCA Macku aiinos.

Ecnn He ykasaTb KOMaHAy, TO Ha 3KpaH BbIBOAWUTCS CMUCOK BCEX AOCTYMHbIX KOMaHZL C WX KpaTKMM onucaHnuem. [ns
nonlyyeHus bonee AeTanbHOrO ONUCaHUS ONpeaeNeHHON KoMaHabl HeobxoanMo ykasaTe onuuto -help.

2.2 KpwuTepunii noncka ceptucgpumnkatos
Kputepuii noucka ceptucpukatos (panee — KIC) wncnonbsyetcs ans 3agavus ceefeHuil o cybbekTax, 4bK

cepTudbrKaTbl ByAyT WCMONB30BATLCS NPW BbIMOMHEHWM KOMaHAbl (Hanpumep, wudpoBaHUM UANM NOANUCA AaHHbIX). Ecnu
komaHpga Takosa, 4to KIMC gomkeH yaoBneTBopsiTb Tonbko oguH cepTudpmkat, 1o Takoii KIMC byget obosnaqaTecs KIC1.

KTIC 3agaetca B chopme onuuii KOMaHAHOR CTPOKM, KOTOPbIE UMEIOT CNEAYIOLLNIA CUHTAKCUC:

[-dn <RDN>]n paz [-issuer] [-m[<mMs>]|u[<mma>]|-f <daitn>]k pazs [-alll|-1|-q<N>]
[-thumbprint <ormeuaTok>] [-nochain|-errchain [-norev|-nonet]]
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-dn  ykazsaTb cTpoku ans noucka 8 RDN; npun BBOoge Heckonbkux -dn byaert HailgeHo
BosbLiee KOIMYECTBO CepTUUKaToB

<RDN> cnncok ctpok gns noucka ceptudpmkaTtos (4depes 3anstyto); byayT HaligeHbi
ceptucbukatel, 8 RDN cybbekta/usgatenss KoTopbix MPUCYTCTBYIOT BCE 3TU
CTPOKMU

-issuer wucnonbsosatb RDN usgatens ans noucka
-m  OCyLeCTBUTL NMonck B xpanuanwax komnstotepa (LOCAL  MACHINE)
-u  OCyLEeCTBUTL Nouck B xpaHunuwax nonssosatens (CURRENT USER)

<umsi> HaseaHue xpaHunuwa (no ymonyanwio "My" gns cospaHus nognucu wnu
pacwndppoekn n "My+Addressbook" gnsi octanbHbix cnydaes)

-f  wucnonb3osaTh coobuieHne unu daiin ceptudukata
<daiin> wvms daiina
-all  wucnonbsosaTh Bce HaligeHHble cepTudpukatel (no ymondanuto ans KMC)

-1  pomxeH BbITb HalijeH TONbKO OAMH CePTUMUKAT, MHaye BEpHYTb OLWMOKY
(no ymonuanuio ans KrMC1)

-q<N> ecan naiigeHo menee N cepTudbnkaToB, BbIBECTN 3anpoc Anst BbIGOPa HYXHOro
(no ymonuaxuio N=10)

-thumbprint  ocywecTBuTb Nouck no otnevaTky ceptudukaTa
<0Tne4aTok> O0TnevyaTok ceptucukara
-nochain He NpoBepsATb LENOYKM HaliJeHHbIX CePTURNKATOB

-errchain  3aBepluaTh BbINONHEHME C OWINOKON, ecnm XOTs Bbl OAMH CepTUMUKAT He NpoLlen
NpoBepKy

-norev  He NpoBepsiTb CEPTUMMKATLI B LIENOYKe Ha NPeAMET OTO3BAHHOCTU

-nonet u“cnonb30BaTb TONbKO KawwmpoBaHHble URL npn noctpoeHnmn uenoyku

Mpumepbl ncnonszosanus KMC MOXHO HaliTU B ONWCaHMAX KOMaHZA, UCMOb3YIOLLUX ero.

Mpumeyanue. Ecnn erytpn onumm umsa nan RDN npucyTcTeytoT npobenbl, To ee HeobxoauMO 3aKIOYUTL B
KaBbl4kM. To e oTHOCUTCS K nMeHaMm daiinos u nanok. Hanpumep:
@ Nean NeaHos,a@b.c — HesepHo;
"Mean Neanos,a@b.c" — sepHo;
CN=MWeaHnos,E=a@b.c — sepHo.

2.3 Komangbl wundposaHus /pacwumcppoBaHus

2.3.1 LWwndpoBaHue gaHHbIx

Ons Toro, ytobbl 3awmncpoBaTh faHHbIe U CO34aTb COObLEHME, HEODXOAMMO BLINONHUTL CNEAYIOLLYIO KOMaHAY:

-encr <KIIC> [-der] [-strict] [-encryptionalg <0ID>]
[-keepbadfiles] <mcxommeii ¢aiin> <coobmenue>
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KMNC KIC nonyyateneii
-der wucnonb3oeaTh popmat DER Bmecto BASE64
-strict uncnonb3oBaTh ogHo3HauHoe koguposanne DER Bmecto BER
-encryptionalg 3agaTb anroput™ WwudposaHus
<OID> OID anroputma wuncposaHus
-keepbadfiles He ypanate sbixogHoli daiin npu ownbke
<ucxogHobiii chain>  aiin, cogepalnii UCXoAHbIE JaHHbIE

<coobuieHue> haiin, KoTopbIii BygeT cogepxaTb co3faHHOe coobuieHune

@ Mpumeyanue. Jns Toro, 4Tobbl 3awmnpoBaTh faHHble «Ha cebs», Heobxoanmo ykasaTe KIMC ceoero ceptudukaTa.

Mpumep 1. 3awundposats cogepxumoe daiina «test.txty B «testl.msg» (buHapHbili popmart), ucnonssys BCE
cepTudprkatbl xpaHuauwa «Jludnsie» («My») Tekyliero nonb3osaTensi (a He JIOKaNbHOTO KOMMbLIOTEPA), COAEPXKALLME B MONe
«CybbekTy» («Subject») nogcrpoku «lMeanos Metp» u «ivanov@bank.ruy:

cryptcp -encr -dn "lBanmos IleTp,ivanov@bank.ru" -uMy -der test.txt testl.msg

Mpumep 2. 3awndposats cogepxumoe daiina «in.txt» B «message.enc» (popmat DER), ncnonssys anroputm rOCT
28147-89 n ceptucpukat, B3aThIN U3 haiina «cert.p7bx:

cryptcp -encr -f cert.p7b -der -encryptionalg 1.2.643.2.2.21 in.txt message.enc

2.3.2 PacwundpoBaHue gaHHbIX
[ns Ttoro, ytobbl paclundpoBaTth faHHbIE U3 COODLLEHUS, HEODXOLMMO BLINMONHUTL CEAYIOLLYIO KOMaHAY:
-decr [<KIC>] [-start] [-pin <mapons>|-askpin]
[-keepbadfiles] <coobmeHue> <BHXOZHON (aitm>
KMNC1 KIC noayyatens
-start  OTKpbITL (3anNycTUTL) NOsyYeHHbI aiin
-askpin 3anpocuTb Naposib KAKOYEBOrO KOHTEHEPA U3 KOHCOMN
-pin <naponb> 3a4aTb NapoJib KJOYEBOro KoHTeliHepa
-keepbadfiles He yaanate BbixoaHoli chaiin npu owmnbke
<coobwenne> aliin, cogepxawumii coobuieHue

<BbIxogHou cpain> daiin, B KOTOpbIA ByayT 3anucaHbl gaHHble U3 COObLLEeH s

Mpumep 1: Pacwudposats coobuienne ns daiina «test.msg» B haiin «test2.txt», MCNONb3ys 3aKpbITbIA KUY,
CBSA3aHHbIN ¢ cepTudukaTom xpaHunuwa «Jlndnsie» («My>») Tekywero nonb3osatens, cogepxawmm B none «CybbekT»
(«Subject») nogcrpoku «lMearos Metp» u «ivanov@bank.ru», a 3aTem OTKpbITL NOAYHeHHbINA daiin:
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cryptcp -decr -dn "lBamos IleTp,ivanov@bank.ru" -start test.msg test2.txt

2.4 PabGota c naketamu cpaiinos

2.4.1 Bbluncnenune xaw-3HavyeHus ansa daiina

Mpon3secTn x3WMpoBaHMe COAEPXKUMOro haiiioB M 3anucaTb pe3ynbTaT B «UMs_ uUcxoaHoro daiina.hsh» moxHo ¢
NOMOLLbIO KOMaHAbI:

-hash [-dir <mamka>] [-provtype <N>] [-provname <CSP>]
[-hashalg <0ID>] [-hex] <macka oaitnoB>

-dir <nanka> nanka gns calinos ¢ 3HaveHnsaMU xaw-dyHkuny (Mo ymMmoavaHuto
TekyLas)
-provtype <N> Tun kpunTtonposaiigepa (no ymonuanuto 80)
-provhame <CSP> wuwms kpuntonposaiigepa
-hashalg 3apaTe anroputm xawmposaHus

<OID> OID anroputma x3WwupoBaHus:
1.2.643.2.2.9 gns TOCT P 34.11-94
1.2.643.7.1.1.2.2 gna FOCT P 34.11-2012 256 bit
1.2.643.7.1.1.2.3 gna FTOCT P 34.11-2012 512 bit

-hex 3HaueHume xaw-yHkuun B paline B BuAe LWECTHAALATEPUHHOI
CTPOKM

<macka dainoB> Macka AJs oTbopa xawmnpyembix daiiios

Tuna (-provtype).

@ Mpumeyanue. Ecnn onuns -provname He ykasaHa, To ByaeT ncnosib30oBaH NpoBaliiep Mo yMOIHAHUIO YKa3aHHOIO
Ecau ykasaHnHas B onuuu -dir nanka He cyLiecTByeT, TO OHa bygeT co3gaHa.

Mpumep 1. BoiuncanTs gns Bcex daiinos ¢ pacumpeHnem .txt U3 TekyLiell Nanky 3Ha4eHnst X3W-PyHKUUN 1N 3anucaTb
ux B nanky «hashes»; ncnonb3osats nposaiigep 81-ro Tuna:

cryptcp -hash -dir ./hashes -provtype 81 -provname "Crypto-Pro GOST R 34.10-2012 Strong Cryptographic
Service Provider" -hashalg 1.2.643.7.1.1.2.3 *.txt

2.4.2 TlpoBepka x3w-3Ha4dyeHuns ans cpaiina

I'Iposepvm: 3Ha4Y€HNeE Xaa d)aﬁna, nosy4eHHoe C NOMOLbKO KOMaHbl —hash, MO>XHO C NOMOLLBbKO KOMaHAbI:

-vhash [-dir <mamka>] [-provtype <N>] [-provname <CSP>]
[-hex] <wmacka odaitnos>

-dir nanka ans aiinos c 3HaveHUsMMN X3W-pyHKUNM (MO yMOAYaHNIO
TekyLas)

-provtype <N> Tun kpuntonpogaiigepa (no ymondaruto 80)
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-provname <CSP>

-hex

<macka dannos>

UMsl KpunTonpoBaigepa

3HaveHne xaw-yHkuUn B dhalisne B BuAe LWECTHAALATEPUHHOIA
CTPOKU

Macka gsist otbopa xawmpyembix daiinos

Ef

Tuna (-provtype).

Mpumeyanue. Ecnun onuus -provname He ykasaHa, To OyfeT ncnosnb30BaH NpoBaigep No YMOMHAHNIO YKa3aHHOMO

Mpumep 1. MNpoeeputb gnsi Bcex haiinoB C paclumpeHnem .txt B TeKyLeid nanke 3Ha4YeHUst XaW-PyHKUNUN, STaNOHHbIE

3HadeHus xpaHsTes B ./hashes; npu xawmnposaHnu ncnonb3osaTek nposaiigep 81-ro Tuna:

cryptcp -vhash -dir ./hashes -provtype 81 -provname "Crypto-Pro GOST R 34.10-2012 Strong Cryptographic Service

Provider" *.txt

2.4.3 Co3paHune nognucu ans daiina

Cospatb nognucu haiinos un 3anucaTe UX B aiiibl KUMsi_UCXofHOro chaiina.sgn» MOXHO clefytollell KOMaHAON:

-signf [-attached|-detached] [-dir <mamka>] <KIIC1> <macka ¢aiimoB> [-cert|-nocert]
[-addchain] [-crl] [-der] [-strict] [-nostampcert] [-stampchaincheck]
[-xlongtypell|-cadest|-cadesbes] [-cadestsa <URL>] [-hashalg <0ID>]
[-pin <maposs>|-askpin] [-display] [-fext <pacumpemme>] [-keepbadfiles] [-threads <umcmo>]

-attached
-detached

-dir <nanka>
<Knci>

<macka daiinos>
-cert

-nocert

-addchain
-crl

-der
-strict

-nostampcert

-stampchaincheck
-xlongtypel

-cadest

CO34aTh NPUCOEANHEHHBIE MOAMMCH

CO3AaTb OTCOEAMHEHHbIE MOLMUCU B OTAENbHbIX halinax
nanka ans cosganns coobuienuii (No ymonyaHuio TekyLas)
KMC aetopa nognuceii

Macka fs1st oTbopa ncxogHbIx haiinos

nobaeuTb B cooblieHns cepTudpmkaT oTnpaBuTens

He QJobaBnsTb B cooblieHus cepTucpukaT otnpasutens (no
YMOJTHaHUIO)

80DaBUTL MOJTHYIO LLenoYKy cepTudpmkaTa B NoANuUCh
[06aBUTL B COODLLEHUSI CMCOK OTO3BaHHBLIX CEPTUCUKATOR
ncnonb3osatb hopmat DER emecto BASE64

NCnoab30BaTb OfHO3Ha4YHoe koguposaHue DER Bmecto BER

He TpeboBaTb BKIIOYEHWS B LWTaMn cepTudmkaTa Cayxbsbl
LUTAaMMOB BPeMEHN

NpoBepUTL LIENOYKy cepTudUKaTta B LWUTaMne BPeMeEHU
cozpats nognucn CAdES-X Long Type 1

cosgatb noanucu CAdES-T
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-cadesbes
-cadestsa
<URL>
-hashalg
<0ID>

-pin <naponb>
-askpin

-display

-fext
<pacwumpeHue>
-keepbadfiles

-threads <uuncno>

cosgatb noanucu CAdJES-BES

cnyxba wramnos spemeru gns CAJES-X Long Type 1, CAdES-T
agpec cayxbebl wramnos B Buge "http://..."

3afaTb aNropuTM X3LUNPOBAHMS

OID anroputma xawmnpoBaHus:

1.2.643.2.2.9 gns TOCT P 34.11-94
1.2.643.7.1.1.2.2 ana TOCT P 34.11-2012 256 bit
1.2.643.7.1.1.2.3 gna TOCT P 34.11-2012 512 bit

3afaTb Naposb KJOHEBOrO KOHTElHepa
3anpocnTb NapoJib KKOYEBOrO KOHTeHEpPa U3 KOHCOM

BbIBECTW MH(OPMAaLMIO Ha  3KpaH
0TODpaXKeHNs NOAMUCHIBAEMbIX JAHHbIX

cpeactea OOBEPEHHONO

3afjaTb paclmpeHne ans coobuyeHuii
no ymosvaHuto .sig ans attached un .sgn ans detached
HE y#ansTb cooblieHus npu owmnbke

4MCNO napasnnenbHo paboTatowmx NoTokos (Mo ymonyaxuto 1)

Ef

Mpumeyanue. Ecnu ykazaHHas nanka He CyllecTBYeT, TO OHa byaeT cospaHa.

MNpumep 1. Cozpate npucoegmuenuble nognucu CAdES-T Bcex chaiinoe ¢ pacwmpennem .txt n3 Tekyweid nanku,
ncnonb3yst ceptucpukat ¢ CN=Test n3 xpaHunuwa Jludroe (My) Tekywero nonssosatens, fobasuts B nognucu ceptudmkaT
OTMPaBUTESNS; COXPAHMTb MOAMMUCK B Marnke sign:

cryptcp -signf -attached -dir ./sign -dn "CN=Test" *.txt -cert -cadest -cadestsa http://testca.cryptopro.ru/tsp/
tsp.srf

Mpumep 2. CosgaTb OTCOeAMHEHHbIE MOAMMCU BCexX (paiioB C pacluMpeHmem .txt U3 Tekylieli manku, WUCMOsb3ys
ceptucdpukat ¢ CN=Test u3 xpanunnwa Jluunoe (My) Tekyllero nonb3oBaTesns; COXPaHUTb MOAMWUCK C PaCLUVpPEHUEM .pTs
B Manke sign:

cryptcp -signf -detached -dir ./sign -dn "CN=Test" *.txt -fext .p7s

2.4.4 Tlposepka nognucu cpaiina

Mpoeeputs nognucu cogepxumoro aiifioB, CO3A4aHHbLIE C MOMOLLLIO MNpeAblaylieli KOMaHAbl, MOXHO ClefyloLunm
obpazom:

-vsignf -attached [-xlongtypell|-cadest|-cadesbes|-nocades]
[-threads <umcmo>] <KIC> <macka ¢aiinos 1>

-vsignf [-detached] [-dir <mamka>] [-fext <pacumpenue>
[-xlongtypel|-cadest|-cadesbes|-nocades] [-threads <umcmo>] <KIIC> <Macka ¢daiimoB 2>

-attached nposepuTb nprcoeanHéHHble nognucu
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-detached

-dir <nanka>
-xlongtypel

-cadest

-cadesbes

-nocades

-threads <uuncno>
<Knc>

<macka dpaiinos 1>
<macka daiinos 2>
-fext

<pacwupeHue>

Mpumep 1. lMposeputs npucoeanHertble noanucu CAdES-T Bcex coobuieHnii ¢ paclumpeHvnem .sig n3 nmanku sign,

NPOBEPUTL OTCOEAMHEHHBIE MOAMMCH B OTAENbHbIX dhaiinax

nanka ¢ coobieHnsiMu (Mo yMOHaHUIO TEKYLLAs )

nposeputs noanucu CAJES-X Long Type 1, KINC 6yaeT npourtopuposat
nposeputb nognucn CAdAES-T

nposeputs noanucu CAJES-BES

3anpeTuTb NCNOJIb30BAaHNE BJIOXKEHHbLIX B NOAMNCN OOKA3aTENIbCTB

4MCNO napasnnensHo paboTatowymx NoTokos (no ymonyaxuo 1)
KT C aeTopa nognuceii

Macka dalinos ¢ coobLieHnsimm

Macka UCXOAHbIX dhaiinos

3a/aTb pacwnpeHne coobLeHnii

paclimperune aiinos; No yMOAYaHMIO .SgNn

ncnonb3yst ceptucdukat ¢ CN=Test u3 xparHunuwa Jnunoe (My) Tekywero nonbsosatens:

cryptcp -vsignf -attached -cadest -dn "CN=Test" ./sign/*.sig

Mpumep 2. MNposeputb oTCOEAMHEHHBIE MOANUCU BCeX PaiifIOB C paclumpeHueM .txt W3 Tekylieli manku, UCMO/b3ys
ceptucpukat ¢ CN=Test u3 xpanunuwa Jnunoe (My) Tekywiero nonbsosaTens; coobLeHNs C paclUMpeHeM .p7s HaXOAATCS B

nanke sign:

cryptcp -vsignf -detached -dir ./sign -dn "CN=Test" *.txt -fext .pTs

2.4.5 [OobasneHue nognucu B chann

[obaButb noanuck daiina B «NCXofHbIl  haiiin.sgn» MOXHO KOMaHAOIA:

-addsignf -attached <KIIC1> <macka ¢aiinoB 1> [-cert] [-crl] [-der]
[-nostampcert] [-stampchaincheck] [-xlongtypell|-cadest|-cadesbes]
[-cadestsa <URL>] [-pin <maposs>|-askpin] [-threads <uwmcmo>]

-addsignf [-detached] [-dir <mamka>] <KIIC1> <macka o¢aitnos 2> [-cert]
[-crl] [-der] [-nostampcert] [-stampchaincheck] [-xlongtypell|-cadest|-cadesbes]
[-cadestsa <URL>] [-pin <mapoms>|-askpin] [-threads <uumcmo>] [-fext <pacumpenume>]

-attached
-detached

-dir <nanka>
<Knci>

<macka daiinos 1>

<macka daiinos 2>

006aBUTL NPUCOERMHEHHBIE MOAMUCK B CYLLECTBYIOLME COODLLEHNS
[0DaBMTb OTCOEQUHEHHbIE MOANWUCH B CyLLECTBYHOLME COODLLEHUS
nanka C COO6LLI'eHVI9IMVI; Nno YMON4YaHUIO TeKyLlasn

KT C agTopa nognuceii

Macka palinioB ¢ coobuieHnsiMm

MacKa MCXOAHbIX haiinos
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-cert
-crl
-der

-nostampcert

-stampchaincheck
-xlongtypel
-cadest

-cadesbes
-cadestsa

<URL>

-pin <naponb>
-askpin

-threads <uucno>
-fext

< pacwumpeHue>

n8obaBuTL B nognucy ceptudpmkaT OTNpaBUTENS
[00aBMTb B MOAMNMCH CMIMCOK OTO3BaHHbIX CEPTUUKATOB
ucnonb3osatb popmat DER eBmecto BASE64

He TpeboBaTb BKJIOYEHUS B WTamn cepTudumkata cayxbbl WTamnos
BpemeHn (1cnonb3yeTcs BMecTe ¢ -cadest)

NpoBepUTL LIENOYKY cepTudprkaTta B LUTaMne BpeMeHU

pobasuts nognucun CAdES-X Long Type 1

nobasntb nognuc CAdES-T

pobasutb nognucn CAJES-BES

cnyxba wramnos sBpemeru ans CAJES-X Long Type 1, CAdES-T
appec cnyxb6ebl wramnos B Buge "http://..."

3a/1aTb Naposib KJOYEBOro KOHTeliHepa

3anNpocnTh Naposib KKOYEBOro KOHTERHEpPa N3 KOHCOMN

4mcro napasnensHo pabortatownx notokos (Mo ymondanuo 1)
3afiaTb paclinpeHne COODLLEHWIA; NO YMONHAHUIO .SgNn

pacwunperue calinos

Mpumep 1. Jobasuts npucoenuteHubie nognucu dopmata CAdES-T ans Bcex coobuieHnii ¢ pacwimpeHvem .sig u3
nanku sign (ucnonbsosate ceptucpukat ¢ CN=Test u3 xpanunuwa Sinyroe (My) Tekywero nosb3oBaTens); 3anpocuTs Naposb
KOHTeliHepa 13 KOHCONN:

cryptcp -addsignf -attached -dn "CN=Test" ./sign/*.sig -cadest -cadestsa http://testca.cryptopro.ru/
tsp/tsp.srf -askpin

Mpumep 2. [106aBuTh OTCOEAMHEHHBIE NOANNCY A1t BCEX COOBLLEHNTA € paclumpeHnem .sig n3 nanku sign (ucnonb3osaTb
ceptucpukat ¢ CN=Test u3 xpanunnwa Jluunoe (My) Tekyliero nosnb3oBaTenst); UCXofHble halinbl ¢ paclumperueM .txt

HaxXOAATCA B TeKylUel nanke:
cryptcp -addsignf -detached -dir ./sign -dn "CN=Test" *.txt -fext .sig

2.5 PaboTa c nognucamm

2.5.1 Co3paHne nognncaHHOro coobuieHus

MognucaTb gaHHblE N CO34aTb COODLLEHNE MOXHO ClieaytoLumM obpasom:

-sign <KIC1> [-cert|-nocert] [-addchain] [-crl] [-der] [-strict]

[-authattr <aTpubyTr>]n pas [-attr <arpubyr>lk pazs [-nostampcert]

[-stampchaincheck] [-xlongtypell|-cadest|-cadesbes] [-cadestsa <URL>]

[-hashalg <0ID>] [-pin <mapoxns>|-askpin] [-display|-displayattr]
[-detached|-attached] [-keepbadfiles] <ucxommsii ¢aiin> [-fext <pacuwmpenue>|<coobmenue>]

<KMC1> KIIC aBtopa nognucu
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-cert

-nocert
-addchain
-crl

-der
-strict
-authattr
-attr

<arpubyt>

-nostampcert

-stampchaincheck
-xlongtypel
-cadest

-cadesbes
-cadestsa

<URL>

-hashalg

<OID>

-pin <naponb>
-askpin

-display

-displayattr

-detached

-attached
-keepbadfiles
<ucxogHbiii chainn>
-fext

< pacwmpeHue>

nobaeute B coobuieHue cepTucmkaT (no

YMOJTHaHUIO)

OoTnpaBnTens

He fobaBnsaThL B cooblyeHmne cepTudnkaT OTNPaBUTENS
[0DaBUTL MOJTHYIO LLenoYKy cepTudpmkaTa B Nognuch
n06aBUTL B COODLLEHNE CMNCOK OTO3BaHHbLIX CEPTUUKATOR
ncnonb3osats opmat DER Bmecto BASE64

NCcnosab30BaTb ofHO3Ha4YHoe koguposaHue DER Bmecto BER
nobaBuUTb NOANMCaHHbIA aTpubyT B nognuck

[0baBUTL HenoanmMcaHHbIi aTpubyT B nognuck

«OID>,<daiin c 3aKognpoBaHHLIM COLEPXUMbIM aTpubyTta>"
(npumep: "1.2.3,attr.bin")

He TpeboBaTb BKAOYEHWUS B LWTaMn cepTudpmkaTa Cayxbsbi
WwTamMnoB BpeMeHu (McCnonb3yeTcs BMecTe ¢ -cadest)

NPOBEPUTL LIENOYKY CepTUUKATA B LUTAMME BPEMEHU

cozgatb nognuce CAJES-X Long Type 1

cosgaTb nognuce CAdES-T

cosgatb noanuce CAJES-BES

cnyxba wramnos Bpemenn ansa CAJES-X Long Type 1, CAES-T
aapec cnyxb6bl wramnos B euge "http://..."

3afaTb aNropuTM X3LINPOBAHMS

OID anropntma x3WwnpoBaHus:

1.2.643.2.2.9 pna TOCT P 34.11-94
1.2.643.7.1.1.2.2 gna TOCT P 34.11-2012 256 bit
1.2.643.7.1.1.2.3 gna FOCT P 34.11-2012 512 bit

3a4aTb NapoOJib KNKOHYEBOro KOHTeVIHepa
3anpoCnTb NapoJib KJKOHEBOIro KOHTeﬁHepa N3 KOHCON

BbIBECTU WHGOPMALMIO HA  3KpaH
OTOBpaXkeHNst MOAMNUCHIBAEMbIX AAHHbIX

CpeAcTBa  [OBEPEHHOrO

BbIBECTW aTPUBYT Ha 3KpaH CPeacTBa JOBEPEHHOrO OTOBpaXKeHUs
NOANUCHIBAEMbIX AAHHbIX

CO3AaTb OTCOEAUHEHHYIO NOANUCHL B OTAeNbHOM dhaiine

CO34aTb NPUCOEANHEHHYIO NOAMMNCH

He yaanaTb alin ¢ co3gaHHbIM cooblueHneM npu owmnbke
dhalin, coaepxalnii ncxoaHble faHHble

3aJaTb pacluMpeHe ans coobLieHMs B Nanke C NCXo4HbIM dhaiinom

no ymonyanuto .sig ans attached n .sgn gns detached
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<coobuieHue>  haiin, KOTOpbIi DyneT copepxaTb Co3haHHOE COObLLeHe

Mpumep 1. Co3gaTb OTCOEAMHEHHYIO MOAMUCL C pacliMpeHmem .p7s ans dalina in.txt, ncnonb3ys ceptudpukat us
xpanunnwa Jinunoe (My) nokanbHoli MawuHbl, cogepxawmii 8 none Subject ctpoky "TestUser"; gobasuts B nognuck crl u
HEMOAMUCaHHbIA aTpMbyT:

cryptcp -sign -mmy -dn TestUser -crl -attr "1.2.3,attr.bin" -detached -fext .p7s in.txt

Edf

Mpumeyanue. Mounck ncnonbayemoro ceptudpmkaTa NPOUCXOAUT CEAYOWUM 0bpa3omM:

1. Haxopsitcs Bce cepTudpmkaThl xpaHnnuwa «JIuyHble» Tekywero nosiib30BaTens U JIOKaJbHOro KOMMbIOTepa.

2. Ecnn obHapy»xeHo bonee nsitu cepTndmkaTos, TO NosiBsieTCst coobuieHune ob ownbke, nHaye nons3osaTento byaer
NPeasioKeHo BbIBpaTh OANH U3 HaligeHHbIX cepTUdNKaTOB.

2.5.2 [NobasneHune noanucu B coobuieHue

ﬂ'06aBI/ITb SNIEKTPOHHYIO NOANUCH B coo6u.|,eH|/|e MO>XXHO C NOMOLWbIO BbI30OBaA:

-addsign [-attached] <KIIC1> [-nocert] [-crl] [-nostampcert]
[-stampchaincheck] [-xlongtypell|-cadest|-cadesbes] [-cadestsa <URL>]
[-hashalg <0ID>] [-pin <mapons>|-askpin] [-authattr <aTpubyr>]n pas

[-attr <aTpubyr>]k pas <coobumenue>

-addsign -detached <KIIC1> [-nocert] [-crl] [-nostampcert]
[-stampchaincheck] [-xlongtypell-cadest|-cadesbes] [-cadestsa <URL>]
[-hashalg <0ID>] [-pin <mapoxs>|-askpin] [-authattr <aTpubyr>]ln pas

[-attr <aTpubyt>]k pas <ucxommbii dpaitn> [-fext <pacumpenue>|<coobmeHue>]

-attached pobasuTb  npucoeguHeHHYO  NOANMCL B CYLLECTBYIOLLEE
coobueHmne
-detached pobaBuTb oTCOEAMHEHHYIO NOAMUCH B CYLLECTBYOLLEE COODLEHNE

<KMC1> KIC aBTopa nognucu
-nocert He pobaenATL B coobuieHne cepTudpmkaT OTNpaBUTENS
-crl  pobaBuTb B COODLLEHME CMNCOK OTO3BAHHBIX CEPTUCNKATOB
-nostampcert He TpeboBaTb BK/tOYEHUs B wWTamn cepTtudmkaTa Caybobl

-stampchaincheck

WwTamnos BpemeHn (Mcronb3yeTcs BMecTe ¢ -cadest)

NPOBEPUTH LIEMOYKY CepTudrKaTa B LUTaMME BPEMEHU

-xlongtypel pobasute nognuce CAdES-X Long Type 1
-cadest pobaeuts nognucs CAdES-T
-cadesbes pobasutb noanuce CAJES-BES
-cadestsa cnyxba wramnos spemenn ans CAJES-X Long Type 1, CAES-T
<URL> agpec cnyxbbl wramnos B Buge "http://..."
-hashalg 3agaTb anroputm xawwuposanus
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<0ID>

-pin <naposb>
-askpin
-authattr

-attr

<arpubyt>

< coobuweHne>
<ucxopHbiii chann>
-fext

<pacwumpeHue>

Mpumep 1. [obasute npucoeanHennyto nognuce CAdJES-X Long Type 1 B cywecTsytowee coobuyeHne message.sgn,

OID anroputma x3wnpoBaHus:

1.2.643.2.2.9 gnsa TOCT P 34.11-94
1.2.643.7.1.1.2.2 ana TOCT P 34.11-2012 256 bit
1.2.643.7.1.1.2.3 gna FOCT P 34.11-2012 512 bit

3a4aTb NapoJib K/OYEBOro KoHTeliHepa

3aNpoCUTb NapoJsib KOHYEBOro KOHTeliHepa U3 KOHCOMN
n0baBuUTL nognucaHHblli aTpubyT B nognuch

[0baBUTL HenoanmMcaHHbIi aTpubyT B nognuck

«0ID>,<daiin ¢ 3aKoanpoBaHHLIM COAEPXUMbIM aTpubyTta>"
(npumep: "1.2.3,attr.bin")

daiin, copepxalnii cooblieHmne
dalin, copepxalnii ncxoaHble faHHble
3a4aTb pacliMpeHune coobLLeHNst B Manke C MCXO4HbIM chalinom

paclwimperune aiina; no ymon4aHuto .sgn

ncnonb3yst cepTndmkaT C yKasaHHbIM OTnedaTkoM n3 xpaHunuisa Jlndnoe (My) Tekyliero nonb3osaTens:

cryptcp -addsign -attached -thumbprint 9elfc7ccl197abcbfc3b4bf4211d1123a42d78d0f -xlongtypel

-cadestsa http://testca.cryptopro.ru/tsp/tsp.srf message.sgn

Mpumep 2. [JobaBuTb OTCOEAMHEHHYIO MOAMUCH B CyLLECTBYHOLEe COODLIEHNE C pacliMpeHunem .p7s, KoTopoe byaer
HallleHO B namke C ucxogHbiM chaiinom in.txt; ans nognucu ucnonssyerca ceptucukat ¢ CN=Test u3 xpanunuwa Jlnunoe

(My) nokanbHO MawmnHbI:

cryptcp -addsign -detached -mmy -dn "CN=Test" -fext .p7s in.txt

2.5.3 VYapaneHue nognucum u3 coodLieHuns

VaanuTb 37eKTPOHHYIO NOAMUCL U3 COODLLEHNSI MOXXHO KOMaHJOIA:

-delsign -detached <KIIC1> <ucxogmmsii daiin> [-fext <pacmmpenue>|<coobmenue>]

-attached

-detached

<KNnci>
<coobueHne>
<ucxogHolii chaiin>
-fext

<pacwumpeHune>

-delsign [-attached] <KIIC1> <coobumenue>

YAANNTb NPUCOEANHEHHYIO MOAMUCH

YAaNUTb OTCOEAUHEHHYIO NMOANUCL U3 OTAeNbHOrO daiina

KMC aetopa nognucu

daiin, copepxawmnii coobuieHmne

daiin, copepxalynii ncxogHble AaHHbIE

3afaTb paclimpeHune coobLieHnst B Manke C MCXo4HbIM dhalinom

paclwmperune daiina; no ymon4aHuto .sgn
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Mpumep 1. Vganuts npucoeamternyto nognuck (cepTudpukaT aBTopa NOANUCA HaxoanTcs B xpanunuwe Jindxoe (My)
n cogepxut CN=Test B8 none Suject) 3 cooblienns message.sgn:

cryptcp -delsign -dn "CN=Test" message.sgn

Mpumep 2. Yoanutb 0TCOEAUHEHHYIO MOAMMUCH N3 COODLLEHNS (CepTVICbVIKaT aBTOpPa NOAMUCU HAXOAWUTCH B XpaHWauLie
Nunynoe (My) n obnagaeT ykasaHHbIM OTne4aTkoM), cooblueHune ¢ pacluupeHmem .p7s byaeT HaliieHO aBTOMAaTUYECKN B nanke
C ucxogHbiM dpaiisiom in.txt:

cryptcp -delsign -detached -thumbprint 9elfc7ccl97abcbfc3b4bf4211d1123a42d78d0f in.txt -fext .pT7s

2.5.4 Tllposepka nognucu

[nsi npoBepKu 3N1EKTPOHHONR Nognucy B coobLueHnn HEODXOZUMO BOCMOJIb30BATLCS KOMAaHLON:

-verify [-attached] [<KIIC>|-verall] [-start]
[-xlongtypell-cadest|-cadesbes|-nocades]
[-keepbadfiles] <coobumenue> [<BhxomHON ¢aitn>]

-verify -detached [<KIIC>|-verall] [-start]
[-xlongtypel|-cadest|-cadesbes|-nocades] <ucxogmmsii baiin>
[-fext <pacumpenue>|<coobmerne>]

-attached nposepuTb nprcoeguHEHHYIO NogNNCh
-detached npoBepuTh O0TCOEANMHEHHYIO NOANUCE U3 OTAENLHOMO haiina
<KMNC> KIIC aeTopos nognuceti
-verall nposepsiTb BCce nognucu (MHade — Tonbko nognucu astopos ns KC)
-start  oTKpbITb (3anNycTUTL) NoyYeHHbIl daiin
-xlongtypel nposepute nognucs CAJES-X Long Type 1, KINC byget npourtopuposat
-cadest nposeputb nognucs CAAES-T
-cadesbes nposeputs nognuce CAJES-BES
-nocades 3anpeTuUTb NCMOB30BAHUE BJIOXKEHHBIX B NOANNCH AOKA3ATEILCTE

-keepbadfiles

< coobweHne>
<BbIxogHon dann>
<uncxogHbiin chainn>
-fext

< pacwmpeHue>

HE YAaNnsTb BbIxOAHON haiin npu owmnbke

daiin, copgepxawymii coobuieHmne

chaiin, B KOTOpLIA ByAyT 3anucaHbl AaHHble U3 COODLLEHMS
chaiin, copepalimii NCXoaHbIE AaHHbIE

3ajaTb paclimpeHune cooblieHunst B nanke ¢ ucxogHsiM dalinom

paclwupenue daiina; no ymoa4aHumo .sgn

I'Ipume-laHme. Ecnne COO6U.L€HIAVI COAEPXKNTCA CepTI/ICbVIKaT KOro-To N3 aBTOpPOB I'IOAI'II/ICGM, TO NCNONb3YETCA NMEHHO

3TOT cepTudukarT.
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Mpumep 1. MpoBepuTb npucoesnHeHHyto nognuce message.sgn, ncnonbsys ceptucpmkat ¢ CN=Test n3 xpaHunuwa
Opyrue nons3sosatenn (Addressbook) TekyLuero nonb3oBaTens; coXpaHuTb AaHHble n3 coobuienus B calin output.txt:

cryptcp -verify -attached -uaddressbook -dn "CN=Test" message.sgn output.txt
Mpumep 2. MNposepuTs oTcoeauHeHHyto nognuck Ansi dpaiina inputfile.txt, coobuwenne ¢ pacwwmpernnem .sgn byget
HaiiZeHo B namnke C mcxogHbim dpalisiom inputfile.txt; ucnonbsyercs cepTUdMKaT C yKasaHHbIM OTMEYATKOM M3 XPaHWUIMLLA

Nnanoe (My) Tekywiero nons3sosatens:

cryptcp -verify -detached -thumbprint 9elfc7ccl197abcbfc3b4bf4211d1123a42d78d0f inputfile.txt

2.5.5 [JobasneHue HenognucaHHoro atpubyTa

[obaeuTb HenognucaHHbIli aTpMbyT B MOAMNNCL MOXHO C MOMOLLbIO KOMaHAbI:

-addattr <KIIC1> [-attr <aTpubyr>]ln pas <coobmeHue>

<KMNC1> KIIC aeTopa nognucu
-attr  [06aBUTL HenoanMcaHHbIA aTpnMbyT B Noanuch

<atpmbyt> «OID>,<daiin ¢ 3akofMpOBaHHbIM ComepPXuUMbIM aTpubyta>"
(npumep: "1.2.3,attr.bin")

<coobuweHne> aiin, cogepawuii coobuieHne
Mpumep 1. [obasuTts HenognucaHHbiii atpubyT ¢ ykasanHbiM OID B coobwenune message.sgn (ceptudbmkaT asTopa
nognucn cogepxut CN=Test B none Subject):

cryptcp -addattr -dn "CN=Test" -attr "1.2.840.113549.1.9.5,attr.bin" message.sgn

Mpumeyanue. Ucnonblyetcs wucknountenbHo ansi fobaBneHUs HEMOAMNMCAHHOrO aTpubyTa B MOAMUCAHHbIE
coobuieHnst. [ns TekcToBbIX nau gpyrux calisos He paboTaer.

2.6 Pab6ota c ceptucgpunkaramm

2.6.1 KonupoBaHue cepTucukaTa B xpaHunuuie

CkonupoBaTb CepTnuKaThl B 33JaHHOE XPaHUINLLE MOXKHO C MOMOLLLIO KOMaHAbI:
-copycert <KIC> [-dm[<masBanume>]|-dul[<massanme>]|-df <paitn> [-der]]

<KMNC> KIIC, koTopble Hago ckonuposaTb
-dm  ckonupoBaTb B xpaHunuwe komnstotepa (LOCAL MACHINE)
-du ckonuposaTb B xpanunue nonssosatens (CURRENT USER)
<Ha3BaHME> Ha3BaHWe KOHe4YHOro xpaHunuwa (no ymondavuo "My'")
-df uncnonbsoBaThb B KavecTse xpaHuauwa daiin cepTudmkata
<daiin> wums daiina

-der ucnonb3sosaTe dpopmat DER Bmecto BASE64 (Tosbko ¢ kntodom -df)
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Edf

«.cery, nHave — «.p7bx.

Mpumeyanue. Ecnu ykazan kntoy -df, 1o, B cnyyvae, ecnu HailfeH TONbKO OAWH cepTudumkaT, cozgaetcs daiin Tuna

Mpumep 1. CkonnposaTtb Bce cepTudmkaTsl u3 xpanHuanwa Jlndrnoe (My) Tekyulero nonb3osaTens B caiin mycerts.p7b

(8 kopmpoeke BASE64):

cryptcp -copycert -u -df mycerts.p7b

2.6.2 KonupoBaHue ceptudmkaTta U3 Ka0HEBOro KOHTeliHepa B XpaHuauwe

CkonunpoBaTb cepTuurKaT U3 KIOHEBOrO KOHTEHEPa B 3ajaHHOE XPaHMWJINLLE MOXHO C MOMOLLbIO CNEAYIOLLEA KOMaHAbI:

-cspcert [-provtype <N>] [-provname <CSP>] [-cont <mmsz>]
[-ku|-km] [-ex|-sg] [-dm[<masBanume>]|-dul<masBanue>]|-df <paitn> [-der]]

-provtype <N>
-provhame <CSP>
-cont <uma>
-ku

-km

-ex

-sg

-dm

-du
<Ha3BaHue>
-df

<dainn>

-der

TUn KpunTonposaligepa (no ymonuanuio 80)

MMs KpUNTOMpoBaiiaepa

MMS KJTKOHEBOTO KOHTelHepa (no ymosiyHaHuio Bbibop n3 cnucka)
ncnonb3oBaTh KoHTeliHep nonb3osatens (CURRENT USER)
ncnosb3oBaTh KoHTeliHep komnbioTepa (LOCAL  MACHINE)
NCMONb30BaTh K4 A1 OOMeHa 3allnPPOBAHHLIMU AaHHLIMM
NCMONb30BaThb K4 A5t paboTbl C nognucsmu

ckonmposaTh B xpaHuauwe komnstotepa (LOCAL  MACHINE)
ckonmpoBsaTh B xpaHunuie nonssosatens (CURRENT _USER)
Ha3BaHMe KOHe4HOro xpaHunnwa (no ymondanuio "My")
MCNOJNIb30BaThb B KaYecTBe xpaHunuuia dain ceptudmkarta

ums daiina

ucnosbsosats dopmat DER Bmecto BASE64

Edf

Mpumeyanue. Ecnum onuus -provname He ykasaHa, To byAeT ncnosib30BaH NpoBaiifep No yMOSHaHUIO YKa3aHHOMO
tuna (-provtype). [ns onepaunonHbix cuctem cemeiictea UNIX B kadecTse napametpa onunu -cont Heobxoanmo

yKa3sblBaTb WMs KOHTeiiHepa BMecTe co cuuTbiBaTenem B copmate "\\.\ums cuutbiBaTens\ums koHTeiiHepa"
(nanpumep, "\\.\HDIMAGE\cont name").

Mpumep 1. CkonnposaTb cepTudmkat n3 KoHTeliHepa ¢ uMeHem cont (koHTeliHep koMrMbtoTepa) B haiin webserver.cer

(B Koguposke .der):

cryptcp -cspcert -km -cont -df webserver.cer -der

2.6.3 VYpaneHue ceptuchmkata M3 XpaHunauuwa

yp.aJ'II/ITb CepTVICbI/IKaT N3 XpaHnanwa MOXXHO KOMaH,EI,OVIZ
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-delcert <KIIC> [-yes]

<KMNC> KIC ygansembix cepTucunkaTos

Mpumep 1. VYaanuts ceptudpukaT, coaepxawmii B none Subject ctpoky OldServer, us xpaHunuwa noKanbHOW MalUUHbI:

-yes aBTOMaTUYeCKU OTBeYaTb Ha Bce Bonpockl "[a"

cryptcp -delcert -m -dn 0ldServer

2.7 Pabota c 3anpocamun Ha cepTudcgpukar

2.7.1 Co3paHue n coxpaHeHune 3anpoca ceptudukarTa

KomaHga gns cosgaHus 3anpoca ceptudbmkata u coxparerus ero B aiine PKCS #10:

-creatergst -rdn <RDN> [-provtype <N>] [-provname <CSP>] [-smime]
[-nokeygen|-exprt] [-keysize <n>] [-hashalg <0ID>] [-ex|-sgl-both] [-kul-km]
[-cont <mma>] [-silent] [-pin <maposs>|-askpin] [-certusage <0ID>]
[-requestlic] [-der] [-ext <pacumperme>]n pas <uMa ¢aiima>

-rdn <RDN>

-provtype <N>
-provname <CSP>
-smime

-nokeygen

-exprt
-keysize <n>
-hashalg
<OID>

-sg
-both
-ku
-km

-cont <nma>

cnncok umeH noneii RDN (Hanpumep: CN, O, E, L) u wux 3HaqeHwii:
<WNmslonsl>=<3Hauenunellonsnl>[,<Nmsllonsn2>=<3HaueHnellonsn2>.. ]

Tun kpunTtonposaiigepa (no ymonyanuto 80)
UMs KpunTonposaigepa
BKIO4NTL Bo3moxxHocTn S/MIME (tonbko Windows)

MCMOMIb30BaTh CYLLECTBYIOLLME KIKOHUM N3 YKa3aHHOTO KOHTelHepa -cont (eciaw
KOHTeliHep He ykasaH, BblIbOp U3 crucka)

MOMETUTbL KJKOHU KaK SKCMOPTUPYEMbIE
YCTaHOBUTL AjnHy Kito4a (n)
3a4aTb aJIrOPUTM X3LUMPOBAHUS

OID anroputma x3wupoBaHus:

1.2.643.2.2.9 gns TOCT P 34.11-94
1.2.643.7.1.1.2.2 gna TOCT P 34.11-2012 256 bit
1.2.643.7.1.1.2.3 gna TOCT P 34.11-2012 512 bit

€o34aTb/NCnoNb30BaTh KAOY  Ans obmeHa 3awndpoBaHHBIMN - JAHHLIMU;
He pekoMeHayeTcs ans ceptucpmkatoB TLS ¢ HasHauenmem 1.3.6.1.5.5.7.3.1
(cepsep) nnn 1.3.6.1.5.5.7.3.2 (knueHT)

CO34aTb/NCNONBL30BATL KAOY 4SSt MOANUCH

CO34aTb/NCNONBL30BaTL K04 AJisi OOMEHa C BO3MOXHOCTbIO MOAMMCH

cospaTb/ncnonb3osath KoHTeiiHep noabsosatens (CURRENT USER)
co3gatb/ncnonb3oBath KoHTeliHep komnbioTepa (LOCAL  MACHINE)

3a4aTb UMSA KNKO4Y€EBOro KOHTeﬁHepa
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-silent  He BbIBOAUTL rpacpuyeckne OKHa Ha SKPaH MpU BbIMOJHEHNN KOMaHAbI

-pin <naponb> naposiib KAO4EBOTrO koHTeliHepa (Ha Windows 2000/XP/2003 Ttosbko
¢ napametpom -nokeygen)

-askpin  3anpocuTb naposib KIOHEBOro KOHTelHepa n3 koHconu (Tonbko UNIX)

-certusage <OID> 3apgatb Ha3sHaueHus ceptucpukata (OID) udepes 3anstyto  (Hanpumep,
1.3.6.1.5.5.7.3.4,1.3.6.1.5.5.7.3.2)

-requestlic 3anpocnTtb ceptudmkat co BCTpoeHHoW nuueHsmeir Ha Kpuntollpo CSP;
VLI gonkeH BbITb HACTPOeH Ha Bblgady Takux cepTudukaTos

-der ucnonbsoBats opmat DER Bmecto BASE64
-ext pobaBuTL paclumpeHue K 3anpocy
<pacwmpeHne> ums daiina ¢ 3akoanposaHHsiM pacwmpernem (BASE64 unn DER)

<umsa cpaiina> umsa daiina, B KOTOPOM ClieayeT COXPaHUTb 3anpoc

Ef

MNpumeyanne. Ecan onuyus -provname He ykasana, To ByaeT ncnonb30BaH NPoBaiiaep MO yMOAHAHNIO YKA3aHHOTO
tuna (-provtype). [anee, ecnm He ykasaHbl onuuu -nokeygen u -cont, TO WMsi KOHTeliHepa creHepupyeTt
kpunTonposaiigep. Jns onepauuontbix cuctem cemeiictea UNIX B kadectse napamerpa onuuu -cont Heobxoanmo
YKa3blBaTb WUMsi KOHTeiliHepa BMecTe co cunTbiBaTenem B chopmate "\\.\ums _cuntbiBatens\ums konTtelinepa"
(nanpumep, "\\.\HDIMAGE\cont name").

MNpumep 1. Cozpats 3anpoc Ha ceptudmkat ¢ "E=ivanov@bank.ru,CN=VIBaHoB creHepnpoBaTbh KOHTENHEP C MMEHEM
cont Ha ykasaHHOM HocuTene, ucnonbsys kpuntonposaiigep "Crypto-Pro GOST R 34.10-2012 Strong Cryptographic Service
Provider coxpanuTtb 3anpoc B daiin myrequest.req:

cryptcp -creatergst -rdn "E=ivanov@bank.ru,CN=MBaros" -provtype 81 -provname "Crypto-Pro GOST R
34.10-2012 Strong Cryptographic Service Provider -cont myrequest.req

2.7.2 YcTtaHoBKa cepTudukaTa n3 daiina

VcTaHoBka ceptudukata us caiina PKCS #7 nnu daiina ceptucukata oCcyLLeCTBASETCS C MOMOLLLIO KOMaHAbI:

-instcert [-provtype <N>] [-provname <CSP>] [-cont <uma>] [-kul-km]
[-dm[<zaszBanwe>] | dul[<zazBarue>]] [-nocspl|-from_request] [-pin <maponb>|-askpin]
[-enable-install-root] <ums daitma>
-provtype <N> Tun kpuntonposaiigepa (no ymonuanuto 80)
-provhame <CSP> uwms kpuntonposaiigepa
-cont <MMsi>  334aTb UMS KJKOYEBOrO KOHTelHepa (MO yMonyaHuio BbIGOp 13 crmcka)
-ku wncrnonb3oBath KoHTeliHep nonb3sosatens (CURRENT USER)
-km  ncronb3oBatb KoHTeliHep komnbioTepa (LOCAL  MACHINE)
-dm  ycranosuTb B xpaHunuwe komnbtotepa (LOCAL  MACHINE)
-du ycraHoBuTb B XpaHunuue nonssosatens (CURRENT _USER)

<HasBaHWe> Ha3BaHUe KOHe4Horo xpanunuwa (no ymondanuto "My")
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-NOCSP  He YCTaHaB/IMBaTb CepTudnKaT B KOHTeliHep
-from_request BbibpaTh KoHTeliHEp B COOTBETCTBUN CO CAENAHHBLIM paHee 3anpocom
-pin <naponab> NapoJib KIOYEBOro KOHTElHepa
-askpin  3anpocuTb naposib KYEBOro koHTeliHepa us kovconu (Tonsko UNIX)
<umsa caiina> unmsa daiina, cogepkallero ceptucukaT

-enable-install-root He 3anpawuBaTh pa3spelieHne Ha YCTaHOBKY KOPHEBOro cepTudukaTa B
xpaHuanwe "JosepeHHble kopHesble LeHTpbl" (Tonbko Ha UNIX ¢ -dm)

Ef

Mpumeyanue. Ecnn ykasaHa onuus -nocsp, To onuun -provname, -provtype, -cont, -km, -ku urHopupytorcs.
Ecnv onums -provname He ykasaHa, To bygeT ncnosib3oBaH npoBaiifiep no yMoN4aHuIo ykasaHHoro Tuna (-provtype).
Ons onepaumoHHbix cuctem cemeiictea UNIX B kavectee napameTtpa onuuu -cont HeobxoanMo ykasbiBaThb
UMsi KoHTeliHepa BMecTe co cunToiBaTenem B copmate "\\.\ums cuutbiBatens\ums_koutelinepa" (Hanpumep,
"\\.\HDIMAGE\cont__name").

Mpumep 1. VYcraHoBuTb cepTudmkaT mycert.cer B KOHTeliHep cont Ha yKa3aHHOM HOCUTENle, a TaKXe B XpaHuiuLie
JNnanoe (My) Tekylero nonb3oBaTens ¢ NPUBS3KON K KOHTEAHepY:

cryptcp -instcert -cont mycert.cer

2.7.3 TllpocmoTp HAcTpoek y4eTHbIX 3anuceil nonb3osaTtenein YL

MonyunTts nHdopMaunio O HacTpoiikax MapaMeTpoB YYETHbIX 3anuceid nonb3oBatens Ha YL MoxHo ¢ nomouwbio

KOMaHAbl:

-listdn [-cpca <agpec VII>|-cpca20 <agpec VII>]

-cpca ykasaTb agpec Beb-unTepdperica Kpuntollpo VL, unave s1o agpec
"CP CSP Test CA": https://cryptopro.ru/ui

<appec YU> Buga "http://xxx.yyy/zzz" nan "https://xxx.yyy/zzz"

-cpca20 ykaszaTb appec Beb-uHtepcpeiica Kpuntollpo VL, wunave 3710 appec
"CP CSP Test CA": https://cryptopro.ru/ui

<appec YU> Buga "https://xxx.yyy/zzz/<folder>"; folder ob63snaqaer GUID nanku
YU nav nyTb nankm B Mepapxum namnok, npu STOM pasfeanTeseM UMEeH
nanok B nyTu sinsietcs cumson '|'

Mpumep 1. MNonyunTts nHpopMaLMio O HACTPOiKax NapamMeTpPoB YHETHbIX 3anuceli nonb3osaTteneit Ha YL

cryptcp -listdn -cpca20 https://testca2012.cryptopro.ru/ui/1e09b6ed-01c3-481la-bdc4-a9ea00996dasd

2.7.4 Perunctpayus nonb3oBatens Ha YL

PeFI/ICTpaLI.I/IFI noNb30BaTENA Ha yLl OCyLLECTBNAETCA C NOMOLWbIO KOMaHAbI:

-createuser [-cpca <azmpec YII>|-cpca20 <agpec VI>] [-field <ID moms>]n pas
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-cpca

<apgpec YU>

-cpca20

<apgpec YU>

-field

<ID nons>

ykazaTb agpec Beb-uHtepcpeiica Kpuntollpo VL, wunave 3710 appec
"CP CSP Test CA": https://cryptopro.ru/ui

Buga "http://xxx.yyy/zzz" nan "https://xxx.yyy/zzz"

ykazaTb agpec Beb-uHtepdpelica Kpuntollpo VL, wunave 3710 appec
"CP CSP Test CA": https://cryptopro.ru/ui

Buaa "https://xxx.yyy/zzz/<folder>"; folder obsxavaer GUID nankn
YU nav nyTb nankm B Mepapxum namnok, npu STOM pasfeanTeseM UMEeH
nanok B nyTun siensietcs cumson '|'

nobasuts none 8 DN perncrpupyemoro nosnb3osatens

naeHtupukatop nons  DN; cnmcok  maeHTUMKATOPOB  MOXHO
NOCMOTPETb KOMaHAol cryptcp -listdn (cm. pasg. 2.7.3)

YCMELHOM  BbIMOJIHEHMM KOMaHAa BO3BpallaeT MapKep BpPeMeHHOro AocCTyna

@ Mpumeyanne. [lpn
ayTenTudpmkaumu Ha YL Kpuntollpo u naponb kK Mapkepy BpemMeHHOro Aoctyna.

ans

Mpumep 1. 3apeructprposaTs nonb3oBaTens ¢ ykazaHubiM RDN Ha VL

cryptcp -createuser -field "CN=Test" -field "O=CRYPTO-PRO" -cpca20 https://testca2012.cryptopro.ru/
ui/1e09b6ed-01c3-481a-bdc4-a9ea00996dad

2.7.5 [poBepka peructpaunm nonb3osatensi Ha YL

rlpOBe[.‘)VlTbv 3aperncTpmpoBaH N Nosib30BaTE/Ib Ha yLl, MO>XXHO C NOMOLLBKO KOMaHAbI:

-checkreg -token <ID mMapkepa> -tpassword <mapoius>

-token

<ID mapkepa>
-tpassword
<naponb>

-cpca

<apgpec YU >

-cpca20

<aapec YU >

[-cpca <ampec VI>|-cpca20 <azmpec VII>]

3afaTb MapKep BPEMEHHOrO JOCTYNa ANs NPOBEPKU CTaTyca
norvH y4detHoii 3anucy Ha Kpuntollpo VU,

3afaTb Naposib K MapKepy BPEMEHHOrO JOCTyna

naposb

ykazaTb agpec Beb-uHtepdperica Kpuntollpo VL, unaye 310 agpec
"CP CSP Test CA": https://cryptopro.ru/ui

Buga "http://xxx.yyy/zzz"nnu "https://xxx.yyy/zzz"

ykazaTb agpec Beb-uHtepdpeiica Kpuntollpo VL, unaye 310 agpec
"CP CSP Test CA": https://cryptopro.ru/ui

Buga "https://xxx.yyy/zzz/"

Mpumep 1. lNMpoeepuTs peructpauunto nonbsosatens testuser Ha YL Kpuntollpo 2.0:

cryptcp -checkreg -token testuser -tpassword 1352443260 -cpca20 https://testca2012.cryptopro.ru/ui
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2.7.6 lMpocmoTp cnucka wabnoHoB cepTudmrkKaToB, AOCTYNHbLIX Noab3oBaTento YL
-listtmpl -cpca20 <azpec VII>
[-token <ID mapkepa> -tpassword <mapoisb>|-clientcert <KIIC1>]
-cpca20 ykazaTb agpec Beb-untepdeiica Kpuntollpo VLI
<appec YLI> Buga "https://xxx.yyy/zzz/"
-token uncnonb30BaThL Mapkep BPEMEHHOrO JOCTYyNa AJ/ist ayTeHTudbukauum
<ID mapkepa> noruH ydetHoli 3anucu Ha Kpuntollpo YL
-tpassword 3agaTb Naposib K Mapkepy BPEMEHHOro AOCTyna
<naponb> naposb
-clientcert wncnonb3oBaTh cepTudmkat ans ayteHtudpmkauuu Ha Kpuntollpo YL

<KMC1> KMNC nonb3osatens (ucnonbsyercs xpanunuwe Jlnunoe (My),
no YMONHaHNIO TEKYLUEro nOﬂb3OBaTeﬂﬂ)

Mpumep 1. MonyunTe cnucok wabnoHos, gocTynHbix nonb3osatento YL, asropusosatses Ha VL no ceptudumkaty ¢
CN=Test u3 xparunnwa Jlnunoe (My) Tekywiero nonbsosaTens:

cryptcp -listtmpl -cpca20 https://testca2012.cryptopro.ru/ui/ -clientcert -dn "CN=Test"

2.7.7 Co3paHue 3anpoca, nosy4yeHne n yctaHoska ceptudmkarta

CozgaTb 3anpoc Ha cepTuMKaT, OTMPaBUTL €ro B LEHTP CepTUPUKALUW, MONYYUTb BbIMMCAHHBIA cepTudurkaT w
YCTaHOBUTbL €r0 MOXHO C MOMOLLK KOMaHAbI:

-createcert -rdn <RDN> [-provtype <N>] [-provname <CSP>] [-cont <mms>]
[-nokeygen|-exprt] [-keysize <n>] [-ex|-sgl|-both] [-kul-km] [-hashalg <0ID>]
[-certusage <0ID>] [-ca <ampec VI[>|-cpca <azpec VII>|-cpca20 <agpec VI>] [-smime]
[-requestlic] [-token <ID maprepa> -tpassword <mapoas>|-clientcert <KIIC1>]

[-tmpl <wabmor>] [-dm[<masBamme>]|dul[<mazBarmume>]] [-nocsp] [-silent]
[-pin <nmapons>|-askpin] [-fileid <uma daiima>] [-ext <pacmmperwe>]n pas
[-enable-install-root] [-file <umsa>]

-rdn <RDN> crucok umen noneii RDN (nanpumep: CN, O, E, L) u ux 3HaveHwuii:
<WNmsaNonsl>=<3na4eHnelonsl>[,<NmsaMons2>=<3naqeHnellons2>...]

-provtype <N> Tun kpuntonposaiigepa (no ymonuanuio 80)
-provhname <CSP> uwms kpuntonposaiigepa
-cont <MMs>  3ajaTb UMSs KKOYEBOro KoHTeliHepa (Mo ymondaHuio Bbibop n3 cnmcka)

-nokeygen 1CMonb30BaTh CYLLECTBYIOLME KIIOHM U3 YKA3aHHOrO KoHTeliHepa -cont (ecnu
KOHTElHep He yka3aH, Bbibop u3 cnucka)

-exprt MOMETUTL KJIKOYN KaK SKCMOPTUPYEMbIE
-keysize <n> ykasatb gauHy katoda (n)

-ex C€034aTb/NCroNb30BaTh K4 A obMeHa 3almpoBaHHBIMU  AaHHBIMU;
He pekomeHayeTcs ans ceptucpmkato TLS ¢ nasHayvenmem 1.3.6.1.5.5.7.3.1
(cepeep) unn 1.3.6.1.5.5.7.3.2 (knueHT)
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-sg
-both
-ku

-km
-hashalg
<OID>

-certusage <OID>

-Ca

<apgpec YU>
-cpca
<agpec YU>
-cpca20
<appec YU >
-smime

-requestlic

-token

<ID mapkepa>
-tpassword
<naponb>
-clientcert

<Knci>

-tmpl
<wabnox>
-dm

-du
<Ha3BaHue>
-nocsp

-silent

€034aTb/NCNoNb30BaTL KIKOY A4S NOANUCH

CO34aTh/UCNONBL30BaTL K04 AJisi OOMEHa C BO3MOXHOCTbIO MOAMNMCH

cosgatb/ncnonb3oBath KoHTeliHep nosnb3sosatens (CURRENT _USER)
co3fatb/ncnonb3oBath KoHTeliHep komnbtoTepa (LOCAL  MACHINE)
3afaTb aJropuTM X3LWMPOBAHUS

OID anroputMma x3LWwnpoBaHus:

1.2.643.2.2.9 gns TOCT P 34.11-94
1.2.643.7.1.1.2.2 ana TOCT P 34.11-2012 256 bit
1.2.643.7.1.1.2.3 ana FOCT P 34.11-2012 512 bit
(OID)

3ajaTb Ha3HayeHus cepTudukaTa (Hanpumep,

"1.3.6.1.5.5.7.3.4,1.3.6.1.5.5.7.3.2")

Yyepes 3anaTyto

ykasaTb agpec YU Microsoft, "CP CSP Test CA"™

http://www.cryptopro.ru/certsrv/

NMHa4e 3TO ajpec

Buga "http://xxx.yyy/zzz" wan "\\cepsep\umsYU\" (cm. pazg. 1)
yKasaTb agpec Beb-nntepderica Kpuntollpo YL

Buga "http://xxx.yyy/zzz" nan "https://xxx.yyy/zzz"

ykasaTb agpec Beb-nHtepdpeiica Kpnuntollpo V0

Buga "https:/ /xxx.yyy/zzz/"

Bko4NTL BosmoxHocTn S/MIME (tonbko Windows)

3anpocuTb cepTudmukaT co BCTpoeHHoin swnueHsmein Ha Kpuntollpo CSP;
VU, nonxeH BbITb HACTPOEH Ha Bbigady Takux CepTUMKATOB

NCNoJIb30BaTb MapKep BPEMEHHOIO AOCTYNa AAsi ayTeHTudrKauum
JIorvH y4yeTHoii 3anucy Ha Kpuntollpo VL,

3afaTb Naposib K Mapkepy BPEMEHHOTO AOCTYyna

naposib

ncnosb3oBaTh ceptucdukat ans aytentudmkayuu Ha Kpuntollpo VL

KMNC nonbzosatens (ncnonbsyercs xpanunuwe JndHoe (My), no ymonyanuio
TEKYLLEro nosb30BaTens)

3afaTh WabnoH 3anpawmsaemMoro ceptudrkaTa

HassaHue uan OID wabnoHa (Tonbko ans YU, Kpuntollpo sepcun 2.0)
ycTaHoBuTb B xpaHunuiye komnbtotepa (LOCAL  MACHINE)
ycTaHoBuTb B xpaHunue nonssosatens (CURRENT _USER)

Ha3BaHME KOHEYHOrO XpaHWINWa Ans yctaHosku (no ymondanuto "My")
He yCTaHaBANBaTb CEPTUPUKAT B KOHTElHEP

He BbIBOAUTb rpa(bw-leCKme OKHa Ha 3KpaH npwn BbINOJTHEHNN KOMaHAbI
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-pin <naponb> naposnb katodeBoro KouTeiHepa (Ha Windows 2000/XP/2003 Tosnbko
¢ napametpom -nokeygen)

-askpin  3anpocutb naponb kntoueBoro koHTelitepa u3 koHconun (tonbko UNIX)

-fileid ykasatb ums dpalina gns 3anucu upeHTudmkaTopa 3anpoca B Ciydae
"otnoxeHHol Boigadn" ceptudbrkarta (cm. pasg. 2.7.8);

<ums cpaiina> ecan -fileid He ykasaH, To ngeHTudukatop Oyaer BbIBEAEH HA dKpaH
-ext [g0baBWUTL paclmpeHne K 3anpocy
<pacwmupeHne> ums daiina ¢ 3akoanposaHHsiM pacwmpernem (BASE64 unn DER)

-enable-install-root He 3anpawunBaTe paspeweHne Ha YCTAHOBKY KOPHEBOro cepTudmkaTa
B xpaHunuwe "osepentbie kopHesble LeHTpbl" (Tonbko Ha UNIX ¢ -dm)

-file <umsa> coxpanutb oteet VL B dhaiin (.cer/.p7b)

Mpumeyanue. Ecnu onuus -provname He ykasaHa, To BygeT ncnosib30BaH NpoBaigep No YMOSHYAHNIO YKa3aHHOMO
Tuna (-provtype). Ecim He ykasaHsl onuuu -nokeygen v -cont, To ums KOHTeliHepa CreHepupyeT KpUNTONPOBaiAEP.
Ons onepayumonHbix cuctem cemeiictea UNIX B kavectBe napamertpa onuuu -cont HeobxoauMo ykasbiBaThb

NMsi KoHTeliHepa BMecTe co cunTbiBaTenem B copmate "\\.\ums_cuntbiBaTens\ums KoHTeiinepa" (Hanpumep,
"\\.\HDIMAGE\cont__name").

Mpumep 1. Buinyctute ceptucpukat no wabnony lMonssosatens ¢ "E=ivanov@bank.ru,CN=Wsanoe MNetp" Ha YL
Kpuntollpo 2.0 (aBTOpM30BaTLCS MO TOKEHY BPEMEHHOTO LOCTYNA), CreHEpUPOBaTh KOHTENHEP C MMEHEM CONt Ha yKasaHHOM
HocuTene, ncnonbsys kpuntonposaiigep "Crypto-Pro GOST R 34.10-2012 Strong Cryptographic Service Provider":

cryptcp -createcert -rdn "E=ivanov@bank.ru,CN=lMBaros" -provtype 81 -provname "Crypto-Pro GOST R
34.10-2012 Strong Cryptographic Service Provider" -cont -cpca20 https://testca2012.cryptopro.ru/ui
-token testuser -tpassword 1352443260 -tmpl User

2.7.8 [lpoBepka Bbinycka cepTucukaTa, nonydeHme m yctaHoBka ceptudpmkaTta
MpoBepuTh, He BbiNyLLEH N1 CepTUCUKAT, 3aMPOC Ha KOTOPLI Dbl OTNPaB/EH paHee, NOAYHUTL BbINMUCAHHbIA CepTUdUKAT

N YCTAHOBUTb €ro MOXXHO C NOMOLLBbIO KOMaHAbI:

-pendcert [-provtype <N>] [-provname <CSP>] [-cont <uma>] [-ku|-km]

[-ca <agmpec VI>|-cpca <agmpec VII>|-cpca20 <agpec VII>] [-pin <mapoms>|-askpin]
[-dm[<zazBanue>] |dul<masBamme>]] [-fileid <umsa daitna>|-requestid <ID zsampoca>]
[-token <ID mMaprepa> -tpassword <mapoms>|-clientcert <KIIC1>] [-nocsp]

[-enable-install-root]
-provtype <N> Tun kpuntonpogaiigepa (no ymondyanuto 80)
-provname <CSP> wumsa kpuntonpogaiigepa
-cont <mmAa> 33paTb NMS KIKOYEBOro KOHTeliHepa (no yMON4aHuto Bbibop 13 CI'IVICKa)
-ku uncnonb3osate KoHTeliHep nonbsosatens (CURRENT _USER)

-km  ucnonb3osaTs koHTelinep komnblotepa (LOCAL  MACHINE)

-ca ykazsaTb agpec YL Microsoft, nHave ato agpec "CP CSP Test CA":
http://www.cryptopro.ru/certsrv/
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<appec YU> Buga "http://xxx.yyy/zzz" naun "\\cepsep\umaVL\" (cm. pazg. 1)
-cpca ykasaTb agpec Beb-untepdeiica Kpuntollpo VU
<appec YU> Buga "http://xxx.yyy/zzz"nnu "https://xxx.yyy/zzz"
-cpca20 ykasaTb agpec Beb-uHtepdeiica Kpuntollpo VL
<appec YL> Buga "https://xxx.yyy/zzz/" (Ha Windows 2000/XP/2003 Tonbko
¢ napameTpom -nokeygen)
-askpin  3anpocutb naponb kntoueBoro koHTeliHepa u3 koHconu (Tonbko UNIX)
-dm  ycranosuTb B xpaHunuwie komnbtotepa (LOCAL  MACHINE)
-du ycraHoBnTb B xpaHunuwe nons3sosatenss (CURRENT USER)
<Ha3BaHME> Ha3BaHWE KOHEYHOrO XPaHWINLLA A/t YCTAHOBKM (N0 yMON4aHMIO My)
-fileid ykazaTb nmsa daiina, cogepxaliero naeHTudMKaTOp 3anpoca

<umsa caiina>
-requestid

<ID 3anpoca>
-token

<ID mapkepa>

numsi cpaiina

yKasaTb ugeHTudukaTop 3anpoca Ha ceptudumkaTr
ngeHTudmKaTop 3anpoca

MCMOJIb30BaTh MapKep BPEMEHHOIO AOCTYNa st ayTeHTudurKauum

norux yyetHoii 3anucn Ha YL Kpuntollpo

-tpassword 3agaTb Maposib K MapKepy BPEMEHHOro AocTyna
<naponb> napoJib
-clientcert ucnonbsoBaTb ceptudukat ans ayrentudbukauun Ha YL, Kpuntollpo
<KMNC1> KINC nonb3osatens (ucnonbsyercs xpaHuauwe Jlnanoe (My),
MO YMOJHaHUIO TEKYLLErO NOJb30BaTeNs )
-NOCSp He yCTaHaBNMBaTb CepTUUKAT B KOHTelHep xpaHunuie "JlosepeHHble

kopHeBble LeHTpbl" (Tonbko Ha UNIX ¢ -dm)

Mpumeyanue. Ecnn ykasana onuyms -noCSP, 1o onunm -provname, -provtype, -cont, -km, -ku urHopupytorcs.
Ecim onuus -provhname He ykasaHa, To ByAeT MCnosib30BaH MpoOBaiiAep MO YyMOMYaHWIO yKasaHHoro Tuna (-
provtype). [1ns onepauuonHbix cuctem cemeiictea UNIX B kayecTse napameTtpa onuuu -cont HeobxoAMMO yKasbiBaThb
UMsi KoHTeliHepa BMecTe co cunToiBatenem B copmate "\\.\ums cuutbiBatens\ums koutelinepa" (Hanpumep,
"\\.\HDIMAGE\cont_name").

Ef

Mpumep 1. lMpoeeputs BbiNyck ceptuchmkata ¢ "E=ivanov@bank.ru,CN=Vganos [leTp3anpoc Ha koTopblli Gbin
otnpasneH patee Ha YL Kpuntollpo 2.0 (aBTopn30BaThCS NO TOKEHY BPEMEHHOrO AOCTYNa), YCTaHOBUTb CepTUdUKaT B
KOHTeliHep ¢ nMeHeM cont, a Takxe B xpaHuiuwe Jlndnoe (My) Tekywero nonb3osatens, ncnons3sys kpuntonposaiigep "Crypto-
Pro GOST R 34.10-2012 Cryptographic Service Provider":

cryptcp -pendcert -rdn "E=ivanov@bank.ru,CN=lBamoB" -cont -cpca20 https://testca2012.cryptopro.ru/ui
-token testuser -tpassword 1352443260 -requestid 853e4fd4-be81-e711-80d5-00155d454d12
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2.8 Bsog cepuiiHoro Homepa nuuen3um (Tonsko anst Windows)

[nst BBOAQ UM OTOOParKeHNsi CepUHOro HOMEpa JIMLEH3NM UCMOb3YETCsl KOMaHAA:
-sn [<cepuitrrii HOMep>]

CepuiiHbIi HOMEpP  CepuiiHbIi HOMEp, KOTOpbIli HEeobxoanmo BBecTM (MOXHO
yKa3blBaTb KaK C pasgennTensimu, Tak n 6es Hux)

Mpumeyanue. [Ins Toro 4TobLI NOCMOTPETH BBEAEHHbLIN paHee CEPUiiHbI HOMEP, AOCTaTOYHO YKa3aTb KOMaHAY -sn
6e3 napametpa. B onepauuonHbix cucremax cemeiictea UNIX komanga He ncnonbsyercs.

Mpumep 1. Beectun ykazaHHbIll CepuiiHbIi HOMEP JMLEH3NN HA KOMMbIOTEPE:

cryptcp -sn XXXXX-XXXXX-XXXXX-XXXXX-XXXXX

2.9 VYcoBeplLuieHCTBOBaHHAsi 3/1IeEKTPOHHAs NOANUCH

MpunoxeHne KOMaHAHOW CTPOKM NOAAEPKMBAET BO3MOXHOCTL CO3AAHUS  YNYYLIEHHOW 3SMEKTPOHHON nognucw,
cooteetctaytoweii ctangapty CAdES (cm. RFC 5126). Wcnonbsosanue copmaTta yCOBEPLUEHCTBOBAHHOW MOAMUCK WMMEET
3HaYMTeNbHbIE NpenMyLlecTBa, obecneynBas:

® [10Ka3aTe/IbCTBO MOMEHTA MOAMUCU LOKYMEHTa N LEACTBUTENLHOCTU cepTudprKkaTa Koda NOAMMCH HA 3TOT MOMEHT;
® OTCYTCTBUE HEODXOAMMOCTN CETEBbLIX ODpaLLeHUii Npu NMPOBEPKE MOAMUCH;

® JAPXMBHOE XPaHEHWNE SNIEKTPOHHbIX JOKYMEHTOB;
® MpOCTOTY BCTPauMBaHUS.

[ns pokasaTenbCTBa MOMEHTA MOAMWACK  WCMOJb3YIOTCS LUTAMMbl  BPEMEHM, COOTBETCTBYIOLME MEXAYHAaPOAHOM
pekomeHgaunu «Internet X.509 Public Key Infrastructure Time-Stamp Protocol (TSP)» (cm. RFC 3161).

[JokazaTensctea feACTBUTENLHOCTU cepTudpmMkaTa B MOMEHT MOAMUCKH ODECNEeYnBalOTCS BIOKEHUEM B PEKBU3UTHI
JOKYMeHTa uenoykn ceptucpukatos fo goseperHoro YL n OCSP-oteetoB. Ha 3Tn gokasaTtenbcTsa Takxke Noay4aeTcs wramn
BPEMEHU, NOATBEPXKAAOLWNIA UX LEENOCTHOCTb B MOMEHT NMPOBEPKU.

Mpy Takux ycnoBuMsix NOSIBNSIETCS BOSMOXXHOCTb NPOBEPUTH NOANUCH B PEXMME OTCYTCTBUSI CETEBLIX COEAUHEHNIA, AOCTYNA
k cnyxxbam OCSP un cnyxbam wrtamnos BpemeHn. Takxe BCA fonoaHuTeNbHas nHdOpMaLns XpaHUTCa B pekBu3nTax paiina
NOANUCK, YTO TpebyeTcs ANt apXUBHOTO XPAHEHUS SIEKTPOHHBIX JOKYMEHTOB.

[ns ucnonb3osaHus copmaTa yCOBEPLUEHCTBOBAHHOM MOAMMCH Peann30BaHa BO3MOXXHOCTb MPUMEHEHNST CReLNanbHbIX
napameTpoB Mnpu co3gaHuu, AobaBNEHNN N NPOBEPKE SEKTPOHHbBIX MOAMMUCEN.

Cnepytowiue aTpubyTbl MOXKHO UCMO/IL30BaThL Npu paboTe ¢ nognucsMu:

-xlongtypel wncnonb3syerca dopmat nognucu CAJES-X Long Type 1

-cadest ucnonb3syercs cpopmaT nognucn CAAES-T

-cadesbes ucnonbsyercst chopmaT noanucn CAJES-BES

-cadesTSA  ykasbiBaetcs cnyxba wramnos Bpemenu ans nognucu CAJES-X Long Type 1, CAdES-T

-nocades NCKNHKOYAETCA NCNONb30BaHNE BJIOXKEHHBIX B NOANNCH AOKA3aTENLCTB
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MO Kpuntollpo TSP Client n Kpuntollpo OCSP Client ¢ geiicTBytoWMMIN ANLEH3NSIMU, KOTOPbIE BBOASTCA Yepe3

@ Mpumeyanue. [ns paboTbl C ycOBEPLUEHCTBOBAHHOM NOANNCHIO HEODXOAMMO HaNMYME HA KOMMLIOTEPE NOJb30BaTESNSA
ocHacTky Ynpagenenue nuuensusimu Kpuntollpo PKI.

Mpumep 1. Cozgatb noanucek dpopmata CAdES-X Long Type 1 ans chaiina «test.txt», ncnonbsys 3akpbiTblil KAKOY,
CBSA3aHHbI ¢ cepTudpukatom xpanunuwa «Jlndnsley» («My») Tekywero nonb3osatens, cogepxawyum B none «CybbekT»
(«Subject») noactpoky «lWBanos MeTp», ¢ npoBepkoli LENoOYKM HalAeHHbIX CEPTUNKATOB, MCMONL3Yst CAyXDy LUTaMmnos
BpemeHu http://tsp.test/tsp root/tsp.srf, u coxpanutb pesynbtat B dhaiin «test.txt.logn sgn»:

cryptcp -sign -dn "CN=MBamoB IleTp" -cadesTSA http://tsp.test/tsp_root/tsp.srf -xlongtypel
C:\data\test.txt C:\data\test.txt.logn_sgn
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3 Bo3Bpauiaemblie 3Ha4YeHUS

B cnyyae ycnewHoro BbinonHeHns komanabl cryptcp sosspauaet 0 (0x00000000). Henynesoe Bo3Bpaluaemoe 3HaueHne
obo3HavaeT Hanm4yue owmnbku. MNepedeHb BO3BpaLLaeMbix OLWMOOK C COOTBETCTBYIOWMUMI KOZAMW MpeacTaBsieH B Tabn. 2.

Tabanua 2. Kogbl owunbok cryptcp

Kog, Kop, Onucanne owmnbkn

owmnbkm owmnbkm

(DEC) (HEX)

536871012 20000064 Mano namsaTn

536871013 20000065 He ypanoce oTkpbiTh haiin

536871014 20000066 Onepaumnsi oTMeHeHa nosnb3oBaTeNem

536871015 20000067 HekoppekTHoe npeobpasosaHne BASE6G4

536871016 20000068 Ecnun ykazan napametp '-help', To apyrux 66iTs He AOMKHO
536871017 20000069 @aiin canwkom 6obLLIONA

536871024 20000070 Mpowusowna BHYTpeHHNAs owmbKa

536871112 200000C8 VKasaH auwHuii cpaiin

536871113 200000C9 VKazaH HeN3BECTHbI Kitou

536871114 200000CA VKa3aHa AULLHAA KOMaHAa

536871115 200000CB [ns kntoya He ykasaH napamerp

536871116 200000CC He ykasaHna komaHga

536871117 200000CD He yka3saH HeobxoauMblii Kitou

536871118 200000CE VKa3aH HeBepHbIii KoY

536871119 200000CF Mapametpom kitova '-q' gosmkHO BbITh HaTypanbHOE HMCAO
536871120 200000D0 He ykasan BxogHoii chaiin

536871121 200000D1 He ykasan BbixogHoii chaiin

536871122 200000D2 KomaHga He ncnonbayet napameTp C umMeHem dpaiina
536871123 200000D3 He ykazan cpaiin coobuieHus

536871212 2000012C He ynanoce oTkpbITh XpaHunuue ceptuukaTos

536871213 2000012D CepTtudukatbl He HaligeHbl

536871214 2000012E HaligeHo bonee ogHoro ceptudpnkata (ko '-1')

536871215 2000012F KomaHaa nogpasymeBaeT UCNo/b30BaHME TONLKO OAHOro cepTudmkata
536871216 20000130 HesepHo ykazaH Homep

536871217 20000131 Het ucnonssyembix ceptndunkaTtos
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536871218 20000132 JaHHbill cepTnpukaT He MOXET NPUMEHATHLCA A5 3TOW onepauum
536871219 20000133 Lenouka cepTndunkaToB He npoBepeHa

536871220 20000134 KpunTtonpoBsaiigep, NoAAep>XNBAKOLLNIA HEOBXOAMMbIVE aNrOPUTM, He HaliaeH
536871221 20000135 Owunbka npn BBOAE Napossi Ha KOHTEAHEP

536871222 20000136 He ynanock nonyunTb 3akpbiTblii KoY cepTudukaTta

536871312 20000190 He ykazana macka daiinos

536871313 20000191 VKazaHbl HECKOSIbKO MacoK chaiifnos

536871314 20000192 Paiinbl He HallgeHbl

536871315 20000193 3apaHa HeBepHas Macka

536871316 20000194 HesepHbiii xaww

536871412 200001F4 Kntou '-start' ykasaH, a BbixogHol caiin Her

536871413 200001F5 Copepxumoe cpaiina - He NoANMcaHHoe cooblyeHmne

536871414 200001F6 HeusBecTHbili anroputm nognucu

536871415 200001F7 CepTudukaTt aBTOpa NOLNUCK He HaligeH

536871416 200001F8 MNoanuck He HaligeHa

536871417 200001F9 Mognuck He BepHa

536871418 200001FA LLlItamn BpemeHn He BepeH

536871512 20000258 Copepxumoe chaiina — He 3awundpoBaHHoe coobuieHune
536871513 20000259 HeunsgecTHblii anroputm wndposaHus

536871514 2000025A He Haiifen cepTudbmkaT ¢ COOTBETCTBYIOLMM CEKPETHLIM KJHOHOM
536871612 200002BC He ynanocs nuuymanusuposats COM

536871613 200002BD KoHTeiiHepb! He HaligeHbl

536871614 200002BE He ypanoce nony4nTe oTBeT OT cepBepa

536871615 200002BF CepTudpukat He HalifieH B OTBETe CepBepa

536871616 200002C0 Daiin He cogepxuT ugeHTUMKaTop 3anpoca

536871617 200002C1 HekoppekThbiii agpec L|C

536871618 200002C2 Mony4yeH Hesephbiii Cookie

536871619 200002C3 LUC oTknoxun 3anpoc

536871620 200002C4 Owmbka npn nunuymanmnsaumn CURL

536871712 20000320 CepuiiHblii HOMEP COLEPXKMUT HELOMYCTUMOE KOJIMYECTBO CUMBOJIOB
536871713 20000321 HegepHblii kog nposykTa
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536871714
536871715
536871716

536871717

20000322
20000323
20000324

20000325

He ypanock nposeputh cepuiiHblii HOMep
He ynanocb coxpaHutb cepuiiHbili Homep
He yananock 3arpy3nTb cepuiiHblii HomMep

JlnueHsmnsa npocpoyeHa

@ Mpumeyanue. Kpome KopoB, NpuBeAeHHbIX B Tabinue, NpuioXKeHne MOXET BO3BpalwaTb Kog Ntoboli cnctemHol

ownbkn Windows.
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