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© 000 «KPUNTO-MNPO>», 2000-2021. Bce npaBsa 3awuiueHbi.

ABTOpCKUe MpaBa Ha CpeacTBo KpunTorpadudeckoii 3awmuTel uHdopmauumn Kpuntollpo CSP n akcnayaTtaumoHHyto
AOKYMEHTALMIO K HEMY 3aperncTprnpoBaHbl B Poccuiickom areHTCTBe No naTeHTam 1 ToBapHbIM 3Hakam (PocnateHT).

JokyMeHT BXoguMT B KOMMAEKT noctaeku nporpammuoro obecnederus CK3W Kpuntollpo CSP Bepcun 5.0 R2 KC1,
Ha Hero pacnpoCTPaHSIOTCS BCE YCNOBUS JINLEH3NOHHOIO cornatueHns. bes cneymansHOro NMCbMEHHOro paspeLueHuns
000 «KPUMNTO-MPO>» foKyMEHT nan ero 4acTb B 3EKTPOHHOM WK NEYAaTHOM BUAE HE MOTYT OblTb CKONMMPOBaHbI
U MepefaHbl TPETBUM JINLAM C KOMMEPHECKON LEeNbHo.
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AHHOTaUMNSA

HacTosiee pykoBoAcTBO coaepXuT obliee onmcaHme CpeAcTBa KpunTorpaduyeckoll 3awutsl MHopMauuu
«Kpuntollpo CSP» Bepcus 5.0 R2 KC1 wucnonveHne 1-Base u pekomeHgaumm no wucnonssosavuto CK3U B
BUPTYaNibHbIX Cpeaax.

NHcTpykummn agMmuHmucTpaTopam 6e30MacHOCTM U NOJIb30BATENAM Pa3finyHbIX aBTOMaTU3MPOBAHHLIX CUCTEM,
ncnonsaytowmx CK3WN «Kpuntollpo CSP» sepcusa 5.0 R2 KC1 ncnonnexune 1-Base B BupTyanbHbix cpefax, AOSKHbI
paspabaTbiBaTbCA C y4eTOM TpeboBaHWii HACTOALLErO JOKYMEHTA.
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Pernctpauus

PernamenT

CBT
CepTtudpmkar

CepTtudpmkauus

CK3M
COoC
cC

Co
LIC
LIP
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Cnuncok onpeaeneHnii n cokpalleHunii

Cnucok otosBaHHbix ceptucpukatos (Certificate Revocation List)
ABTOoMaTu3MpoBaHHoe paboyee mecTo

ABTOMaTU3MpOBaHHAs CMCTEMA

Mbknli MarHNTHBIA ANCK

Hatunk cnyyaiinbix Yncen

Mectkuii marHuThblii guck (Hard Disk Drive)
HecaHkumoHmposaHHbIA gocTyn

OnepauuoHHasi cuctema

MporpaMmHo-annapaTHbIA KOMMIEKC

Mporpammuoe obecneyeHmne

lMpuceoeHne onpepeneHHbix aTpubyToB (agpeca, HOMepa KJito4a, MpaB WCMONb30OBAHUS U T.M.)
aboHeHTy

COBOKYMHOCTb MHCTPYKUMWIA 1 APYroii pernaMeHTUpyroLWein [oKyMeHTauun, obecnedunsatouleli
byHKLNOHMPOBaHNE aBTOMATU3NPOBAHHON CUCTEMbI BO BCEX PEeXMMaXx

CpeACTBa BbIYUCNTENBHOU TEXHUKN

DNEKTPOHHbIN [OKYMEHT, MOATBEPXKAAIOWNIA MPUHAANENKHOCTE OTKPBLITOrO KJtOYa WM KItoYa
MPOBEPKIN 3NEKTPOHHO MOAMNUCA N OMpPefesieHHbIX aTPUOYTOB KOHKPETHOMY abOHEHTY

Mpouecc wn3roToeneHnst cepTudMkKaTa OTKPLITOTO KJOYa WAW KJO4Ya MPOBEPKU 3JIEKTPOHHONA
nognucy aboHeHTa B LEHTPe cepTudukaumnn

CpeacTBo KpunTorpacbnyeckoi 3awmnTbl MHopMaLny
Cnncok otosBaHHbix cepTudpukatos (Certificate Revocation List)

CnpaBo4HMK CepTUCUKATOB OTKPbLITLIX K/tOYEH 1 KAOYell MPOBEPKU SNEKTPOHHOW MOAMMUCK.
CeTeBoii CnpaBoOYHNK

Cpepa yHKLMOHNpPOBaHMS

Llentp Ceptudpmkauum (Yaocrosepsitowmii LleHtp)
LlenTp Peructpauyun

DNEKTPOHHbIA AOKYMEHT

BHEKTPOHHaﬂ noanncb
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1 OcHoBHble TexHun4deckue AdHHbIEe N XapaKTepUuCtumukmn

CK3U

CK3W «Kpuntollpo CSP» Bepcusa 5.0 R2 KC1 ucnonHenmne 1-Base ncnonbsyetcs B BUPTYyasbHbIX Cpedax:

Microsoft Hyper-V Server 2008/2008R2/2012/2012R2/2016 (x64)
Microsoft Hyper-V 8/8.1/10 (x64)

Citrix XenServer 7 (x64)

VMWare WorkStation 11/12/14/15 (x86, x64)

VMWare WorkStation Player 12/14/15 (x86, x64)

VMWare vSphere ESXi/Hypervisor 5.5/6.0/6.5/6.7 (x64)

Oracle VirtualBox 5.2 (x86, x64)

RHEV 4 (x64)

ROSA Virtualization (x64)

Anbt Cepeep Buptyanusaunn 9 (x64, ARM64)

B kauecTBe rocteBbix BUPTYasbHbIX CPed AOMYCKAETCs UCMOb30BaTh NMPOrpamMMHO-annapaTHble naatdopmel,
nepeuncnennsle B n. 3.2 XKTAK.00101-02 30 01. Popmynsip.
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2 TpeboBaHus no 3awmte ot HC/],

2.1 Oprannsayus pabot no 3awmnte ot HC/

Heobxogmmo Hanuume Kak MUHUMYM ABYX PYHKLMOHABHBLIX POJIEil BUPTYyanbHOW UHAPaCTPYKTYpbI:

1) AgMUHNCTpaTOp BMPTYasbHbIX MAaLUMH, OCYLUECTBASIOWMA YNPABIEHNE KOMMOHEHTAMN BUPTYasibHOM
MHPPACTPYKTYpPbI: BUPTYaNbHBIMU MALLUNHAMUW, CEPBEPHLIMU KOMMOHEHTAaMU, CUCTEMOI XPaHEHUS HaHHBIX.

2) AamunuctpaTop 6€30MacHOCTU, OCYLLECTBASIOWMA aAMUHIUCTPUPOBAHNE BUPTYasIbHBIX MaLLUH.

Mpumevanue. BuptyansHas uHdpacTpykTypa (nHgpacTpykTypa BupTyanmsauum, BUpTyanbHasi cpepa) —
B 3aBUCMMOCTM OT KOHTEKCTa, mbO MHOXECTBO MpOrpaMMHO-annapaTHbIX CPeAcTs, obecnedmsaromx
pasBEpTbIBaHNE BUPTYadbHbIX MawnH, AMbo camu 3TW BUPTYyasibHbIE MaLLUHBLI 1 CUCTEMA UX CBSA3EN MeXAy
coboii.

2.2 VYcTanoska 1O

Nuctannaums CK3W Ha paboumx mectax foSiKHA NPOM3BOANTLCA TONBKO C AUCTPUBYTUBA, MOJYYEHHOrO Mo
noBepeHHoMy KaHany (pasgen 2 XXTAM.00101-02 95 01. Mpasuna nonb3oBaHus).

K ycTaHOBKe ODLLECMCTEMHOIO U CMeunansLHOro nporpaMMHoro obecneverusi, a takxe CK3U, gonyckatorcs
NUa, NpoLIeALNe COOTBETCTBYIOLLYIO MOATOTOBKY U M3Y4MBLUME AOKYMeHTauuo Ha cooTeeTcTytowee MO n CK3W.

Tpebosanus k ycraHoBke nporpammHoro obecrnedennsi 1 CK3M B rocteBoii M XOCTOBOIA OMepauMoOHHbBIX
cucremax:

e Ha TexHuueckux cpeactsax, npefHasHaveHHbIX ANns paboTbl CO CpeACTBaMU BUPTYanM3aumm n B CO34aHHON
3TUMU CPEACTBaMU BUPTYasIbHOW Cpefe CleAyeT UCMOb30BaTh TOJBbKO JIMLEH3NOHHOE NPOrpamMMHoe obecneyeHue.

e [lpn ycTaHoBKe nporpaMMHOro obecnedeHust BUPTyanm3aumm, rocTeBoi onepaumoHHoi cuctemsl n CK3U
HEODXOAMMO MPOBECTU KOHTPOJIb LEEJOCTHOCTM M AOCTOBEPHOCTH COOTBETCTBYIOLLErO ANCTPUDYTMBA.

e Ha T35BM wu B BupTyanbHOll cpefe He [OJXKHbI YCTaHaBAMBATbCA cpencTBa  paspabotkm MO u
otnagumkun. Ecnn cpeactea oTnagkm npunoXeHuid HYy>XKHbl OJ1si TEXHONOMUYECKUX NOTPeBHOCTel opraHusauuu, TO
UX WCMOJIb30BAaHME AOJKHO OblTb CAaHKUMOHUPOBAHO afMuHUCTpaTopoM besonacHoctu. [pu 3ToM JoNXKHBI ObITh
peasin30BaHbl Mepbl, UCKIOYAOLME BOSMOXKHOCTL NCMOJb30BaHUS STUX CPEACTB AJS PeAaKTUPOBaHNSA KOAA N NaMATy
CK3W wn npunoxenuii, ncnonbsytowmux CK3W, a takxke gns npocmotpa koga u namstn CK3W n npunoxennii,
ncnonb3ytowmx CK3W, B npouecce obpabotkn CK3W 3awmuwiaemoin nncbopmaumm v/vmnm npu 3arpy>xeHHol KNtoHeBol
nHcbopmaLun.

e [locne 3aBepweHMs npouecca YCTaHOBKU [HOJKHbI ObITb BbIMONAHEHbI AERCTBUS, Heobxogumble ass
OCYLLECTB/IEHNS MEPUOAUYHECKONO KOHTPOAs uenocTHocTn yctaHoeiaenHoro MO CK3W, a Takxke ero okpyxeHus B
COOTBETCTBUM C JOKYMEHTALMENA.

e [locne 3aBeplieHUsi npouecca CO3A4aHMS BUPTYasbHON MalUWHbI, BbINOSHEHNS TpebyeMbiX HACTPOEK u
3apaHust Tpebyembix napametpoB BM, gomxHbl ObiTh BbINOMHEHbI AelCTBUS, HeobXOogUMbIE A/t OCYLUECTBIIEHUS
NEPUOANYECKOTO KOHTPOS LeNOCTHOCTM HACTpoek 1 napameTpoe BM.

Ons suptyanshbix mawud VMWare WorkStation, VMWare Player, VMWare Sphere ESX koHdurypavmoHHbiii
alin HaxoaUTCs B TOIN XXe AMPEKTOopUM, 4TO 1 0bpas BUPTYaNbHOR MalLMHLI, UMeEeT pacwupeHue .vmx. Hazsavne
KOHpMrypauuoHHoro chaiina CoBnajaeT C MEHEM BUPTYasbHON MawunHbl. AHANOTMYHO KOH(UIypauuoHHble (aiibi
BUpPTyanbHbix MawuH Virtual Box nexat B gupektopun ¢ obpa3om BMpTyanbHOW MalUUHbI, UMEKOT paclivipeHune
.vbox n Ha3BaHue, coBnagatoliee C UMEHEM BUPTYaNbHOW MawumHbl. [1ankoli No yMoNYaHUo 415t XpaHEHUst HAaCTPOEK
BUPTYyanbHbIX MawuH Hyper-V sasnsietca nanka \ProgramData\Microsoft\Windows\Hyper-V, nms cosnagaet
C nmeHem BupTyansbHoii mawwuHbl. RHEV no ymonuaHnuto xpaHuT koHdurypaunoHHbie daiinbl B AUpeKkTopun
/etc/libvirt/, ums coBnagaer ¢ UMeHeM BUPTyanbHOR MawwuHbl. Jns XenServer nncpopmauus o koHpurypauum
BUPTYa/ibHOW MaLUMHbI XPaHUTCS B CMELMannM3npoBaHHON base MeTa-faHHbIX, AyOAMpoBaHHOW Ha BCEX XocTax

CrpaHnua 7 us 12



MKTAN.00101-02 91 09. KpunTollpo CSP. Pykoeoacteo agmunuctpaTopa besonachoctu. Mcnonssosavne CK3U B
BUPTYasIbHbIX Cpefax

(runepsusope) XenServer. AgmuHuctpaTtop, obnagatownii HEOBXOANMBIMN NPaBaMM, MOXET OCYLLECTBUTb SKCMOPT
BUPTYaNbHO MallVHbI BMECTE C METafaHHbIMU B OAHOM K3 cTaHgapTHeix dopmatoe — VHD uau OVF. Tot xe
aAMUHNCTPATOP MOXKET OCYLLECTBUTL PE3EPBHOE KOMMPOBaHNE METaAaHHbIX BUPTYasbHbIX MALUUH.

e [locne zaBeplenns npouecca ycraHoeku roctesoii OC gomkHbI ObITh BBINOMHEHLI LEACTBUS, HeobXxognMmble
ONS1 OCYLLECTBJIEHUS] NEPUOAMYECKOrO KOHTPOJS LENOCTHOCTM ycTaHoBfeHHoro cuctemuoro O B cooTBeTcTBUM C
npueeaérHbiM B gokymenTauuu CK3W cnvnckom chaiinos, nognexxatimx KOHTPOIKO LENOCTHOCTH.

e [lpegycMOTpeTL MEPbI, WCKAOYAIOWME BO3MOXHOCTb HECAHKLMOHUPOBAHHOIO He ObHapyXXMBaeMoro
M3MEHEHMST annapaTHOW Y4acTu TEXHUYECKMX CPEACTB, Ha KOoTopbix ycTaHoBaeHbl CK3W 1 koMnoHeHTbI BUPTYanbHON
nHppacTpykTypbl (HanpumMep, MyTeM oneyaTbiBaHUsS CUCTEMHOrO baoka n pasbemos [19BM).

2.3 HacTpoiika runepsunsopa

Hactpolikamu runepeusopa Jo/KHO ObITh 0BECneyeHo BhINOHEHNE Cleayomx TpeboBaHMii:

e [1ns Kaxnoli BMPTyanbHOW MaluWHbI JOJKHA ObiTb BblAeneHa oTAenbHasi obnacTe onepaTUBHON NamsiTu
XOCTOBOW MaLUVHbI.

e Heobxognmo obecneunTs HEBOSMOXHOCTb MH(POPMALMOHHOTO OOMEHa MEXAY BUPTYasbHLIMU MalUMHAMU C
NCMONL30BaHNEM OBLLMX PECYPCOB XOCTOBON MalLMHbI.

e Heobxognmo obecneqnTs HEBO3MOXHOCTL MH(POPMALMOHHOrO OBMEHa MeXAy BMPTYasibHbIMU MallUHAMMU,
NPOrpaMMHbLIMU  MPOLECCAMN 1 OMNEPaLWOHHON CUCTEMON XOCTOBOW MaLlWHbI, Ha KOTOPOW hyHKLMOHUPYeT
BUPTYyaNibHasi MHPPACTPYKTYpa, NCMOJIb30BAHMEM OBLLUX PECYpPCOB XOCTOBON MalUVHBbI.

e Heobxoanmo obecnednTb HEBO3MOXKHOCTL MHAOPMALIMOHHOrO OBMEHa MeX/y MPOrpaMMHBLIMUA MPOLECCaMM,
MCMOIb3YEMbIMU AJ1s1 JOCTYNA MOJb30BATENEN K BUPTYasbHLIM MalUMHAM, U WHBIMUA MPOrPaMMHBIMUA MPOLEccamu C
NCNOIb30BaHNEM ODLLMX, Pa3fesieMblX PeCypCoB.

2.4 3awwTta ot HCJ npwu akcnnyataunn CK3U

3anpeueHo:

® OCTaB/IATL 6€3 KOHTPOS BEIYNCINTENbHBIE CPEACTBA, Ha KOTOPbIX SKCMAYyaTUPYETCs BUPTYasibHasi MallnHa C
yctaHoBneHHbIM Ha Heli CK3W, n knueHTckne mecta (TepMuHansl) nocne BBOAA KAOHEBON MHOpMaunmn mbo nHoiA
KOHMAEHUMANLHOR nHdopMaLmnu;

® 0OCTaBAsATb 6€3 KOHTPONS KAMEHTCKME MecTa (TepMuMHasIbl) NONb30BaTeNed BUPTYasibHbIX paboynx cTonoB ¢
ycTaHoBaeHHbIMK Ha Hux CK3U;

® BHOCUTb Kakue-nmbo uaMeHeHus B nporpaMmmMHoe obecnedenune suptyanusauuu u CK3W.

Heobxoaumo:

e opraHu3oBaTb 3aTupaHue (no okoHyaHum ceaHca pabotsl CK3W) BpemerHbix haiinos n daiinos nogkaqku,
dopmupyembix unm moanduunpyembix B npouecce pabotel CK3W. Ecnn 310 Hesbinoannmo, to roctesast OC gosxHa
MCMOJIb30BaTLCS B OGHOMOJL30BATENILCKOM PEXUME 1 HA XKECTKUIA ANCK XOCTOBOW MalUMHbI, @ TAaKXE Ha 0bpa3 gucka
BUPTYaNbHOR MaLIVHbI JOJKHbLI PACMNPOCTPaHATLCS TpeboBaHUs!, NPeabsSBASEMbIE K KIHOYEBLIM HOCUTENSIM.

® pEryfnsipHO YCTaHaBAWBaTb MakeTbl obHoBneHus HesonacHoctm OC xocToBoi MawwmHbl u roctesoin OC
BUPTYyanbHO MawwmHbl (Service Packs, Hot fix n mn.), obHoBnsiTb aHTMBMPYCHble 6a3bl B COOTBETCTBUAM C
HOPMATUBHbLIMW JOKYMEHTamu 3SKcnayaTupytoweli opraHusauuu. [lomumo obHosnenuii gnsi roctesoii OC wu
rUNEpBN30pa, PEKOMEHAYETCS1 ODHOBNSTL MHCTPYMEHTHI BupTyanusauuu, Takume kak VMware Tools, XenTools,
a TakXKe YTUAUTBI, WCMOJb3yemble QA5 YNpaBieHUs cpefoii BupTyanusauun. PekomeHfyetcs uccnefosaTb
MHPOPMALMOHHbIE PECYPChbl MO BOMPOCAaM KOMMBIOTEPHOR HE30MacHOCTU C LENbl0 CBOEBPEMEHHOW MUHUMU3ALMUY
onacHbIX nocnefcTeuii oT Bo3MOXHoro Bo3gelicTeusi Ha OC. Takxe peKOMeEHOYeTCst PeryiasipHO 3HAKOMUTCA C
bronneteHamu no bHesonacHocTu, NyOAVKyeMblE MPOU3BOAWTENEM TUMEPBU30PA, AJsi MOJyHeHUs mHopMaLmu o
HallleHHbIX YA3BUMOCTSIX U UX NOTEHLMANLHOM BJANSIHUM HA UHPACTPYKTYPY BUPTYann3aLmu.

® VICKIOYNTEL BO3MOXHOCTL nonagarusi B8 OC XOCTOBOIA MaLUMHbI, @ TakXXe B FOCTEBYIO CUCTEMY BMPTYasibHOM
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MaLUUHBI MPOrpamMM, NO3BOAISAOLLMX, NoAb3ysch ownbkamu OC, NoBbIWATL NPefOCTaBAEHHbIE NMPUBUIETUN.

® UCKIIOYNTL OfHOBpeMeHHyto paboty B roctesoii OC c¢ pabotatowum CK3U un 3arpyxeHHoli Kntouesol
MHPOPMaLMER HeCKONbKUX Monb3oBaTeneidl. BuptyansHas mawwuHa, dyHkumonupytowas nog OC Windows, Ha
KoTopoii yctanoeneHo CK3W, gomkHa uCnonb30BaTbCA TOJNILKO B O4HOMOJIL30BATENbLCKOM pexume. B caydyae
HEBO3MOXHOCTU BbIMOJIHEHNST PEKOMEHAAUNM B OpraHM3auunm LOJDKHbI ObliTb NPeAyCMOTPeHbl LOMOJHUTENbHbIE
OpPraHN3aLMOHHbIE Mepbl MO ODECMneYeHuo COXPAHHOCTU KIOYEBOW MHGOPMaLMKU, XpaHsiwelics Ha GaHHON
BUPTYasIbHOIA MalUuHe.

2.5 Cwucrtema ynpaBneHuns BupTyasibHOW cpepaoii

Cuctema ynpaBieHust BUPTyasibHOW CPefoii — 3TO YacTb BUPTYaNbHOW MHPPACTPYKTYpPbl, KOTOPasi C MOMOLLbIO
annapaTHO-MPOrpaMMHbIX CPEACTB 1 CPEACTB CETEBOro B3aWMOAENCTBUs obecneynBaeT:

e ynpassieHne runepen3opom (PopMUpoBaHMe HACTPOEK U 3afaHNE NaPaMETPOB);

® HACTPOliKy BMPTyaJibHbIX MaLUWH, BUPTYasbHbIX CETEl, NCNOMb3YEMbIX XPaHUINLL, AAHHbIX;

® LIeHTpanM3aumio BUPTYasbHbIX pecypcoB (obecnedeHnne paboTbl BCEX BMPTyasbHbIX MALUWH, BUPTYasbHbIX
CETEBbIX XPaHWINLL, JaHHbLIX U BMPTYaJIbHOrO CETEBOro obopymoBaHust MHGPOPMALMOHHON CMCTEMbI, MOCTPOEHHONR C
NCMOJIb30BAHNEM TEXHONOTMN BUPTYasn3aLumn, Kak efUHON BUPTYanbHONR pacnpefenéHHON BbIYNCAUTENBHOR CeTn);

e yrnpaBseHne nepemelteHnem (Murpaumein) BUPTyasbHbIX MALWMWH C OGHOTO KOMMbIOTEPA Ha APYrOiA.

CeTb ynpaBieHusi BUPTYaNbHON Cpefloil foSIXKHA ObITh BblieNeHa B OTAENbHbIV CeTeBOIR cerMenT. ns 3awmnThbl
[JAHHOrO CermMeHTa JOJIKHbI UCNOIb30BAThCSA CPELCTBA MEXCETEBOrO 3KPAaHMPOBAHUSA 1 MPefOTBPALLEHNS BTOPXKEHUNA.

CeTb ynpaBieHusi BUPTyasibHON MHGPACTPYKTYPOIA HE AOSKHA MOAKOYATLCS K OBLLEAOCTYMHBIM CeTsM (ceTsim,
[OCTYN K KOTOPbIM HE OrpaHMYeH OMpeAenéHHbIM KPYrom Jinu).

2.6 TpeboBaHna Kk murpayum obpasoB BUPTyasibHbIX MaLIUH

Mpn nepepave (Murpaunn) obpasos BM 4yepes npoctpaHcTeo BHe K3 Heobxoanmo ncnonb3oBaTb KaHasbl,
3aWMLEHHBIE CPEACTBaAMUN  WNPOBaHNSA, WMEIOWMMU CepTUUKAT YyNnosHOMOYeHHOro opraHa. [lpu aTom ans
COrNacoBaHUWs CeaHCOBbIX Kitoudeli LWndpoBaHns HeobxoaMMO WCNONbL30BaTh KpunTorpaduyeckne MpoOTOKObI,
obecneympatoLme 3aLMTY CEAHCOBLIX KJKOYEH U ayTeHTUdNKaLmMio B3auMOLEACTBYOLUX CTOPOH.

2.7 TpeboBaHna K co3g4aHUIO CHaMNLWIOTOB

Ha cHanwoT BupTyanbHOWi MaluWHbI, CAENaHHbIA MNOoCNe BBOAA KJOYEBOW UHOPMaUUN,  [OSDKHbI
pacnpocTpaHsaTbCst TpeboBaHmsi no obpaiyeHnto ¢ kitodeBbiMu HocuTensamu (pasgen 3 XKTHAK.00101-02 95 01.
MpaBuna nonb3osaHus).

2.8 3awunTa OT ceTeBbiX aTak Ha rMnepemn3op

Heobxoaumo:

® 1ICMO/Ib30BaTh MEXCETEBbIE 3KPaHbl 1 CUCTEMbI NMPEeJOTBPALLEHNS] BTOPXKEHUI 4151 BNOKMPOBaHNS CETEBbIX
aTak 1 puabTpauumn ceTeBoro Tpaduka;

e ycraHaenueatb obHosneHusi MO runepsusopa;

® MpoBOAUTL KOHTpOsb uenoctHocTu MO n HacTpoek runepsusopa;

® NPON3BOAUTL PErMCTPALMIO AEACTBUI afMUHIUCTPATOPOB BUPTYaNbHO Cpeabl.
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2.9 3awwuTa oT ceteBbix aTak mexay BM

[onxeH 6bITb 3anpeLyeH MHPOPMALMOHHBITE ODMEH MeXAy BUPTYaabHbIMU MaLlIMHAMM NCMOb30BaHUEM 0DLLMX
PECYpPCOB XOCTOBOU MalUWHbl, B TOM 4ucie obuux obnacteli onepaTuBHON NaMsiTU XOCTOBOW MalUUHbI.

Mpumevanue. [1s onepaTuBHON NaMATN BbINOJHEHNE faHHOrO TpeboBaHMs aBTOMaTYecKn obecnedneaercs
cpeacteamu Hyper-V, VMWare n XenServer. Heobxoanmo Takxxe obecnednTs HEBO3MOXHOCTL NOAKIOYEHUS
No CeTM BUPTyasibHbIX MalUMH K CBOel xocT-mawmHe (HacTpoiikamu bGpangmayspa u/wam ceTeBbiMU
MONIMTUKAMUM) U HEBO3MOXHOCTb HYTEHUSI AWCKOB XOCT-MAlUMHbl B BUPTYasibHbIX MalumMHax (HacTporkamu
BUPTYaNbHbIX MaLUVH, KAaCatoLWMXCsl JOCTYNa K JIOKaJbHbIM Pecypcam).

2.10 KoHTponb yenoctHoctu NO BuptyanbHow cpeapbl

Heobxoanmmo BbINOAHATL KOHTPOJb LIENOCTHOCTUA CAEAYIOLWUX KOMMOHEHTOB BUPTYaabHON Cpefibl:

e 10 runepen3opa (Ha XOCTOBOI MalLMHE);

® HaCTpOeK rmnepBu3opa;

e [10 rocteBoii onepaumoHHOl CUCTEMDbI;

e 00pa30B BUPTYasibHbIX MALLUWH, B TOM YUCAE, 3TaNoHHbIX 06pa3os BM, ncnonbsyrowmxcs npu passepToiBaHmnu
HoBbix BM.

KonTtponb uenocthoctu CK3W, ycTaHOBAEHHOrO Ha BUPTYaNbLHOR MaLLnHe, HEOBXOAMMO NPOBOAUTL aHANOMNYHO
koHTposto uenoctHoctn CK3W, yctaHoBneHHoro Ha chusnyeckoii nnaTtdopme.

2.11 TpeboBaHna K 3TaNOHHbIMX 3arpy304HbiM obpasam BM

Npun co3paHnm 3TaNoHHbLIX 0OPa30B BUPTYasbHbLIX MALLNH NPEABAPUTENLHO JOJIXKHA ObITh BLINMOJIHEHA NMPOBEPKa:

® COOTBETCTBUS NMapaMeTPoB n HacTpoek BM ycTaHoeneHHbIM TpebosaHusM BesonacHocTy;

e uenoctHoctn cuctemHoro [1O rocteeori OC un O CK3W B cooTBeTcTBUM C 3KCM/yaTaLMOHHOM
pokymenTaumein Ha CK3W. Mocne cozpganns atanoHHoro obpasa (knoHa) BM gomxkHa bbiTh BbINONHEHA KOHTPOILHAS
ycTaHoBka BM ¢ paHHoro obpasa n koHTposibHas nposepka uenoctHocTn cuctemHoro MO roctesoin OC n MO CK3U;

Onsa kaxporo 3TanoHHoro obpasa BUPTYafbHbIX MALUMH  LOJIXKHbI  BbIMOJHSATLCS PErIAMEHTUPOBAHHbIE
npouenypbl OOHOBIEHNS HACTPOEK, BKJIKOYEHHBLIX B 0bpa3 nporpaMmMHbix komnoHeHT CK3W.

[lomKHO BbINOMHATLCS CBOEBpeMEHHOE 0bHOBIEHME HAacTpoek BM, BKItOYEHHLIX B 3TaNOHHBIA 0bpas.
[onxHa BbINONHSATLCS CBOEBPEMEHHast ycTaHOBKa obHoBneHuii besonacHoctn OC (rocTesoii n xocToBoM).

3arpy304Hble 0bpasbl JOMKHBLI CO34aBaTLCS TOMBKO A5t BUPTYaibHbIX MALUNH, CO3LaHHbLIX C UCMOL30BAHNEM
STasoHHbIX 06pa30B. [Mpu 3TOM AOKHO BbITL UCK/IOYEHO BHECEHME B STAJIOHHLIA 06pa3 M3MeHeHU, BbIMOMHEHHBIX
npy CO34aHUM 3arpy304HbIX 0OpPa3oB.

KonupoBaHune 0bpasoB  BuMpTyanbHbIX  MalWWH C  BBEAEHHOW  K/tO4eBOW  uHdopmauuneidn  u/wnan
uHuumnannsmposanubim MACYH 3anpeweHo.

2.12 TpeboBaHus k ayteHTudurkaumm nons3sosartenen CK3IU

Ons  ayteHtndpukauum nonbsoeateneii CK3W  pgonycTumo wucnosnb3oBaThe naposv, YAOBNETBOpPSIOLLUE
CRenyoLWmnM YCAOBUSIM:

® [/IMHA Maposist JOJKHA ObITb He MeHee 8 CUMBOJIOB;

® B YMC/ie CUMBOJIOB NapoJisi 0bsi3aTE/IbHO AOJ/KHBI MPUCYTCTBOBATL DYKBbI B BEPXHEM N HUXKHEM PErMCTPaX,
undpsl 1 cneyunansHole cumeonsl (@, #, $, &, *, % v .n.);
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® Naposib He JOJIKEH BKIIOYATL B CeDS IErKO BbIYMCSIEMbIE COYETAHNSI CUMBONOB (MMeHa, hamMunun n T. 4.),
a Takxe obuenpuHsTeie cokpawenns (USER, ADMIN, ALEX n 1. g.);

® py CMEHe Napoasl HOBOE 3HAYeHMe AO/DKHO OTINYATHLCA OT NPefblAyLIero He MeHee Yem B 4-X No3uuusx;

e AUYHBIN Napoab NOJIb30BaTENb HE MMEET NpaBa coobLiaTb HUKOMY;

® MEpUOANYHOCTE CMEHbI Napois ONpedenseTca MNPUHATONW NOAUTUKON 6e30MacHOCTU, HO He AOJKHa
npesbiWaTh 6 MecsiLeB.

2.13 TpeboBaHue K ynpaBieHUO 4OCTYNOM

LLITaTHbIMW CpescTBaMU BUPTYanM3aLumn LOJKHO BbIMOJAHATLCS YNpaBfieHne AOCTYNOM CyObekToB gocTyna K
obbekTam [OCTyna B BUPTYasibHOR MHGPACTPYKTYpPE, B TOM YUC/IE BHYTPU BUPTYaSibHBIX MaLUVH.

2.14 TpeboBaHue K perncrpayuun cobbITuii

LLTaTHbIMKU CpefcTBaMU BUPTYyain3aumm [OMDKHA BbINOMHATLCSA peructpauus cobwitmii besonacHocTn B
BUPTYasIbHOW MHPPACTPYKTYpeE.
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Jlnct peructpaunn nameHeHui

JlncT pernctpaunn namereHui

Homepa nuctos (cTpanuu)

Ne

N3MEHEH-
HbIX

3aMEHEH-
HbIX

HOBbIX

aHHyNMpo-
BaHHbIX

Bcero
NNCTOB
(ctpatuu) B
AOKYMeHTe

Ne
OOKYMEHTA

Bxogsnii

Ne conposo-
ANTENBHOMO
OOKYMEHTa

n pata

Mognuck

HaTa
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