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© 000 «KPUNTO-MPO>x», 2000-2021. Bce npaBa 3awjmieHbl.

ABTOpckue npaBa Ha cpeactso Kpuntorpacudeckoint 3sawmtbl undopmaunu Kpuntollpo CSP u akcnnyatayumonHyto
LOKYMEHTALMIO K HEMY 3aperncTpupoBaHbl B POCCMIICKOM areHTCTBE Mo naTeHTaMm M TOBapHbIM 3Hakam (PocnaTeHT).
JokyMeHT BXoAMT B KOMMAEKT nocTtaeku nporpammHoro obecnevenns CK3W Kpuntollpo CSP Bepcum 5.0 R2 KC1; Ha
HEro PacnpoCTPaHSAIOTCA BCE YC/IOBUS JIMLEH3UOHHOrO cornawenusi. Bes cneymansHoro nucemennoro paspewenus OO0
«KPUNTO-NMPO>» [OKYMEHT nnm ero 4acTb B 3JIEKTPOHHOM WM MEYaTHOM BUAE HE MOTyT OblTb CKOMMPOBaHbLI N NepeAaHbl
TPETLUM JINLAM C KOMMEPHECKON LENbIO.
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AHHOTaUMNSA

Hactosiwunii  noKyMeHT comepXuT onucaHue peanmsauun CpeacTsa Kpuntorpaduyeckol 3awmuTbl  MHGOPMaL My
«Kpuntolpo CSP» Bepcusi 5.0 R2 KC1 ncnonxenmne 1-Base (ganee — CK3W) u cBepeHns o Tekyliem COCTOSHUM NPOAyKTa.

1 Haznauyenmne CK3U

CK3N «Kpuntollpo CSP» Bepcus 5.0 R2 KC1 wucnonHenne 1-Base npeacrasnsier coboli nporpammHbiii
KOMMNIEKC, MpefHa3HaYyeHHbIli ANA  peanmsaumn WKUPOKoro Habopa pelleHwii no obecrnedeHnto  KpuntorpaduyHeckumu
MeTofaMin MHAOPMaLIMOHHON De30MacHOCTN Ha OTAebHbIX Pabouynmx MecTax, B apxXUTEKTYype <«KJUEHT-CEPBEPY», a TaKXKe B
MHOPMALMOHHBIX 1 TENEKOMMYHUKALMOHHbLIX CMCTEMAX Pa3/INYHOrO Ha3HaYeHUs.

CK3W moxeT BbICTynaTb Kak B Ka4ecTBE FOTOBOMO K MPUMEHEHUIO CPEACTBA, TaK UM B Ka4yecTBe NaaTdhopmbl As
MOCTPOEHUS] HAa €ro OCHOBE MPOrpamMMHbIX, MPOrPaMMHO-anMapaTHbIX U annapaTHbIX peweHuii B obnactu obecnedeHus
NHOPMaLMOHHO HE30MaCHOCTN, OCHOBAHHbIX HAa MPUMEHEHUN KPUNTOrpachnyecKnx aaropntMos.

CK3W «Kpuntollpo CSP» Bepcusi 5.0 R2 KC1 ncnonHexune 1-Base npegHasHadeHo ansi:

e aBTOpM3auunm un obecnedveHns HOPUANYECKON 3HAYMMOCTU 3SNEKTPOHHBLIX AOKYMEHTOB MNpu ODMEHe UMK MexAay
NoNb30BATENSIMU NMOCPEACTBOM UCMOL30BAHUS NPOLEAYP CO3AaHNS U NpoBepkn (C MCNosb30BaHNEM CepTUMKATOB CTaHAApTa
X.509 ygmocToBepsitollero ueHTpa) 3nekTpoHHoli nognucu B cootBetcTBun co crangaptamu [OCT P 34.10-2001 (tonbko
nposepka), FOCT P 34.10-2012 (FOCT 34.10-2018) (c ucnonszosarunem FOCT P 34.11-94, TOCT P 34.11-2012 (FOCT
34.11-2018));

e obecrneveHnsi KOHMUAEHUMANBHOCT W KOHTPOJIS LENOCTHOCTM WHPOPMaLMyM MOCPEeSCTBOM ee  LMPOBaHNsS 1
NMUTO3aLLNTbI B cooTBeTCTBIUM co cTangapTamu FOCT 28147-89, TOCT P 34.12-2015 (FOCT 34.12-2018), FOCT P 34.13-2015
(FTOCT 34.13-2018);

® KOHTPO/ISl LEJOCTHOCTM CWUCTEMHOrO U1 MPUKAAAHOMO MPOrpaMMHOrO obecneveHuss [is €ro  3awuTbl  OT
HECAHKLMOHNPOBAHHOIO N3MEHEHNS WIN OT HApPYLUEHWUS NPaBUILHOCTM (DYHKLMOHNPOBaHNS;

e obecrneveHnsi ayTeHTUUKALMN CBS3bIBAIOLWUXCS CTOPOH, KOH(UAEHUMANBHOCTM U LENOCTHOCTM MEPEChINAeMOii
nHdopmauun ¢ ncnonbsosannem ceptudmkaTos ctangaprta X.509;

® YCTaHOBMIEHNS ayTEHTUYHOrO 3aLLMLLEHHOIO COEANHEHUs C UCnosib3oBaHmem npotokosna «Kpuntollpo TLS»;
3awnTsl IP-coeannenuin («Kpuntollpo IPsec»);
obecneveHns KOHPUAEHLMATBHOCTU, KOHTPOIS LLENOCTHOCTM 1M aBTOpU3aLMm palisios n NHPOPMALMOHHbIX COODLLEHMIA;
obecneveHns ayteHTudukauuu nonssosatens B gomeHe Windows ¢ ucnonbsosanuem «Kpuntollpo Winlogony»;
YNPaB/IeHNs] KIOHYEBbIMY 3IEMEHTAMUN CUCTEMbI B COOTBETCTBUN C PErIAMEHTOM CPeACTB 3aLUNThI.

CK3W «Kpuntollpo CSP» Bepcust 5.0 R2 KC1 ncnonHenune 1-Base obecneumsaer BbinonHeHne cnegyrowmnx yHKuni:

1) 3awmMeHHOe XpaHEHWE MOJIb30BATENLCKUX KIIOHEN B KIKOYEBOM KOHTEWHEPE C WCMOMb30BaHUEM LWNPOBAHUS,
VMUTO3ALLNTLI N ayTeHTUUKALUN JOCTYNa;

2) wndbposaHmne, BbIYNCIEHNE UMUTOBCTABKM, X3WMPOBaHue, co3gaHue/nposepka JI1;

3) copMupoBaHne CECCMOHHBIX KitoYel, KNtoYeli obmeHa n kntoudeii cosganus /nposepkn 1, ux umnopt/akcnopt us/e
KJIIOHEBOWN KOHTElHep;

4) npentudbmkauus, ayTeHTudmkauus, wndposanme n nmnutosawmrta TLS-coeantenuii;

5) ayrenTudpukauns B gomerne Windows ¢ ncnonssosatnem «Kpuntollpo Winlogony;

6) sawwmta IP-coegunennii («Kpuntolpo IPsec»);

7) pabota c «Kpuntollpo DSS Lites.

JonycTtumo ncnonb3oBath creaytolne MexaHu3mbl 3aWuThl nHOpMaLn:

e KoHdugeHunansHocTs uHdopmaunu npu xpaHeHnn (Ha Anckax, B 0a3se faHHbIX) U nepejade B CETU CBA3M
obecneynBaeTcs NCnonb3oBaHneM OYHKUNIA LWndpoBaHNs.

e VigeHTudmkaums m aBTOPCTBO NpM CETEBOM B3auMMOAENcTBUM (YCTaHOBNeHWM ceaHca cBsisu) obecnedmsaercs
yHkuusmu ST npn ncnonb3oBaHUM X B Npouecce ayTeHTudmkaymum (Hanpumep, B COOTBETCTBUM co cTaHgapTom X.509). Mpu
3/1EKTPOHHOM [OKyMeHToobopoTe obecneymsaercs ncnonbsosaHuem dyHkuuii Il anekTporHoro fokymenTa. JonoaHntensHo
[0O/DKHA BbITb NpeAycMOTpeHa 3alMTa OT HaBA3bIBAHUS U NOBTOPA 3JEKTPOHHOrO JOKYMEHTA.

e LlenoctHocTb nHdopmMauun obecnednBaeTcst NCNOAL30BAHUEM CReayOLWNX PYHKLUI:

— pyHkunm I 301eKTPOHHOrO JOKYMEHTA;
— umMuTOo3aWuTh (Npn ncnonb3osaHuy dyHKUNIi wWndposatus 6es ncnonbsosarus 1), aBTopcTBO UHPOPMaL MK
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npu 3Tom He obecnevmsaeTcs;

— pyHKLMM X3WMPOBaHNSA, aBTOPCTBO UHGOPMAL MK Npy 3TOM He obecnevnBaeTcs.

e HeoTkasyemocTb OT hakTa nepefaym 3neKTPOHHOrO [OKyMeHTa obecnedmsaeTcs mcnonb3oBaHuem yHkuuii 1
(nognuch [oKyMeHTa OTnpaBuUTENEM) U XpaHeHneM fokyMeHTa ¢ 3l B TedeHne yCTaHOBNEHHOMO CPOKa MPUEMHON CTOPOHOIA.

e HeoTkasyemocTs oT dhakTa nprema 31eKTPOHHOrO AOKyMeHTa obecneumBaercs ucnonb3oBaHuem yHkunii I n
KBUTWPOBaHNEM MNpuUemMa LOKyMeHTa (NOANNCH KBUTAHLMK NOJyHaTenem), XpaHeHneM JOKyMeHTa u kButaHuum ¢ 1 B TeyeHne
YCTaHOB/IEHHOrO CPOKa OTMPAaBSAIOWEA CTOPOHOIA.

e 3awmTa OT NepenoBTOPOB obecrneynBaeTcs UCMNoNb3oBaHUeM Kpuntorpaduyeckux dyrkumii Il wudposanus nin
MMNTO3ALNTBI C AOBABNEHNEM YHUKANBHOTO UAEHTUNKATOPA CETEBON CecCum (31EKTPOHHOrO JOKYMEHTA) C NOCIeAyOLWEel nx
NPOBEPKOI MPUEMHOI CTOPOHOIA nau pa3paboTKoli CNeurann3npoBaHHOro NPOTOKOAa ayTeHTMUKaLMN (o6meHa 3/IEKTPOHHBIMMU
LOKYMEHTaMm).

e 3awmMTa OT HAPYLINTENS, HABSA3bIBAIOLLErO NMPUEMHOI CTOPOHE CODCTBEHHOI NHbopMaLunm, nepeaaHHoli sikobbl oT anua
CaHKLMOHMPOBaHHOrO nosib3oBaTenst (HapyleHne aBTopcTea nHopmauum), obecreumsaercst ncnonb3osaruem dyrkumii I ¢
NpoBepKoli aTpMbyTOB 3NEKTPOHHOIO AOKYMeEHTa U Ktoda nposepku Il oTnpasuTtens.

e 3awmTa OT 3aknagok, spepoHocHoro [10, mogudmkaumm cuctemuoro u npuknagHoro O obecneuunsaercs
COBMECTHbLIM WCMOJIb30BAHUEM KPUNTOrpacpmyeckmx CpefcTs, CPeACcTB aHTUMBUPYCHOW 3aluMTbl W OPraHnW3aLuOHHbIX
MeponpusATunii.

Mpy ncnonb3oBaHUM OTKPLITOrO KakHa wanm kiatoda nposepku Il AosKHbI ObITb ObecneyeHbl ero aBTopuU3aLMs,
[OCTOBEPHOCTb, LLEIOCTHOCTb 1 UAEHTUYHOCTb. ITO MOXET BbITb peasn30BaHO NMyTeM 3aBEPEHUSI OTKPLITOMO KJHOYa UAMN KJtoYa
nposepkn DI goBepeHHOl CTOpPOHON (Hanpumep, B Ciy4ae WCMONb30BAaHWS CEPTUUKATOB OTKPBLITLIX KIKOYER) WM NyTem
[LOBEPEHHOTO PaCnpOCTPaHEHUsI U XPaHEHUST OTKPbITLIX Ktodeli u kitodeid nposepku Il B BuAe cnpaBoYHUKOB.
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2 Tlony4deHue npaB Ha ucnonb3oBaHne CK3U

Ons uncnonbsosanuns CK3U «Kpuntollpo CSP» Bepcusi 5.0 R2 KC1 wucnonHenne 1-Base poskHa npuobperatscst
nnuensust Ha npaso ucnosibsoBanus CK3U «Kpuntollpo CSP» sepcun 5.0.

KnneHTtckas n cepsepHas nuueH3nm

B 3aBucumocTtu ot HasHadeHus ucnonbsyemoit OC cywecTByrOT Creaytowme TUNbl JMLEH3NA HA NPaBO NCMOAb30BaHNA
CK3W «Kpuntollpo CSP» Bepcuu 5.0:

1) Ha pabouee mecTto (c ycTaHoBnenHol knuentckoii OC);

2) Ha cepeep (c ycraHosnenHoli cepeepHoii OC).

Ons ucnonssosavna CK3U B cpege cepeeprbix OC Tpebyercss nuueH3nsi Ha cepBep BHe 3aBUCUMOCTW OT Leneii
ucnonb3osanus CK3W. JluueHsum Ha pabouee mecTo HepeicTBuTeNnbHbl Ha cepeepHbix OC.

Cepeeptbimn OC cunTatotcst:

e OC cemeiictea Windows Server;

e OC cemeiictea Linux Server (Red Hat Enterprise Linux Server, SUSE Linux Server, Ubuntu Server, ROSA Enterprise
Linux Server, Anst CepBep u gp.);

o cepeepHble u cetesble OC (AlX, FreeBSD, Solaris);

e nnaTcdopMbl € cepsepHoli npoueccopHoli apxutektypoii (PowerPC, Sparc).

Ecnn knaccuduuymposats OC camocTosiTensHO He yaaercsi, otnpasbTe 3anpoc Ha info@CryptoPro.ru.

Mpumeyanue. Hekotopbie KOMMOHeHTL U Mogynwn, Bxoasiwme B coctaB «Kpuntollpo CSP» sepcun 5.0 R2 KC1,
TpebyeT HaNM4mnsi OTAENbHOW NNLEH3NN:

1) ans ncnons3sosatus « Kpuntolpo IPsec» B cpese cepsepHbix OC HeEobX0a1MMO OTAENBEHO NPUOBPECTH ANLEH3NIO
Ha npaBo ucnonb3osatust «Kpuntollpo IPsec» Ha cepeepe;

2) ans uncnonb3osanus «Kpuntollpo JavaCSP» B cpege cepeepHbix OC Heobxogumo oTaensHo npuobpectu
MUEH3MIO Ha npaBo ucnosib3oBanus « Kpuntollpo JavaCSP» Ha cepsepe. B knuentckux OC otaensHas nuueHsus
Ha wucnonb3osaHue «Kpuntollpo JavaCSP» He Tpebyetcs npu ycnoBunm Hanuums KAWEHTCKOW NULEH3WM Ha
«Kpuntollpo CSP»;

3) ans ucnonb3oBanus npoTtokona TLS B cpene cepeeprbix OC, otnudnbix ot Windows, Heobxoanmo npuobpetats
nunuensnto Ha npaso ncnonbsosanua CK3W «Kpuntollpo CSP» sepcun 5.0 ana TLS-cepeepa;

4) pns MCroNb30BaHWs ABYCTOPOHHeN ayTeHTudmkauum B npotokone TLS B cpege knnentckux OC (npu otcyTcTeumn
anuensun Ha «Kpuntollpo CSP»), Heobxogumo npuobperats nnueHsuto Ha npaso wucnosnbsosanus CK3U
«Kpuntollpo CSP» Bepcuu 5.0 gns TLS-ayteHTndpmkauum Ha ogHom paboyem mecTe;

5) ans ucnonb3osaHus «lpunoxeHns KOMaHOQHOW CTPOKU Cryptcp» HeobxoaMMo OTAenbHO npuobpectu
COOTBETCTBYIOLLYIO JNLEH3NIO (NOPSAOK BBOAA CEPUIAHOrO HOMEpPa NnLeH3un onucaH B gokymerte XXTA.00101-02
93 01).

VKa3aHHb|e BblllE€ NNUEH3NN HE BXOAUT B KOMMJIEKT MOCTAaBKN N MOCTABASAETCA OTAENIBHO NO COrnaCcoBaHMo C
3aKa3ymKoMm.

Cpokun geicteus nuueHsun

JNuuensnsa Ha npaso uncnonb3oBanus CK3W moxer ObiTb GeccpouHoit wan umets cpok geiicteusi. Cpok aelicTus
JINLEH3MIN MOXKET DbITb YKa3aH B BUAE KOHKPETHOI AaTbl OKOHYAHUS AEACTBNS NNLEH3UN AN BPEMEHHOTO MPOMEXYTKA, KOTOPbI
OTCHUTLIBAETCS C AAaTbl NEPBOW YCTAHOBKM NPOAYKTA.

Ecnn npu ycranoske CK3W He 6biin ykasaHbl AaHHble NnLEeH3UM, MONbL30BATENO aBTOMATUYECKN MNPeAOCTaB/SETCS
O3HAKOMUTENbHAsA NLEH3US HA 3 MecsLa C JaTbl NepBOli YCTaHOBKM.

Takxe BO3MOXHO MOJIyYEeHUS] JIMUEH3MOHHBIX AAHHbIX M3 PacLIMpeHnii cepTudbmkaTa KYa 3JIEKTPOHHOR nognucu
(nogpobree cm. Cnocobbl nonydenns npae Ha ucnonbzosanne CK3W). Cpok aeiicTBMs NnUEH3MN ONPeAensieTcsi CpoOKoMm
LEeACTBUS K/tOYa SNEKTPOHHOI NMOANUCM, COOTBETCTBYIOLLEMY U3rOTOBJIEHHOMY CepTUUKaTYy.

B cnyuae Hannuus geiicTeytoweii nuen3sun Ha bonee crapyto Bepcuto CK3U npu obHosnenun CK3W go HoBoii Bepcun
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HeobxoguMo npuobpectn NnueH3No Ha obHOBAEHNE.

Cnocobbl nonyyeHus npas Ha ncnonb3osaHue CK3U

1) Pyu4Hoii BBOA NMLEH3NOHHBIX AaHHbIX.

CepuiiHblii HOMep NuUeH3MM ykasaH Ha bnaHke «JluueHsms Ha npaso ucnons3osaHns CK3U «Kpuntollpo CSP» Bepcun
5.0» Hy>xHoro Tuna, kotopesiii pacnpoctpatsietrcs OO0 «KPUMTO-MPO» unaun eé gunepom.

CyliecTByeT HECKOJIbKO CMOCOBOB py4HOro BBOAA JIMLEH3UOHHBLIX aaHHbix CK3U:
e uepes naHens ynpaenenus Kpuntollpo CSP (gns OC Windows, Android, iOS);
B OKHe uHctannsTopa Bo Bpemsi yctaHoskn CK3U (gns OC Windows);
nocpescTsom nepegaym napamerpos ycraHoswuky Windows (gns OC Windows);
¢ nomoLbto ocHacTku «Vnpasnerue nuuensusmu Kpuntollpo PKI» (gns OC Windows);
¢ nomowsto ytunutsl cpconfig (gns OC *nix).

Mopsigok aelicTBuii, HEOOXOAUMBIX AN PYYHOro BBOAA JIMLEH3MNMW, 3aBUCUT OT WCMOJb3YeMoii niaTtchopMbl U NogpobHO
onncaH B pa3gene «Bsog cepuiiHoro Homepa nuueHsuny gokymentoB MTHANM.00101-02 92 01 n XKTHAK.00101-02 91
02 (Windows), XT51.00101-02 91 03 (Linux), »KTAMN.00101-02 91 04 (FreeBSD), »KTAWM.00101-02 91 05 (Solaris),
MKTAN.00101-02 91 06 (AIX), XKTAKN.00101-02 91 07 (Mac OS), KTAKN.00101-02 91 10 (Sailfish), XKTA1.00101-02 92
02 (i0S), XKT41.00101-02 92 03 (Android), XKTSA.00101-02 92 04 (JavaCSP), XKTAW.00101-02 92 05 (JavaTLS).

2) MonyyeHne JaHHLIX N3 COOTBETCTBYIOLMX PaCLUMpPeHnii cepTMNKATOB KIKOYEA NPOBEPKM INEKTPOHHON NOANMCH B
KJIIO4EBOM KOHTelHepe.

Takum obpasom nepegaetcs npaso Ha ncnons3osatne CK3W «Kpuntollpo CSP» npun onepauusix ¢ cooTBeTCTBYIOWMM
KJIIOHYOM 3JIEKTPOHHON MOAMUCH B PAMKAaX CPOKa ero AelcTeus n obnactn npumenerns ykasantvoin WC/nporpamMmmuoro npogykra.
Mpn atom B ceptuchukate kntoya nposepku D1 npucytcreyer pacwupenne «OrpanudenHas nuuensus KPUMTO-MPO»
(1.2.643.2.2.49.2) (cm. puc. 1).

Mpumeyanue. Pekomerngauun no Hactpoiike CK3U «Kpuntollpo CSP» 1 ynpaeneHuio nuueHsmneii, a Takxxe OTBETHI
Ha 4acTo 3ajaBaemMble Bonpocbl 06 ucnonb3osaHum u nuueHsmposaHun CK3U moxHo HaliTu B Base 3HaHwnii Ha
MopTane TeXHUYECKOV NMOALEPIKKMU.

MepeHoc nuuen3nn Ha gpyroe paboyee mecto

Mpn HeobxofMMOCTN UCNONBL30BaTL Y)KEe BBELEHHYHO JIMLEH3MIO HA APYrom paboyem mecTe BbinonHuTe yctaHosky CK3U
Kpuntollpo CSP Ha HoBOM pabouyem mecTe v BBEAWTE 3Ty XKe JULEH3NIO OGHUM U3 OMUCaHHbIX Bbilwe cnocobos. MNocne atoro
Heobxognmo yganute CK3W Kpuntollpo CSP c npeapiayieii paboyeii MmawimHbi.

Ncnonb3oBaHue oaHON NMLEH3NN pa3peLlaeTcsl TONbKO Ha OAHOM paboyeM MecTe uau cepBepe egUHOBPEMEHHO.

CepuiiHblii HOMEP NNLEH3UU HAXOAUTCA Ha oduumansHom bnanke. Ecnu nuuensms ytepsiHa u oHa npuobpeTtanach B
000 «KPUNTO-MPO>», MoxHO 0hopMUTL yCayry MO BOCCTAHOBEHUIO DaaHka anLeH3un.

ykazaHa B bnaHke snuensun. He 3abyabte o nepeHoce MCNOJb3yembix CepTUUKATOB U COOTBETCTBYIOWMUX UM

@ Mpumeyanue. lNepep ycranoekoii CK3W Ha HoBbIli KoMNblOTEP YOEAUTECH, YTO YCTaHAB/IMBAETE BEPCUIO, KOTOPast
3aKPbITbIX KOYeEiA.
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3 CrpykTtypa n coctas CK3U

3.1 Crpyktypa CK3U

Obwas ctpyktypa CK3W npeacraeneHa Ha puc. 2.

CeTeBble NpUIOXEHUS

A

KntoueBol HocuTenb

A

OnepauuoHHas cuctema

\ 4

t ¥

NHTepdelic SSPI ‘

‘ HacTtpotiika OC ‘

A

\ 4

KpunTtollpo TLS
KpunTtollpo IKE

Kpuntolpo Winlogon

A

A

NHTepdeic
KpunTtollpo CSP

MpunoxeHune

v

ASN.1

;} NuTepdelic CryptoAPI 2.0 ‘

'

'

Crypt32
(Win32,64)

CapiLite
(Unix)
PKCS#11

!

'

\ 4

A

Bubnnoteku dll,
CepBUChI,
ApanBsepbl

KpunTtollpo CSP

UHTepdeiic Kpuntolpo CSP ‘

A

A

T

nacy

A A

’ oaCH ’ ’ BHewHsa ramma ‘

‘ Cuctema 3awmtbl oT HCJ ‘

‘ KoHTponb uenoctHoctn MO ‘

Cuctema UK 3awmnThbl

‘ Cucrema cbopku MO CK3U :

MaHenb ynpasneHus ‘

ASN.1

\ 4

LTaTHble
MHTepdencsl
KHOYEBbIX
HocuTenemn

Bubnunoteka dll ans
paboTbl C KnoYaMmn

Cuctema cbopku MO CoO

Co

SAApo onepaunoHHON CUCTEMDI

[OpatiBep CSP

OpatiBep EFS

[OpaliBep ESP

CK3M

CK3U yposHsa aapa OC

Pucynok 2. Crpyktypa CK3W «Kpuntollpo CSP» eepcust 5.0 R2 KC1 ncnonxexue 1-Base
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3.2 Cocrtas CK3U

CK3W «Kpuntollpo CSP» Bepcust 5.0 R2 KC1 ncnonHexune 1-Base BbinonHeHo B crepytolieM cocrase:
kpunTtogpaiisep (Mogynb Ha ypoeHe sigpa OC)
KpunTonpoBsaingep
MOAY/Ib NMPOBEPKU CTaTyCOB cepTudmkaToB oTKpbIThIX Kntodeli « Kpuntollpo Revocation Providers
mMogaynb 3awnTbl |IP-coeanHennii ¢ ucnonbsosatuem npotokosios IPsec « Kpuntollpo IPsec»
moaysb ceteoii ayteHTudpukauun «Kpuntollpo TLS»
Moaynb ayTeHTudmkaumm nonbsosatens B gomeHe Windows «Kpuntollpo Winlogon»
e mogynu «Kpuntollpo JavaCSP» n «Kpuntolpo JavaTLS», peanusytowme crangaptHsili unteppeiic JCA/JCE B
COOTBETCTBUN C POCCUIACKUMMI KPUNTOrpachnyeckumm anropurmMmamu
e moaynb cpcurl, npepoctaBnstowmii  uHTepcpeiic  yctaHoBku TLS-coeguHenusi C  ogHO- UM ABYCTOPOHHE
ayTeHTudMKaLmei
e nakerbl paspabotunka (SDK):
— Bcrpausanue CK3W (CSP SDK)
— ucnonb3oBatue npotokona TLS (SSPI SDK)
— wucnonb3osanue npotokonos [Psec (IPsec SDK)
— cospaHue bubnuotek mopyneii nogaepxku obopyaosanns (RDK)
e pykoBoacTBa, onuckiatowme uHtepdeiicel CK3W gns sctpansanus:
— CSP_5 0.chm
CAPILite_5 0.chm
PKCS11 5 0.chm
SSPI_5 0.chm
reader 5 0.chm
ikespah _ipsec50.chm
— stunnel.ru.html
KpoccnnaTopmeHHoe rpacpudeckoe npunoxerue «nctpymentol Kpuntollpo» (cptools)
APM BbipaboTky BHELWHEN raMMbl
MPUNOXKEHNE KOMAHLHOR CTPOKU Cryptcp
MPUNOXKEHNE KOMAHLHON CTPOKU asist paboTbl € cepTucpukaTamu certmgr
npunoXxenus ans cosgaHust TLS-TyHHens stunnel n stunnel _msspi
CEPBUCHbIE MOAY/N:
— MOAY/Ib KOHTPONSl LLeNoCTHOCTN cpverify
— Mopaynb besonacHoro yganenusi caiinios n nanok wipefile
e mMoaynb obpabotku ceptucpnkatos u CMS npotokona
e moaynb pabotbl ¢ kpunTtorpacpudeckumu pyHkuuamn CK3U 6e3 nHcrannsaumn 8 OC Windows «Kpuntollpo CSP
Lite»
e natun ans Nginx 1.18.0 n Apache 2.4.25/2.4.41 na OC cewmeiictga Linux ans ucnonssosatus FOCT-anroputmos.

3.3 CoctaB noacucrembl nporpamMmHoi cpegbl (PYHKLNOHUPOBAHUSA
kpuntocpeactea (CP)

B coctas nogcucremsl nporpammuoin CP BxoasT cregytouime KOMMNOHEHTbI:

e [lNpunoxenue (NpuknagHoe nporpammHoe obecnedenune, ncnonssytowee CK3MN);

e VnTepdpeiic SSPI (nogmHoxecTBo mHTepdbeiica kpunTorpadmyecknx npoTokonos Secure Support Provider Interface
(SSPI, CryptoAPI v. 2.0) ans peanusauyum npotokona cetesoii aytenTudpmkauymu TLS 1.0, 1.1, 1.2 (nog ynpaenenunem OC
Windows);

e Mogynun nactpoiiku OC Windows ansa obecnevenns dpyHkunonnposanus CK3U;

o Vurtepdeiic CryptoAPI 2.0;

e Cpepcrea Crypt32(Win32,64) ans obecneyernst paboTbl ¢ cepTucdbmkaTamu ¢ ucnonbsosaruem uxtepderica CryptoAPI
2.0 yepes kpunTorpacuyeckmii nutepdeiic « Kpuntollpo CSP» nog ynpaenennem OC Windows;

e Cpepnctea Capilite ans obecnedeHus pabotsi ¢ ceptudmkatamum ¢ ucnonssosaHvem untepdeiica CryptoAPI 2.0 yepes
kpuntorpaduyecknii untepdeiic « Kpuntollpo CSP» nog ynpasnenunem OC cemelictea UNIX (Linux , FreeBSD, Solaris, AlX);

e Kpuntorpaduueckuii nntepdeiic « Kpnntollpo CSP»;

e LlITaTHble nHTepEChl KIOYEBLIX HOCUTESEN;
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e ASN.1 - cucrema koampoBaHus /aekogupoBatust gaHHeix B popmatax ASN.1.

Coctae mogynein CK3UM un noacuctembl nporpammioii CP ans CoOTBETCTBYHOWMX MNPOrpaMMHO-annapaTHbIX Cpea
KoHkpeTun3upyetcs B gokymentax XXTA.00101-02 91 02, )KTAN.00101-02 91 03, XKTHAN.00101-02 91 04, KTA11.00101-02
91 05, XKT41.00101-02 91 06, XKTA.00101-02 91 07, XKTAN.00101-02 91 08, XKTAN.00101-02 91 09, KXTHAM.00101-02
91 10, XKT41.00101-02 91 11, )KTAN.00101-02 91 12.

OcHogHoit apxutektypHoli ocoberHocTbto CK3W sapnsietcss To, 4to nporpammuas CP He nmMeeT HEMOCPeLCTBEHHOrO
JOCTyNna K KJIOYEBOW W Kpuntorpadpmyeckn 3Hadumoli wHdopmauum. Bce onmepauun ¢ 3akpbITbIMU 11 CECCMOHHBIMY
(CI/IMMeTpVIHHbIMVI) KNKO4YaMIn, HE3aBEPLUEHHBIMU 3HAYEHUAMMU X3LU—d:)yHKLI|VII7I n T. N. OCYLLECTBAAIOTCA 4Hepe3 AeCKpunTopbl
COOTBETCTBYIOLLMX ODBLEKTOB, a AECKPUNTOP ODbEKTa HE COLEPXKUT €ro afpec B sSIBHOM BUAE.
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4 Peannsyemble Kpuntorpadunyeckme asroputmMmbl W
NPOTOKObI

e Anroputm wncbpoBaHns /paclundpoBaHns SaHHBIX U BbIYUCAEHNS WMWUTOBCTABKN Peasn30BaH B COOTBETCTBUM C
TpebosaHuaMU:

— FOCT 28147-89 «Cucrembl obpaboTku wundopmauyuu. 3awmta Kpuntorpaduyeckas. Anroputm
kpunTorpaduyeckoro npeobpasosaHus »

— FOCT P 34.12-2015 (FOCT 34.12-2018) «WHdopmaumortas TexHonorus. Kpuntorpaduueckas 3awmra
nudpopmauuu. Bnoynsle wudpsr»

— FOCT P 34.13-2015 (FOCT 34.13-2018) «WHdopmaumoHHas TexHonorusi. Kpuntorpaduyeckas 3awmra
nHcpopmauun. Pexxumbl paboTbl 6a04HbIX LWNDPOB>.

e Anroputmel popmupoBaHus n nposepkn 1 peannsoBaHbl B COOTBETCTBUM C TpebOBaHUAMU:

— FOCT P 34.10-2001 «WNudopmarmoHHas TexHonorus. Kpuntorpaduyeckas sawuta ungpopmauun. MNpoueccsi
popMUpoBaHMS 1 NPOBEPKN 3NEKTPOHHONW LNPOBOV NOANUCHA >

— FOCT P 34.10-2012 (FOCT 34.10-2018) «WHdopmaumoHHas TexHonorusi. Kpuntorpaduyeckas 3awmra
nHcpopmauun. MNpoueccsl hopMrpoBaHns 1 NPOBEPKM SNEKTPOHHON L poBOl nognucu»

e AnropnTmbl BbIpaboTKM 3HaYEHUSI X3LW-PYHKLUU Pean30BaHbl B COOTBETCTBUM C TpeboBaHusMN:

— FOCT P 34.11-94 «WHdpopmaurnoHHas TexHonorus. Kpuntorpacgudeckas sawumrta nHdopmauum. PyHkuns
X3LUPOBAHUS >

— FOCT P 34.11-2012 (FOCT 34.11-2018) «WHdopmaymoHHas TexHonorus. Kpuntorpaduyeckas 3awmra

nHcpopmauun. OyHKLUA X3LWNMPOBaAHUS >

e S-60KCbl, rpynMbl TOYEK Ha SANUNTUHECKNX KPUBbIX, 3HAYEHUST PYHKLUT X3LWNpoBaHUs onpeaeneHsl B gokymente RFC
4357, depepanbHoe areHTCTBO No TexHudeckomy perynuposaHuto u metponoruu (POCCTAHOAPT), TexHuueckuii komutet
no cranpaptusauyun «Kpuntorpacduyeckas sawmta nnopmauuny (TK 26), «Cuctembl obpabotku nndopmaunu. 3awuTa
kpunTorpadunyeckas. MeToanyeckue pekomeHZauun MO KPUNTOrpacpUHeCcKUM anropuTMam, COMyTCTBYIOWMM MPUMEHEHUIO
cranpaptos [OCT P 34.10-2012 n TOCT P 34.11-2012>.

e Kntouesasi cuctema CK3M obecneunsaetr BO3MOXKHOCTb MapHO-BbIDOPOYHONA CBA3NM aDOHEHTOB CETU C BbIPabOTKON
OJ151 KXKJOro CeaHca CBs3M KtoYeli Ha OCHOBE MPUHLMNA OTKPLITOrO pacrnpeAeseHnsl KaoYel C NCnojb30BaHUEM airopuTMa
Oudbbu-Xennmana.

Poccuiickme kpuntorpadudeckne anroputmbl U cepTudmkaThl OTKpbIThIX Katoudeir X.509 ncnonb3ytorcs ¢ ykasaHHbIM
nporpamMmmHbIM obecneqeHnem B COOTBETCTBIMN CO CEAYIOLLUMN MEXAYHAPOAHBIMU 1 POCCUMIACKAMMN PEKOMEHAALUAMMU:

e Using the GOST R 34.10-94, GOST R 34.10-2001 and GOST R 34.11-94 algorithms with the Internet X.509 Public Key
Infrastructure Certificate and CRL Profile (rfc4491) onucbiBaeT ncnonbsoBaHne poccuiickux KpUnTorpadomyecknx anroputmMos
B MH(PacTpyKType oTKpbiTbix ktodeid uHTepet (PKIX, Internet X.509 Public Key Infrastructure). B paHHom pokymenTe
onucanbl hopMaThl NpeacTaBieHUst OTKPbITbIX Katodeil DI, ncnonbayeMbix ansi CO3aaHUst CEPTUMMKATOB OTKPbITbIX KitoYel
M CNMCKOB 0TO3BaHHbIX cepTudbunkatos X.509, ngeHtudunkaTopbl aaropuTMoB, COOTBETCTBUE NapamMeTpoB KpunTorpaduHeckux
aNropuTMOB X UAEHTUUKATOPAM.

e Additional cryptographic algorithms for use with GOST 28147-89, GOST R 34.10-94, GOST R 34.10-2001, and
GOST R 34.11-94 algorithms (rfc4357) onucbiBaeT [ONOMHWTENbHbIE aAropuTMbl, Heobxogumsle ans ucnonbsosatus [OCT
28147-89, TOCT P 34.10-2001 n FTOCT P 34.11-94. B ux uucno BxogsaTt: bnounoe wudpposanne no NOCT 28147-89 B
pexxume cuenneHns bnokos (pexume CBC), pexumbl gononHenuss favHbix ans baounoro wudposanns no FOCT 28147-
89 B pexxume CBC, kntouesoe xawmposanue (HMAC Ha 6aze TOCT P 34.11-94), npeobpasoBaHue Kato4a 1 CUHXPOMOCHIIKMY
nocne obpaboTku ouepesaHbix 1 K6 fanHbIx, reHepauus ncesgocnyyaiitoll nocneposatensioctu (aHanor PRF nHa 6aze HMAC),
copmunpoBatue katoda obmeHa (cornacosavus) Ha 6ase FTOCT P 34.10-2001, cdopmupoBanue katoda skcnopTta paboyero
KJtoYa, aueepcndrKaumns Katoda, SKCNopT paboyero KYa Ha KJoYe 3KCNopTa, 3KCNopT paboyero kitoya Ha kitode obmeHa,
Habopbl CTaHAAPTHBLIX NapaMeTPOB aaropuTMoB (Hanpumep, Aas LWNGPOBAHNS - Y3/ 3aMeHbI, PEXUM LU POBAHUS, aNrOPUTM
YCIIOXKHEHMS K/tOYa), 3aaBaeMble UAeHTUUKaTOpaMu.

e Using the GOST 28147-89, GOST R 34.11-94, GOST R 34.10-94 and GOST R 34.10-2001 algorithms with the
Cryptographic Message Syntax (CMS) (rfc4490) onucbiBaeT UCnonb30BaHME POCCUACKUX KPUNTOrpachmyecknx aaropuTMoB B
JOKyMeHTax, yposneteopsitowmx crangapty CMS (Cryptographic Message Syntax), B 4acTHOCTM, npumeHsieMoM fnisi obmeHa
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33LUMLLEHHBIMU COOBLLEHUSIMI MO NEKTPOHHON MOYTE N SABASIOLMMCS CTaHAAPTOM NPeACTaBeHUs SNEKTPOHHOIO JOKYMEHTa
B 3aLLMLLEHHOM BUAE C UCMOJIb30BaHMEM 3IEKTPOHHON nognuck n wudposanus. Jns wndposaHHbix cooblyeHnii onncatbl oba
BapuaHTa: obmeH kntodamu n TpaHcnopt katoua (key agreement n key transport).

e TexHuueckunii komuTeT no craHgaptusaumu «Kpuntorpaduueckas sawmta uxdopmaumn» (TK 26), P 50.1.113-
2016 «WHdbopmaunonHas TexHonorusi. Kpuntorpaduyeckas 3sawmTta wnHdopmauun. Kpuntorpaduyeckne anropuTmsi,
COMyTCTBYIOWME MPUMEHEHUIO AJITOPUTMOB 3J1EKTPOHHON LN POBON NOANUCH U PYHKLMUN X3LLNPOBAHUS ».

e TexHuyecknii komuTeT no ctangaptusauum « Kpuntorpacumyeckas sawmra nncpopmauuuy (TK 26), P 1323565.1.017-
2018 «WHdpopmauuortas TexHonorusi. Kpuntorpadmyeckas 3awuta wnHdopmaunu. Kpuntorpaduyeckne anroputmsl,
COMYTCTBYIOLME NPUMEHEHNIO AaJIFOPUTMOB DAOYHOrO LUNPOBAHUS ».

e TexHuyecknii koMuTeT No cTaHgapTusauun «Kpuntorpaduyeckas awmta uncopmauunny (TK 26), TC 26.2.001-2014
«Wudopmaymnonnas texvonorus. Kpuntorpaduyeckas sawuta undopmauyuu. Vcnonssosatne anroputmos NOCT P 34.10,
FOCT P 34.11 B npodbune ceptucbukata u cnucka otsbia ceptucprkatos (CRL) nHbpacTpyKTypbl OTKpLITHIX KiItOHER .

e TexHuyecknii komuTeT no cranpaptusauun «Kpuntorpacdpuyeckas sawmrta undopmaunny (TK 26), MP 26.2.001-
2013 «WudpopmauuonHas TexHonorus. Kpuntorpadmyeckas 3sawmrta uHcopmauyuu. Mcnonbsoeanme HabopoB anroputMos
wundpposanus Ha ocHose FOCT 28147-89 gns npotokona besonacHoctu TpaHcnopTHoOro yposHs (TLS)».

e TexHuyecknii komuTeT no cranpaptusauun «Kpuntorpacguyeckas sawmrta undopmaunny (TK 26), MP 26.2.002-
2013 «WHdbopmaunonHaa TexHonorus. Kpuntorpaduyeckas sawmrta unHdopmauuu. Pekomengauum no craHgaptusauumu.
WNcnonb3osanue anroputmos NOCT 28147-89, TOCT P 34.11 n TOCT P 34.10 B kpunTtorpachmyecknx coobuieHusx cdopmata
CMS>.

o TexHuueckuii KOMUTET no CTaHZapTn3auum «Kpuntorpaduyeckas 3awuTa nHcpopmauum»
(TK 26), P 1323565.1.024-2019 «WHdopmauuoHHas TexHonorus. Kpuntorpacuyeckas 3awmta uHdopmauumn. MNapamerpo
S/INNTNHECKNX KPUBbLIX 451 KPUNTOrpachuHecKnx aaroputMoB U NpPOTOKONIOBY.

e TexHnyecknii komuteT no ctaHgaptusaunn «Kpuntorpaduueckas sawumrta uHdopmauun» (TK 26), MP 26.2.003-
2013 «WHpopmaumorHas texHonorus. Kpuntorpaduyeckas 3awmra nHpopmaummn. 3agaHme y3nos 3ameHbl 6510ka NOACTaHOBKM
anroputma wudpposaHus FOCT 28147-89».

e TexHnyecknii KomnTeT no craHgaptusaumn «Kpuntorpaduyeckas sawumta undopmaunny (TK 26), TC 26.2.002-
2013 «WHdopmaumonHas TexHonorus. Kpuntorpaduyeckas sawwmta undopmauun. Vcnonssosanne FTOCT P 34.11-94 npu
obecneyeHnn yenoctHocTu B npotokonax IPSEC n ESP».

e TexHuyecknii komMuTeT no cTaHgaptTmsaumn «Kpuntorpaduyeckas sawmrta undopmauuny (TK 26), TC 26.2.001-
2015 «MHdopmaunoHHasi TexHonorus. Kpuntorpadudeckas 3awuta nudopmaunu. Vicnonssosanne NOCT 28147-89, TOCT P
34.11-2012 v TOCT P 34.10-2012 & npotokonax obmeHa kntodamu IKE n ISAKMP».

e TexHuyecknii komuTeT no cTaHzaptTmsaumnm «Kpuntorpaduyeckas sawmrta undopmauun» (TK 26), TC 26.2.001-
2013 «WHdbopmauuorHas texHonorusi. Kpuntorpaduyeckas sawumrta uicpopmauyun. Ncnonssosanune NOCT 28147-89 n FTOCT
P 34.10-2001 npu cornacoeanuu kitoyeii B npotokonax IKE n ISAKMP».

e TexHuyecknii koMuUTeT no cTaHzapTmsaumnm «Kpuntorpaduyeckas sawmrta undopmauuny (TK 26), TC 26.2.002-
2014 «Wndpopmayuonnas texrnonorus. Kpuntorpaduyeckas sawwmrta undopmauyuu. Mcnonssosavmne FTOCT 28147-89 npu
wudposarum Broxernnin B npotokonax IPSEC ESP».

e TexHuyecknii KomuteT no craHgaptusauunm «KpunTtorpacdmyeckas 3awmta wuHdopmauyuny  (TK  26),
P 1323565.1.025-2019 «WudopmanmonHas TexHonorusi. Kpuntorpadmyeckas 3awumrta nHdopmaumun. Popmatsl coobLueHumii,
3aLUMLLEHHBIX KPUNTOrPahnyecknMm MeTOAAMU .

o TexHuyeckunii KOMUTET Mo cTaHaapTusauum « Kpuntorpadunyeckas sawmra nnpopmaunu» (TK 26), P 1323565.1.020-
2018, P 1323565.1.020-2020 «WHdopmaymoHHas Texnonorusi. Kpuntorpaduyeckas sawwmrta undopmauuu. Vcnonssosatne
POCCUCKNX KpUNTOrpadhriHecknx aaropuTMoB B NpoTokose besonacHocTu TpaHcnopTHoro yposHs (TLS 1.2)»
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5 OcobeHHoCcTU peanusaunnm n ncnonbsoBaHna CK3U

5.1 Wcnonb3osaxune nutepdeiica CryptoAPI 2.0

CK3W moxeT BbITb MCNOIb30BaHO NPUKAALHBIM NPorpaMMHbIM obecneveHnem (kak n ntoboii gpyroii kpunTonposalisep,
noctaensiembiii ¢ OC Windows) 4epes nntepdeiic CryptoAPI 2.0 (onucanue npegcrasneto B gokymerTaunu Microsoft Developer
Network (MSDN)). B aTom cny4ae cnocob Beibopa KpunTorpadu4eckoro airoputma B npukaagHOM nporpaMmHom obecnedeHnm
MOXET OnpefensThes nHopMaLneid, cogepxalueiics B cepTudmkaTax oTKpbITbix Kitodeid X.509.

Wcnonb3osaHue kpuntorpacuyeckoro untepdeiica CryptoAPI 2.0 nossonser:

e obecneunTb JOCTYn K Kpuntorpacpuyeckum yHKLMSM  Ha NPUKAAgHOM  ypoBHe (reHepauusi  Kitodel,
co3paHme/npoBepka 3NEKTPOHHON nognucK, wudposanne/paciungpoBaHne JaHHBIX) B YCAOBUASX U30JMPOBaHNS MPUKAALHOTO
YPOBHSI OT ypOBHS peanu3auun kKpuntorpacpudeckux dpyHkuuii. [py 3ToM npuknagHeiM NPorpaMMNCTaM HE HY>XXHO AETasibHO
U3y4aTb OCODEHHOCTM peannsauun TOro WM NHOMO aaropuTMa Win U3MEHATb KOg B 3aBUCUMOCTU OT anroputma.

e obecneynTb BO3MOXKHOCTL OAHOBPEMEHHOrO WUCMOJb30BAHMS Pa3HbIX alrOPUTMOB 1 PasiMYHbIX UX peanusauuii, Kak
NporpaMMHbIX, TaK U annapaTHbIX.

Obwas apxutekTypa kpuntorpacudeckux dpyHkunii 8 OC Windows nokazaHa Ha puc. 3.

CAPICOM Com MpunoxeHua
Cerfficate Services e AL Outiaok

Cerfificate Enrollrment Control |

Dutiaak Expr Authentcode | Internet Explorer

Srnart Card Enraliment Condral |

Hutepiheic Crypto APl 2.0
(YHILMK CMPEE04HMEE CEPTHMKATOR
Cerfficate Store Functions

(O HELIAM 10 40P DEAHWALEK.0 JHMP OB3 HWA
CEpTHEMKATOR
CryptEncode/CryptDecode (ASN.1)

Wutepcheiic mopynen GezonacHocTH

BricomoypoEHEEEIE dHKLYM KEMNTOME dY BCkMH
coobweHwd Simplified Message Funclons

Security Support Provider Interface

C Pro 5Channel
Hu3koypOBHEERIE doyHILIW KpUNTONpa duuecian LA B

coobueHwd Low Level Message Funclions

Mlicrosoft Unified Security
Ba30Btle yHNTOMatMHEckHE diyHILYH S8PI Piaizse) el

Base Cryptography Functions

Wurepcheiic Hpummorpads vecrax chy uHumA Cryptographic Service Providers

Microsoft Base Cryptographic Provider v1.0
Gernplus GernsAFE Card CSP wi0
Microsoft Base DSS Cryptographic Provider
Microsoft Base DSS and Diffie-Hellrman Cryptographic Prowider

Crypto-Pro Cryptographic Service Provider

Mlicrosoft Strong Cryptographic Provider
Micrasoft Enhanced DES and Diffie- Hellman Cryptographic Provider
Micrasoft Enhanced Cryptographic Pravider w1.0

Pucynok 3. Apxutektypa kpuntorpacgpudeckux dpyHkuuii 8 OC Windows

capilite, koTopbIli cooTBeTCTBYET nogMHoxecTBy uHTepdeiica CryptoAPl 2.0 n obecneynsaet Te xxe UHTepdeiicHble

@ Mpumevanne. Ha Unix-nnatcopmax nogcuctema nporpammuoii CP [OMOAHUTENBHO KOMMIEKTYETCS MOZY/IEM
yHkuun B 31ux OC, yto n 8 OC Windows.

5.1.1 bBasosble kpunTorpadgpuydeckme yHKLUN

K 6a30BbIM (OyHKLMSAM OTHOCSATCS:

o DyHkuyun umHuymanusayun (paboTbl C KOHTEKCTOM). DTU PYHKLMN MPEeLOCTABASIOT MPUIOKEHUIO BO3MOXHOCTb
BbIOpaTh ONpefenieHHbIli KpMNTONPOBakAep NO TUMY UMEHU Uan no TpebyemMoii PyHKLUOHANBHOCTY.
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o DyHKUMM reHepauun KaOHER. TN PYHKUNN NpefHa3HAYeHbl ANs (DOPMUPOBAHUS U XPAHEHUS| KPUNTOrpachuyeckmnx
KNtOYed pasfinyHbIX TUNOB.

o DyHkuun obmeHa kaoYamMu. DTN QyHKUUN NPeAHA3HAYeHbl A1Si TOrO, YTODbLI MPUAOXKEHUS MOrAN OBMEHUBATLCS
Pa3/MYHBIMKU TUMNAMUN KOYEBOW MHdopMaumu ans obecneveHns B3aMMOAENCTBUS MexAy COboii.

Mo cBoeii pyHKUNOHANBHOCTN Ba30Bble PyHKLUMUN AyONMPYIOT HU3KOYpOBHEBLI HTepdeiic CSP.

5.1.2 ®dyHkuumn KoaguposaHus/pekogupoBaHus

Nannble dyHkunn npegHasHadeHbl Ans npeobpa3oBaHusi (KOAMPOBaHUS) U3 BHYTPEHHErO NpeAcTaBieHusi obbekToB,
ncnonb3yembix B CryptoAPl, Bo BHewHee npepcraenedue n obpatHo. B kadecTBe BHewHero npeacTaBneHus obbEKTOB
ncnonbsyercs dopmat ASN.1 (Abstracy Syntax Notation One), onpegenenHbiii cepuein pekomergaunii X.680. K atoii xe
rpynne yHKUNA MOXET BbITb OTHECEH Habop byHKLWIA, No3BOAsOWMX pacumnputs dyHkumnoHansHocte CryptoAPI 2.0 nytem
peannsauun u perucTpaumum CobCTBEHHbIX TUMOB ODBLEKTOB.

5.1.3 ®yHkuynu paboTbl CO cnpaBoYHMKaMU cepTucunkaTos

OTa rpynna dyHKUNI NpesHasHaYveHa ANs XpaHeHust n obpaboTkn cepTMUKATOB B Pas3/inyHbIX TUMax CNpaBoYHNKoB. B
KayecTBe CMpPaBOYHMKA MOTYT MUCMOJIb30BATLCA CaMble pa3/inyHble TUMbl XpaHuauwy: ot daiina go LDAP.

5.1.4 BbicokoypoBHeBble pyHKLUNN 00paboTKkM KpunTorpacpuyeckmnx coobuieHunii

Jta rpynna dynkunii (Simplified Message Functions) B nepeyto odepefb npegHasHaveHa [/ WUCNOJb30BaHUS B
NpUKNAgHOM nporpaMmHomM obecrniedernun. C nx NOMOLLBIO MOXKHO:

e 3awundpoBaTh/pacungpoBaTh COOOLLEHNS OT OLHOrO MOJL30BATENS K APYrOMY;

e rnoanucaTb AaHHbIE;

® MpOBEPUTL NOAMUCH AAHHBIX.

It dyHKkumn (Kak 1 YHKLNM HNSKOTO YPOBHS) OMepUpYIoT cepTudurkaTamu oTKpbITbIX katodeid X.509 ans agpecauyun
oTnpasuTens/nonyyatens gavtbix. B kadectse dpopmata ganHbix ncnonsayercs hopmat PKCS#7 unu CMS.

CK3W nopgaepxusaet ceptudukatbl OTKpbIThIX Katodeid ctanaapta X.509v3 cornacHo RFC 5280 «Internet X.509 Public
Key Infrastructure. Certificate and Certificate Revocation List (CRL) Profile» ¢ yqetom RFC 4491 «Using the GOST R 34.10-94,
GOST R 34.10-2001, and GOST R 34.11-94 Algorithms with the Internet X.509 Public Key Infrastructure Certificate and CRL
Profile», a Takxe gokymeHTa TexHndeckoro komuteta no craHgaptusaunu « Kpuntorpaduyeckas sawura undpopmanuny (TK
26), «Texnuueckas creundukaumns. Vicnonssosanne anroputmos FTOCT P 34.10, TOCT P 34.11 B npodune ceptuchukata un
cnucke oT3biBa ceptucdukatos (CRL) nHpacTpykTypbl oTKpbIThIX Katouel X.509».

CK3W noppaepxusaet dopmat kpuntorpadpuyeckux coobuennii cornacio RFC 3852 «Cryptographic Message Syntax
(CMS)» c ydetom RFC 4490 «Using the GOST 28147-89, GOST R 34.11-94, GOST R 34.10-94, and GOST R
34.10-2001 Algorithms with Cryptographic Message Syntax (CMS)», a Takxe BOKYMEHTOB TexHUYECKOro KOMUTETa MO
crangapTtusaumn «Kpuntorpaduueckas sawura nidopmauumny (TK 26), « MP 26.2.002-2013. NHdopmauuoHHas TexHoiorus.
Kpuntorpacudeckas 3sawwmrta uncpopmauyun. Wcnonbsosanue anroputmos [OCT 28147-89, TOCT P 34.11 n TOCT P
34.10 B kpuntorpacuyeckux coobueHusx copmata CMS» un «P 1323565.1.025-201. WHbopmaunoHHasi TexHOMOrUs.
Kpuntorpacuyeckas 3awuta nicpopmauyuu. PopmaTthl COOBLEHNIA, 3aLMLLEHHBIX KPUNTOrPahnyecKUMmM METOAAMU >,

Mpn wucnonbzosaHuu nporpammubix uHTepdelicoe CK3U gns cooteetctBusi npukasy Munkomcessn Poccun ot
14.09.2020 Ne 472 Heobx0ogMMO yHMTbIBaTS:

1) nonoxenuss pokymeHta MKTAM.00101-02 96 01. Pykosoactso nporpammucta (CSP_5 0.chm), pasgen
«OcobennocTtn cospanuns nognucanubix CMS coobuiermniny;

2) cnocobbl gobaeneqns 8 CMS-coobiuerne ceptudpukata kntoda nposepku 1, a Takke nepapxmyeckn obycnosneHHol
NOCNefOBaTENbHOCTN  CEPTU(PMKATOB, KaXAbll nocnepyowuii  ceptudpukat kotopoii nognucan I, ocHoBaHHOW Ha
npeALwecTBytowemM ceptudukaTe:

e npu Bbi3oe CryptSignMessage B napametpe pSignPara MoxHO 3aaaTb BCce HEOOXOANMbIe cepTudmKaThbl B nape
noneii cMsgCert n rgpMsgCert;
e Npy WCMONL30BAaHUW HU3KOYPOBHeBOro uHTepcheiica no cosgavuu CMS-nognucm Bce HeobxoanMble
cepTuunKaTbl MOryT ObITh NepefaHbl HECKOJIbKMMMU criocobamu:
— npu BbizoBe CryptMsgOpenToEncode B napametpe pvMsgEncodelnfo (tun CMSG_SIGNED
ENCODE _INFO) cepTtndpukatsl MmoryT 6biTb 3agaBaTocst napoii noneir cCertEncoded un rgCertEncoded;
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— cepTudukaTbl MOTyT ObITb fobaBseHbl B coobLieHue ¢ nomolbto BeizoBa CryptMsgControl ¢ dwCtrl Type
pasHbim CMSG_CTRL_ADD_CERT.

5.1.5 HuskoyposHeBbie pyHKLMN 00paboTkn Kpuntorpadumyeckmx coobuieHunii

[Oannas rpynna cyHkuuii (Low Level Message Functions) npegHasHaueHa f/is aHanormyHbix ueneil, 410 n rpynna
BbICOKOYPOBHEBbIX (PyHKLUI, HO 0bNaaaeT bosbLueii hyHKLMOHaNbHOCTLI0. BMmecTe ¢ Tem, Gosibluas pyHKLMOHAIBHOCTL TpebyeT
OT MPWKIAZHOrO NporpaMmucTa bosiee AeTasbHbIX 3HAHMIA B 06NaCTV NpuKAagHoOl KpunTorpaduu.

5.2 Wcnonb3oBatHne COM unHTepdeiicos

CK3W moxet B3anmopgeiicteoBaTh co cnegytowmmu COM nnTepdeiicamu paspabotkn Microsoft:
e CAPICOM,;

o Certificate Enrollment API;

e Certificate Services.

5.2.1 CAPICOM

CAPICOM (peanunzosaH B chaiine capicom.dll) npegocrasnser COM unTepdeiic, ncnonb3syowmii ocHoBHble hyHKLNM
CryptoAPI 2.0. 9ToT komnoHeHT siBnsieTcst gobasneHnem K yxe cyuwectsytowemy COM wnntepdpeiicy Certificate Enrollment
Control (xenroll.dll), koTopbiii peanusytoT kaueHTCKne PyHKLMN FeHepaLun Kato4eli, 3anpocos Ha cepTudmkaTtsl n obMeHa ¢
Uentpom Ceptudpukauun.

CAPICOM no3zgonsieT ucnonb3oBaTh (PyHKUNM CO3LAHUSI U MPOBEPKN IEKTPOHHON MOAMUCU, NOCTPOEHUS N MPOBEPKY
LenoYek CepTUMKATOB, B3aMMOAENCTBUS C Pa3MYHbIMU CnpaBodHMKamu ceptudukaTtoB (Bkatodas Active Directory) c
ucnonb3osanuem Visual Basic, C++, JavaScript, VBScript n cpegpbl paspabotku Delphi. cnonszosanne CAPICOM nossonsier
peann30BaTh (PYHKLMOHANBHOCTL K TOHKOrO» KaneHTa B uHTepdeiice bpaysepa Internet Explorer/Microsoft Edge.

CAPICOM sensietcs cBobogHO pacnpocTpaHsiembiM, M nocTasnsietcs B cocTtaBe Redistributable nnctpymenTapus
paspaboTunka Microsoft Platform SDK.

5.2.2 Certificate Enrollment API

WuTepdpeiicor Certificate Enrollment APl (peanusoBantHble B daiine certenroll.dll) npegHasHaveHsl gns redepaunu
KJtoYell, 3anpocoB Ha cepTudukaTel, 0bpaboTkn cepTudukaTos, nonyderHoix ot Llentpa Ceptudmkaunu ¢ ncnonb3osaHnem
Pa3/INYHbIX SI3bIKOB NPOrpaMMUpPOBaHUS.

O1oT wnHTepdeiic ncnonsbaytot paznudnbie Lentpol Ceptudumkauyun (VeriSign, Thawte n T.4.) npu dopmmuposanun
3anpocoB Ha cepTudumkaT nosnbsosaTeneli Ha nnatdopme Windows.

5.2.3 Certificate Services

Certificate Services Bkntouaer B cebs Heckonbko COM uHTepdpelicoB, No3BONSIOWMX U3MEHUTH (PYHKLUOHANIBHOCTb
Uentpa Ceptudumkauyuu, exogswero B coctaB OC Windows Server. Mpu nomouwin aaHHbIX MHTEPGEACOB BOSMOXKHO M3MEHEHME:

e crocoba obpaboTky MocTynatoLwmMx OT NOJAb30BaTENEA 3aNPOCOB Ha cepTudrKaThI;

e cocTaBa gaHHbix (B Tom Yncne gononneruii X.509), 3anucoiBaeMbix B M34aBaemble LEHTPOM CepTUUKATLI;

e cnocoba nybsmkauum (xpaHeHus) U3AaHHBIX LEHTPOM CEpTUUKATOB.

5.3 Wcnonb3osanue CK3W B Beb-Opay3epax

CK3W moxet bbITh ncnonb3osaH B Beb-Opaysepax Ha pas3anYHbIX MPOrpaMMHO-anmnapaTHbIX nNaaTdopmax nyTém Bbi30Ba
yHkuuii « Kpuntolpo SLM Browser plug-in», sxogswero B coctag «Kpuntollpo PKI SDK» (MAK «Cnyxbsl YL »).

«KpunTtolpo LM Browser plug-in» cogepxunT komnoHenTy ActiveX ans pabotsl 8 Microsoft Internet Explorer/Microsoft
Edge n nnarun NPAPI gns gpyrux Beb-6paysepos, nogaepxmBatowmx faHHbIi nHTepdeiic BCTpanBaHus naarnHos. OyHkuun
CK3W moxHo Bbi3biBaThL 13 cueHapueB JavaScript, cogepxkaliuxcs B oTobpaxkaemoii Beb-bpaysepom cTpaHuLe.
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MogpobHas nHdopMaLns JOCTyNHA HA CTPAHWLE NaarnHa no agpecy Ha CTpaHuLe MaaruHa.
5.4 Tloppep>xka npotokosia TLS

5.4.1 OcHoBHble NOHATUA NpoTokona TLS

MpoTtokon TLS npegHasHaueH ans obecnedveHnst KpunTorpacpuyeckumu CpeacTBaMu ayTeHTUUKALUN OTNPaBUTENS
(knneHTa) n agpecata (cepBepa), KOHTPONS LENOCTHOCTY 1 LUNPPOBAHNS AAHHBIX NH(POPMALMOHHOTO ObMeHa.

AyTeHTUUKaLNSA ONUNOHANbHO MOXET OblTb OLHOCTOpPOHHER (ayTeHTUdMKaLUs CcepBepa KANEHTOM), B3aUMHON
(BcTpeuHasi ayTeHTUdMKaLNS CepBepa U KANEHTA) AN HE UCMOMb30BaThCS.

OAHOCTOPOHHSIA ayTeHTUdMKaums obecnednsaeT MUHMMAIBHO HEODXOAMMBIN YPOBEHb 3aLUUTLI, U BKAOYAET B cebsi:
e obsizaTenbHyt0 ayTeHTudmKauuo cepeepa be3 ayteHTudMKauum KJINEHTOB;
e wundposaHue Tpadhrka MEXIY KAUEHTOM U CEPBEPOM.

Mpu paboTe B [gaHHOM peXuMme cepBep Ha 3Tane «PyKONoXKaTusi» He 3anpalimpBaeT cepTudukaT KAMeHTa W
YCTaHaBAMBAETCS «AHOHUMHOE» 3alUMLIEHHOE COoeAuHeHMne. B aTom criiydae KAMEHT MOXET He MMETb 3aKpbITOro Kjko4a un
ceptudukata. Pexxum c ogHocTopoHHeli ayTeHTudmKkaumeli cepeepa MOXET UCMNONb30BaTLCS AJS NPefOCTaBIEHUs] HEKOTOPON
rpynne nonb3oBaTeneidl KoHdMAeHUMaNbLHON MHAGOPMALMKU HAa OCHOBaHWUM MapoJibHOA 3alUThl, OAHAKO Mapoji B 3TOM
cny4yae BbyaeT npeabsiBAATLCS MOJb30BATENEM TOJLKO NOC/E YCTaHOBAeHUS 3awmuieHHoro T LS-coegunenns ¢ Web-cepeepom,
YTO MOBbLILIAET YPOBEHb 3aLUNTbl OT HECAHKLMOHWPOBAHHOrO [AOCTYNa MO CpaBHEHWIO C nepefadqeli Napons Mo OTKPbITbIM
coeauHenunsiMm. [pu opHOCTOpOHHel ayTeHTUdMKaLMKU cepBep 3anpaluMBaeT cepTUUKAT KAMEHTa, HO €ro OTCyTCTBUE He
CcHMTaAETCS OLWNBKOIA.

[BycTOpoHHSAS ayTeHTUbUKaLns BKAOYAET B cebs:
e B3aUMHyIO ayTeHTuukaymo kanenta n Web-cepeepa ¢ nomowsto ux cepTudnkaTos;
e wnpoBaHue Tpacdhmka MEXIY KANEHTOM 1 CEPBEPOM.

[BycTopoHHss ayTeHTudbmkaums nosponsieT obecnednTb [OCTYN B 3aKpbiTyto 4Yactb Web-cepeepa Tonbko
3aperncTpupoBaHHbIM  Brafesnbuam cepTucukatos. [lpm 3TOM HyKHO uMeETb B BuAy, HTO pasrpaHuyeHne AoCTyna K
MHPOPMALIMOHHLIM Pecypcam cepBepa, OCHOBAaHHOE Ha MpOBepke CepTUUKATOB KJMEHTOB, ropa3fo HaAexHee, YeM MPOCTO
naposbHas 3awuTa.

B paHHOM pexume paboTbl KINEHTY HEOBXOANMO CreHepUPOBaThL 3aKPbITbIN U OTKPbLITBIT K/IKOYN 1 MOAYYUTL CepTUdUKaT
oTKpbITOro Kntova B YL,

WNepapxus uncpopmaumoHHoro obmeHa BkatoYaeT B cebst ceccum, CoeamHeHnst n NOTOK coobuieHuii B coeguneHun. [MoTok
coobueHunii npu bonbLwoit AnvHe pa3busaetcs Ha pparMeHTbI C NaKeTHON nepegadeii pparmenTos. B ogHoll ceccnm moxeT 6bI1Th
peasin30BaHO HECKOIbKO COEAUHEHWNIA, MPOU3BOJIbHO Pa3HECEHHbIX MO BpeMeHU. B kaxaom coefnHeHun MoxeT bbiTe 0bpaboTaH
HEObXOANMbIA NOTOK COOBLLEHN.

Ceccus xapakTepusyercs ciefyowmmn aTpubytamu:

e ugeHTudpukaTop ceccun (caydalinoe yncno, 32 baiita, 3a4aeTcCsl CEPBEPOM MpU OTKPLITUN Ceccun);

® MeTOoh KOMMPEeccuu;

e cepTudumkat cepsepa (ONLMOHANLHO);

e cepTudmkaT KameHTa (OnuMoHaNbHO);

e crieundmkaLns anroputMoOB W napameTpoB 3awutbl (anroputmbl wudposarns u MAC, kpunTorpaduueckne
napamertpebi);

e master secret (MCnonb3yeTcst Npu reHepauun KtoYel wndposanms, kiodeir MAC, BekTopoB nHuumanusauum);

e cbnar, paspelatoLuii/3anpeLlatownii HoBblE COEANHEHUNS B CeaHCe.

Ceptudmkatel npeactasasotcs B crangapte X509 v3. Cneundmkaunms anropuTMOB 1 NapaMeTPoOB 3allnTbl MOXKET
MEHSATbCS B TEYEHUe Ceccuu.

CoepunHeHne xapakTepusyeTcs cefyowumy atpubytamu:

e client _random — cnyuaiiHble 32 baiiTa, 3ajaBaeMble KNNEHTOM;

e server _random — ciyyaiinble 32 6aiiTa, 3aaBaeMble CEPBEPOM;

e client write MAC secret (ko4 KANEHTa 451 BbIYNCIEHUS 3HAYEHNS KIIOYEBON X3LU-PYHKLMK);
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server write MAC secret (k/itoy cepBepa 4151 BbIYNCNEHNS 3HAYEHNS KIIOHEBON X3L-PYHKLNM);

client write key (kntoy, ncnonbsyemblii Ans wWnpoBaHNs AaHHbLIX KINEHTOM U paclunpoBaHns UX CEpBEPOM);
server write key (KoY, ncnonb3syembiii Ais WPOBaHUA AaHHbLIX CEPBEPOM N PacLiMPOBaHUS WX KIUEHTOM);
client write 1V, server write IV (BekTopbl MHWLMaNU3aLUM, NCMONb3YEMBIE KIIMEHTOM 1 CEPBEPOM COOTBETCTBEHHO);
NopsiaKoBbIf HoMep coefuHeHnst (MOLAEPXKUBAETCS HE3ABUCUMO AJ151 NEPEfaBaeMbIX U NMPUHUMAEMbIX COOBLIEHWIA).

BekTop vHuumanusayum 3agaetcs 4is nepBoro hparMeHTa CooDLUEHNS B COEAUHEHNI; 4J151 NOCAEAYIOLUX (PParMeHTOB
BEKTOP MHMLMANN3aLMN POPMUMPYETCS U3 KOHEYHOrO Bioka 3alngpoBaHHOrO TEKCTa NpeablayLiero parmMeHTa.

MopsigkoBble HOMEpa COEQUHEHWIA MOALEPXKMBAIOTCS HE3ABUCUMO [AJ1Si MEPESABAEMbIX U MPUHUMAEMbIX COODLLEHWIA.
Mpn cmeHe ceccum, nameHeHun creuymuKaLMm anropuTMOB M NapameTpPoB 3alyMTbl HYMEpPaLusi COEAWHEHUR HaYMHAeTCs C
0; ananason Hymepauuu: 0 < 2641,

CoepuHeHne accoummpyeTcs C OQHOI ceccreii.

Anroputm npeobpasoBaHusi nHdopmaumm npu obmeHe € MCnoab30BaHWeM npoTokosna TLS Bkalovaer cnepytouwime
onepauum:

e npueM OT MPOTOKO/A BEPXHErO YPOBHSA MOTOKA HE MHTEPNPeTUPYEMbIX AaHHbIX B BNOKaX NPOM3BOBLHOMO pa3mepa;

e (bparMeHTaLns NPUHATBIX C BEPXHErO YPOBHSI AAHHbLIX B CTPYKTypupoBaHHbie 61oku (dparmenTst) npotokona TLS.
Pasmep cparmenTa — He bonee 214 baiit;

e Komnpeccusi hparMeHToB (ONUNOHANBHO);

e BbIHUC/NEHNE 3HAaYeHUs KtoHeBol xaw-yHkuun (MAC) oT koHKaTeHauMn Ka4a X3LWw-byHKLNM, TUMNA KOMMpeccuu,
OJIMHBI KOMIPECCUPOBAHHOrO hparMeHTa, KOMMPECCMPOBAHHOIO hparMeHTa 1 3aJaHHONR KOHCTaHTLI;

e KOHKaTeHauus pparMeHTa 1 pesyabTaTa BbIYMCAEHNUS 3HAYEHNS X3LW-PYHKLMM OT Hero (paclumpeHHbili pparmMeHT);

e 3alwnpoBaHne paclumpeHHoro dparmMenTa (ONuMOHaNLHO);

e 0bBaBneHNe OTKPLITOro 3aro/ioBKa, cogepxalero Tun coobuwenns (oguH 6aiit), Bepcuto npotokona TLS (asa 6aiita)
W OJAUHY KOMMPECCMPOBaHHOrO dhparmeHTa.

Cxema anropuTma npefcrassieHa Ha puc. 4.

Mpy npueme nHopmaunm nprMeHseTcs obpaTHas NOC/Ie[0BaTENLHOCTL ONepaLnii.
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[MOTOK AaHHbIX P %

dparMeHTUPOBaHHbIN NOTOK AAHHbIX
4 A 4
dparmMeHT
4
CxaTbllt hparMeHT
4 A 4
PacwmnpeHHbIn pparMeHT MAC
\4
3awmndpoBaHHbI pacliMpeHHbIR hparMeHT
A 4 \ 4
[Job6aBneHune oTKpbITOro 3arosioBka

Pucyrok 4. Anropntm npeobpasoBaHusi uncpopmanuy npu obmeHe ¢ ncnonb3oBaHueM npoTtokona TLS

B npotokone TLS ucnonb3sytotca caeaytouime TUnbl COOBLLEHMIA:

Hello message (ClientHello, ServerHello);

Change cipher specs message (u3meHeHne cneyudukaymm anropuTMOB U NapamMeTpoB 3aLnThi);

Key exchange message (nepegaqa kntoya obmena kitodamu wndpposatus u MAC knuenTa, cepsepa);
Alert message (npegynpexxaeHue, onoeeeHne o aTanbHOR owmnbke);

Application data message (nepegaya gaHHbIx);

Finished message (coobuienune o BoamoxHocTn paboTbl B CO38aHHONR ceccun).

MpoTokon TLS sensieTcs ABYXypOBHEBbLIM 1 AElCTBYET Had TPAHCMNOPTHLIM NPOTOKoIOM. K nepBoMy ypOBHIO OTHOCATCS
TLS Handshake Protocol, TLS Change Cipher Spec n TLS Alert Protocol. Ko BTopomy yposhio otHocutest TLS Record Protocol.

TLS Handshake Protocol obecneunsaet ninunanusaumio ceccum (CoeanHeHmns) BLINMOAHEHNEM CledytoWMX onepauuii:

® K/JNEHT 1 CepBep [OroBapuBaloTCs 06 MCMONb3YyeMbIX B CECCUM anropMTMax W napamMeTpax 3aluTbl, obMeHuBatoTCA
cnyyvalinbivn Benndunamu client random, server random, gorosapusatoTcsi, ByayT UM HET HOBbIE COEAMHEHUS;

e npousBoauTCs 0bMeH cepTudmkaTaMu Ais ayTeHTudprKaLmum KnueHTa n cepeepa (Mo 3agaHHbIM onuusm);

® K/IVEHT reHepupyeT CyHaliHyto BENMYMHY pre master secret, wundpyeT ee n nepefaer cepeepy.

® KJMEHT U cepBep no pre master secret, client random wu server random copmupytoT master secret (Habop
HeobxoanMoll Kito4eBoii nHopmauum) ceccuu.

TLS Handshake Protocol pabotaeT no cxeme, npegcrasneHHolt Ha puc. 5.
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Client > ClientHello > Server

YcTaHoBKa BEPCUM NMPOTOKONA, MAEHTUGMKATOPA CECCUKN, HAYanbHOro Habopa anropmuTMOB U
napamMeTpoB, METOAA KOMMPECCUU.

ServerHello
Certificate

Certificate Request < Server
Server Key Exchange

A

Client

ServerHelloDone

CepBep nocbinaeT (onuUMoHanbHO) CBOM cepTudukaT 1 3anpalumBaeT (ONUMOHaNbHO) cepTudmrkaT
KJIMEHTa, nepeaava cay4yalniHol BenYmMHbl server-random.

Certificate

Client > Client Key Exchange Server
Certificate Verify

KnueHT nocblnaeT cBov ceptudukaT (ecnm 6bin 3anpoc cepepa) Ecnu ceptudukara y knveHta
HeT, oH nocbinaet Certificate Verify.

) 4

Change Cipher Spec

Client Finished > Server

\ 4

Change Cipher Spec

Finished - Server

A

Client

Bbi6op anropuTMOB M NapaMeTpoB ANs yCTaHaBAMBaeMoW ceccun, 3aBeplieHme Handshake
(«pykonoxaTtus»).

PucyHok 5. Cxema pabotsl TLS Handshake Protocol

5.4.2 Mopynb ceteBoii ayteHTudpukaunn «Kpuntollpo TLS»

Mogaynb cetesoii aytentucukaumm «Kpuntollpo TLS» peanusosan Ha baze npotokona TLS u poccuiicknx ctaHgapToB
KpunTorpaduyeckoli 3aWwuTbl KoHbUgeHUnanbHO nHbopmauun.

Mogaynb noafepXKun ceTeBoil ayTeHTUUKALNIN NO3BOJSIET Peasn30BaTh 3allMLLEHHbIA ceTeBoii npoTokon TLS 1.0, 1.1,
1.2 B COOTBETCTBUN C peKOMEHAAUUAMU:

e RFC 2246 «The TLS Protocol. Version 1.0»

e RFC 4346 «The Transport Layer Security (TLS) Protocol. Version 1.1»

e RFC 5246 «The Transport Layer Security (TLS) Protocol. Version 1.2»

o «TexHnyeckuli komuTeT no cTaHgapTusaunn «Kpuntorpaduyeckas sawmta undopmayuny» (TK 26), MP 26.2.001-
2013 «WHdopmauuonHas TexHonorus. Kpuntorpadmyeckas sawmTta uHcopmauuu. Mcnonbsosanne Habopos anropuTMos
wundposatus Ha ocHose FOCT 28147-89 ans npoTtokona besonacHocTu TpaHcnopTHoro ypoeHs (TLS)»

o «TexHnyeckuii kKomuTeT no cTaHgaptusaumn «Kpuntorpaduueckas 3sawmta wundopmauumny (TK  26),
P 1323565.1.020-2018, P 1323565.1.020-2020 «WndopmauunorHas TexHonorusi. Kpuntorpaduyeckas 3awmra nHgopmauuu.
VicronbsoBaHne kpuntorpadryecknx ajropuTMoB B NpoTokose besonacHocTu TpaHcnopTHoro yposHst (TLS 1.2)».
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Mogynb obecneynBaeT ABYCTOPOHHIOI 1 OAHOCTOPOHHIOW ayTEHTU(PMKALNIO NMPUNOXKEHWNI NPU UX B3aWMOZERCTBMM NO
ceTn ¢ ucnosb3osaHmem anroputMa Il n cepTMUKaATOB OTKPLITLIX KJKOYel, a TakxKe WN(POBAHME AaHHbIX, NEPEfABAEMbIX B
CETEBOM COELVHEHUN.

MpuknagHoe nporpaMmHoe obecnedeHne MOXET UCMOAb30BaTh NpoTtokon TLS ans ayTeHTudmrkaumm v 3amThl JaHHbIX,
nepeaaBaembix Mo CODCTBEHHbIM NpoTokonam Ha ocHose TCP/IP u HTTPS.

Mpotokon TLS oTtHocuTcs K cpeacTBaM 3awuThl npuknagHoix naketoB Microsoft Internet Explorer/Edge, Internet
Information Services (11S), Microsoft SQL Server n COM+. On obecneunsaer ayTeHTUPUKALMIO CBS3bIBAIOLLMXCS CTOPOH,
KOH(MAEHUMANBHOCTL U LENOCTHOCTL nepeckinaemoli undopmauyunu. AyTeHTudukaums obecnedmBaeTcs WCNONb30BaHUEM
ceptupnkatos crtangapta X.509 (B cpepax C CuibHOW ayTeHTUUMKauMER), KOHDUAEHUMANBHOCTE — LUNPOBAHNEM
nepecbiaeMblX AaHHbBIX, LENOCTHOCTb — MpUMeHeHneM X3LW-hyHKLMM U Koja ayTeHTudpukaumu coobuenus (Message
Authenticity Code, MAC).

Ons nogkntodenusi no npotokony TLS wucnonbsyerca npecukc https, npu s1om obospesatens Web-cepeepa no
ymonyaHuto byaet nogkntodatecst K nopty TCP 443 smecto ctangapthoro nopta TCP 80. Ecnn cepeep He nopaepxusaet
npotokon TLS, coeannerue He yctanasnmsaetcs. [pumenenue npotokonos SSL/TLS (SSL - 6onee paHnme Bepcun npotokona)
nokasaHo B Tabs. 1.

Tabnnua 1. Mpumenenne npotokona SSL/TLS

MpoTtokon | MNopT Onucatxne

HTTPS 443 HTTP no SSL/TLS

SMTPS 465 SMTP (anektpoHHasi nouta) no SSL/TLS
NNTPS 563 NNTP (nosoctu) no SSL/TLS
LDAPS 636 LDAP (moctyn k kaTanoram) no SSL/TLS
POP3S 995 POP (anektpoHHas noyta) no SSL/TLS
IRCS 994 IRC no SSL/TLS

IMAPS 993 IMAP (anekTponnas no4ta) no SSL/TLS
FTPS 990 FTP (nepegaqa daiinos) no SSL/TLS

Ons Ttoro, utobbl npotokon SSL/TLS peiictBoBan, Web-cepsep gomkeH umeTb napy cepTucpukaT OTKPLITOrO
KtoHa /3akpbIThld Koy, Bnageney ceptudpmkaTta JOIKEH NOATBEPAUTL, HTO OH SIBASIETCA BNAfEbLUEM 3aKPbITOrO K04,
CBSI3aHHOTO C CepTUdNKaTOM. DTO AAET BO3SMOXHOCTb KIMEHTY ayTEHTUDULMPOBATL CEPBEP, C KOTOPLIM OH XOYET CBSA3aThCS.

B npouecce B3aumHoll ayTeHTudbnKaLmm:

® BLINOJIHSETCS KpunTorpaduyeckas NpoBepka HaMuns y CepBepa 3aKpbITOro KA4a, COOTBETCTBYHOLLErO OTKPLITOMY
KJIKOYY, YKa3aHHOMY B cepTudukare,;

e NpoBepsieTca CTeneHb A0BEpUsi UsgaTento cepTudmnkara;

® MpOBEPSIETCS, HE UCTEK NN CPOK AeiicTBus cepTudbmkaTa;

® NpOBEpPSIETCS, He OTO3BaH Nn cepTucpukat; no ymondanuto Internet Explorer/Microsoft Edge 3Ty nposepky He
BbinoaHAeT — 310 genaert |IS.

Ecnin  nwobasi nM3  ykasaHHbIX MNpOBEPOK MNPUBOAMT K OTPULATENIbHOMY pe3ynbTaTy, Mofb30BaTeslb MoJydaer
npegynpexaeHne n MOXeT pa3opBaTh coefuHeHne (3TO peKOMeHAYETCs CAenaTh).

JocTturnys poBepusi, CTOPOHbI BblpabaTbiBAOT CEAHCOBLINA KIOY, Ha OCHOBE KOTOpPOro obecnevnBaeTtcs wundpoBaHme
JaHHbIX B TeYeHne ceaHca.
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5.4.3 [llpoBepka wuCMONb30BaHUSI POCCUICKMX anroputmoB B Opaysepax Internet
Explorer/Microsoft Edge

[ns npoBepkn Ucnonb30BaHMS POCCUICKMX afirOpUTMOB NpU JOCTYyne K BeB-CTpaHuue ¢ noMowbio bpaysepos Internet
Explorer n Microsoft Edge sbinonHute cnegytowime aelicteus:

1) Ovkpoiite Beb-cTpanuuy B bpaysepe Internet Explorer/Microsoft Edge. Mpn nocewennn Beb-cTpanuusl obpatute
BHUMAaHMe, NCMOJb3YETCs N NPOTOKOA CoeanHeHmns «httpsy.

2) HaxxmnTe Ha 3Hauvok «3amka» (cm. puc. 6, puc. 7).

e 2 https://q.cryptopro.ru/ 'IEIO MNownck... L~ A

@ YaocToBeparoWMIA LeHTP L

Pucyrok 6. Agpechas ctpoka Internet Explorer

B <—ﬂ‘ YpocroBepatowmia LeHTp X ‘ + v = O X

< 2 O {nY https//q.cryptopro.ru % = 7. &

Pucyrok 7. Agpechas ctpoka Microsoft Edge

3) Ortkpoetcsi okHo «MaeHTudpukauyus seb-caiitay (cm. puc. 8). B okHe HaxxmuTe Ha kHonky MpocmoTp ceptudpmkaros
(Mpocmotperts ceptudmkar).

Naentndukauna seb-caita

MuHkomceAzb Poccun
OMPEASNWA 3TOT CaWT Kak
q.cryptopro.ru

r. Mockea, 77 Mockea

MoaknioueHWe K CEPEEPY MCNONLIYET
WU GPOoEIHWE.

= i MaeHTMOWMKAUWA BeD-calTa
¢ MpocmoTpets ceptudmkaT

MO¥HO W AOBEDATE 3TOMY Beb-canTy?

MuHkomceaze Poccun

q.cryptopro.ru

3T0 NOAKAHIYEHNE K CEPEEPY MCMONLIYET
LN poBaHKe. [nA 3Toro caiTa elle He HaCTPOEHEI

paspeLleHna.

Paspelueruna ans seb-caiita

MoxHo nu goeepate 3Tomy Beb-caliTy?
[MapameTpel aETOMaTMUECKOTO

ECCMPOMEEEAEHUA MyAETUMEANE
MpecmoTp ceptndukaros p A ¥ A

Pucyrok 8. OkHo naeHTucbukaumn seb-calita B bpaysepax Internet Explorer u Microsoft Edge

4) OTkpoeTcss OKHO CO cBefeHusiMM O cepTucpukate Beb-cepsepa, BkAtoYas MHdOpMauMo ob  McnoNb3yembix
KpunTorpacduyeckux anroputmax (cm. puc. 9).

Crpanunua 22 n3 25



XKTA.00101-02 90 01. Kpuntollpo CSP. Onucanue peanunsauun

CsegeHua o ceptupukate =

~  Munkomceass Pocoum

~ 000 "KPUMTO-MPO"

000 "KPUMTO-MPO"

s Cepradmar % OTKpPBITEIA KAKOY cybbeKTa -
TOCT P 34.10-2012 256 6wt
Ofwme COCTEE  [yTk cepTHdMKALMM 04:40:B2:12:12:0E:31:A2:9F.D4:2E:90:3C:D6:41:
44:2C:66:15:E3:4F:80:1E:TE:42:9A:3A:0E:9B:5C:€
MokasaT: |<Bce> v| 4:B7:4E00:78:F0: 7B 14:7FD0:AL:ES:16:5B:47:F4

110:61:30:98:6E:2E:C1:53:1 A:C3:44:CR0B: T Dne 2:

Mone SHaqEHE " BE:BATC5:2A

Anropu-tTM Noanuc MOCT P 34.11-2012/34.10-20... AnuTe pHaTMBHOE MMA Cy()‘bEKTa

BXaLu-anropmm noAnMc FOCT P 34.11-2012 256 Gur He KPUTUHO

BMBD.BTEJ‘Ib 000 "KPUMTOSIPO", 000 ...

BAEHUBMTEHEH c Sman 2020, 11:51:13 e

B,U,EHCTBHTEHEH no Saprycta 2021r, 12:01:13 DN5-uma=g20.cryptopro.ru

BCYEbEKT Q00 "KPUMTOIPO", 000 ... ANropvTM NoanMcei

BOﬂq:blTblﬁ KNt MOCT P 34.10-2012 256 fur (... [OCT P 34.11-2012/34.10-2012 256 6uT

[l Nansmarne: nriensrarn en N 1INANT IaRENIN2N224 Y .
Xsw-anroputm nognucein

MOCT P 34.11-2012/34,10-2012 356 GuT GR 34.11-2012
WMcnonb3oBaHWe KMOYa
WwdpoeaHue knwoua
PacwmnpeHHoe Ucnonb20BaHWe Kaouya
1.36.1.557.3.1

CBOACTES. .. KonupoEaTe B dakin. .. I?Epcm“

SkcnopT B dain

Pucyrok 9. OkHo co cBegeHusimn o ceptucbukate Beb-cepeepa B bpaysepax Internet Explorer n Microsoft Edge

5.5 [lpuno>xxeHns komaHagHOW CTPOKMN

B coctas guctpubytnea « Kpuntollpo CSP» Bepcusa 5.0 R2 KC1 ucnontenue 1-Base BxogsaT cnegytowime npuioKeHus:

e lpunoxeHne komMaHOHOW CTPOKWU Cryptcp npefHasHadeHO Ansi paboTbl C MCMO/Ib30BaHWEM WHPACTPYKTYPbI
OTKPBITLIX KAtOYeld, Wwndposatus/paclundpoBaHns coobLyeHnii, co3naHns/NPoBEPKIN NEKTPOHHON MOAMUCH 1 X3LUNPOBAHUS
(nogpobree cm. XKTAN.00101-02 93 01. MNMpunoxeHne KOMaHAHOI CTPOKM Cryptcp).

e MpunoxeHne komaHgHoW cTpokn pAna pabotel C cepruchmkatamMn WUCNoONb3YeTCs Asi yNpaBfAeHus
ceptudbmkatamu, cnuckamu ot3bisa ceptudpukatos (CRL) n xpanunuwamu ceptudukatos (nogpobree cm. XKTAN.00101-02
93 02. MpunoxeHne KOMaHAHON CTPOKU Anist paboTbl € cepTudpmkaTamm).

e lMpunoxenus gns coszganua TLS-TyHHens npegHasHaveHbl gnst co3ganns TLS sawmuweHHoro coegrHenns mexay
KNMEHTOM 1 iokanbHbIM (Inetd-3anyckaembim) unn yaanexHsim cepeepom (nogpobree cm. XKTAK.00101-02 93 03. Mpunoxerus
ans cospanns TLS-TyHHens).

e lMpunoxeHne csptest npegHasHaveHo Ansi BbinonHeHus oTaenbHbix HacTpoek CK3W, a Takxe gis TecTupoBaHus u
anpobaunn TEXHUYECKNX PELLEHWNIA, NOCTPOEHHBbIX C ncnosb3osaHnem CK3U.

I'Ipume-laﬂme. VTI/IJ'II/ITy csptest fonycKaeTcsi MCNOJIb30BaTh TOJ/IbKO B TECTOBbIX LEeNAX.
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5.6 Wcnonb3oBaHne CK3W Ha Nginx cepsepe

Nginx — 310 MO ¢ oTkpbITEIM UcxofHbIM Kogom anst Beb-cepsepa. OfHON U3 OCHOBHBLIX (PYHKLMOHANLHOCTEA nginx
ABASIETCS MNOCTpPOeHMe 3awmuieHHoro coeguHenuns. B coctas CK3W Bxogut naty gns nginx 1.18.0, obecneumsatonii
BO3MOXHOCTb MOCTPOeHUst 3awmwieHHoro TLS-coeguHenmsi Ha cepeepe nog ynpaenednem OC cemeiictBa Linux ¢
ncnonbsosannem [OCT-anroputmos ¢ nomouwbto BbizoBa dyHkumii CK3W. TMoapobree cm. »KTAK.00101-02 91 03.
PykoBogcTeo agMmuHucTpatopa besonacHoctu. Linux.

5.7 Wcnonb3oBanne CK3W Ha Apache cepsepe

Apache — a3to HTTP-cepeep ¢ oTkpbITbiM ncxogHbiM kogom. B coctas CK3W sxoant naTtu gns Apache 2.4.25/2.4.41,
obecneynBatoLmnii BOSMOXXHOCTL MOCTPOeHMst 3awmuienHoro TLS-coenunenns Ha cepsepe nog ynpaeneduem OC cemeiicTea
Linux ¢ ucnonszosavnem FOCT-anroputmos ¢ nomoubto Bbizosa cyHkunin CK3W. MogpobHee cm. XKTHAN.00101-02 91 03.
PykoBogcTteo agMmuHuctpatopa besonacHoctu. Linux.

5.8 Ayrtentndpunkaymn B gomeHe Windows

Ons aytentudbmkaumm nonssosateneli B gomene Microsoft Windows ucnonbsyercs mogyns «Kpuntollpo Winlogon»,
KOTOPbIii MpefHa3HaYyeH Afis obecriedeHnsi KOHTposis JocTyma nosib3osateneli Kk APM, kak BKAOYEHHOMY B CeTb AOMEHA,
Tak U yHKunoHupytowemy sokanbHo. Vcnonssytotcs Enterprise CA, Kpuntollpo VU, nan gpyrue coBmectumbie LEHTpbI
cepTudpmkaymu.

Mogayns «Kpuntollpo Winlogon» peanusyet paboTy ¢ poccuiickumm Kpuntorpacpmyeckumm aaroputMaMum s nepeoro
wara pacwupeHHoro npotokona Kerberos B cootsetcteum ¢ RFC 4556. Public Key Cryptography for Initial Authentication in
Kerberos (PKINIT), June 2006.

5.9 KpunTtollpo CSP Lite

Mogyns «Kpuntollpo CSP Lite» nossonsier pabotats ¢ koHndurypauueis CK3W nog ynpasnennem OC Windows c
NOMOLLbIO KOH(UIypaunoHHoro daiina, a He B peectpe OC.

B paHHom cnyvae pabota c koHdpurypaumonubim dainom CK3W, pabortatowmm nog ynpasnennem OC cemeiicTea
Windows, ananornyna pabote nog ynpaenenunem OC cemelictBa Linux, npu koTopoii koHdurypaumnonHsie Hactpoiiku CK3U
XpaHATCs B 0ObI4HOM chaiine koHdurypaumm, pacnonaratowmmcs B daiinosoii cucteme OC.

[Ons paspabotku Ha ocHose CK3W npunoxennii Tpebyetcst nogkntodaTs B cOopky BMecTo bubanotek crypt32/advapi32
6ubnuotekn capi20/capil0. Mpu atom He TpebyeTcs ycTanoka (MHCTanAsuus) KpunTonposaiigepa.

5.10 Wcnonb3oBavue ddyHkuyunii CSP ypoBHs saapa onepaumoHHom
cucTembl

Mopynb ypoBHSI sigpa OnepaLMoOHHON CUCTEMbI MO3BOJISIET UCMOJIb30BAaTh OCHOBHbIE KpunTorpaduyeckue yHKLUN
(wndbposanme/pacundpoBarmne, NpoBepka MOAMNUCH, BbIYUCAEHNE 3HAYEHUsH X3LU-PYHKLNM) HA YPOBHE siApa OMepaLuoHHOI
cuctemsl. JaHHbili MOgyAb B NEPBYIO OHepeAb NMpefHa3HauYeH A/ UCMONb30BaHNS B MPUIOKEHUSX YPOBHS siApa OnepaLMoHHOM
cuctembl (wudpatopsl IP npoTokona, »xectkoro aucka n T.4.). Wntepdeiic mogyns ananoruyen untepcpeiicy CSP yposHs
nosib30oBaTend, C TeM WCKAK4YeHMeM, 4H4TO OH He NO3BONAET pa6OTaTb C CEKPETHbIMN KNKOYaMn NOJIb30BaTENA W He
NpefoCTaBAsSieT OKOHHbIA uHTepdeiic. lNogpobrHee 06 ucnonsbsoBaHum mMogyns cm. gokyment MKTHAK.00101-02 96 01.
PykoBogcTteo nporpammucTa.

5.11 TMpwumepsbl ncnonbsosavus CK3U

Ons paspabotuukos B coctae guctpubytuea CK3U BkntovatoTcs pekomeHgaumm, cogepxxalyue onucaHue mHrepdeiica
TLS, nogmHoxectso CryptoAPI 2.0, peannsyemoe bubnunorekoii capilite.dll, u npumepbl NCNONL30BAHUS HA YPOBHE BbI30BA
ocHoBHbIX pyHkuuii CryptoAPI 2.0. B coctas anctpubyTtusa BKAtOUEHbI TakXKe npumMepbl ncnonb3osaHus CSP Ha yposHe agpa
OC, nognucu/nposepku nognucu XML, ncnons3sosatus xenroll, capicom, Bbi30oB dyHKunii Yepes nntepeiic CSP.
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Bonblwoe konuuecteo npumepoe ucnonssosanus cyHkunii CryptoAPl 2.0, CAPICOM, Certificate Services sxogut B

gokymenTaumto MSDN un B nHcTpymenTapuii paspabotyuka Platform SDK.

Ha dopyme Kpunto-NMpo (http://www.cryptopro.ru/CryptoPro/forum2/) segetcs obcyXaeHue no BOMpocam
NCMOIb30BaHNS KPUNTOrpachnyecknx PyHKUNA N CepTUUKATOB OTKPbITLIX KatoYed n kntodeli nposepku JI1.

E.f

Mpumeyanue. Bce BbilwenepeyuncnenHble BapnaHTbl BCTpausaHus u ncnonb3osanus CK3W ponxkHbl npumMeHsTbes

c yyetom n. 1.5 Popmynsipa.

Crpanunua 25 n3 25


http://www.cryptopro.ru/CryptoPro/forum2/

	Назначение СКЗИ
	Получение прав на использование СКЗИ
	Структура и состав СКЗИ
	Структура СКЗИ
	Состав СКЗИ
	Состав подсистемы программной среды функционирования криптосредства (СФ)

	Реализуемые криптографические алгоритмы и протоколы
	Особенности реализации и использования СКЗИ
	Использование интерфейса CryptoAPI 2.0
	Базовые криптографические функции
	Функции кодирования/декодирования
	Функции работы со справочниками сертификатов
	Высокоуровневые функции обработки криптографических сообщений
	Низкоуровневые функции обработки криптографических сообщений

	Использование COM интерфейсов
	CAPICOM
	Certificate Enrollment API
	Certificate Services

	Использование СКЗИ в веб-браузерах
	Поддержка протокола TLS
	Основные понятия протокола TLS
	Модуль сетевой аутентификации «КриптоПро TLS»
	Проверка использования российских алгоритмов в браузерах Internet Explorer/Microsoft Edge

	Приложения командной строки
	Использование СКЗИ на Nginx сервере
	Использование СКЗИ на Apache сервере
	Аутентификация в домене Windows
	КриптоПро CSP Lite
	Использование функций CSP уровня ядра операционной системы
	Примеры использования СКЗИ


		+7(495) 780-48-20
	2021-07-01T11:26:35+0300
	Sushchevskij val 18, Moscow, 127018
	ООО "КРИПТО-ПРО"
	Signature of the document




