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© 000 «KPUMNTO-MNMPO>», 2000-2016. Bce npaBa 3awMileHbl.

ABTOpCKMe npaBa Ha cpeacTBa Kpuntorpaduyeckonm 3awmTbl uHbDOpMauuu Tuna
«Kpuntolpo CSP» n akcnayaTauMOHHYO AOKYMEHTaLuUo 3aperMcTpupoBaHbl B POCCUIICKOM
areHTCTBE Mo naTeHTaM W TOBapHbIM 3HakaM (PocnaTeHT).

HacTosiwmin AOKYMEHT BXOAUT B KOMMIEKT MOCTaBKW nporpamMmHoro obecneveHns CK3U
«Kpuntollpo CSP» Bepcuun 4.0; Ha HEro pacnpoCTPaHSATCA BCE YCNOBUSA NIULLEH3NOHHOIO
cornaweHus. bes cneunanbHoro nucbMeHHoro paspewerHns OO0 «KPUMTO-MPO» aoKyMeHT
WM €ro 4acCTb B 3/IEKTPOHHOM WSIM MeYaTHOM BUA e He MOTyT 6biTb CKOMMPOBAHbI U NepesaHbl
TpeTbMM NLaM C KOMMEPYECKON Lenblo.
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1. AHHOoTAUuMA

HacTtoawmnin [OOKYMEHT COAEpXMUT OnuCcaHue peanusaumm cpeactBa Kpuntorpaduueckomn
3awutbl nHbopmauum «Kpuntollpo CSP» Bepcum 4.0 KC1l ucnonHenus 1-Base (OKTSAM.00087-01)
(panee - CK3M) u cBegeHUs 0 TeKyLLEeM COCTOSHUKU MPOoAYKTa.
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2. HazHaueHue CK3U

CK3M npepHa3HauyeHO Ans 3awWuWTbl OTKPbTOM MHMOPMaUMM B WMHMOPMaALMOHHBLIX CUCTEMax
obuwero nonb3oBaHMs (BbMUCEHME/NPOBEPKA 3NIEKTPOHHOM MOAMUCU) U 3aWnTbl KOHDUAEHLMABbHON
wHpopMauun, He coAepXxaleh CBeAeHWNA, COCTaBASIOWUX roCyAapCTBEHHY  TalHy, B
KOprnopaTUBHbIX MHMOPMALMOHHBLIX CUCTEMax C BbINOJIHEHMEM CReAYWMX OYHKLWNA:

1) 3aWwmueHHoe  XpaHeHWe MoNb30BaTeNbCKUX KJKYerW B K/KOYEBOM KOHTelHepe C
NCnosib30BaHneM WNMPOBaHNSA, UMUTO3ALWUTbI U ayTeHTUudmKaumm 4oCTyna;

2) wudpoBaHue, BbMUCIEHNE UMUTOBCTAaBKW, X3 WWMPOBaHue, co3gaHue/nposepka
3JIEKTPOHHO MOANUCH;

3) dopMupoBaHMe CECCUOHHbIX Kito4Yel, kaoder obMeHa u kiwden cosgaHus/nposepkun 3,
MX UMNOPT/3KCNOPT U3/B KOUEBON KOHTENHEp;

4) noeHTudukaums, ayteHTudbukaums, wmdpoBaHme u nMmutosawmta TLS-coeamHeHuin;

5) ayTeHTudumnkauus B gomeHe Windows c ncrnonbsosaHmeM «Kpuntollpo Winlogon».

CK3WM obecneuunBaeT BbiNoSHEHME cneayowmnx GyHKUNA:

— aBTopu3auumsa u obecnedeHuve HOPUANYECKON 3HAYMMOCTU ISNEKTPOHHbLIX AOKYMEHTOB MNpu
obMeHe wuMM  Mexay MonAb3oBaTeNsaMM  MNOCPeACTBOM  WUCMOSIb30BaHWA  npoueayp
dopmMmmpoBaHua u npoBepkn (C uMCNonb3oBaHMeM cepTudukaTtos cTaHgapta X.509
yOOCTOBEPSIOWEro LeHTpa) 3/eKTPOHHOM MNOAMMCKM B COOTBETCTBUM C OTEYECTBEHHbIMU
cTaHdapTamu:

o [TOCT P 34.10-2001, FOCT P 34.10-2012. «MHdopmMaunoHHas TexHonorus.
Kpuntorpaduyeckasa sawuta mHdbopMauuun. MNpoueccobl HGOpMUPOBAHUS U NPOBEPKU
3/IEKTPOHHOM LNdPOBON NOAANCK>.

o TOCT P 34.11-94, OCT P 34.11-2012. «MHdopmMaymoHHas TEXHOJIOrn4.
Kpuntorpaduyeckasa sawmta MHbopMauum. OyHKLUS X3 LWINPOBAHUS>.

— obecneyeHne KOHPUAEHUMNANBHOCTU U KOHTPOS LENOCTHOCTU MHpOpMaumn nocpencTsoM
ee wudpoBaHMS W UMUTO3ALWMUTb, B COOTBETCTBMM C OTEe4YeCTBEHHbIM CTaHAApTOM
FOCT 28147-89 «Cuctembl 06paboTkm uHboOpMauum. 3awmuta Kpuntorpaduyeckas.
ANroputM Kpuntorpagpuyeckoro npeobpasoBaHus»;

—  KOHTPOJIb LESIOCTHOCTU CUCTEMHOIr0 M MPUKIAAHOrO0 NporpaMMHOro obecnedyeHunss ans ero
3aWnUTbl OT HECAHKLMOHMPOBAHHOIMO W3MEHEHMS WM OT HapyWeHUss NpaBWIbLHOCTHU
(YHKLMNOHMPOBAHUS ;

—  CcO34aHue U ynpasrieHme kntouyeBon nHdbopmaumen;

— obecneyeHne ayTeHTUPUKALMM CBA3bIBAOWUXCA CTOPOH, KOHMMAEHUMANbHOCTU U
LLesIoOCTHOCTU nepecbliaeMon MHdbopMauum ¢ MCnosb3oBaHMeM cepTtudukaToB cTaHaapTa
X.509;

—  YCTaAHOB/IEHME ayTEHTMYHOIO 3alMLLEHHONO COEAMHEHWS C MCMONb30BaHWMEM MpPOTOKONa
«KpunTtollpo TLS»;

- obecneyeHne KOHDMAEHUMANBHOCTU M KOHTPOASA LLeNOCTHOCTM M aBTopulauunsa dhannos u
MHMOPMaLNOHHBIX COObLEeHNI;

— obecneyeHue ayTeHTUdUKauum nonb3oBaTtens B gomeHe Windows.

JononHuTenbHble  anropuTMbl  MOAAEPXKM  KJIHOYEBbIX CUCTEM, NapaMeTpbl ajropuTMOB,
dopmaTbl cepTudukaTtos, nopaepxmpaemble B CK3W, onpegeneHbl B gokyMeHTax RFC 4357, RFC
4490, RFC 4491, «Cuctembl 06paboTkm MHdopmauumm. 3awmTa kpuntorpaduyeckasd. Metoguueckue
pekoMeHZauumM no KpuntorpaduyeckuMm anropuMtMmamM, COMyTCTBYKOLWMM MNPUMEHEHUIO CTaHA4APTOB
MOCT P 34.10-2012 7 FOCT P 34.11-2012»  TexHuM4ecKumn KOMUTET no cTaHgapTm3aumm
«Kpuntorpaduueckaa  3awumrta nHdopmauyum»  (TK  26), «MHdDOpMaLMOHHAaA  TEXHOMOorus.
Kpuntorpadumyeckasa 3awuta WHdpopMmauumn. PekoMmMeHzauuum no cTaHpgapTusauuu. Wcnonb3osaHwue
anroputmMoB OCT 28147-89, TOCT P 34.11 n TOCT P 34.10 B kpuntorpadumyeckmx coobuieHnsax
dopmaTta CMS» TexHudecKuit KOMUTET NOo CcTaHgaptulauumm <«Kpuntorpadwuyeckas 3awura
MHpopMauum» (TK 26), «TexHuyeckas cneuundukaumsa. UcnonbsosaHue anroputmos FOCT P 34.10,
MOCT P 34.11 B npodwune ceptudwukata M cnucke oT3biBa cepTudwukatoB (CRL) MHPpACTPYKTypbl

6
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OTKpbITbIX Katodver X.509» TexHuyeckuih KOMUTET Mo cTaHaapTusauum «Kpuntorpaduyeckas 3awura
mHdopmauum» (TK 26).

JonycTuMo ncnonb3oBaTb CreayolMe MexaHmM3aMbl 3almnTbl MHDOpMaLumn:

KoHdunaeHumnanbHOCTb MHbOpMaUMM nNpu XpaHeHun (Ha Auckax, B 6ase [AaHHbIX) U
nepefave B CeTu cBA3M obecneymBaeTcs UCMoAb30BaHneM yHKUMIA WNdpoBaHUs.
MoeHTndukaums wn aBTOPCTBO MNpU CETEBOM B3auMOAEUCTBMM (YCTAHOBSIEHMW CeaHca
cBa3n) obecnedmBaetcsa  dyHkumamm IO nNpu  MCNOMb30BaHMM WX B Mpouecce
ayTeHTudukauymm (Hanpmmep, B COOTBETCTBMM CO cTaHaaptom X.509). MNpu 31E€KTPOHHOM
OOKyMeHTOoO60poTe obecneunmBaetTcs wucCnonb3oBaHMeM dyHKUMA DI 31EeKTPOHHOrO
OOKyMeHTa. [JOonoAHMTEeNbHO JAO0/HKHa ObTb npeaycMOoTpeHa 3awuta OT HaBsA3biBaHuWA,
MOBTOpa 3/IEKTPOHHOIo AOKYMEHTa M LeJIOCTHOCTb CMPaBOYHUKOB Kjtouen nposepku JI1.
LlenocTtHOCTb MHpopMaumm obecneymBaeTcs UCMONb30BAHMEM CleayoWmMX QYyHKLWNA:

o  (yHKUMM DI 31EeKTPOHHOIro AOKYMEHTa,

o  uMuTo3awuTbl (NpM MCNoNb30BaHMM GYHKUWIA WwndpoBaHma 6e3 MCMoSb30BaHUS
3M), aBTopcTBO MHMOPMaLuM npm 3ToM He obecneymBaeTcs,
o  (PyHKUMM X3WKMPOBaHMSA, aBTOPCTBO MHOPMaLMK Npu 3TOM He obecrneymBaeTcs.

HeoTkasyemocTb OT aKkTta nepepaynm 3/eKTPOHHOro AOKyMeHTa obecneuymBaeTcs
ncnonb3oBaHmeM GyHkumin 3 (nognnuCb AOKYMEHTa OTNpaBUTENEM) U XpPaHEHUEM
AOKyMeHTa ¢ Ol B Te4YeHne yCTaHOBJIEHHOIO CpoKa NPUEMHOM CTOPOHOM.

HeoTkasyemocTb OT (akTa npuveMa 3JIeKTPOHHOIO [AOKyMeHTa obecneumBaeTtcs
Mcrnonb3oBaHMeM @yHkUMA DIl M KBUTUPOBAHMEM nMpuveMa JAoKyMeHTa (noanmchb
KBUTAHUMK Tofy4yaTesieM), XpaHeHMeM [OKyMeHTa W KBuTaHumm ¢ DIl B TeyeHwue
YCT@HOBJIEHHOIO CpoKa OTMpaBAsoLWEen CTOPOHON.

3awmta OT nepenoBTOpoB obecneymBaeTCs WCMOAb30BaHMEM  KpunTorpaduyeckux
dyHkUmMn 2N, wudpoBaHMs WAKM  UMUTO3aWMTbl C  gobaBneHMeM  YHMKaNbHOro
naeHTndmKaTopa CeTeBOW ceccum (3/1eKTPOHHOINO JAOKYMEHTa) C Mnocneayrwen ux
NPOBEPKON MNPUEMHOM CTOPOHOW uAM pa3paboTkolh chneumnanmanpoBaHHOro MpoOTOKOa
ayTeHTudunkaumm (obMeHa 31eKTPOHHbIMU AOKYMEHTaMmn).

3awmTta OT Hapywutens C Uefbld HaBA3blBaHUS MPUEMHON CTOpPOHe COo6CTBEHHOMN
wHpopmMauun, nepepaHHo Akobbl OT MLa CaHKLUMOHMPOBAHHOIO  MoJib30oBaTens
(HapyweHune aBTopcTBa WHMOpMauum) obecneumBaeTcs mMcnosib3oBaHmeMm GyHkuUui II ¢
npoBepKon aTpnbyToOB 3/1EeKTPOHHOINO AOKYMEHTa M Kato4da nposepkun 3l oTnpaBuTens.
3awmuta OT 3aKnagok, BUpPYycOB, MoaAMdUKaUMM CUCTEMHOro W npuknagHoro MO
obecneynBaeTcss COBMECTHbIM MCNOSb30BaHMEM KpunaTorpaduryeckmx CpeacTs, CpencTs
AHTMBUPYCHOM 3alUnTbl U OPraHM3aLMOHHbIX MEepOonpUATUIA.
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3. MporpaMMHoO-annapaTtHble cpeabl PyHKUMOHNpoBaHua CK3U

CK3W dyHKUMOHMPYET B Ccegylowmx rpynnax nporpaMMHo-anmnapaTHbIX cpea:
Windows

BxknoyaeT nporpaMMHO-annapaTHble cpeabl:

- Windows 7/8/8.1/Server 2003/2008 (x86, x64);
- Windows Server 2008 R2/2012/2012 R2 (x64).

LSB Linux

Bkntouaet auctpubyTumBbl Linux, yaosneTBopsitowmMe cTaHgapTy Linux Standard Base ISO/IEC
23360 Bepcuu LSB 4.x:

- CentOS 4/5/6/7 (x86, x64, POWER, ARM);

- T4 OC AUC ®©CCN Poccum (GosLinux) (x86, x64);

— Red OS (x86, x64);

— Fedora 19/20 (x86, x64, ARM);

— Mandriva Enterprise Server 5, Business Server 1 (x86, x64, ARM);

—  Oracle Linux 4/5/6/7 (x86, x64);

— OpenSUSE 13.2, Leap 42 (x86, x64, ARM);

—  SUSE Linux Enterprise Server 11SP4/12, Desktop 12 (x86, x64, POWER, ARM);
— Red Hat Enterprise Linux 4/5/6/7 (x86, x64, POWER, ARM);

—  CuHTe3-0OC.PC (x86, x64, POWER, ARM);

— Ubuntu 10.04/12.04/12.10/13.04/14.04/14.10 (x86, x64, POWER, ARM);
Linux Mint 13/14/15/16/17 (x86, x64);

— Debian 7/8 (x86, x64, POWER, ARM);

— Astra Linux Special Edition (x86-64).

Unix
BkntoyaeT mporpaMMHo-annapaTHbie Cpeabl:

— ALT Linux 7 (x86, x64, ARM);

— ROSA 2011, Enterprise Desktop X.1 (Marathon), Enterprise Linux Server (x86, x64);
- POCA XPOM/KOBAJIbT/HUKENDb (x86, x64);

—  FreeBSD 9, pfSense 2.x (x86, x64);

- AIX 5/6/7 (POWER);

-  Mac OS X 10.7/10.8/10.9/10.10/10.11 (x64).

Solaris

BknoyaeT nporpaMMHO-annapaTHble cpeabl:

— Solaris 10 (sparc, x86, x64);
— Solaris 11 (sparc, x64).

i0S

BkntouaeTt nporpaMMHoO-annapaTHbieE Cpeabl:

- Apple i0OS 6.0/6.0.1/6.0.2/6.1/6.1.2/6.1.3/6.1.4/6.1.5/6.1.6/7.0/7.0.1/7.0.2/7.0.3/7.0.4
/7.0.5/7.0.6/7.1/7.1.1/7.1.2/8.0/8.0.1/8.0.2/8.1/8.1.1/8.1.2/8.1.3/8.2/8.3/8.4/8.4.1/9/
9.0.1/9.0.2/9.1/9.2/9.2.1 (ARM, arm64, arm7/s).



XKTAN.00087-01 90 01. Kpuntollpo CSP. OnucaHue peanusaumm

4. OcHOBHble xapakTtepuctukm CK3u

4.1. PasmMepbl KI0O4Yen

Pasmepbl kato4vel 3/1eKTPOHHON NOANUCH:

—  KJIOY 3JIEKTPOHHOW MoANucCHU 256 6ut nnun 512 6ur;
—  KJIH0Y NPOBEPKM 3JIEKTPOHHOM MOAMUCH 512 6ut nan 1024 6ura.

PasMepbl KJtOUEN, UCMOb3YEMbIX MPU WNDPOBAHUN:

—  3aKpbiTbil KKOY 256 6uT nnun 512 6ur;
—  OTKPbITbIA KJIHOY 512 6ut nan 1024 6uta;
—  CUMMETPWYHbIA KJIoY 256 6ur.

4.2. Tvnbl KOYEBbIX HOCUTENnen

Ucnon b3YHTCA KJlloUeBblE HOCUTESIN:

- I'™MA 3,5”, USB aucku;

—  CmapTtkaptbl GEMALTO (GemSiml, GemSim2, Optelio, OptelioCL, OptelioCL2, Native);
— eToken, Jacarta;

—  USB-TokeHbl PyTokeH UM (Flash, Bluetooth), PyTokeH Lite Rutoken S;

—  CwmapTtkapTtbl PyTokeH Lite SC, PyTokeH UMM SC;

—  PyTokeH S;

- Novacard;

—  CwmapTtkaptbl PUK (OCKAP 1, OCKAP 2, Marunctpa, TRUST, TRUSTS, TRUSTD);
— CwmapTtkapTta Y2K;

— Cwmaptkapta MS_KEY K;

— ESMART Token;

—  Cwmaptkaptbl Athena IDProtect, MorphoKST, Cha cardOS, Cha JCOP;

—  Cwmaptkaptbl Annot INPASPOT Series, SCOne Series;

— Paspgen HDD M32BM (B Windows - peecTp);

- WpeHnTndwukatopbl Touch-Memory DS1995, DS1996.

Ncrnonb3oBaHne  KJOYEBbIX HOCUTENleEM B 3aBUCMMOCTM  OT  MpPOrpaMmMHO-annapaTHOM
nnatdopMbl oTpaxeHo B XTHAN.00087-01 30 01. CK3U «Kpuntollpo CSP 4.0». ®opmynsap, n. 3.8.

1. B coctaB guctpmbytmea CK3U BxogaT 6mMbnnoTekm nopgaepXXku BCex nepeduncieHHbIX
HoCuTenen, HO He BxoaaT apameepbl gna OC. o BonpocaM NOSyYeEHUS LpaniBEPOB
HeobxoauMo obpallaTbCs K NPOM3BOAUTENSAM COOTBETCTBYHOLWMX YCTPOUCTB.

2. XpaHeHue 3akpbITbiXx Katoyerr Ha HDD M3BM mn USB auckax (B peectpe OC Windows, B
pa3gene HDD npu paboTe noa ynpasneHnem apyrux OC) ponyckaeTcs TONbKO Mpu
yC/ioBMKW pacnpocTpaHeHmss Ha HDD, USB guck wnm Ha M2BM ¢ HDD TpeboBaHuin no

M obpalwieHntio ¢ Kaw4yeBbiMM HocuTenamm (n.6.7 XKTSMN.00087-01 91 01. PykosBoacTBO

== aaMumHucTpaTopa 6esonacHocTu obuwasa vacThb).

3. Bce BbllienepeyncneHHble HOCUTENN UCMOMb3YITCSA TOMbKO B KAuyeCTBE MacCUBHOIO
XpaHunuwa  K4eBol  UMHdopMaumM 6e3  UCMOoNb30BaHUS  KpunTorpaduyeckumx
MEXaHM3MOB, peann3oBaHHbIX Ha CMapT-KapTe/TOKEHE.

4. Wcnonb3oBaHMe HOCUTENEN APYrMX TUMOB AOMYyCKAaeTCs TOJIbKO MO COrnacoBaHuUKO C
®Cb Poccumn.
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5.1. Crpykrypa CK3U

5. CtpykTtypa un cocrtaB CK3U

O6buwas cTtpykTtypa CK3W npeactasneHa Ha PucyHke 4.1.

CeTeBble MpuUNoXeHus

KntoueBoi Hocutenb

KpunTtolpo CSP

A A
OnepaumnoHHas cucrema
A A
v 1 v
NHTepdenc SSPI | | HacTtporika OC |
A
MpunoxeHne
A 4
KpunTtollpo TLS +
KpunTolpo IKE < ASN.1 NHTepderic CryptoAPI 2.0
KpuntolMpo Winlogon ¢ ¢
/ Capilite
Crypt32 (Upnix) \ 4
(Win32,64) PKCS#11 LUTaTHbIE
nHTepdeics
¢ ¢ K/OYEBbIX
NHTepdeiic < HO cuTene
KpunTtolpo CSP ASN.1 NHTepdenc Kpuntolpo CSP |
ASN.1
\ 4
P ASN .1 Bubnnoteka dll ans
BubnnoTeky dil b : paboTbl C KOYaMK
CEepBUCHI,
ApawBepbl

A

T

nacy
A

oacHy BHewHasa ramma

| Cucrtema 3awmTbl oT HCA |

KoHTponb uenoctHoctun MO

Cucrema UK 3awimnThbl

\ Cuctema cbopku MO CK3U ‘

MaHenb ynpasneHns

Cuctema cbopku MO COK

CoK

AApo onepaunoHHOM CUCTEMbI

OpanBep CSP

[Opavisep EFS Opaneep ESP

CK3M

CK3WU ypoBHsa aapa OC

PucyHok 4.1 - Ctpykrypa CK3UN «Kpuntollpo CSP 4.0».
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5.2. CoctaB CK3U

McnonHeHne 1-Base knacca 3awuntbl KC1 BbINONHEHO B ClefylOWeEM COCTaBe:

KpunTonpoBanaep;

Kpuntoapansep;

MoAaynb ceTeBon ayTeHTudukaumm (Kpmntollpo TLS);

Moayfib obpaboTku ceptudmkaTos n CMS npoTtokona;

yTuantTa BblpaboTKM BHELWHEN raMMbl;

yTWInTa KOMaHAHOM CTpoKM Ansa wudpoBaHms ¢ainios;

yTWINTa KOMaHAHOM CTpoKuM ans paboTbl C cepTudurkaTamu;

MoAy/lb ayTeHTudukaumm nonblosaTtens B gomeHe Windows;

nakeT pa3spaboTumka aAns ucnonb3oBaHus npotokonos IPsec (IPsec SDK);
naket paspaboTtumka ana scTtpamBaHmsa CK3U (CSP SDK);

MoAy/nb noaaepxku uHtepdernca Mozilla NSS;

cepBuUCHble Mogynu (cpverify, wipefile, stunnel);

6ubnunoteka, obecneumBatowas noakalyYeHne U GYHKLMOHMPOBAHME  KJIHOUYEBBIX
HocuTenen (RDK).

n PYHKUMOHMPYET B rpynnax nporpaMMHO-annapaTHbiX cpej n.2.

5.3. CocTtaB nporpaMMHOro o6ecneuyeHus

CK3M ¢dyHKUMOHMPYET Ha O4HOM M3 ABYX YPOBHEMN:

YPOBEHb MPUNOXEHUS;
ypoBeHb sgpa OC.

B coctaB CK3U BxoaaT:

Bubnunotekun dll, cepsucsl, apansepbl «Kpuntollpo CSP».

Moaynb ceteBol ayTeHTudukaumnm «Kpmntolfpo TLS».

Moaynb «Kpuntolpo Winlogon».

Kpuntorpadunueckmin nutepdenc «Kpuntollpo CSP».

MporpaMMHbIn  AaTynk cay4danmHbix umcen (MACH) ¢ wHuMumanusauuven ot buoCH,
BHEWHeNn rammbl uan  ¢wusmyeckoro ACH (®ACH) BCTpamBaeMoro nporpamMMHoO-
annapatHoro komnnekca (MAK) 3awunTbl OT HeCaHKLMOHMpOBaHHOro goctyna (HCA).
Moaynb KOHTPO/S LLEeNOCTHOCTH.

CncteMa MHXeHepHo-KpunTorpaduyeckom 3awmThbl.

Cuctema 3awmntbl oT HCA (MCnonb3yeTcs OonuMOHANbHO).

5.4. CoctaB SDK CK31

B cocTas SDK CK3U BxogaT cnepyrowme JOKYMEHTbI, OnuUcCbiBatowWwme nHTepdencsol:

CSP_4 0.chm;
CAPILite_4_0.chm;
SSPI_4 0.chm;
reader_4_0.chm.

Tak e B cocTaB SDK CK3U BxoaaT npumepsbl:

rdk
samples.

5.5. CoctaB noacucTteMbl NporpaMMHON cpeabl PyHKLMOHUPOBaHMUA
koMmrniekca (COK)

B cocTaB noacuctembl nporpaMmHon COK BXoasaT cnegyrolime KOMMOHEHTbI:

MpunoxeHwe (NpuknagHoe nporpaMMHoe obecneuyeHue, ncnonbytowee CK3U);
NHTepdenc SSPI (nogMHOXeCTBO WHTepdenca Kpuntorpaduyeckmnx npoTokonoB Secure
Support Provider Interface (SSPI, CryptoAPI v. 2.0) ana peanusauum npoTokKosa CEeTEBOW
ayTeHTudukKaumm TLS V. 1.0 (noa ynpasrsieHneM 0oC Windows
2003/2008/7/2008R2/8/2012/ 8.1/2012R2);

11
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—  Moaynu HacTponkm OC Windows ans obecneveHus dyHkUMoHMpoBaHus CK3U;

- WHTepdeinc CryptoAPI 2.0;

- CpeactBa Crypt32(Win32,64) ana obecnedyeHus pabotbl C ceptudumkatamMm C
ncnonb3oBaHneM wuHTepderica CryptoAPI 2.0 uyepe3 kpuntorpaduyeckuin mMHTepdenc
«KpunTtollpo CSP» noa yrpaBJieHneMm ocC Windows
2003/2008/7/2008R2/8/2012/8.1/2012R2;

— CpegcTtBa CapilLite - pns obecneyeHunss paboTbl ¢ cepTuduMkaTtaMm C MCMNOSIb30BaHUEM
nHtepderica CryptoAPI 2.0 uepe3 kpuntorpaduyeckuin mHtepdenc «Kpuntollpo CSP»
noa ynpasneHnem OC cemencTtBa UNIX (Linux , FreeBSD, Solaris, AIX);

-  Kpuntolpo Office Signature (B KOMMNAEKT NOCTaBKWN HE BXOAMUT);

— LWTaTHble MHTepdeNChl KNoYEBbIX HOCUTENEN;

— ASN.1 - cucteMa KoanpoBaHusi/aekoanpoBaHMsa AaHHbiX B dopmaTtax ASN.1.

Coctas Moaynein CK3M n noacucTemsbl nporpammHon COK anst COOTBETCTBYHOWMX NPOrpaMmMHO-
annapaTHbIX cpead KOoHKpeTusupyetcs B gonosiHeHmax XTAN.00087-01 91 02, XKXTAWM.00087-01 91
03, XTAKMN.00087-01 91 04, XTAMN.00087-01 91 05, XTHAN.00087-01 91 06, XTHAN.00087-01 91 07,
XKTAN.00087-01 91 08 «k pokyMeHTy XTAM.00087-01 91 01 PykoBOACTBO aAMUHUCTpaTopa
6e3sonacHocTn. Obwasa yacTb.

OcHoBHOM apxuTekTypHoit ocobeHHocThio CK3WN «Kpuntollpo CSP» saBnaetca TO, uTO
nporpaMmHas COK He uvMeeT HenocpeACTBEHHOrO A0CTyna K KJ/K4YEBOW M KpunTorpaduyeckmu
3HauMMoi WHpopMaumn. Bce onepauunm C 3aKpbTbIMU U CECCUOHHBIMU (CMMMETPUYHBLIMU) KJoYaMu,
He3aBepLEHHbIMA  3HAYeHUAMM X3W-GDYHKUMIA M T. N. OCYLWECTBASITCS 4epe3 A[eCKPUNTOpbI
COOTBETCTBYOLWMX 06BLEKTOB, @ AECKPUNTOP 06beKTa He COAEPXUT ero agpec B sBHOM Buae.

12
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6. NMNpuMmeHeHne CK3U

Bo3MoXxHbI crieaytowme npumeHeHus Kpuntollpo CSP:

—  TpumeHeHne «KpunTollpo CSP»Klel—lTOI_IpO CSP Bepcum 4.0 B cocTaBe

CTaHAapTHOro nporpamMMHoro obecneueHus Microsoft n ApyrMx KOMMaHWi, UCMNONb3YHOLWMX
KpunTtorpaduyecknin nHTepdenc B COOTBETCTBUM C apxuTekTypoi Microsoft (noapobHee
cM. XT4M.00087-01 91 01. Kpuntollpo CSP. PykoBOACTBO agMUHMUCTpaTopa
6e3onacHocTn. Obwas 4acTb);

—  BcTpauBaHue «KpunTollpo CSP»KlenTOI_IpO CSP Bepcum 4.0 BO BHOBb

pa3pabaTbiBaemMoe WAM  CyllecTByllWee npukaagHoe nporpamMmHoe obecnedeHue
(noapobHee cm. XTAM.00087-01 91 01. Kpuntollpo CSP. PykoBoACTBO aAMMHUCTpaToOpa
6e3onacHocTn. Obwasa yacTtb n XTHAN.00087-01 96 01. «Kpuntollpo CSP. «PykoBoACTBO
nporpamMmucTa).
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7. Ucnonb3oBaHune CK3UN B ctTaHAapTHOM NporpaMMHOM
obecneueHum

MporpamMmmHoe obecneveHne CK3W no3sonsieT MCMNOMb30BaTb POCCUUCKME KpunTorpaduueckume
anroputMbl U cepTtuduKaTbl OTKPbLITbIX K/o4yeh cTaHaapta X.509 CcoOBMEeCTHO CO cCreayrlum
nporpaMMHbiM obecnedyeHnem Microsoft:

— UeHtp Ceptudukauumm - Microsoft Certification Authority, Bxoaswwun B coctas Windows
2000 Server, Advanced Server, Windows 2003 Server, Windows 2008 Server, Windows
2008R2 Windows 2012.

—  DnekTpoHHas nouyta - MS Outlook (Office 2003, Office 2007, Office 2010, Office 2013).

— DnekTpoHHas nouyTta - Microsoft Outlook Express B cocTaBe Internet Explorer, lNouTa
Windows Mail, Live Mail.

—  Microsoft Word, Excel ns cocrtasa Microsoft Office 2003, 2007, 2010, 2013 (c noMouwbto
nnarvHa Kpuntollpo Office Signature).

—  Microsoft Exchange Server 2010, 2013.

— CpeactBa KOHTponsa uenoctHoctu [0, pacnpocTpaHsemMoro no cetun - Microsoft
Authenticode.

—  Cnyx6bl TepmuHanos gns Windows 2003 Server, Windows 2008 Server, Windows 2008R2
Server, Windows 2012 Server (Bknatou4as w03 cnyx6b TepMnHanos).

— 3awwuta TCP/IP coeavHeHuln B ceTn WHTepHeT - mpoTtokon TLS/SSL npu B3anmMoaencTBum
Internet Explorer - web-cepsep IIS, TLS-cepBep, TLS-knueHT (IE).

—  SQL-cepsep.

— ISA cepsep.

—  CepBep TMG

—  Cepep UAG.

—  CepBep TepMmHanoB U knmeHT (RDP).

Moa ynpaeBneHmem UNIX-nogobHbix OC CK3M uncnonb3yeTcss COBMECTHO CO Chneaylowmm
nporpaMmMHbiM obecnedeHnem:

— Apache Trusted TLS (Digt);
-  Trusted TLS (Digt).

MNpumeyaHme: Wcnonb3oBaHne CK3M B CTaHAAapTHOM MpPOrpaMMHOM obecneyeHun  AO0JIHKHO
OCYLLEeCTBAATLCSA B COOTBETCTBUM C M. 2 MNpasun nonb3osaHmsa XTAN.00087-01 95 01.

Poccuiickne kpuntorpaduyeckme anroputMbl M cepTuUduKaTbl OTKPbMbIX kawyen X.509
MCMONb3YIOTCS C YKa3aHHbIM MpOrpaMMHbIM obecrneyeHnMeM B COOTBETCTBMM CO CJieAyHOWMMN
MeXAyHapoaHbIMM U POCCUNCKMMU peKOMeHAALNAMN:

— Using the GOST R 34.10-94, GOST R 34.10-2001 and GOST R 34.11-94 algorithms with
the Internet X.509 Public Key Infrastructure Certificate and CRL Profile (rfc4491)
onucbiBaeT MCNonb3oBaHue POCCUNCKNX KpunTorpaduyecknx anropuTMoB B
MHDpACTpPpyKType OTKpbIbiX kAtoden wuHTepHeT (PKIX, Internet X.509 Public Key
Infrastructure). B paHHOM JokyMeHTe onucaHbl ¢dopMaTtbl NpeacTaBfieHUs OTKPbITbIX
kaoyen Ol, nucnonb3yeMbiX AN CO34aHuUs CepTU@UKATOB OTKPbITbIX K/AKYEA M CNUCKOB
0TO3BaHHbIX cepTudukatos X.509, wnaeHTudwnkaTopbl aaroputMoB, COOTBETCTBUE
napamMeTpoB KpunTorpaduyecknx aaroputMoB MX naeHTudurkaTopam.

— Additional cryptographic algorithms for use with GOST 28147-89, GOST R 34.10-94,
GOST R 34.10-2001, and GOST R 34.11-94 algorithms (rfc4357) onucbiBaeTt
OOMOJIHUTENbHbIE  aNrOpuUTMbl, HeobxoaumMble Ansa  ucnonb3oBaHus [OCT 28147-89,
MOCT P 34.10-2001 mn IOCT P 34.11-94. B nx yucno BxogaT: 6504Hoe wndpoBaHMe Mo
MOCT 28147-89 B pexuMe cuersieHus 6nokoB (pexuMe CBC), peXxwuMbl AOMOJIHEHUS
AaHHbIX Aans 6no4yHoro wudgpoBaHua no FOCT 28147-89 B pexumme CBC, knwouyeBoe
xawunposaHne (HMAC Ha 6asze TOCT P 34.11-94), npeobpasoBaHue Kaw4Ya U
CUHXPONOCbUIKMK nocne  obpaboTkm  odepedHbix 1 K6  paHHbIX, reHepauus
ncesaocayyarHon nocnegosatenbHocT (aHanor PRF Ha 6a3ze HMAC), dopmupoBaHue
kno4va obmeHa (cornacosaHus) Ha 6aze TOCT P 34.10-2001, cdopMmupoBaHue Kiko4a
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aKcnopTa paboyero knwya, ausepcudukaumsa Knwda, skcnopt paboyero Kjaoya Ha Ko4de
3KcnopTa, 23kKcnopt paboyero kaw4Ya Ha Kaw4Ye o0b6bMeHa, Habopbl CTaHAAPTHbIX
napamMeTpoB anroputmoB (Hanpumep, A0S wWu@dpoBaHUa - Yy3e/J 3aMeHbl, PeXuM
WndpoBaHUsl, aaroputM yCJIOXKHEHUS Klo4a), 3agaBaeMble naeHTudmnkaTopamm.

— Using the GOST 28147-89, GOST R 34.11-94, GOST R 34.10-94 and GOST R 34.10-2001
algorithms with the Cryptographic Message Syntax (CMS) (rfc4490) onucbiBaeTt
MCMNONb30BaHue POCCUNCKUX  KpunTorpapuyecknmx  anroputMoB B  AOKYMEHTaX,
yaoBneTBopsitowmx cTtaHgapty CMS (Cryptographic Message Syntax), B 4acCcTHOCTW,
npMMeHseMoM pgss obMeHa 3aWMWEHHBIMWU COOOLWEHUAMN MO S/IEKTPOHHOM MoYTe W
ABNSAOWMMCA CTaHAAPTOM MpeacTaB/IeHUs 3NIEKTPOHHOMo AOKYMEHTa B 3alULWEHHOM Buae
C WCNONIb30BaHWEM 3JIEKTPOHHOW nNoAnUCU M wuppoBaHuna. Ona  wudpoBaHHbIX
coobuweHnn onuncaHol o0b6ba BapwaHTa: o06MeH K4YaMuM W TpaHcnopT kawda (key
agreement n key transport).

—  TexHuM4yeckMin KOMUTET MO cTaHaapTusauum «Kpuntorpaduuyeckas sawmta uHbopMaymnmn»
(TK  26), «Cnctembl  06paboTkm  uMHpopMauumu.  3awuta  Kpuntorpaduyeckas.
MeToandeckne pekoMeHAauum Mo KpunTorpauyecknuMm anroputMaMm, COMNyTCTBYOLWUM
npumeHeHuto ctaHgaptos MOCT P 34.10-2012 n TOCT P 34.11-2012».

—  TexHM4YyecKkMn KOMUTET MO CcTaHgapTusauum «Kpuntorpaduuyeckas sawmta uHbopmMaynmn»
(TK 26), «TexHumuyeckaa cneuundukaumna. Wcnonb3oBaHme anroputmMoB [OCT P 34.10,
MOCT P 34.11 B npodune ceptudmkata u cnucke oT3biBa ceptudukatos (CRL)
MHMPACTPYKTYpPbl OTKPbITbIX Kjtoden X.509».,

—  TexHM4YyecKkuMn KOMUTET MO CcTaHgapTusauumm «Kpuntorpaduuyeckas sawmta uHpopMaunmn»
(TK 26), <«WHbopmauumoHHas TexHonorusa. Kpuntorpaduyeckas 3awwimnta UHopMaumu.
PekoMeHpaauum no cTaHaaptusauuu. Mcnonb3oBaHwe HaAbopoB anroputmoB LWKGpOBaHUA
Ha ocHoBe NOCT 28147-89 ansa npoTtokosa 6e3onacHOCTM TpaHCMOPTHOro ypoBHS (TLS)».

—  TexHuM4yeckuMn KOMUTET Mo cTaHpaptTusauum <«Kpuntorpaduyeckas 3awura MHdopMaumm»
(TK 26), «WMHdpopmaumoHHas TexHonorusa. Kpuntorpaduyeckas 3awmrta WMHPOpMaL UK.
PekoMeHpoauun no ctaHgapTtmsauun. Ncnonb3oBaHue anroputmos OCT 28147-89, NOCT P
34.11 n TOCT P 34.10 B kpuntorpadunyeckmx coobuieHmax dopmata CMS».

—  TexHuMyeckMin KOMUTET MO cTaHaapTusauum «Kpuntorpaduuyeckas sawmta uHbopMaumnmn»
(TK  26), «Cuctembl  06bpaboTkm  uHdboOpMauuu. 3awmta  Kpuntorpaduyeckas.
PekoMeHgauun no cTaHgapTulauuu. 3agaHue napaMeTpoB 3SJUIMATUYECKUX KPUBbIX B
cooTBeTcTBUU € TOCT P 34.10-2012».

—  TexHM4YyecKuMin KOMUTET Mo cTaHgapTmsauum «Kpuntorpadwuuyeckasa sawmta uHboOpMaunm»
(TK  26), «Cnuctembl  0bpaboTkm  uHdbopMauuu. 3awmta  Kpuntorpaduyeckas.
MeTognyeckmne pekoMeHZauun no 3adaHuio y3710B 3aMeHbl 6/10Ka NoACTAaHOBKM anroputMa
wudposaHmsa MOCT 28147-89».

— TexHuyeckmin KOMUTET Mo cTaHdapTmsauumm «Kpuntorpadwuyeckas sawuta uHdbdopMmauum»
(TK 26), «Cuctembl 06paboTku nHpopmaumn. 3awmta Kpuntorpaduyeckas. TexHndyeckas
cneundukauuns no umcnonbsosaHuto FOCT 28147-89, TOCT P 34.11-94 u I'OCT P 34.10-
2001 npwu cornacosaHun kntodeit B npotokonax IKE ISAKMP».

—  TexHuMyeckMin KOMUTET MO cTaHpapTusauum «Kpuntorpaduuyeckas sawmrta uHbopMaynmn»
(TK 26), «CncteMbl 06paboTkm MHGOpMaumn. 3awmnTta Kpuntorpaduyeckas. TexHuyeckas
cneunduKkaumsa no UCMNoNb30BaHU AOMNONHUTENBHBLIX Y3N10B 3aMeHbl TOCT 28147-89 ans
wndpoBaHnsa BRoxeHun IPsec ESP»

—  TexHM4YyecKMn KOMUTET MO CcTaHgapTusauum «Kpuntorpaduuyeckas sawmta uHbopMaynmn»
(TK 26), «Cuctembl 06paboTkn nHpopmaumn. 3awmta kpuntorpaduyeckas. TexHndeckas
cneundwmkaumsa no ucnonbzosaHuio NOCT P 34.11-94 npm obecrneyvyeHun LENOCTHOCTU B
npotokonax IPsec AH n ESP.
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8. Ucnonb3zoBaHune CK3U c nporpaMMHbIMU NpoAyKTaMu
pa3zpaborkn 000 «KPUMNTO-NMPO»

CK3M mMoxeT uCnosb3oBaTbCs COBMECTHO CO CAeaylwuMyM MNporpaMMHbIMM  MPOAYKTaMu
pa3paboTkn OO0 «KPUMTO-TPO»:

—  «Kpuntollpo YL»;

—  «Kpuntolpo OCSP»;

—  «Kpuntollpo TSP»;

—  «KpuntoAPM»;

—  «Kpuntollpo SSF»;

—  «KnueHTt Kpuntollpo HSM».
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9. BctpanBaHune CK3U

ApxutekTypa CK3W obecneuynmBaeT BO3MOXHOCTb €ro BCTPauMBaHUSA B pas/iMUHblE MPOrpaMMHO -
annapaTHble cpejbl.

CK3MN mMoxeT 6bITb MCMOAb30BaHO MPUKAAAHbIM MPOrpaMMHbIM obecneyeHMeM C MOMOLLbIO
3arpysku moayns BbiBoBoM dyHkuum LoadLlibrary(). [Ana 3Tux uenen B KOMMJIEKT MNOCTaBKU
BKAoyaeTca pAokymeHT XTSAM.00087-01 96 01. «PykoBOACTBO nporpaMMucTa», OMUCbIBAOLWLMIN
coctaB ¢yHKUMn mn TecTtoBoe [MO. MNpu Takon peanmsaumm npukaagHomy IO AOCTyneH nuvwb
OrFpaHUYEHHbIM  Habop  HM3KOYPOBHEBLIX  KpunTorpadumuyeckux  GyHKUWUKA, COOTBETCTBYIOLW UM
uHTepdelicy Microsoft CSP.

Mpn wncnonesoBaHum CK3WN noa ynpaBneHWeM oOnepaumoHHOM cucTembl iOS  3arpyska
6nbnnotek npm nomowmn dyHkumn LoadLibrary() HeBo3MoxHa. [Ons 3ToM onepauWOHHON CUCTEMbI
BCTpavMBaHMe [OJDKHO MNpPOU3BOAMTBCS B COOTBETCTBMM C [AOKYMEHTauuen, BXOoAsWen B COCTaB
dperimBopka ansa  pa3paboTku. [porpaMMHbIi  MHTepdelic, npepocTaBnsembii CK3U  nopg
ynpasneHnem i0S, Takxe onucaH B AokyMmeHTe <«XKTAN.00087-01 96 O01. Kpuntollpo CSP.
«PyKoBOACTBO MporpaMMuUcTa» M COOTBETCTBYET UHTepdelicy Microsoft CSP.
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10. UIcnonb3oBaHue nHrepcgenca CryptoAPI 2.0

CK3M MoxeT 6bIfb MCNONb30BAHO MPUKAAAHBbIM MNporpaMMHbiM obecnedeHneMm (Kak u nwbon
Apyron kpuntonposangep, nocTtaBnsemMbim ¢ OC Windows) uyepe3 wuHTepdenc CryptoAPI 2.0
(onucaHue npeacTaBneHo B AgokyMmeHTauum Microsoft Developer Network (MSDN)). B atom cnyuae
cnocob Bbibopa KpunTorpaduyeckoro aaroputmMa B MNPUKIAAHOM MPOrpaMMHOM obecrnevyeHun MOXeT
onpenensaTbCs MHpoOpMaumen, copepxaliencsa B ceptudurkaTax oTKpbITbix Katoden X.509.

Ncnonb3oBaHne mHTepdenca CryptoAPI 2.0 B OC Windows npecneayeTt cregyowime uenu:

— obecneyeHne poctyna K KpuntorpadudeckmMm GYHKUMSAM Ha MNPUKIagHOM  ypoBHE
(reHepauyus Kto4en, co3gaHue/npoeepka 3N1EKTPOHHOM noanumcwy,
wndpoBaHue/pacwmndpoBaHme AaHHbIX). OTa Uefb AOCTUraeTcs nyTeEM W30MPOBaHUS
NPUKIaAHOTO YPOBHA OT YPOBHS peanusauun kpuntorpaduyeckux @GyHKuuin. Mpu 3ToM
NPUKIaAHbIM MPOrpaMMUCTaM He HYXHO AeTasibHO M3yyaTb 0COH6eHHOCTU peanusaumm TOro
WN MHOIO anropuytMa Win U3MEHSATb KO B 3aBMCUMOCTW OT anropurma.

—  VM30/IMpPOBaHWEe MNpUKIA4HOrO YPOBHS OT YpPOBHS Kpuntorpaduyeckmnx GyYHKUMA ¢
BO3MOXHOCTbIO MCMOJ/Ib30BAHMUS Pa3HbIX anropyMtMOB B Pas/IMYHbIX WX peanmsauumsx,
BKJ/IlOYas annapaTHble.

Ha Unix-nnatdopmax noacucteMa nporpaMmMHon COK  AOMOSHUMTENbHO  KOMMJIEKTYeTCS

moaynem capilite, KoTopbi® COOTBETCTBYeT noaAMHOXecTBy WHTepdenca CryptoAPI 2.0 u
obecneynBaeT Te xe nHTepdencHole dyHkuum B 3Tnx OC, yto n B OC Windows.

10.1. Ba3oBble kpuntorpacpunueckme QyHKUUU

K 6a30BbIM (pYHKLUSM OTHOCSATCS:

- O®yHkuMM uvHMUManms3aumm (paboTbl C KOHTEKCTOM). 3TU (QYHKUMM nNpeaocTaBnsitoT
MPUIOXEHMIO BO3MOXHOCTb BblbpaTb OMNpeAeNneHHbit KpunTonpoBanaep MO TUAY WMEHWU
unn no Tpebyemon yHKLNOHANBHOCTM.

-  O®OyHKUMK TeHepauuu Kaw4yen. DTN QYyHKUMM npeaHasHaveHbl Ans (GopMUpPOBaHUS U
XpaHEeHUs Kpuntorpauyeckux Ka4Yen pasnmdHbiX TUMNOB.

—  OyHKuum obmeHa kOYaMu. ITU PYHKLUUM MpeaHa3HadeHbl Anst Toro, Ytobbl NPUNOXEHUS
MO OOMEHMBATbLCSA pas3/IMYHbIMM TUNAMKU K4YeBOon uHMDOpMauum ana obecnedvyeHus
B3auMOAeNCTBMUS Mexay cobon.

Mo cBoen (YHKUMOHANBLHOCTM 6a30Bble GYHKUMN AYy6INPYIOT HU3KOYPOBHEBLIM MHTEpdENC
CSP.

10.1.1. OyHKUMM KOAMPOBaHUA/AeKOANPOBAHUS

[JaHHble QyHKUMM npegHasHayveHbl Ana npeobpasoBaHua (KOAMPOBAHWUSA) U3 BHYTPEHHEro
npeacTaeneHns obbekToB, mcrnonbdyembix B CryptoAPI, Bo BHelwHee npeacTassieHne m obpaTHo. B
KayecTBe BHelHero npeactaBneHns ob6bekToB ucnonblyetcs d¢opmat ASN.1 (Abstracy Syntax
Notation One), onpepeneHHbn cepuen pekomeHgaumi X.680. K aTol xe rpynne yHKUUA MOXeET
6bTb OTHeCeH Habop ¢YHKUWI, MO3BOASKOWMX pacwmpuTb GyHKUMOHanbHOCTb CryptoAPI 2.0 nyTem
peanusauum n permctpaunm cobCTBEHHbIX TUMNOB 06BHEKTOB.

10.1.2. ®yHKUMM paboTbl CO CNpaBOYHMKAMWN CEPTUDUKATOB

Ota rpynna &yHKUMIA nNpeAHa3HayeHa A9 XpaHeHna u  o06paboTkm cepTudumKaToB B
pPa3fN4YHbIX TUMNAax CNpaBOYHMKOB. B KayecTBe CMNpaBoOYHMKA MOryT WCMNONb30BAaTbCA Camble
passinyHble TUMNbl XpaHunuuw,: oT danna go LDAP.
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10.1.3. BbicokoypoBHeBble pyHKUMM 06paboTkn Kpuntorpaduueckmnx
coobueHnn

OT1a rpynna dyHkuun (Simplified Message Functions) B nepBylo ouyepenb npegHasHadeHa Aans
MCMONIb30BaHMA B MpUKIagHOM mporpamMMHoM obecneyeHun. C nx nMOMOLLbIO MOXHO:

—  3awwudpoBaTb/pacwmndpoBaTb COOOLLEHUS OT OAHOrO MOSIb30OBATENS K APYrOMYy ;

—  noanucaTb AaHHble;

—  MpoOBEpUTb MOAMUCH AAHHbIX.

O™ dyHKuMn (Kak M GYHKUUM HU3KOro YPOBHS) OMNEpUpYT cepTudukaTtamm OTKPbITbIX
knoven X.509 ana appecauuu oTnpaBuTens/nonyvaTtens AaHHbiX. B kauvecTtBe dopMaTa AaHHbIX
ncnonbsyetcsa dopmat PKCS#7 nnn CMS.

CK3MN Kpuntollpo CSP v 4.0 noaaepxuBaeT cepTudMKaTbl OTKPbITbIX KJ/O4YElH cTaHgapTa
X.509v3 cornacHo RFC 5280 «Internet X.509 Public Key Infrastructure. Certificate and Certificate
Revocation List (CRL) Profile» c¢ yuyetom RFC 4491 «Using the GOST R 34.10-94, GOST R 34.10-
2001, and GOST R 34.11-94 Algorithms with the Internet X.509 Public Key Infrastructure Certificate
and CRL Profile», a Takxe pAoKyMeHTa TexHMYEeCKOro KOMUTeTa NO CTaHgapTusaumm
«Kpuntorpaduueckas 3awmuTa nHdopmaunum» (TK  26), «TexHnyeckas  crneyundukaums.
Ncnonb3oBaHue anroputmoB NOCT P 34.10, NOCT P 34.11 B npodwune ceptudukata m cnmcke oT3biBa
cepTtudmkaToB (CRL) MHPpaCTPYKTYypbl OTKPbITbIX KAt4en X.509».

CK3MN Kpuntollpo CSP v 4.0 noaaepxusBaeT dopMaT Kpuntorpaduyecknx cooblieHumn
cornacHo RFC 3852 «Cryptographic Message Syntax (CMS)» c¢ yuyetoMm RFC 4490 «Using the GOST
28147-89, GOST R 34.11-94, GOST R 34.10-94, and GOST R 34.10-2001 Algorithms with
Cryptographic Message Syntax (CMS)», a Takxe JAOKyYMeHTa TexHM4YeckKoro KomuTteTa no
cTaHgaptmsaumm «Kpuntorpaduueckas 3awmta wuHopmaummn» (TK 26), <«UHPopmauymnoHHas
TexHonormns. Kpuntorpaduyeckas 3awuta wHpopmaumn. PekoMeHzauum Mo CTaHZapTu3auuu.
Ncnonb3oBaHue anropmtmoB FOCT 28147-89, TOCT P 34.11 n TOCT P 34.10 B kpunTorpadmnyeckmx
coobuweHnax popmata CMS».

10.1.4. HunskoypoBHeBble PyHKUMKU 06paboTkn Kpuntorpaduveckmnx coobuieHnm

[OanHasg rpynna ¢yHkumn (Low Level Message Functions) npegHasHaueHa AN aHaNOrMYHbIX
uenen, 4to M rpynna BbICOKOYPOBHEBbIX GYHKLUMA, HO obnagaer 6onbwein GYHKLMOHANBbHOCTLIO.
BmMecTte ¢ TeM, 6onbwas @yHKUMOHANBHOCTbL TpebyeT OT npukaagHoro nporpamMMucta 6onee
AeTasnbHbIX 3HaHMI B obnacTm npuknagHon kpuntorpaduu.

10.2. Ucnonb3oBaHne COM uHTepcdencoB

CK31 MmoxeT B3aumogencTeoBaTb Co cnegywowmmm COM nHtepdencamm paspabotkm Microsoft:

- CAPICOM;

—  Certificate Enrollment Control;
—  Certificate Enrollment API;

—  Certificate Services.

10.2.1. CAPICOM

CAPICOM (peanusoBaH B danne capicom.dll) npepoctasnger COM wuHTepdelic,
MCMONb3YOWMA OCHOBHble (yHKUMM CryptoAPI 2.0. DTOT KOMMOHEHT aABAseTca Aob6aBneHWEM K yxe
cywecTtsytowemy COM wuHTepdelicy Certificate Enrollment Control (xenroll.dll), koTopbii peanusyoT
KNMeHTCKue @GYyHKUMM reHepaumm KJK4en, 3anpocoB Ha cepTudukatel U obmeHa ¢ LleHTpom
CepTudukauumn.

CAPICOM no3BonsieT ucnonb3oBaTb GYHKUMM HOPMUPOBAHMUSA U TMPOBEPKU 3DNEKTPOHHOM
noANUCK, TNOCTPOEHUS U MNPOBEPKM LENoYeKk CcepTudukaToB, B3aMMOAEWCTBUS C  pPas/INYHbIMU
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cnpaBoYHMKaAMK cepTudmkaTtoB (Bknaodas Active Directory) ¢ ucnonb3oBaHumeM Visual Basic, C++,
JavaScript, VBScript n cpegbl paspaboTtkn Delphi. UcnonbsoBaHne CAPICOM no3BonseTr peannsoBaTb
dYHKLMOHANbHOCTb «TOHKOro» KJIMeHTa B MHTepdence bpaysepa Internet Explorer.

CAPICOM gaBnsietcs cBob0AHO pacnpocTpaHseMbiM, U nMocTaBasieTca B cocTtase Redistributable
MHCTpyMeHTapus paspabotumka Microsoft Platform SDK.

10.2.2. Certificate Enrollment Control (Windows Server 2003)

COM wuHTepdeinc Certificate Enrollment Control (peanusosaH B danne xenroll.dll)
npeAHasHayeH AN MCMNONb30BaHMA OrpaHuYeHHOro konudectsa @yHkuunin CryptoAPI 2.0, cBSi3aHHbIX
C reHepauuen Knw4deln, 3anpocoB Ha cepTudukaTbl u 06paboTkoi cepTudukaToB, MOSYYEHHbIX OT
LeHtpa CepTudumkaumm C MUCNOSb30BAHNEM £3bIKOB nporpammmpoBaHus Visual Basic, C++,
JavaScript, VBScript n cpeabl pazpaboTtku Delphi.

OTOT MHTepdenc mncnonb3yroT pasnmudHble LleHTpbl CepTudukauum (VeriSign, Thawte n 1. 4.)
npy hopMMpoBaHUM 3anpocoB Ha cepTudukaTt noab3osaTenen Ha nnatdopme Windows Server 2003.

10.2.3. Certificate Enrollment API (Windows 2008/7/2008R2/8/2012)

WHTepdenchl  Certificate  Enrollment API  (peanusoBaHHbie B ¢danne certenroll.dll)
npefHasHayeHbl A0S reHepauuu Ki4Yel, 3anpocoB Ha cepTudukaTtbl, 06paboTkm cepTuduUKaTos,
nony4yeHHolx OT LleHTpa CepTuduKaumm ¢ UCNONb30BAHMEM Pa3/INYHbIX SA3bIKOB MPOrpaMMUPOBaHKUA.

OTOT MHTepdenc Mcnonb3yrT pasnmuHble LleHTpbl CepTudukauum (VeriSign, Thawte n 1. 4.)
npn dopMMpoBaHMM  3anMpocoB Ha cepTudukaT nonb3osatenen Ha nnatdpopme Windows
2008/7/2008R2/8/2012.

10.2.4. Certificate Services

Certificate Services BkntouyaeT B cebss Heckosibko COM nHTepdelicoB, NO3BOMSIOWNX NBMEHUTb
dyHKUMOHanbHOCTbL LleHTpa CepTudukaummn, Bxogswero B coctaB OC Windows 2003 Server. lNpu
MOMOLLUM [AHHbIX MHTepdeNncoB BO3MOXHO U3MEHEHME:

— cnocoba 06paboTkM NOCTynarLWmMx OT MoJib30BaTENIEN 3aNpoCcoOB Ha cepTuduKaThl;

— CcoCTaBa JdaHHbiX (B TOM 4ucne gonosHeHmn X.509), 3anucbiBaeMblXx B W34aBaeMble

LEHTPOM cepTudukaTsl;
- cnocoba ny6aukauum (XpaHeHus) M34aHHbIX LLEHTPOM CepTUhUKATOB.

10.3. Ucnonb3oBaHne CK3U B Beb-6paysepax

Kpuntolpo CSP MoxeT 6bmb MCMNOAb30BaHO B Beb-6paysepax Ha pasnMyHbIX MNPOrpamMmMHO-
annapaTHbiX nnatdopMmax nyTém BbBoBa GyHKUM «Kpuntollpo SUIM Browser plug-in», Bxoaswero B
coctaB «Kpuntolpo PKI SDK» (MAK «Cnyx6bl YL»).

«Kpuntollpo 3UM Browser plug-in» coaepXuUT KoMnoHeHTY ActiveX ana pab6oTtbl B Microsoft
Internet Explorer n nnarmH NPAPI gna pgpyrux Beb6-6pay3epoB, NoAAEpPXMBAKOWMX AAHHbIN
wHTepdelic BCcTpauBaHmsa nnarvHoB. ®PyHkumm CK3M MOXHO BbBbBaTb M3 cueHapuweB JavaScript,
coaepxawmxca B oTobpaxaemon Beb6-6paysepoM cTpaHuue.

MoppobHas nHdopmaums [OCTynHa CTpaHuue nnarunHa rno aapecy
http://www.cryptopro.ru/products/cades/plugin.
10.4. Noaneprxka npotokona TLS

Moaynb NoaaepXKn ceTeBon ayTeHTudMKauum no3BoNsSeT peanms3oBaTb 3alULEHHDbIA CETEBOW
MpPOTOKON B COOTBETCTBUM C pekoMeHaauumsamm RFC 2246 «The TLS Protocol. Version 1.0» n
«TexHM4yecKuim KoMmTeT No cTaHdapTusauum <«Kpuntorpaduyeckas 3sawuta uHbopmauum» (TK 26),

20


http://www.cryptopro.ru/products/cades/plugin

XKTAN.00087-01 90 01. Kpuntollpo CSP. OnucaHue peanusaumm

«MHbopMaunoHHaa TexHonorus. Kpuntorpadwuyeckas 3awmrta WHdopmauun. PekomeHaauun no
CTaHdapTmsauumn. Mcnonb3oBaHne HabopoB anropuTMoB WKdpoBaHMsa Ha ocHoBe MOCT 28147-89 ans
npoTtokona 6e3onacHOCTU TpaHCMNopTHoro yposHsa (TLS)». Moaynb obecneudnBaeT ABYCTOPOHHIO U
OAHOCTOPOHHIOI ayTeHTUDMKALMUIO NPUIOXKEHUIA NMPU NX B3aUMOAENCTBUM MO CETU C MUCMNOSIb30BaHMEM
anroputMa 3l n cepTudmMKaToB OTKPLITbIX K/KOYEN, @ Takxe WudpoBaHUe AaHHbIX, MepeaaBaeMblX B
CeTeBOM COEANHEHUM.

MpuknaaHoe nporpaMMHoe o6fecrneyeHne MOXeT MCMNofib30oBaTb npoTtokon TLS ans
ayTeHTUDUKALMN U 3alUKUTbl AaHHbIX, NepefaBaeMbiX N0 COBCTBEHHbLIM MPOTOKOMaM Ha ocHoBe TCP/IP
n HTTPS.

Mpotokon TLS (Transport Layer Security, cneundukaums IETF - RFC2246) oTHocuTCSa K
cpeacTBaM 3awmuTbl NpuknaaHbix naketoB Microsoft Internet Explorer, Internet Information Services
(IIS), Microsoft SQL Server 2000 u COM+. OH obecneumBaeT ayTeHTUPUKALMUIO CBSA3bIBAOLLMXC S
CTOPOH, KOHMPWUAEHUWNANBHOCTb W LENOCTHOCTb MepecbliaeMon wuHdbopMauuu. AyTeHTUudukaums
obecneumBaeTcs ucnonb3oBaHMeM cepTudumkaToB cTaHgapta X.509 (B cpegax C  CwuabHOM
ayTeHTudUuKaumen), KoHpunaeHUManbHOCTb — WMMpPOBaHMEM MNEpeCbhbUIaeMbIX AaHHbIX, LEeNOCTHOCTb —
NnpUMEeHeHneM X3W-@pyHKUMN N KoAda ayTeHTudwukauum coobuweHmsa (Message Authenticity Code,
MAC).

Ons nopgkntoyeHus no npotokony TLS mcnonbayetcs npedukc https, npm aTtom obospeBaTens
Web-cepeepa no ymonuaHumio 6yaet noaknwoudaTtbcss kK nopTy TCP 443 BMecTO CTaHAapTHOro rnopTa
TCP 80. Ecnu cepBep He noagepxueaeT npoTtokon TLS, coeanHeHue He YycTaHaBnMBaeTCHs.
MNpumeHeHne npoTokonoB SSL/TLS (SSL - 6onee paHHME BepcuM NpOTOKOJa) rMoKa3aHo B
Tabnvue 10.4.1.

Ta6nuua 10.4.1 - NMNpuMmeHeHne npotokona SSL/TLS

MpoTokon MopT OnucaHue

HTTPS 443 HTTP no SSL/TLS

SMTPS 465 SMTP (3nekTpoHHas no4yta) no SSL/TLS
NNTPS 563 NNTP (HoBOoCTM) no SSL/TLS

LDAPS 636 LDAP (AoCTYN k KaTanoram) no SSL/TLS
POP3S 995 POP (anekTpoHHas no4yta) no SSL/TLS
IRCS 994 IRC no SSL/TLS

IMAPS 993 IMAP (anekTpoHHas nouTta) no SSL/TLS
FTPS 990 FTP (nepepava cdannos) no SSL/TLS

Ons Toro, utobbl npotokon SSL/TLS penctBoBan, Web-cepBep pomkeH uMeTb napy
cepTuduKaT OTKPbLITOro Ki4a/3akpbrbii KoY. Bnageney ceptudwukarta fo/mKeH NoATBEPAUTb, YUTO
OH SBNSIeTCH BNAAesbLEM 3aKpbTOro KJk4ya, CBA3aHHOIMO C CepTUdMKaToM. ITO AAET BO3MOXHOCTb
KJIMEeHTY ayTeHTuduuMpoBaTb CepBep, C KOTOPbIM OH XO4eT CBA3aTbCH.

B npouecce B3auMHOM ayTeHTUdMKaLNK:

—  BbINONHAETCA KpunTorpaduyeckas MnpoBepKa Haauuma y cepBepa 3aKpbIToro Kiwua,
COOTBETCTBYIOLLEro OTKPbITOMY KJOYY, YKa3zaHHOMY B cepTudukaTe;

—  npoBepsieTCs CTeMeHb AOBepus nspatento ceptudukara;

—  rpoBepsieTCcs, He UCTEK N CPOK AeNCTBUSA cepTudukaTa;
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—  NpoBEepsIeTCH, HEe O0TO3BaH N cepTtudukaT; no ymondaHuo Internet Explorer aTy nposepky
He BbinosiHAeT — 370 genaet IIS.

Ecnu nobaa n3 ykasaHHbIX NpOBEPOK NPUBOAMT K OTPULLATENBLHOMY pe3y/bTaTy, Nosfib30BaTelb
nony4yaeT npeaynpexaeHue M MOXeT pa3opBaThb coeanHeHue (3TO pekoMeHAyeTcs cAenaThb).

[JOCTUrHYB [0Bepusi, CTOPOHbl BblpabaTbiBalOT CeaHCOBLIA KJ/HOY, Ha OCHOBE KOTOpPOro
obecrneumBaeTcs WKUGpPOBaHNE AaHHbIX B TEYEHWE CeaHca.

10.4.1. OCHOBHbIe NMOHATUA NpoTokona TLS

MNpotokon TLS npepgHasHayeH pana obecnedvyeHuss KkpuntorpaduyeckmMMm cpeacTBamum
ayTeHTUdUKaumn otnpasutens (kameHta) u agpecaTta (cepBepa), KOHTpPONS LENOCTHOCTU U
wndpoBaHns AaHHbIX MHMOPMaLMOHHOIO obMeHa.

AyTeHTMdUKaumMa onuMoHanbHO MoXeT ObITb OAHOCTOPOHHEN (ayTeHTudmKauma cepsepa
KJIMEHTOM), B3auUMHOM (BCTpe4vHas ayTeHTMdMKauua cepBepa U KJMeHTa) WinM He MCMNosib30BaThbCH.

Nepapxms wuHdOpMaumoHHOro obMeHa BkJOYaeT B cebs ceccunm, COeAMHEHUS WU MOTOK
coobuweHnn B coeanHeHuun. MoToK coobuieHuit npu 6onbwon anavHe pasbuBaeTcsa Ha dparMeHTbl C
rnakeTHoM nepepayeir dparMeHToB. B oaHOM ceccum MOXET OblTb peasin3oBaHO HECKO/bKO
COoeAMHEHUN, TMNpOU3BOJSIbBHO pa3HECEHHbIX MO BpPeMeHU. B KaxaoM coeAuMHEHUM MOXET 6bmb
06paboTaH HEO6XOANMLIN MOTOK COOBLLEHUNA.

Ceccua xapakTepusyeTcs cneayowmmm atpmbytamu:

—  unaeHTudumkaTop ceccum (cnydyamHoe umcno, 32 b6aiTa, 3aKaeTcss CepPBEPOM MPU OTKPbITUM
ceccumn);

-  MeToA KoMMnpeccuu;

— cepTudukaTt cepsepa (ONUMOHANBHO);

—  cepTudukaTt KnmeHTta (onumnoHanbHo);

- cneuundukaumsa anropuMtMoB W MNapaMeTpoB 3awuTbl (anroputmbl wudposaHus n MAC,
kpuntorpadumyeckne napameTpbl);

— master secret (ucnonb3yeTtcsa npu reHepauum Kawyen wndposaHms, kawden MAC,
BEKTOPOB WHMLMANM3aLUN);

—  ¢nar, paspelwarmoLiunii/3anpeLllatolivi HoBble COeAVMHEHUS B CeaHce.

Ceptudukatbl npeactaBnsatoTcs B cTaHgapte X509. v3. Crneuyundukaums anroputMoB WU
rnapaMeTpoB 3aLUUTbl MOXET MEHATbLCS B TEYEHNE Ceccum.

CoeanHeHWe xapaKTepusyeTcs crelylowmnmMm aTtpmbytamu:

— client_random - cnyyanHble 32 6aliTa, 3a4aBaeMble KJIMEHTOM;

— server_random- cny4amnHble 32 6anTa, 3anaBaeMble CEpBEPOM;

— client write MAC secret (ka4 KAWMEHTA A0S BbMUCNEHMS 3HA4YeHUs  KJOYEBOM
X3 W-PYyHKUWNN);

- server write MAC secret (knwou cepBepa Ans BbMUCIEHUS 3HAYEHUS KJIHOYEBOM
X3 W-pyHKUUN);

— client write key (knato4, wucnonb3yeMmbim Ans  wWUpPoOBaHUSA AaHHBIX KJIMEHTOM U
pacwudpoBaHMs UX CeEpBEPOM);

- server write key (kno4, WuUCMonb3yeMmbid AN WWU@PPOBAHUA AaHHbIX CEpPBEPOM U
pacwndpoBaHNsa UX KIINEHTOM);

— client write 1V, server write IV (BeKTOpbl WMHUUMANM3ALWUKN, WUCMOJSIb3YEMbIE KJ/IMEHTOM U
CepBepOM COOTBETCTBEHHO);

—  TrOpsSAKOBbLIA HOMep coeauHeHus (NoaAepXMBAETCA He3aBUCUMMO ANd nepefaBaeMbiXx U
NMpUHMUMaEMbIX CoObLLEHNI).

BekTop uWHMUMaNM3auuu 3afJaeTca AN nepBoro dparMeHTa COO6LLEHUS B COEAMHEHWUWN; ANS
nocneaywuwmx ¢GparMeHToB BeKTOp  MHMUManusauum  <dopMupyeTcss M3  KOHe4yHoro  6rioka
3aWwndpoBaHHOro0 TeKkcTa npeapiaywiero dhparMeHTa.
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MopsAaKoBble HOMEpa COEAMHEHWI MNOAAEPXUBAKOTCS HE3aBUCMMO AN NepefaBaeMbiXx W
npuHUMaeMbIX CcooblleHniA. [pu CMeHe Cceccun, WU3MEHEHMM chneunduKauunm anroputMoB W
napaMeTpoB 3allUTbl HyMepauus COeAMHeHU HauuHaeTcs ¢ 0; AvanasoH HyMepauum: 0 =+ 254-1,

CoeanHeHue accouumpyeTcsl C 04HOM ceccuen.

AnroputM npeobpasoBaHua uHdbOpMauum npu obMeHe C UCMOSb30BaHWeM npoTtokona TLS
BK/IOYAET creaylowme onepaumnm:

npMeM OT MPOTOKOJSIAa BEPXHEro YPOBHS MOTOKa He WMHTeprnpeTuMpyeMbiX AaHHbIX B 6i0Kax
NPOM3BOJILHOIMO pa3Mepa;

dparMeHTaums MpPUHATBIX C BEPXHEro YPOBHA JAaHHbIX B CTPYKTYpUpOBaHHble 6510KkM
(bparMeHTbl) npoTokona TLS. Pa3mep ¢parmeHTa — He Gonee 214 6Gairt;

KoMmnpeccus pparMeHToB (ONUMOHANBHO);

BbMUCNIEHNE 3HA4YeHUs Kw4veBOoM Xaw-dyHKumm (MAC) OT KOHKaTeHauuum K4da XoL-
dyHKUMN, TMNa KoMmnpeccum, OJIHBI KOMMNpPeCcCMpoOBaHHOIO dparmeHTa,
KOMMpPEeCcCMpoBaHHOro gparMeHTa v 3aJaHHOM KOHCTaHTbI;

KOHKaTeHauus dparMeHTa W pes3ysibTaTa BbMUCAEHUS 3HAYeHUS X3W-(YHKLMM OT Hero
(pacwupeHHbin dparMeHT);

3awudpoBaHMe paclumpeHHoOro gparmeHTta (onuMoHanbHO);

pobaBneHne OTKpPbITOro 3arofioBka, cogepxauwiero Tvn coobuweHus (oamH 6aiiT), BEpCUio
npoTtokona TLS (pBa 6aiTa) v ANMHY KOMMNpecCupoBaHHOro dparmeHTa.

Mpu npueMe MHbOPMaUUN NPUMEHSIETCA 0bpaTHas nocseaoBaTeNlbHOCTb Onepaunii.

3awmnd poBaHHbIN pacliMpeHHbIA G parMeHT

[TOTOK A@HHbIX {) %

®parMeHTUPOBaAHHbIA MOTOK AAHHbIX

®parmeHT

CxaTbli pparMeHT

PacwmpeHHbIt hparMeHT MAC

[ob6aBneHne OTKpbITOro 3arofioBKa

PucyHok 10.4.1 — AnroputrMm npeo6bpasoBaHua uHdopmauum npm obmeHe c
ucnosnb3oBaHueM nportokona TLS

B npoTokone TLS mncnonb3yTcs creayowme Tunbl COOOLLEHNIA:
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Hello message (ClientHello, ServerHello);

Change cipher specs message (M3MeHeHMe cneuudukauum anroputMOB M NapaMeTpoB
3aWunThbl);

Key exchange message (nepegmava knwo4ya obmeHa kawodamm wndposaHns m MAC
K/IMEHTa, cepBepa);

Alert message (npegynpexaeHue, onoBelleHne o daTasibHOM owwunbke);

Application_data message (nepegaya AaHHbIX);

Finished message (coobuieHne o0 BO3MOXHOCTM paboTbl B CO34aHHON Cceccun).

Mpotokon TLS sABnsetcs ABYXYPOBHEBbIM W AeNCTBYeT Hah TPaHCMOPTHbIM MpOTOKOsIOM. K
nepBoMy ypoBHI oTHocaTca TLS Handshake Protocol, TLS Change Cipher Spec n TLS Alert Protocol.
Ko BTOpoMYy ypoBHIO oTHocutca TLS Record Protocol.

TLS Handshake Protocol o6ecneunBaeT uHULUManM3auUMlo ceccun (CoeanHeHus1) BbINOSIHEHMEM
crnepyowmx onepauumn:

TLS

K/IMEHT U cepBep AOroBapmatoTcs 06 MCMOAb3yEMbIX B CECCUM anroputMax n napaMerpax
3aWunTbl, o6MeHMBalOTCa  ClydYalHbiMWM  BennuymHammn  client_random, server_random,
JorosapuBatoTcs, 6yayT uan HET HOBble COeAMHEHUS;

npomssoaMTcs obMeH cepTudumkaTamMnm Ana ayTeHTudumkaumm KaveHTa um cepsepa (no
3a4aHHbIM OnuuaMm);

K/IMEHT TFeHepupyeT CJlyYalHylo BennduHy pre_master secret, wudpyeT ee mn nepepaer
cepsepy.

K/IMEHT M cepBep no pre_master secret, client_random wn server_random dopmupyoT
master secret (Habop Heob6xoauMon kno4YeBOl MHMOpPMaLMM) Ceccumn.

Handshake Protocol pa6oTtaer no cneaytowen cxemMe, nNpeacTaBNeHHOW Ha

PucyHke 10.4.2.
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Client > ClientHello » Server

YcTaHOBKa BepcuMM NpoOTOKoa, MAeHTUdMKaTOpa CeCcCMM, HadyanbHOro Habopa anropuTMoB U
rnapaMeTpoB, METOAa KOMMPECCUU.

ServerHello
Certificate

Client < Certificate Request < Server
Server Key Exchange

ServerHelloDone

CepBep nocbiniaet (ONuUMOHanbHO) CBOWM cepTudurKaT 1 3anpawmsaeT (ONUMOHaNbHO) cepTudukaTt
KNWeHTa, nepefava Cny4YyanHoW BennunHbl server-random.

Certificate
Client Key Exchange > Server
Certificate Verify

Client

Y

KnuneHT nocbinaer ceon ceptndukart (ecnmn 6bin 3anpoc cepBepa) Ecnmn ceptudmkara y KameHTa
HeT, oH nocbinaet Certificate Verify.

Change Cipher Spec

Client Finished > Server

Y

Change Cipher Spec

Client < Finished < Server

Bbi6op anropMTMOB M NapaMeTpoB A/ YCTaHaBMBaeMol ceccumn, 3aBeplweHme Handshake
(«pyKonoxaTus»).

PucyHok 10.4.2 - Cxema pab6orbl TLS Handshake Protocol

10.4.2. Moaynb ceteBon ayteHTUdUKaumm «Kpuntollpo TLS»

Moaynb ceteBon ayTeHTudumkaumm «Kpuntollpo TLS» peanusoBaH Ha 6ase npoTtokona TLS
v.1.0 M poCCUNCKMX CTaHAaApPTOB Kpuntorpaduyeckorm 3awmTbl KoHdbdmaeHUuManbHON WHDOpMaL UK
(anroputmbl wndpoBaHua B cooTBeTcTBMM ¢ [OCT 28147-89, anroputmbl BbipaboTKM M MNpPOBEPKU
3NeKTpoHHOM noanucun B cooTBeTcTBuM ¢ TOCT P 34.10-2001 mn TOCT P 34.10-2012, anropuTMbl
xawmnpoBaHusa B cooTtBeTcTBun € TOCT P 34.11-94 u TOCT P 34.11-2012). Wcnonb3lyeTcsa Takxe
anroput™m Auddu-XennMmaHa oTKpbITOro pacnpeaenenus kawden Ha 6ase NOCT P 34.10-2001 v NOCT
P 34.10-2012.

AyTeHTuduKaumnsa KanmeHT-cepeep MoXeT bbb 0AHOCTOPOHHEN N ABYCTOPOHHER.
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OOHOCTOPOHHAS  ayTeHTuUdukaumsa obecneymBaeT MUHMMANbHO HeO6XoAUMbIA  YPOBEHb
3alWuTbl, U BKAKOYaeT B cebs:

— obs3aTenbHyl0 ayTeHTUdMKaumio cepeepa 6e3 ayTeHTUdMKaLUN KIIMEHTOB;

—  wudposaHue Tpaduka MexAay KJIMNEeHTOM U CepBEpOM.

Mpu paboTe B Q[aHHOM pexuMe CepBep Ha 23Tane <«pyKonoXxaTus» He 3anpalmBaeT
cepTuUduMKaT KIMEeHTa M yCTaHaBIMBAETCs <«aHOHMMHOE» 3allMleHHoe coeanHeHue. B aToM cnyudae
K/IMEHT MOXeT He WMEeTb 3aKpbroro knaw4a u ceptudukarta, OAHAKO MpM 3TOM OH JIMWIAETCSH
BO3MOXXHOCTW (OPMUPOBATb 3/IEKTPOHHYIO MNOAMUCH MOA AOKYMEHTaMu. PeXuM C OAHOCTOPOHHEN
ayTeHTuduKaumelnn cepBepa MOXeT MWCNoMb30BaTbCA AN MpPeaoCTaBAeHMs HEeKOTOpon rpynne
nonb3oBaTenen KOHpUaeHUManbHON uHGOPMaUMM Ha OCHOBaHMM NApO/bHOW 3aliuTbl, OAHAKO
napoib B 3TOM cJlyyae OyaeT npeabsaBnsaTbCs MNOMb30BaTeNeM TONbKO MOCAe YCTaHOBEHUS
3awmueHHoro  TLS-coeauHeHns ¢ Web-cepBepoM, 4TO nMOBbILAET YpPOBEHb 3aluUTbl OT
HECaHKLMOHMPOBAHHOIO AOCTyMna MO CpPaBHEHUIO C Mepegaver Naposns Mo OTKPbITbIM COEANHEHUSIM.
Mpn OAHOCTOPOHHEN ayTeHTudMKauMnm cepBep 3anpawmBaeT cepTuUdUKaAT KAMEHTa, HO ero
OTCYTCTBME HE CUYMTAETCS OLUMOKOM.

[BYCTOPOHHSS ayTeHTMdUKauna BKIOYaeT B cebs:

—  B3aWMHYI0 ayTeHTudUKauuio KaMeHTa n Web-cepBepa C NOMOLLbIO UX CEPTUDUKATOB;

-  wudpoBaHMe Tpaduka Mexay KJINEeHTOM U CEPBEPOM;

- dopMMpoBaHME W MPOBEPKY 3JIEKTPOHHOM MOAMMCK Mo 31eKTPOHHbMU HTML-dhopMamu,
3amnosiHAEeMbIMA MOJIb30BaTENAMMU.

[BYCTOpPOHHASA ayTeHTuduKauma no3Bonser obecnevyuTb AOCTYN B  3aKpbTyld 4acTb
Web-cepBepa TO/IbKO 3aperncTpuMpoBaHHbLIM BrajenblaM cepTUdukaToB. MNpyM 3TOM HYXHO UMETb B
BWAY, YTO pasrpaHudyeHve pAocTyna K MWHDOPMALMOHHBIM pecypcaM CcepBepa, OCHOBaHHOE Ha
npoeBepke CepTUdOUKATOB K/MEHTOB, ropasAo HadexHee, YeM MpoCcTo MaposibHas 3aliuTa.

B pnaHHOM pexume paboTbl KAMEHTY HeOob6XO0AMMO CreHepupoBaTb 3aKpbTbil M OTKPbITbIA
KJIKOUM M MONYYNTb CepTUdMKaAT OTKPbITOro kstoda B YU.

TpeboBaHMA K TeXHUWYECKUM W MporpaMMHbiM CpeacTBaM KOMMbKOTEpPA, Ha KOTOpbIN
yCTaHaBnmBaeTca ISA cepBep, onpenensiTcs B AOKYMEHTauWu, NOCTaBfsieMOM BMeCcTe C AaHHbIM
cepBepoM. [ONOSIHUTENbHO, Ha KOMMNbOTEp AO0/MKHbl 6bmb ycTaHoBneHbl CK3U «Kpuntollpo CSP» wu
MOAY/Ib MOAAEPXKM ceTeBoW ayTeHTudukaumm «Kpmntolpo TLS».

Onsi BO3MOXHOCTM YCT@HOBMIEHUS 3aLUMLLEHHONO COEeAUHEHUS MeXAYy KJIMEHTOM U CepBepoM
ISA HeobxoaummMo BHa4dane BbiNyCTUTb cepTuduKaT OTKPbITOro  Kaw4a, KoTopbii 6ygeT
MCMONb30BaTbCS AJ1 CEPBEPHON ayTeHTudmKauum no npotokony TLS.

K TakoMy cepTudukaTy npeabaBnatoTcs crneayowme TpeboBaHus:

-  wuMmsa cepTtudukata (Common hame) AO/MKHO coBnagatb C MMeHeM nybnmkyemoro Web-
cepBepa npuknagHon cuctembl. Hanpumep: pif.nikoil.ru;
— none pacwupeHums ceptudukata <«Ncnonb3zoBaHume  kaw4a»  OOMKHO  coAepxXaTb
cneaytouiee HasHadyeHue: «AyTeHTudukaumsa Cepsepa».
[daHHbin cepTudmkaT AomkeH 6bMb yCTaHOB/EH Ha cepBep ISA B npuBsa3Ke C KAKYOM MOANUCHK
(3akpbIbiM KAOYOM). MNpy 3TOM 3aKPpbITbIA KAKY NOAMUCU A0/KEH 6bmb noMeweH B peectp OC.

Bbinyck n ycTaHoBKa cepTtudukaTta ocyuwecTBnsawoTca udepes APM nonb3oBaTensd LeHTpa
pernctpauun. Mopsaok AeNCTBUI onpeaenseTrcs B MHCTPYKL MW NOb30BaTENIO.
10.5. NMpwio>xeHne KOMaHAHOW CTPOKM

MpunoxeHne KOMaHOHOW CTPOKWM npefHasHayeHo ans  paboTbl C  MCNONb30BAHUEM
MH(PpaCTPYKTYpbl OTKpPbITbIX KIo4en, wndposaHusl/pacumndpoBaHmns coobuweHnmn,
CO34aHuNsA/MpOBEPKN 3JIEKTPOHHOM MNOAMMCKM WM X3WMpoBaHus. [lporpamma peanum3oBaHa B Buge
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ucnonHsemoro danna «cryptcp.exe», noapobHee cMm. XKTHAN.00087-01 93 01. T[punoxeHue
KOMaHAHOM CTPOKM ANns noaAnucu u wmndposaHnsa ¢annos.

10.6. AyteHTudumkaumna B pomeHe Windows

Onsa ayTeHTudumkaumm nonb3oBaTenenn B goMmeHe Microsoft Windows wmncnonb3yertcss mMoaynb
«Kpuntolpo  Winlogon», KoOTOpbIi npegHa3HayeH Aansd  obecneyeHus  KOHTpons  AocTyna
nonb3oBaTtenen Kk APM’y, KakK BKJIOYEHHOMY B CETb AOMEHa, TaK U (PYHKLMWOHUPYIOLWEMY JIOKAJIbHO.
Ncnone3sytotca Enterprise CA, Kpuntollpo YU vnun agpyrme cOBMeCTUMbIE LLEHTPblI CepTUdUKaLmm.

Moaynb «Kpuntolpo Winlogon» peanusyetr paboTy C pPOCCUACKMMWU KpUMTOrpaduyecKkumm
anropuTMamMm Ans NepBoro wara paclumpeHHoro npotokosia Kerberos B cootBeTcTBUMM C RFC 4556.
Public Key Cryptography for Initial Authentication in Kerberos (PKINIT), June 2006.

10.7. Ucnonb3oBaHue ¢pyHkUuun CSP ypoBHS sapa onepaLuMoOHHOW CUCTEMBbI

Moaynb ypoOBHS s4pa OnNepauMoHHON CUCTEMbI MNO3BOASAET MWCMNOSb30BaTb OCHOBHbIE
Kpuntorpadpuueckme dyHkumm (wmndpoBaHme/pacwumndpoBaHne, npoBepka nMoaMUCKU, BblHUCEHME
3Ha4YeHMs X3W-PYyHKLUMN) Ha YypoBHe sApa OnepaurMoHHOM cucTembl. [aHHbIi MOAYyNb B MNepBYytO
oyepeab NpegHasHadeH ANs WUCMOJIb30BaHUS B MPUIOXKEHUSX YPOBHS siApa OMNepaulMoOHHOW CUCTEMbI
(wndppaTtopbl IP npoTokona, XecTkoro Aucka wu T.4.). WHTepdeinc moaynsa aHanormdeH mHtepdency
CSP ypoBHS monb3oBaTesisi, C TEM WCK/IIOYEHMEM, YTO OH He no3BonseT paboTaTb C CeKpeTHbIMU
KJl0o4aMM NoSb30BaTesNs M He MNpefoCTaBAseT OKOHHbIM WMHTepdenc. MoapobHee 06 McCNonb30BaHUM
Moaynsa cM. AokyMmeHT «XKTAW.00087-01 96 01. Kpuntollpo CSP. PykoBoACTBO NMporpaMMmucTa».

10.8. NMpumepbl ucnonbsosaHua CK3U «Kpuntollpo CSP>» Bepcum 4.0

Ona pa3pabotumkoB B cocTtaB auctpubytmBa CK3U «Kpuntollpo CSP» Bepcumn 4.0
BK/IIOHAIOTCA peKkoMeHdauun, coaepxaliue onucaHue wuHTepdenca TLS, noamHoxecTBo CryptoAPI
2.0, peanunsyemoe 6umbnunotekon capilite.dll, v npumMepbl LCNONb30BaHNA Ha YpPOBHE Bbl30OBA OCHOBHbIX
dyHkunin CryptoAPI 2.0. B cocTtaB aucTpubyTmBa BKJIOUYEHbI TaKXe npuMmepbl ncnonb3osaHus CSP Ha
ypoBHe saapa OC, noanucu/nposepkm noanucm XML, wucnonb3oBaHuss xenroll, capicom, BbiBOB
dyHkumn CSP yepes nHtepdenc CSP.

Bonbloe KOAMYeCcTBO MNpPUMMEpPOB UCMOMb30BaHWa  @yHkunin  CryptoAPI 2.0, CAPICOM,
Certificate Services BxoauT B AokyMmeHTauumiwo MSDN m B MHCTpyMeHTapun paspabotumka Platform
SDK.

Ha dopyme Kpunto-Mpo (http://www.cryptopro.ru/CryptoPro/forum2/) Bepetcs obcyxaeHue
Mo BOMpOCaM MCMNOSb30BaHMS Kpuntorpadumyeckmx GyHKUUM M cepTUdUKaToB OTKPbITbIX K/OYen U
Ktoueln nposepku I,

Bce BbllenepeyncneHHble BapuaHTbl BCTpamBaHMa M mcnonb3oBaHma CK3U «Kpuntollpo CSP»
Bepcun 4.0 A0/KHbI NPUMEHATbCS € ydyeToM n. 1.5 ®opmyndapa. Npy 3TOM yKasaHHble B HACTOSLWEM
OOKYMeHTe uHTepdenchbl aBnAATCSA ypoBHSAMM BCTpamBaHua CK3U «Kpuntollpo CSP» Bepcunm 4.0 B
npuKNagaHble CUCTEMbl N HE ABASKOTCS NPUIOXKEHUAMU, BXOASALWMMM B COCTAB ONepaumoHHbIX CUCTEM.
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11. Uctopusa Bepcumn

«KpunTtolpo CSP>» Bepcwm 1.1

N3meHeH 6a30Bbii MAeHTUdMKATOP, WUCMOJb3YEMbIA AN MNpeacTaB/eHUs ajaropuTMOB B
cepTudmkaTax U Kpuntorpadmyeckmnx CooblieHusx;

M3MeHeHO nMpeacTaB/ieHMEe nMapaMeTpoB p, (, a, Y3/0B 3aMeHbl X3W-QyHKUUN WU
wndpoBaHnss B cepTudmkKaTax OTKpbITbIX Kao4yen u dopmaTte coobweHnin S/MIME
(PKCS#7, RFC 2630). B cBa3u ¢ atuMm, Bepcusa 1.0 He coBMecTuMa ¢ Bepcuen 1.1;
[Job6aBneHo oTobpaxxeHne anroputmoB FOCT B aumanorax MO Microsoft Outlook Express u
MO Microsoft Outlook;

JobaBneHa nogaepxka 31eKTpoHHoro 3amka «Cobonb» (HUM UHdbopMm3awmTa);
[JobaBneHa peructpaumsa yctaHoBneHHon Bepcun «Kpuntollpo CSP»;

ObecneueHa nogaepxka «Kpuntollpo CSP» B OC Windows ME;

YpaneHa nogaep)Xka OTKPbITbIX KAKYEN ANMHOM 512 6uT;

ObecneueHa paboTocnocobHocTb € Internet Explorer 5.5;

PeannsoBaHO XxpaHeHue cepTuduKkaToB OTKPbITbIX K/YEN W Kawden nposepku Ol B
KJ/TIOYEBOM KOHTEMHEpE;

PeannzoBaHa BO3MOXHOCTb YCTaHOBKW cepTudukaTa Monb3oBaTens W3 KJ4YeBOoro
KOHTEMHepa B CnpaBo4YHMK cepTudukatos Windows m3a naHenu ynpasneHus «Kpuntollpo
CSP».

«Kpuntollpo CSP>» Bepcum 2.0.

PeannzoBaHa BO3MOXHOCTb YCTaHOBKM cepTudumkata B CMpaBOYHUK CepTUdMKaTOB
Windows wn dopMmpoBaHMe CCbUIKM C JIMYHBbIM 3aKpbITbIM KJKOYOM MOsb30BaTens w3
naHenun ynpasnenus KpuntollPO CSP;

PeanunszoBaH uHTepdeNc CMeHbl M yAaneHus Mnapons KAKYEeBOro HOCUTens U3 naHenu
ynpasneHunsa Kpuntollpo;

ObecneuveHa nogaepxka Kpuntollpo CSP B OC Windows XP;

PeanunszoBaH uHTepdelic PC/SC ans paboTbl CO cuMTbiBaTENSIMU CMApPT-KapT;

[JobaeneHa nogaepxka UCB knwouen eToken;

PeannzoBaHbl anropuTMbl AMBEpCUdUKALUN KIKOUYEH M ayTeHTudukaumm, nossonstowme
BbinyCcKkaTb W 06CNyXunBaTb WHTENNeKTyasbHble KapToukn <«Ockap 1.*» un «PUK-1»,
peanusyowme anroputm wngposaHua FOCT 28147-89;

PeanusoBaH anroputm 2l B cooTBeTcTBMn ¢ NOCT P 34.10-2001;

MopaepxwuBatotcss Habopbl napametpoB [OCT P 34.10-2001, 3ansaHuMpoBaHHble K
MCMNONb30BaHUID B MHTeNNeKTyanbHbiX Kaptax «Ockap 2.*» n «PUK.

«KpunTtolpo CSP>» Bepcwm 3.0.

UcknioyeHa nopaepxka OC Windows 98/ME (Ha 3Tux nnatdopMax BO3MOXHO
ncnonb3oBaHue «Kpuntollpo CSP» Bepcum 2.0, KoTopas CcoBMeCTUMa MO BbINOJIHAEMbIM
kpuntorpadpuyecknm dyHkumsam ¢ CK3UN «Kpuntolpo CSP» Bepcum 3.0);

ObecneuyeHa noppepxka OC Windows 2003; pobaBneHa nogaepxka nnatdgopm Linux 7,
9, FreeBSD 5, Solaris 9 Update 4 (paHee Tonbko Solaris 8);

PeanusoBaH npoToOKOA ceTeBOW ayTeHTudukaumm «Kpuntollpo TLS» Ha Bcex
nnaTtdopmax;

Ha UNIX-nnatdopmax pobaBneHbl Mmoaynm o6paboTkm cepTudmMKaToB OTKPbITbIX KOUEN U
noaAep>XKu Cnncka OTO3BaHHbIX cepTuduKaTos;

Ha UNIX-nnatdopmax gobaBneHbl Mogynu paboTbl XpaHMAUWaMm cepTUduKkaTos;

Ha UNIX-nnatdopmax apobasneHbl moaynm o6paboTKu noAnMCaHHbIX, 3awundpoBaHHbIX W
apyrmux coobuweHuin dopmata CMS (PKCS#7);

Ha Windows-nnatdopmax gobasneHbl moaynm obpaboTkm nopgnmcaHHblx XML coobuie Huin
(XMLdsig);

Ha Windows-nnatdopMax pacwupeHa noaaepxka Microsoft Office (Word, Excel,
Outlook);

YnydweHa MacwrtabupyeMocTb Ha MHoronpoueccopHbelix SMP un HyperThreading cuctemax;

28



11.4

11.5.

11.6.

11.7.

11.8.

XKTAN.00087-01 90 01. Kpuntollpo CSP. OnucaHue peanusaumm

YBenuyeHa npousBOAUTENBHOCTb KpunTorpadumyeckmx npeobpasoBaHuii Ha nnatdopmax
IA32 B 2-3 pasa;

3akpbrble kaoun [OCT P 34.10-94 HaMmedyeHbl K yAaneHuto B Oyaylux Bepcusix
«Kpuntollpo CSP», o 4éM Bblgaétcsa npepynpexaawouwee coobweHne B MOMEHT UX
co34aHus;

K cywecTtBytowmMm cnocobam ynpasnaeHuMs  kaw4vamu pgobaBsieHa  BO3MOXHOCTb
OCYLLECTB/IEHMS 3aliUTbl K/O4Ya NpW NoMowm 3awmndpoBaHUs AaHHOIMO 3aKpbITOro Kswya
Ha JApYyroM 3aKpbTOM KJ/o4Ye U NpyM MNOMOLWKM pasgeneHnss AocTyna K HeMy Mexay
HECKOJIbKMMU KJIKOYEBbLIMU HOCUTENSAMMU;

B coctaB CK3WN «Kpuntollpo CSP» Ha Bcex nnatdopmax pobasneHa peanusauus
Kpuntonposangepa B popMe agparisepa;

NcnonHeHus, obecneunsatoLime 3awunTy Knacca KC1, peanusoBaHbl ans
Kpuntonposangepa B popMe noarpyxaemon 6ubnmorteku;
NcnonHeHus, obecneunsawoime 3awuTy Knacca KC2, peann3oBaHbl ans

KpuntonpoBangepa B opMe CcepBUCa XpaHEHUS KItOYel;

B cBA3M c pacwupeHueMm nogaepxuBaembix nnatdopm «Kpuntollpo CSP» Bepcunm 3.0
peanu3oBaHo B 10 KWCMAOAHEHUAX, OT/IMYAKOWMXCA MpPOrpaMMHO-annapaTHOM cpeaon
(YHKLMOHMPOBAHNS, COCTaBOM MNPOrpaMMHbIX MOAY/SIEN M KACCOM 3awuTbl «TpeboBaHui
K cpeAcTBaM KpunTorpaduyeckon 3awmTbl KoHbOUAeHUMANbHON WHbOpMaLnum».

«Kpuntollpo CSP>» Bepcumu 3.6

O6bHOBNEH M paclMpeH nepeyeHb MnporpaMMHoO-annapaTHbiX cped ¢GYHKLWOHUPOBaHUA
«Kpuntollpo CSP» Bepcun 3.6;

B Koge ncknoyeHa BO3MOXHOCTb Ucnonb3oBaHmna ctaHgapta NOCT P 34.10-94;

B coctaB OCHOBHbX Moaynen BkawdeH <«Winlogon» - wMoaynb ayTeHTudukaumm
nonb3oBaTtensa B gomeHe Windows;

B coctaBe aBTOHOMHOro APM wucnonb3yercsa yTuamTa BbIpaboTKM rammbl; MCMNOJSb3yeTCs
ramMmma nocTtasuimka Aans nHnumanmsauyum MACY;

PacwupeH BHewHun wuHTepdenc CK3UM ans obecnedeHns paboTbl npoBargepa C
dYyHKUMOHaNbHbIM  KJo4YeBbiM  HocuTenem  (®KH), cornacoBaHuss  kaw4en  ans
MCMNONb30BaHUA B peanusauusx npotokona IPSec, paboTbl ¢ ApyrMMn NPUAOXKEHUSMN;
PeanunsoBaHo ncnonHeHne CK3U c obecnedeHueM knacca 3awmtbl KC3;

BHeapeHa 6ubnunoteka 64-paspsigHoin apudMeTmky;

YcoBepLleHCTBOBaHbl PYHKLMN BbIMUCIEHUS KPATHOM TOUKM 3JUTMATUYECKON KPUBOIA;
N3meHeH kop acceMbnepHblX BCTaBOK noa komnunatop JASM ans yHMOWUUMPOBAHHOMO
ncnonb3oBaHuMsa Ha nnatdopmax Windows, Linux, FreeBSD, SPARC Ha nnaTtdopmMme Intel;
ObecneyeHa peanusauunsa npotokona EAP/TLS;

MepepaboTtaH pgpariBep HacTpoku OC m KoHTponsa uenoctHoctu MO CK3UM B cBS3M C
M3MEHEHNEM KOAA OMEPALMOHHBLIX CUCTEM M pacwmpeHuns mx nepedvHs (Windows 2008);
BeegeHo orpaHuyeHune o6paboTkm uHdopmauum B pexmMme CRYPT_SIMPLEMIX_MODE Ha
0AHOM KJitouye He 6onee 4 merabaita, nNpu ncnonb3oBaHum anropmutma FOCT 28147-89.

«Kpuntolpo CSP>» Bepcuu 3.6.1

Job6aBneHbl ucnonHenns 3 — 5 knacca 3awutbl KC3;
ObecneyeHa paboTa c wudpytowen dannoson cuctemon Kpuntollpo EFS;
[JobasneH Moaynb npotokonos Kpuntolpo IKE, ESP.

«Kpunrtollpo CSP>» Bepcum 3.8

ﬂ,OGaBﬂeHbl MeXaHu3Mbl ynpaBieHUa NULeH3nAMU.

«Kpuntolpo CSP>» Bepcum 3.9

BkntoyeHo wcnonHeHne knacca 3awutbl KC3, dyHKUMOHMpYOLEEe Ha NpPOrpaMmMHoO -
annapaTHbiX nnatgopmax Windows 8/2012;

ObecneyeHo d¢yHKkUMoHMpoBaHMe CK3W Ha nporpamMMHO-anmnapaTHbiX nnaTdopMax
Windows 8.1/2012R2.

«KpunTtolpo CSP>» Bepcum 4.0
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PeanusoBaHa noaaep)xka anroputMoB (HOpPMUPOBaHUA U MPOBEPKM S/IEKTPOHHOM MOAMUCH
no MOCT P 34.10-2012;

PeanunsoBaHa nogaep>xka anroputmMoB xawunposaHusa no NOCT P 34.11-2012;

PeannsoBaHa nogaep)xkKa anropMtMoB, COMYTCTBYIOLWMX NMpuUMeHeHuto ctaHgaptos MOCT P
34.10-2012 n IOCT P 34.11-2012;

PeanunsoBaHa nogpepxka Java-nnatdopm c native-peanunsauymneis;

PeannzoBaHa noapep)xka ycTponcTs, paboTtatouwmx Ha OC Android;

Hosbin BuoCH pnsa yctponcTs, pabotatowmx Ha OC iOS n Android;

PeanusoBaH Moaynb nopgaepxkun nHtepderica Mozilla NSS;

O6HOBMEH W pacwupeH mnepedyeHb MNPOrpaMMHO-annapaTHbiX cpes (GYHKLMOHMPOBAHMUS
«Kpuntollpo CSP» Bepcuu 4.0;

B cBsa3M c pacwupeHneM nopaepxumpaemblix nnatdopm «Kpuntollpo CSP» Bepcumn 4.0
peann3oBaHO B HECKOJNIbKMX WCMOAHEHUAX, OTAMYAKOWKMXCA MporpaMMHO-anmnapaTHOM
cpenoi GYHKLMOHNUPOBAHUS, COCTABOM MPOrpaMMHbIX MOAYNEN U YPOBHEM 3aLUUTbI.

Ona anroputma TOCT P 34.10-2012 peanusoBaHa BO3MOXHOCTb BbMUCNEHUSI KpaTHOM
TOKW Ha OCHOBE 3MATUYECKMX KpuBbIX B hopMe DaBapaca;

PeanunsoBaHa uHTepdelicHas HaACTpoMKa Haj KpunTonpoBanaepoMm B Lensax obecnedeHus
BO3MOXHOCTM paboTbl 6Gpay3epa Mozilla Firefox ¢ uncnonb3oBaHWMEM pPOCCUACKUX
KpunTorpadunyecknx aaropmTMoB;
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12. UHpopmMmaumna ansa nonb3oBaTenemn

Ona nonyyeHus [OMNONHUTENbHOM WHMOPMaLMM O [aHHOM TMpPOAYKTE, a TakXe 0 Apyrux
npogyktax OO0 «KPUMTO-IMPO», MoXHO obpawaTbCs No agpecy:

Cnyx6a mMapkeTuHra n TexHuyeckon noaaepxkun Kpunto-Ilpo.

127018, MockBa, Cywesckuin Ban 18, OO0 «KPUMTO-MPO».

TenedoH: +7 (495) 995 4820

dakc: +7 (495) 995 4820

e-mail: info@CryptoPro.ru WWW: http://www.CryptoPro.ru

31


mailto:info@CryptoPro.ru
http://www.cryptopro.ru/

	Содержание
	1.  Аннотация
	2.  Назначение СКЗИ
	3.  Программно-аппаратные среды функционирования СКЗИ
	4.  Основные характеристики СКЗИ
	4.1. Размеры ключей
	4.2. Типы ключевых носителей

	5.  Структура и состав СКЗИ
	5.1. Структура СКЗИ
	5.2. Состав СКЗИ
	5.3. Состав программного обеспечения
	5.4. Состав SDK СКЗИ
	5.5. Состав подсистемы программной среды функционирования комплекса (СФК)

	6.  Применение СКЗИ
	7.  Использование СКЗИ в стандартном программном обеспечении
	8.  Использование СКЗИ с программными продуктами разработки ООО «КРИПТО-ПРО»
	9.  Встраивание СКЗИ
	10.  Использование интерфейса CryptoAPI 2.0
	10.1. Базовые криптографические функции
	10.1.1. Функции кодирования/декодирования
	10.1.2. Функции работы со справочниками сертификатов
	10.1.3. Высокоуровневые функции обработки криптографических сообщений
	10.1.4. Низкоуровневые функции обработки криптографических сообщений

	10.2. Использование COM интерфейсов
	10.2.1. CAPICOM
	10.2.2. Certificate Enrollment Control (Windows Server 2003)
	10.2.3. Certificate Enrollment API (Windows 2008/7/2008R2/8/2012)
	10.2.4. Certificate Services

	10.3. Использование СКЗИ в веб-браузерах
	10.4. Поддержка протокола TLS
	10.4.1. Основные понятия протокола TLS
	10.4.2. Модуль сетевой аутентификации «КриптоПро TLS»

	10.5. Приложение командной строки
	10.6. Аутентификация в домене Windows
	10.7. Использование функций CSP уровня ядра операционной системы
	10.8. Примеры использования СКЗИ «КриптоПро CSP» версии 4.0

	11.  История версий
	11.1. «КриптоПро CSP» версии 1.1
	11.2. «КриптоПро CSP» версии 2.0.
	11.3. «КриптоПро CSP» версии 3.0.
	11.4. «КриптоПро CSP» версии 3.6
	11.5. «КриптоПро CSP» версии 3.6.1
	11.6. «КриптоПро CSP» версии 3.8
	11.7. «КриптоПро CSP» версии 3.9
	11.8. «КриптоПро CSP» версии 4.0

	12.  Информация для пользователей

		+7(495) 780-48-20
	2016-03-03T19:12:22+0400
	Sushchevskij val 18, Moscow, 127018
	Нормоконтроль КРИПТО-ПРО
	Signature of the document




