IIpuniaoxenne Ne 11 k Ilopsaaky

PykoBoACTBO 0 00ecreueHHI0 6€30aCHOCTH UCTIONIb30BAHUS 3IEKTPOHHON HOANUCH U CPEICTB
3JIEKTPOHHOMN MOANHUCH

OcCHOBHBIE PUCKHM IIPU MCIOJIB30BAaHUM 3JIEKTpOHHOW mnoanucu (manee — OII) cBsa3aHbl C
HECaHKIMOHUPOBAHHBIM A0CTYyNoM K kiatodam DIl (T.e. ucnonb3oBanueM 0e3 BegoMa MX Biajesblia),
BCJIEJICTBHE YET0 CTAHOBHUTCS BOSMOXKHBIM BO3HUKHOBEHHUE JIEKTPOHHBIX JJOKYMEHTOB, TIOPOKIAIOIINX
HeKeJlaTeJIbHbIE IOPUANYECKH 3HAaYyMMble MOCIEACTBHUS B OTHOIICHUU Biaaenbia ceprudukarta Il
VcTouHMKaMHd HECAaHKIIMOHMPOBAHHOTO JIOCTyNIa MOTYT OBITh Kak IpeIHaMepeHHbIe JIMO0
HEYMBIIIJICHHbIE ACHCTBUS YEJIOBEKa, TaK ¥ aKTUBHOCTh BPEAOHOCHOTO MPOrpaMMHOI0 00ecreueHusl.
Jlanee mnpUBOAMTCA KpaTKH TEpEeYeHb OCHOBHBIX Mep Oe3omacHOCTH Uit BiaaensieB Ol
HaIpPaBJIEHHBIX Ha U30€KaHUE YKa3aHHBIX PUCKOB.

OnpenenuTs KPyT JUII, UMEIOIIUX JOCTYII C Coracus Biajenbia ceprudukara D11 k kimoyam u
cpenctBam  OII, a Ttakke 0043aHHOCTH ¥ OTBETCTBEHHOCTh OJTHX JIMI TO OOECIEUYEHUIO
KOH(HIEeHIIMATbHOCTH Kitouer DI1.

HckmounTh npeObiBaHHe TOCTOPOHHUX JIUI] B MIOMEIICHUAX ¢ KitouaMu u cpenctBamu DI, ux
JOCTYH K paboyemMy MecTy, 100, B c1y4ae HEOOXOIUMOCTH NPeObIBaHMs, 00ECIIEYUTh KOHTPOJIb HAJ
UX TEUCTBUSIMHU.

OnpenenuTs NOPSIIOK 0OpAICHNS C KITFOUEBBIMUA HOCUTEIISIMH TIPU NCIIOIB30BAHUY U XPAaHEHHUH,
UCKITIOYAIOIINI BO3MOXXHOCTh HECAHKIIMOHUPOBAHHOTO IOCTYTIA K HUM.

VYCTaHOBUTH # WCHONB30BATh HAa paboO4YeM MecTe JIMIEH3MOHHOE MPOrpaMMHOE OOecIrieueHne
(manee — IIO) craOmibHBIX BepcUil, MOJYYEHHOE U3 BBI3BIBAIOIIUX JIOBEpUE HCTOYHUKOB. He
WCTIOJIb30BaTh M3MEHEHHBIE, B3JIOMAaHHBIEC WIIM HETIOIep>)KUBaeMble ponsBoanteneM Bepcuu [10.

Y CTaHOBUTH 4 UCTIOJIB30BATh HA pabouux Mectax aHtuBupycHoe I10.

Y CTaHOBUTH WIJIM UCTIONB30BaTh YK€ MMEIOIIHECS Ha pabovYnX MECTax CpPeICTBA MEXKCETEBOTO
skpanupoBanus (firewall) ¢ ompenenenueM mpaBui AOCTyNa K CETEBBIM pecypcaM. Y CTaHOBUTH U
UCTONB30BaTh cpeactBa Ol CTporo B COOTBETCTBHHM C OKCIUTYaTAallMOHHOW JOKYMEHTAIHEH,
MOCTaB/IIEMON B KOMIUIEKTE MJIM OMYOJMKOBAHHOM Ha CaliTe yJIOCTOBEPSIOLIETrO LIEHTpa B pasjelne
«JlokymeHThI» 10 anapecy http://ca.kontur.ru/about/documents/cryptopro-license.

PerymnsipHo oTcnexuBaTh u yCTaHaBIMBaTh OOHOBiIeHUS Oe3omacHocTu s [10, oOHOBIATH
AHTUBHUPYCHBIC 0a3bI.

PazpaboraTte u HCHONB30BaTh MOJUTUKY HAa3HAUYEHUS & CMEHBI Mapojeil (Ha BXOJ B
OmepalMoHHy0 cuctemy, mapamerpel BIOS, skpaHHyl0 3acTaBKy u m.0.) B COOTBETCTBUH C
OOIIETTPUHATHIMHA PEKOMEHIAIMSIMHU 0 CO3JaHUI0 CHITBHBIX Maposieil. [Ipu nokunanuu pabodyero mecrta
C aKTHBHBIM CEaHCOM IT0JIb30BaTENs OJIOKMPOBATH €T0 MAPOJIEM.

[Ipy Hamu4YuM OCHOBaHWH ToJarath, 4To KOH(MUIEHIHMAIbHOCTh Kiroua Ol HapymieHa
(mpon3onmia KOMIpOMETAIs KI04a), HEMEIJICHHO MPHHATH MEPHl IO TMPEKPAlICHUI0 JeHCTBUS
cepruukara DIl B mopsiike, ykazaHHOM B pasjaene «AHHynupoBanue (0T3biB) Cepruduxarar
PernamenTa ynoctoBepsroriero mentpa (ca.kontur.ru/reglament).

K coObITusiM, CBSI3aHHBIM C KOMIIPOMETAIlMEH, OTHOCATCS, BKIIIOUas, HO HE OTPaHHYUBAsCH,
clIeyIolue:

. NoTepst KIIFOYEBBIX HOCUTENEH, B TOM YHCIIE C UX MOCIEAYIOINUM OOHApYKEHHEM;
. YBOJIbHEHUE COTPYAHUKOB, UIMEBIINX JIOCTYIH K KIHOYeBOW MH(OpMaLnH;

. HapylIECHUE [TPAaBUJI XPAHEHHUs KIIFOYEBBIX HOCUTEIIEH;

. BO3HHUKHOBEHHUE TIOJIO3PEHUI Ha YTEUKY HH(OPMaLIUU.

He ucnonp3oBats 111 coznanus D11 kirouu, ecu U3BECTHO, YTO ATH KITFOUHU HCTIONB3YIOTCS WITH
HCIIOJIB30BAJIUCH PAHEC JIMIIaMU, HE UMCIOIIIUMHU JOCTYIIa K HUM.

[Tpu ucnons3oBanuu D11 B HHPOPMALMOHHBIX CUCTEMAax JOMOJIHUTEIBHO PYKOBOJCTBOBATHCS
«[IpaBmiamu 1o obecrneueHnto HWHPOPMAIMOHHONW  0O€30MacHOCTH Ha  paboyeM  MecTey,
onmyONIMKOBaHHBIMU B  pa3gene  «J/{okyMeHTB» Ha  caiiTe  YJIOCTOBEPSIOIIEro  ILIEHTpa
(http://ca.kontur.ru/about/documents/9).
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