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AHHOTaAUUS

[aHHbIA AOKYMEHT coaepXuT obuyto nHdopMauuio No UCMOAb30BaHUIO MPOrpaMMHOr0 NpoAyKTa
«XKTAN.00083-01 90 07. Kpuntolpo CSP. MNpunoxeHne KOMaHAHOW CTPOKM», MpeaHa3Ha4YeHHOro ans
paboTbl ¢ cepTudmKaTtaMm C MCNoNb3oBaHMEM MHDPACTPYKTYPbI OTKPbITbIX K/O4en, wudposa-
Hus/pacwndpoBaHms coobLeHnin, cogepxawmxcsa B dannax, co3gaHns/NpoBEPKN SNEKTPOHHbIX MOA-
nucem M XewunpoBaHus coobLLeHnn, coaepxalnxcs B danne unm rpynne ¢annos.

1. CucremHble TpeboBaHus

MpunoxeHne KOMaHAHOM CTPOKKW paboTaeT B onepauMOHHbIX CMCTEMaXx:
= Windows 7/2008R2/8/2012/8.1/2012R2 (ia32, x64).
= Linux Standard Base ISO/IEC 23360 (ia32, x64), nporpaMMHo-annapaTHble cpeabl,

yaoBneTsopsowme ctaHaapTy LSB 4.x:

CentOS 5/6 (ia32, x64)

Fedora 19/20 (ia32, x64)

Linpus Lite 1.3 (ia32)

Mandriva Server 5 (ia32, x64)

Oracle Enterprise Linux 5/6 (ia32, x64)

Open SUSE 12 (ia32, x64)

Red Hat Enterprise Linux 5/6 (ia32, x64)

SUSE Linux Enterprise 11 (ia32, x64)

Ubuntu 8.04/10.04/11.04/11.10/12.04 (ia32, x64)
ALT Linux 5/6 (ia32, x64);
Red Hat Enterprise Linux Version 3 Update 3 (ia32, x64);
Debian 6 (ia32, x64);
FreeBSD 7/8/9/10 (ia32, x64);
Solaris 10/11 (sparc, ia32, x64);
AIX 5/6/7 (Power PC);
Mac OS X 10.6/10.7/10.8/10.9 (x64).

2. Mcnonb3oBaHue NporpaMmbi

2.1. 3anyck nporpaMmbi

MporpaMma peann3oBaHa B BUAe ncnosHsemoro garna “cryptcp.exe”.
Onsa ee 3anycka Heob6Xx04MMO BbIMONHUTL C/IEAYHOLLYIO KOMaHAY:

[nyTb]lcryptcp [<koMmaHaa> [<onuuu u pannbi>]]

nyTb - NMyTb K MECTOPACMNOJI0XEHUO NnporpaMmbl (Hanpumep, “c:\utils\");

cryptcp - UMS UcnonHsgeMoro ganna NpUIoXeHus;

KOMaHAaa - OAHa 13 A0MYCTMMbIX KOMaHA (CM. HUXE);

onuum - napaMeTpbl KoMaHAabl (CBOM ANS KaXAoW KoMaHAabl), HauMHatowmecs ¢ “-%;
cdhannbl - UMEeHa OA4HOro UAKn AByX annos, B 3aBUCUMOCTU OT KOMaHAbl. MNopsaok ¢annos B

KOMaHAHOM CTPOKE OTHOCUTENbHO APYr Apyra A0/HKEH OblTh TAaKOMN, KaK yKa3aHo B
OMMUCaHMM KOMaHAbl.

MpunmedyaHue: KNOHATUIO ¢palis TakKe OTHOCATCA Macku annos.

Ecnu He yka3zaTb KOMaH4y, TO Ha 3KpaH BbIBOAUTCS CMMUCOK BCEX AOCTYMHbIX KOMaHA C UX KPaTKUM
onucaHueM. [ng nonydeHusa 6onee geTanbHOro ONMCaHUS onpeaeneHHoM KoMaHAabl, HeobxoanMo yka-
3atb onuuto -help.

Mpu onncaHun onuuii 3Be3404KON (*) NMOMeyeHa onumsa No yMon4daHuio (4715 HECKONbKMX B3auMOo-
WCKIoYaoWmMx onummn).

2.2. Kputepun noucka ceptudumkaToB
Kputepuii noncka ceptudunkatos (aanee — KIMC) ncnonb3yeTcs Ana 3a4aHUs cBeAeHUl 0 cybbek-
Tax, 4bn ceptudukaTbl 6yayT NCnonbL30BaTbCA NPU BbIMOJHEHUN KOMaHAbl (HanpuMmep, wudpoBaHue
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Wnu noanuce AaHHbIX). Ecnn koMmaHaa Takosa, yto KIMNC gonxeH yA0BNEeTBOPSATb TOIbKO OAUMH CEPTU-
dukaT, To Takon KIC 6ynet obo3HauvaTbeca KM1C1. KMC 3agaeTtca B dopMe onuuii KOMaHAHOW CTPOKM,
KOTOpblE UMEIOT CNeAYIOLNIA CUHTAKCUC:

[-dn <RDN>]n pa3 [-{m]|u}[<uma>]|-f <¢pann>]k pas3
[-thumbprint <oTneuarok>] [-all|-1]|-q[N]1]
[{-nochain|-errchain [-norev]}]

-dn - yKasaHue cTpok ans nomcka B RDN (MHaue nouck He 3aBmucuT oT RDN). Ecnm BBO-
AVTCS HECKONIbKO CTPOK ANS Moucka, To 6yaeT HangeHo 6onbluee KONM4YeCcTBO
cepTudmnKaToB;

RDN — CMWUCOK CTPOK (4Yepes 3ansaTyl), UCNoNb3yeMbIX AN Nnoucka ceptudukatos. byayt

HanaeHbl cepTudurkaTbl, B RDN cybbekTa KOTOpbIX MPUCYTCTBYIOT BCE 3TN CTPOKMU.

-m - MOMUCK OCYyLLEecTBseTcs B XpaHunnwax komnbtotepa (LOCAL_MACHINE);

-u* - NMOWCK OCyLLecTBNAeTCs B XxpaHunuwax nons3osatens (CURRENT_USER);

nmsa - Ha3BaHuWe xpaHunumua (no ymonyaHuto “My” ana cosgaHus nognucu unu pacwndg-
posku 1 “My+Addressbook” ans octanbHbIX cny4daes);

-f - B KQUecTBe XpaHWInwa UCrnonb3yeTtcsa coobueHne unn dann ceptudukara;

cdhaiin - uma daiina;

-thumbprint- otnevaTok ceptndukaTa;

-all* - MCMNoNb30BaTb BCE HalaeHHble cepTudukaTbl (* ans KIMC);

-1% - 6ypeT HanaeH ToAbKO 0AMH cepTudumkaT, nHade — owmnbka (* ansa KMC1l);

-q[N] - ecnu HanaeHo meHee N cepTudmKaToB, TO BbIBECTU 3arpoc A8 Bbibopa HY>XXHOro
(no ymonuaHuio N=10);

-nochain - He NpOoBepPSATb LEMNOYKM HAWAEHHbIX CEpTUDUKATOB;

-norev - He NpoBepsATb cepTudmMKaTbl B LLenoYKe Ha NnpeaMeT 0TO3BaHHOCTU;

-errchain - 3aBeplaTb BbIMNOJSIHEHNE C OWWNBKON, ecnn xoTa 6bl 0ANMH cepTUdUKaT He npoLuen
npoBepKy.

MpuMepsbl ncnonb3oBaHus KMC MOXHO HAWTU B ONUCAHMAX KOMaHZA, MCMOJb3YHOLWNX ero.

MpumeyuyaHwune: Ecnn BHyTpu onumm mma nam RDN npucyTcTByloT npobenbl, To ee Heob-
XOAUMO 3aKJII0UYUTb B KaBblYKkW. TO e OTHOCUTCA K MMeHaM ¢dainsioB 1 narnok.

Mpnmep:

UBaH NBaHOB,a@b.c — HEBEpHO;
“UBaH UBaHOB,a@b.c” - BepHo;
CN=MBaHoB,E=a@b.c — BEpPHO.

2.3. KoMaHabl wndpoBaHus/paclundpoBaHums

-encr <KMNC> [-der] <BxopHou ¢pann> <coobuweHue>
3awwundpoBaTb AaHHbIE U CO3aaTb coobuieHue.

KncC - KMNC nonyyatenei;

-der - ncnonb3oBatb dopmaTt DER BmecTto BASE64;

BxoaHOM dann - haiin, coaepxxawmini BXOAHbIE AaHHbIE;

coobuieHue — haiin, KoTopbI ByaeT coaepaTb Co3a4aHHOE cooblieHune.

MpumeyuyaHnune: [Ona Toro 4ytobbl 3awmndposBatb AaHHble “Ha cebsa”, HeobxoaMMO yKasaTb
KIMC cBoero ceptudukara.

Mpunmeposbr:

cryptcp -encr -dn "MeaHoB lMeTp,ivanov@bank.ru" -uMy -der test.txt testl.msg

3awundpoBaTtb cogepxumoe darnna "test.txt" B "testl.msg" (buHapHbin dopmaT), ncnonbsysa BCE
ceptudumkaTbl XxpaHunuwa "Jinyueie" ("My") Tekyuwero nonb3oBaTtens (a He NoKasbHOro KoMMbloTEpaA),
cogepxawme B none "Cybbekt" ("Subject") noactpoku "MiBaHoB MeTp" # "ivanov@bank.ru".

cryptcp -encr -f "a:\Petr’s cert.p7b" test.txt testl.msg
3awundpoBaTb coaepxumoe darna "test.txt" B "testl.msg" (dopmat BASE64), ncnonblys ceptum-
dukaT n3 darina "a:\Petr’s cert.p7b".

-decr <KMNC1> [-start] [-pin <naponb>|-askpin] <coobuweHune> <BbixoaHoOW chain>
PacwundpoBaTb AaHHblE M3 cOObLLEHUS.

Knci - KMNC nonydaTtens;

-start — OTKpbITb (3aNyCTUTb) NOAYYEHHbIN dalin;

-askpin — 3anpocuTb NapoJib KIKYEBOro KOHTeNHepa C KOHCOMN;
-pin - 3a4aTb Naposb KJKOYEBOro KOHTENHepa;

naposib napoJsib K K/IlOYEBOMY KOHTENHEPY;
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coobuieHue - haiin, cogepxawmin coobuieHune;

BbIXxOoAHOW chaitn - daiin, B KOTOPbI ByayT 3anucaHbl AaHHbIE U3 COOBLLEHMS.

Mpunmep:

cryptcp -decr -dn "MBaHoB lNeTp,ivanov@bank.ru" -start test.msg test2.txt

PacwmndposaTtb coobueHue u3 darna "test.msg B dann "test2.txt", ncnonb3ys 3akpbITbiA KHOY,
CBSI3@aHHbIN C cepTudmnkaTtoM XpaHunuwa "Jinyuole" ("My") Tekywero nonb3oBaTens, coaepxawmm B
none "Cybbekt" ("Subject") noactpokn "MBaHos MeTp" u "ivanov@bank.ru", a 3ateM OTKpbITb MOJY-
YeHHbIN cans.

2.4. PaboTta c naketamu dannos

[-dir <nanka>] -hash [-provtype <N>] [-provhame <CSP>]
<Macka c¢annos>
Monyuntb “Xewn” cogepxumoro dannos 1 3anucatb X B dannbl “UMa_ncxoaHoro_danna.hsh”.

-dir — yKasaTb nanky ans gannos C Xewamu, nHade — Tekylwas;
-provtype - yKasaTb TMn kpuntonposangepa (N) (no ymonuaHuio 75);
-provhame — yKasaTb umsa kpuntonposaigepa (CSP);

Macka palinoB - CcTaHZapTHas Macka xelwupyembix dannos.

MpunmeuvaHune: Ecnvm onumsa -provhname He ykasaHa, To 6yaeTr nmcnonb3oBaH npoBaijep
Nno yMONYaHUIO yKasaHHoro tuna (-provtype). Ecnm ykasaHHas nanka He cylecTByeT, TO oHa byaer
cosjaHa.

Mpnmep:

cryptcp -hash -dir hashes -provtype 75 *.exe

Co3paTtb ans Bcex (arnoB C pacwupeHmneM "exe" TeKyllelr nankuy Xeww M 3anmcatb UX B Nanky
"hashes". MNMpu xewmnpoBaHN NCNONb30BaTb KPUNTOMNPOBaKAep NO yMon4YaHuio Ang tuna 75.

[-dir <nanka>] -vhash [-provtype <N>] [-provhame <CSP>]
<macka c¢annos>
MpoBepuTb “xewmn” dainnos, co3aaHHbIe C MOMOLLbIO NMpeabiayLWen KoMaHabl.

-dir — yKasaTb nanky c darnnamm, cogepxawmmm xewm, nHaye — TekyLas;
-provtype - ykasaTb Tun kpuntonpoBangepa (N) (no ymonyaHuio 75);
-provhame — yKasaTb umsa kpuntonpoBaigepa (<CSP>);

Macka parnoB - cTaHZapTHas Macka nposepsieMbiX dhaiisos.

MpunmeuvaHune: Ecnum onums -provhname He ykasaHa, To 6yaeTr umcnonb3oBaH npoBaijep
Mo yMOJIYaHUIO yKasaHHoro tuna (-provtype).

Mpnmep:

cryptcp -vhash -dir c:\hashes -provtype 75 *.exe

MpoBepuTb Ans Bcex annoB C pacwmpeHneM "exe" TeKyllen nankum Xewu, UCNOoJb3ys Xelwu,
XpaHsauwunecs B nanke "c:\hashes". MNpn xewmnpoBaHMM UCNONb30BaTb KpUMNTOMNpoOBaMAep Mo yMmosya-
HUO ansa Tuna 75.

[-dir <nanka>] -signf <KMNC1> <macka d¢gannoB> [-cert] [-crl] [-der]
[-sd[<URL>]] [-ss[<URL>]] [-nostampcert] [-pin <naponb>|-askpin]
CozgaTtb nognucu dannos 1 3anmcaTb UX B darnbl “MMa_ncxoaHoro_dainna.sgn”.

-dir - yKasaTb nanky Ans ¢annos C NOANUCAMWU, MHAYE — TeKyLas;

KMncC1i - KIC aBTopa noanucu;

-cert - pobaBnsaATb B nognuMcu ceptudukaT oTnpaBuTens;

-crl - Ao6aBnsATb B NOANUCKU CMIMCOK OTO3BaHHbIX CEPTUDUKATOB;

-der - ncnonb3oBaTtb dopmaTt DER BmecTto BASE64;

-sd - no6aBnTb B NOANUCH LWITaMMN BPEMEHM Ha NoANUCbIBaeMble AaHHble (noanu-
CaHHbI aTpmbyT);

-ss - nob6aBnTb B NOANWUCH WUITaMMN BPEMEHW Ha NOANUCL (HEMOAMNMCAHHbBIN aTpu-
6yT);

URL - agpec cnyx6bl wtamnos B Buae "http://..." (MOXHO 3agaTb pasHble ans on-
umni -ss u -sd, HO, ecnu 3ajaH Ans OAHOWN U3 HWX, TO UCMONb3yeTcs U ANns
BTOPOW);

-nostampcert — He TpeboBaTb BKJIOYEHMS B WITaMn cepTudukaTta cnyxbbl WITamMnoB Bpeme-
HU (Mcnonb3yetcsa BmecTe € -sd n/nnn -ss);

-askpin — 3anpocuTb NapoJib KIKYEBOro KOHTENHepa C KOHCOMN;

-pin - 3a4aTb Naposb KJKOYEBOro KOHTEHepa;

naposb — Mapofib K K/II0YEBOMY KOHTENHepy;

Macka palinoB - cTaHAapTHas Macka noanucbiBaeMbix dainios.

NMpunmedyaHue: Ecin ykaszaHHas nanka He CyLwecTBYeT, TO OHa byaeTt co3aaHa.
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Mpunmep:

cryptcp -signf -dir \signs -uMyCerts -dn "MBaHoB eTp,ivanov@bank.ru" d:\*.doc -
sdhttp://cryptopro.ru/tsp/tsp.srf

MoanucaTb coaepXxumoe Bcex annoB ¢ pacwmpermem "doc" ns KopHesor nanku gucka "d:", uc-

Mosib3ysi 3aKpbITbIM KAKOY, CBA3a@HHbIM C cepTudumkaToM xpaHunmwa "MyCerts" Tekywero nosnb3oBaTe-
nsa, cogepxawmm B nosne "Cybbvekt" ("Subject") noactpoku "MBaHoB Metp" n "ivanov@bank.ru", no-
JlydeHHble MOoAMMUCU COXpaHWUTb B Nanke “signs” B KOpHe Tekywero Aucka. Kpome 3Toro, noayuuTb
WTaMMbl BpEMEHW Ha KaXabll NOANUCbIBAEMbI Gani 1 BOXKNTb UX B COOTBETCTBYIOLME MOAMMNCH.

[-dir <nanka>] -vsignf [-sd[<Bpema>]] [-ss[<Bpema>]]

<KINC> <mMmacka c¢ainos>
lMpoBepuTb NOANUCKU COAEPXMMOro dannoB, CO34aHHble C MOMOLLbIO NpeablayLlen KoMaHabl.

-dir — yKasaTb nanky c dannamm, cogepxawmmm rnoannucu, nHade — tekyulas;

KncC - KIMNC aBTopa noanucu;

Macka dainoB - cTaHAapTHas Macka nposepsieMbix daliios.

-sd — MPOBEPUTHL LWITaMM BPEMEHW HA NMOAMNUCAaHHbIE AaHHble (MOANUCAHHbIN aTpu-
6yT);

-SS — NpPOBEPUTH WTaMN BPEMEHWN Ha nMoanucb (HeNoANUCaHHbIA aTpmbyT);

BpeMs - YKa3blBaeTCs B Yacax; eCcnn yKa3aHo, TO NpoBepseT, YTobbl wramn 6bin
chenaH He paHee yKasaHHOro Koam4yecTea 4acoB Hasaj OT TeKyLlero Mo-
MeHTa;

Mpnmep:

cryptcp -vsignf -dir \signs -uMyCerts d:\*.doc -sd24
MpoBepuTb BCce dalnbl ¢ pacwmpeHneM "doc" n3 KopHeBol nanku gamcka "d:", ncnonb3ys cospaH-

Hble paHee NoAnucKM M3 nanku “signs” B KOpHe Tekylero aucka. Mounck ceptudukaTta 4N nposepku
noanucen uckaTtb B xpaHunuuwe "MyCerts" Tekywero nonb3osatens. KpoMe 3Toro, npoBepuTb WTaMn
BPEMEHM Ha noAnucb (HenoanucaHHbIM aTtpmbyT) U NpoBepUTb, YTOObI 3TOT WTamn 6bI1 BblAaH HE pa-
Hee, YeM CYTKM Ha3aa.

2.5. Pabota c noanucamm

-sign <KINC1> [-nocert] [-crl] [-der] [-authattr <aTpu6yT>]n pa3

[-attr <aTpnbyTr>]k pa3 [-sd[<URL>]] [-ss[<URL>]]
[-pin <naponb>|-askpin] <BxoaHo# ¢dan> <coobweHne>
MoanucaTb AaHHbIE M co3aaTb coobuieHue.

KncC1i - KIC aBTopa noanucu;

-nocert — He pobaenaTb B coobuieHne cepTuduKkaT oTnpaBuTens;

-crl - pobaBneHne cnncka oTo3BaHHbIX CEPTUPUKATOB;

-der - ncnonb3oBaTtb opmaT DER BMecTo BASE64;

-authattr - pobaBnTb NOANMCAHHbLIN aTpnbyT B NOANUCD;

-attr — A06aBUTb HEMOANMWUCAHHBLIN aTpNbyT B NOANMUCH;

aTpubyr - "<OID>,<dainn c 3aKoANpoBaHHbLIM CoAepXMMbIM aTpubyTta>"
(npumep: "1.2.3,attr.bin");

-sd - pobaBnTb B NOANMUCH LUTaMM BPEMEHW Ha NoAnucbiBaeMble AaHHble (noanu-
CaHHbIN aTpubyT);

-Ss - pobaBnTb B NOANMUCH LUTaMM BPEMEHW Ha NoANUCb (HEMOANMCAHHbBIN aTpu-
6yT);

URL — agpec cnyxb6sbl wtamMnoB B Buae "http://..." (MoXHO 3aaaTb pa3Hble ans on-
UM -ss n -sd, HO, ecnn 3a4aH 418 OAHOW U3 HUX, TO NCNONb3YETCHA U AN
BTOpOIA);

-nostampcert - He TpeboBaTb BK/IOYEHMS B WTaMn cepTudmkarta cnyxbol WUTaMnoB Bpeme-
Hu (ncnonb3yeTcsa BMecTe € -sd n/nnu -ss);

-askpin — 3anpocuTb NapoJsib KKOYEBOr0 KOHTEWHepa C KOHCOMN;

-pin - 3a4aTb NapoJib KJKYEBOr0 KOHTEHEpPa;

naposnb - Maposib K K/II0YEBOMY KOHTeNHepy;

BxoAaHOM chavin - danin, cogepxalimin BXoAHble AaHHbIE;

coobuieHne - dann, koTopbln ByaeT coaepxaTb co3haHHoe cooblueHue.

Mpunmep:

cryptcp -sign -mMy -dn CenoB -g5 -nocert -crl -der test.txt test2.msg -
sshttp://cryptopro.ru/tsp/tsp.srf

Moanucate cogepxumoe danna "test.txt" n cosgate nognncaHHoe coobuieHune "test2.msg" (B 6um-

HapHOM BuMAe), He BKIYawuwee B cebs ncnonblyembli cepTnudurKaT, HO BKIOYatOLWee CINCOK OTO-
3BaHHbIX CepTUPUKATOB LEHTpa cepTudukaumm, BblAaBLLIEr0 UCMOAb3yeMbl cepTudumkaTt. Kpome 370-

7



XKTAAN.00050-03 90 07. Kpunrollpo CSP. [Ipunoxenne KoMaHIHON CTPOKU

ro, NOyunTb LUTAMMN BPEMEHW Ha CO3AAaHHYIO MOAMUCH U BROXUTb ee B coobuieHue. MNMouck 1cnosnb-
3yeMoro ceptudukaTa NpoMCXoaUT Cneayrowmm ob6pasom:

1. Haxoastca Bce cepTuduKaTbl XpaHunuwa "JInuHble" TeKyllero nosib3oBaTens U 10KanbHOro
KOMMblOTEpa.

2. Ecnn ux Hawnocb 6onee ST, TO - oWMbBKa, MHaye Nosib3oBaTento 6yaeT NpeasioXeHo Bbl6paThb
OAMH U3 HAWAEHHbIX CEpPTUDMKATOB.

-addsign <KMNC1> [-nocert] [-crl] [-sd[<URL>]] [-ss[<URL>]]
[-pin <naponb>|-askpin] [-authattr <aTpnbyr>]n pa3
[-attr <aTpnbyTr>]k pa3s <coobwieHune>

[Jo6aBuTb UNGPOBYIO NOANUCL B COObLLEHME.

KncCi1i - KIMNC aBTopa noanucu;

-nocert - He pobaBnaTtb B coobuieHne ceptudurkaT oTnpasuTens;

-crl - pobaBneHne cnncka O0To3BaHHbIX CEpTUDOUKATOB;

-authattr — Ao6aBnTb NOANMCAHHLIA aTpMbyT B NoAMNWUCH;

-attr - nobaBnTb HenoAnNMCcaHHbIN aTpMbyT B NOANUCH;

aTpnéyr - "<OID>,<dain c 3aKoANpPOBaHHbIM CoaepXMMbiM aTpubyTta>"
(npumep: "1.2.3,attr.bin");

-sd - pobaBnTb B NOANUCH WUITaMN BPEMEHW Ha NOAMNUCbIBAaEMblE AaHHble (noanu-
CaHHbIN aTpubyT);

-Ss - pobaBnTb B NOANUCH WITaMM BPEMEHWN Ha NOANUCL (HEMOAMNMUCAHHbBIN aTpu-
6yT);

-askpin — 3anpoCcuTb NapOoJib KIKYEBOro KOHTeNHepa C KOHCOMN;

-pin - 3a4aTb Naposib KJKOYEBOro KOHTENHEpPa;

naposb — Mapo/ib K K/I0YEBOMY KOHTenHepy;

URL - agpec cnyx6bl wtamnos B Buae "http://..." (MOXHO 3agaTb pas3Hble Ans on-
UM -ss n -sd, HO, ecnu 3a4aH Ans OAHOM M3 HUX, TO UCMOSIb3yeTca U Ans
BTOpOWA);

-nostampcert - He TpeboBaTb BK/IOUYEHMS B WTaMn cepTudmkarta cnyxbbl WUTaMnoB Bpeme-
HU (ncnonb3yeTca BMecTe € -sd n/nnun -ss);

coobuweHue - ¢hann, cogepxawmn coobuieHune.

MpunmeuvaHmne: Vlcnonblyercs UCKAOYMTENbHO Ans gobaBneHMs NoANMCU B MOAMNMCAHHbIE
coobuweHuns. Ana TeKCToBbIX MK Apyrux dannos He paboTaerT.

Mpnmep:

cryptcp -addsign -m -dn "MBaHoB lNeTp,ivanov@bank.ru" test.msg

[JobaBnTb B nognucaHHoe coobueHne "test.msg" moanMCb, NCNONb3ysa 3aKPbITbIN K4, CBA3aAH-
Hbli C cepTudumkaTom xpaHmnuuwa "Jinunelie" ("My") nokanbHOro KoMmnbloTepa, cogepxawuMm B none
"CybbekTt" ("Subject") noactpokun "MeaHoB MeTp" n "ivanov@bank.ru". B gobaesneHHyto nognuce 6y-
AeT BK/IloUeH cepTudurKaT OTKPbITOro Ktova aBTopa noAanumcu.

-delsign <KMNC1> <coobweHune>
YpanuTtb ungpoByo Noanmcb M3 coobuieHus.
KncC1i - KIC aBTopa noanucu;
coobuieHue - haiin, coaepxawmin cooblieHume.

-verify [<KMNC> | -verall] [-start] [-sd[<Bpema>]] [-ss[<Bpema>]]
<coobuweHue> [ <BbixogHOM dainn>]
MpoBepka UMdpPoBbLIX NOANUCEN.

KncC - KINC aBTOpoB noanucen;

-verall - NMpoBepsATb BCE NOANUCK (MHaYe — TONbKO noanucm asTopoB u3 KIC);

-start — OTKpbITb (3aNyCTUTb) NOAYYEHHbIN dalin;

-sd — MPOBEPUTHb WITaMMN BPEMEHU Ha NOAMNUCAaHHbIE AaHHble (MOAMUCAHHbBIN aTpu-
6yT);

-ss — MPOBEPUTHb WITaMM BPEMEHU Ha NOANUCL (HEMOANMUCAHHbIA aTpubyT);

BpeMs - YKa3blBaeTCs B Yacax; eCcnu yKa3aHo, TO NpoBepseT, YTobbl wramn 6bin
cAenaH He paHee yKasaHHOro KosmM4yecTsa 4acoB Hasaj OT TeKyLliero Mo-
MEHTa;

coobweHune - ¢hann, cogepxawmii coobueHmne;

BbIxoaHOW dann - darin, B KOTOpbIN 6yayT 3anmcaHbl AaHHble U3 CoobLweHuns.

MpnmevaHnune: Ecnn B cooblueHnn coaepxuTca ceptudumkaT KOro-To u3 aBTOpOB NOAMU-
Cen, TO NCMOJIb3yeTCsa MMEHHO 3TOT cepTudmkar.

Mpunmeposbr:

cryptcp -verify -dn ivanov@bank.ru test2.msg test2.txt
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MpoBepuTb noanucb coobuweHns "test2.msg", ncnonblys oaAnH M3 HaWOEHHbIX CEPTUHMKATOB B
xpaHunuwax "Jinduoie" ("My") n "Opyrne nonv3osatenn" ("AddressBook") Tekywero nonb3osaTens,
cogepxawmx B none "Cybvekt" ("Subject") noactpoky “ivanov@bank.ru” n 3anucatb cogepxummoe
noanMcaHHoro coobuieHuns B dann "test2.txt".

cryptcp -verify -sd3 test2.msg

MpoBepuTb BCce noanucu coobueHns "test2.msg", ncnonblysa ceptndurkaTthbl, cogepxalimecs B Co-
obweHnn. Ecnn gnsa kakon-nmbo noanmncm B coobuieHnn ceptndukaT HE yaanocb HamTu, TO NOAMUCH
npoeepeHa He 6yaeT. KpoMe 3TOro, NpoBEpUTb LITaMN BPEMEHM Ha MNoAMUCaHHble AaHHble (noanu-
CaHHbIN aTpnbyT) N NpoBepuTb, YTO6bLI 3TOT WTaMn 6bI1 BblAaH HE paHee, YeM TPpU Yaca Hasag.

-addattr <KNC1> [-attr <aTpnbyTr>]n pas <coobweHne>
[o6aBunTb HenoanMcaHHbIN aTpMbyT NOANMUCL COOBLLEHNS.

KncCi1i - KIMNC aBTopa noanucu;

-attr — Ao6aBnTb HEMOAMUCAHHBIN aTpnbyT B NOANMUCH;

aTpubyTr - "<OID>,<alin c 3aKoANPOBAHHbLIM COAEPXKMMbIM aTpubyTa>"
(npumep: "1.2.3,attr.bin");

coobuieHue - haiin, copgepxawmin coobuieHume.

MpunmeuyaHmne: /cnonb3yeTcs UCKAOUYMTENBHO ANns Ao6aBneHMs NoaAnMCU B MoAMNMCaHHble
coobuenmns. [na TeKCTOBbIX U Apyrux dainnos He paboTaerT.

2.6. PaboTta c ceptudmnkatamm

-copycert <KMNC> [-{dm|du}[<uma>]|-df <cdann> [-der]]
KonnpoBaTb cepTudmkaTthl B 3aaHHOE XpaHUULLE.

KncC - KINC, koTopble Hago CKONMpoBaTb;

-dm - KONupoBaHue B XpaHunuuwe komnbiotepa (LOCAL_MACHINE);

-du* - KonupoBaHue B XpaHunuuie nonb3osatens (CURRENT_USER);

nmsa - Ha3BaHMe KOHeYyHoro XpaHunuuwa (no ymondanuto “My”);

-df - B KauecTBe XpaHuauwa ucnonblyetcsa dann ceptudmkaTa;

cdhaiin - uma daiina;

-der - ncnonb3oBatb dopmat DER BMecTo BASE64 (Tonbko c katovom =df).

MpunmeuaHune: Ecnu ykasaH knod -df, To, B cnyyae, ecnun HageH ToNbKO oAuH cepTudu-
KaT, co3gaeTca dann tuna “.cer”, nHaue - “.p7b”.

Mpunmep:

cryptcp -copycert -u -df a:\MyCerts.p7b

Konupyet Bce ceptudukaTtbl XpaHunuwa "Jinunblie" ("My") Tekywero nonb3oBatens B dann
"a:\MyCerts.p7b" (B koanposke BASE6G4).

-CSPcert [-provtype <N>] [-provhame <CSP>] [-cont <kOHTeitHep>]
[-ku|-km] [-ex]|-sg] [-{dm|du}[<uma>]|-df <dann> [-der]]
CkonupoBaTb cepTudmKaT N3 KOUYEBOr0 KOHTEMHEpPA B 3a4aHHOE XpaHunuuie.

-provtype - ykasaTtb TMn kpuntonpoBakaepa (N) (no ymonuyaHuio 75);

-provhame - ykasaTb MMSA KpunTtonposangepa (CSP);

-cont - 3afaTb MMS K/IIOYEBOr0 KOHTeMHepa (Mo yMoA4YaHuio BbI6op U3 cnucka);
-ku* - ncnonb3oBaTb KOHTeNHep nonb3oBaTens (CURRENT_USER);

-km - UCNoNb30BaTb KOHTenHep koMmnbtoTepa (LOCAL_MACHINE);

-ex* - UCNOMb30BaTb KoY ANns obMeHa 3awndpoBaHHbIMK AAHHbBIMU;

-sg — MCMONb30BaTh K4 Ana paboTsbl C noagnucamu;

-dm - KONupoBaHue B XpaHunuue komnbtoTepa (LOCAL_MACHINE);

-du* - KonupoBaHue B XpaHunuuwie nonb3osatens (CURRENT_USER);

nma — Ha3BaHWe KOHeYyHOoro xpaHunuuwa (no ymonyaHuto “My");

-df - B Ka4yecCTBe XpaHuauLia ucnosb3yeTca coobuieHne nnu dann ceptudurkaTta;
cdhain - nms danna;

-der - ncnonb3oBaTtb dopmat DER BMecTo BASE6G4.

MpumeuvaHune: Ecnv onumsa -provhname He ykasaHa, To byaetr ncnonb3oBaH npoBainjep
Nno yMON4YaHWIO yKasaHHoro tuna (-provtype). [na onepaumoHHbix cuctem cemenctea UNIX B kaue-
CTBe napameTpa onuum -cont HeobxoaAnMMO yKasbiBaTb UMS KOHTEMHEpa BMeCTe CO CYuTbiBaTenem B
dopmate “"\\.\umsa_cuntbiBatensa\mmsa_koHtenHepa” (Hanpumep “\\.\HDIMAGE\cont_name”).

Mpunmep:

cryptcp -CSPcert -km -cont WebServer -df a:\WebServer.cer -der

KonupyeTt cepTudurkaT n3s Kno4YeBoro KoHTerHepa "WebServer" kpuntonposangepa no yMmonya-
HUIO AN TmMna 75 nokanbHOro komMnbtotepa B dann "a:\WebServer.cer" (B kognposke DER).
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-delcert <KMNC> [-yes]
YaaneHune ceptudUKaToOB U3 XpaHMAULWa.

KncC - KMNC ypanseMbix cepTuduKkaTos;
-yes - aBTOMaTU4eCcKu OTBe4vaTb Ha Bce Bonpockbl “[a”.
Mpunmep:

cryptcp -delcert -m -dn OldServer
YpanseT Bce ceptudukaTtbl xpaHunuwa "Jinudeie" ("My") nokanbHOro KoMnbioTepa, coaepxalune
B none "Subject" noacTtpoky "OldServer".

2.7. PaboTta c 3anpocamMun Ha cepTudukaTr

-creatrqst -dn <RDN> [-provtype <N>] [-provhame <CSP>] [-SMIME]
[-nokeygen|-exprt] [-keysize <n>] [-ex]|-sg|-both] [-ku|-km] [-cont <umsa>]
[-silent] [-pin <naponb>|-askpin] [-certusage <OIDs>] [-der]

[-ext <pacwmpeHue>]n pa3 <umsa danna>
CospaHue 3anpoca ceptudurkata n coxpaHeHume ero B danne PKCS #10.

RDN - cnucok uMeH nonen RDN (Hanpumep: CN, O, E, L) 1 nx 3Ha4yeHunin Buaa:
<Wmslo-
nal>=<3Hauveunellonal>[,<Nmallona2>=<3Haueunellonna2>...]

-provtype - ykasaTtb TMn kpuntonpoBanaepa (N) (no ymonuyaHuio 75);

-provhame - ykasaTb MMSA KpunTtonposanaepa (CSP);
-nokeygen - 1Cnonb3oBaTb CyLECTBYIOLWME KJIHOUM N3 YKA3aHHOIO KOHTEHepa;

-SMIME — BKJIHOYNTb BO3MOXHOCTM S/MIME (no ymon4yaHuio — HeT; Tonbko Windows);

-exprt - NOMETUTb KJIK0UM KaK IKCMOPTUPYEMbIE;

-keysize - YCTaHOBUTb ANNHY Ktoya (n);

-ex - C034aTb/MCNOMb30BaTh KAOUM 415 o6MeHa 3awmndpoBaHHbIMW AAHHBIMWU;

-sg - C034aTb/MCNO/b30BaTh KAKOYM TOMBKO ANa paboTbl C NOANUCAMU;

-both* - co3gaTtb/vcnonb3oBaTb 06a TunNa Knwyen;

-ku* - ncnonb3oBaTb KOHTeMHep nonb3oBaTens (CURRENT_USER);

-km - NUCNonb30BaTb KOHTenHep koMmnbloTepa (LOCAL_MACHINE);

-cont - 3ajaTb MMS K/IOYEBOr0 KOHTeMHepa (ecnu 3agaHa onums -nokeygen u He 3aaa-
Ha onuma -cont — BbIBOP M3 cnucka);

-silent - reHepauus kno4ya 6e3 nonb3oBaTeNbCKOro nHTepdenca Kpuntonposanaepa;

-askpin - 3anpawmsaTb Napofib NPU CO34aHUM KOYEBOro KOHTEMHEpPa C KOHCOAWN (TONMbKO
UNIX);

-pin — YCTaHOBWTb MapoJib NpU CO34aHMN KIoUYeBoro KoHTenHepa (Tonbko UNIX);

naponb - NapoJsib K KIo4YeBOMY KOHTenHepy (Tonbko UNIX);

-certusage - 3agaTtb Ha3HauveHus ceptudukaTta (OIDs). Ecnm HasHa4vyeHUd HECKOIbKO, TO UX
HeobxoanMo ykasaTtb Yepes 3anaTtyto (Hanpumep, "1.3.6.1.5.5.7.3.4,
1.3.6.1.5.5.7.3.2");

-requestlic - 3anpocuTtb cepTudmkaT, coaepxalmin paclunpenme ¢ nnueHsnen Ha Kpuntollpo
CSP. YL pomkeH 6bITb HACTPOEH Ha Bblaayvy Taknx cepTtudukaTos;

-der - ncnonb3oBaTb dopmaT DER BMecTo BASE64;

-ext - pob6aBUTb pacliMpeHune K 3anpocy;

pacwmpeHme - uMs dalina c 3aKoanpoBaHHbIM pacwupeHnem (BASE64 nnn DER);

nma dainna - uma dairina, B KOTOPOM creayeT COXPaHUTb 3amnpoc.

MpunmevaHnue: Ecnm onuua -provhame He ykasaHa, TO 6yaeT ucnonb3oBaH npoBaiaep
no yMOM4YaHuio ykasaHHoro tmna (-provtype). anee, ecnm He ykasaHbl onuum -nokeygen 1 -cont,
TO MMS KOHTeWHepa CreHepupyeT KpunTtonposakaep. [ns onepauuoHHbIX cucteM cemelictea UNIX B
KadecTBe napameTpa onuum -cont Heo6xoaMMO yKasbiBaTb UMS KOHTEMHEpa BMeCTe CO CYMTbiBaTesieM
B bopmate "\\.\mmMsa_cuuTtbiBaTensa\nmmsa_koHtenHepa” (Hanpumep “\\.\HDIMAGE\cont_name”).

Mpunmep:

cryptcp -creatrgst c:\request.der -provtype 75 -cont Ivanov

-dn "E=ivanov@bank.ru,CN=WBaHoB MNeTp" -both -ku
-provname "Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider"

Co3zpaTb 3anpoc Ha cybbvekT "E=ivanov@bank.ru,CN=WBaHoB lMeTp", ncnonb3ysa OTKPbITbIA KJ/ItOY,
CreHepupoBaHHbIl B KOHTelHepe "Ivanov" Tekyllero nonb3osaTens kpuntonposangepom "Crypto-Pro
GOST R 34.10-2001 Cryptographic Service Provider" (tun - 75) u coxpaHuTb ero B dain
c:\request.der B koanpoBke Base64. HaszHaueHMs kno4va - noanmcb 1 WwWndpoBaHue.

-instcert [-provtype <N>] [-provhame <CSP>] [-cont <umsa>] [-ku|-km]
[-{dm|du}[<umMma>]] [-noCSP] [-pin <naponb>|-askpin] <umsa cdaina>
YctaHoBKa ceptudukata us danna PKCS #7 nnn daiina ceptudukara.
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-provtype - ykasatb TMn kpuntonpoBanaepa (N) (no ymonuyaHuio 75);

-provhame - ykasaTb UM kpuntonposangepa (CSP);

-cont - 3ajaTb MMS K/IIOYEBOrO KOHTEeMHepa (Mo yMon4aHuio BbI6op U3 cnucka);

-ku* - nUcnosnb3oBaTb KOHTenHep nonb3osaTtens (CURRENT_USER);

-km - MCnonb3oBaTb KOHTENHep KomnbloTepa (LOCAL_MACHINE);

-dm - yCTaHoBKa B xpaHunuuie komnbtotepa (LOCAL_MACHINE);

-du* - yCTaHoBKa B xpaHunuue nonb3osaTtens (CURRENT_USER);

nmsa — Ha3BaHME KOHEYHOro XpaHunaunuwa ansa yctaHoBku (no ymonydanuio “My”);

-noCSP - He COXpaHATb cepTUdUKaT B KOHTENHEpPe KpunTonpoBanaepa;

-askpin — 3anpocuTb NapoJib K/IKOYEBOro KOHTENHepa ¢ KoHconun (Tonbko UNIX);

-pin - 334aTb Naposib KAKYEBOro KoHTenHepa (Tonbko UNIX);

naponb - Maposb K KJIIO4EBOMY KOHTelHepy (Tonbko UNIX);

-enable-install-root — He 3anpawuBaTb pa3pelleHne Ha YCTAaHOBKY KOPHEBOIO
cepTudukaTta B XxpaHunuuwe “loBepeHHble KopHeBble ueHTpbl” (Root) (Tonbko
UNIX);

uMmsa cdanna - uma daina, cogepxaliero ceptudukar.

NMpunmeduyaHwue: Ecnu ykasaHa onumsd noCSP, To onuun provhname, provtype, cont, km,
ku urHopupytotcs. Ecnm onumsa -provname He ykasaHa, To 6yaeT ucnonb3oBaH nposangep no ymon-
YaHWIO yKasaHHoro Tvna (-provtype). ns onepaumoHHbIX cucteM cemerctea UNIX B kavectBe na-
pameTpa onumn -cont Heo6xoAMMO yKasbiBaTb MMS KOHTElHepa BMecTe CO cuyuTbiBaTeneMm B dopmaTe
"\.\umMsa_cuutbiBaTensa\mmsa_koHtenHepa” (Hanpumep “\\.\HDIMAGE\cont_name”).

-creatcert -rdn <RDN> [-provtype <N>] [-provhame <CSP>] [-SMIME]
[-nokeygen|-exprt] [-keysize <n>] [-{ex]|sg|both}] [-cont <uma>] [-ku|-km]
[-certusage <OIDs>] [{-CA <appec LIC>}|{-CPCA <apgpec LC>} ][]

[{-token <ID TokeHa> -tpassword <naponb>} | -clientcert KMNC1 ]
[-{dm|du}[<nma>]] [-noCSP] [-silent] [-pin <naponb>|-askpin]
[-requestlic][-FileID <Uma daitna>] [-ext <pacwumpeHmne>]n pas
Co3gaTtb 3anpoc Ha cepTuduKaT, OTNPaBUTb ero B LEeHTP cepTuduKkaummn, noayvmTb BbIMMCAHHbIN
cepTudukaTt U YCTaHOBUTb €ro.

RDN - cnucok umeH nonen RDN (Hanpumep: CN, O, E, L) 1 ux 3HavyeHui Bmaa:
<WUmslo-
nal>=<3HaueHunelonal>[,<Umsalona2>=<3HauveHunelonn2>...]

-provtype - ykasaTtb TMn kpuntonpoBanaepa (N) (no ymonuyaHuio 75);

-provhame - ykasaTb uMa kpuntonposangepa (CSP);

-SMIME — BKJIIOYNTb BO3MOXHOCTM S/MIME (no ymonuaHuio — HeT; Tonbko Windows);

-nokeygen - 1Cnonb30BaTh CYLLECTBYIOLME KITHOUN U3 YKA3AHHOIO KOHTENHepa;

-exprt — NMOMETUTb KJIK0UYM KaK 3KCNOPTUpPYyEMbIE;

-keysize - YCTaHOBWUTb ANMHY Ktouya (n);

-ex - €034aTb/NCNOAb30BaTh KAOUKM AN 06MeHa 3awndpoBaHHbIMU AaHHbIMU;

-sg - C034aTb/MCNOMb30BaTh KAOUM TONbKO ANns paboTbl C NOANUCAMMU;

-both* - co3gaTtb/vcnonb3oBaTb 06a Tuna Knwyen;

-ku* - ncnonb3oBaTb KOHTeMHep nonb3oBaTens (CURRENT_USER);

-km - UCNOoMb30BaTb KOHTenHep koMmnbtoTepa (LOCAL_MACHINE);

-cont - 3afaTb MMS K/IIOYEBOr0 KOHTeMHepa (Mo yMoA4YaHuio BbI6Op U3 cnucka);

-certusage - 3agaTb HasHauyeHus cepTudukata (OIDs). Ecnn HasHauyeHUin HECKOSIbKO, TO MX
HY>XHO yKasaTb uYepes 3ansaTyto (Hanpumep,
"1.3.6.1.5.5.7.3.4,1.3.6.1.5.5.7.3.2");

-CA - yKasaTb agpec ueHTpa ceptudukaummn, nHade ato agpec “CP CSP Test CA”;

aapec UC - Buaa “http://xxx.yyy/zzz"” nnn “\\cepsep\umallC” (cM. "CuctemHble TpeboBa-
Hna");

-CPCA - yKasaTtb agpec Beb nHrepderica Kpuntollpo YU;

apgpec YU - Buaa \"http://xxx.yyy/zzz\" nnu \"https://xxx.yyy/zzz\";

-token - UCNOSIb30BaTb Mapkep BPEMEHHOIO AOCTyna ANa ayTeHTUdmnKaumm

Ha YU KpunTollpo;
-tpassword - 33paTb Naponb K Mapkepy BpeMeHHOro AoCTyna;

<Knci> - MUCNonb30BaTb cepTUdUKaT Ana ayTeHTudumKaumm Ha YL KpunTtollpo
(Tonbko gng Unix);

-dm - yCTaHOBKa B xpaHunuwe komnbtoTepa (LOCAL_MACHINE);

-du* - yCcTaHoBKa B xpaHunuue nonb3osaTtens (CURRENT_USER);

nmsa — Ha3BaHWe KOHeYHOro XpaHuauwa ansa yctaHosku (Mo ymonyvanuio “My”);

-noCSP - He COXpaHATb cepTudmKaT B KOHTENHEpPE KpMNTonpoBanaepa;

-silent - reHepauus knoya 6e3 nonb3oBaTebCKOro nHTepdenca KpunTonposanaepa;
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-askpin — 3anpalmnBaTth NMaposib NMpu Co34aHUN KJOYEBOr0 KOHTEMHEpa C KOHCoAU (ToNbKO
UNIX);

-pin — YCTaHOBWTb MapoJib NpU CO34aHMM KI04YeBOro KoHTenHepa (Tonbko UNIX);

naponb - NapoJsib K Ko4YeBOMYy KOHTenHepy (Tonbko UNIX);

-requestlic - 3anpocuTtb cepTudmkaT, cogepxawmin paclunpenme ¢ nuueHsnen Ha Kpuntollpo
CSP. YU nomxkeH 6bITb HACTPOEH Ha BblAayvy Taknx cepTUdUKaTOB;

-FileID - nmsa danna, NCnonb3yemoro Ans 3annucu naeHtTmdukaTopa 3anpoca B ciydae “oT-
NoXeHHoW Bblgaun” ceptndukarta (cm. -pendcert). Ecnu dann He ykasaH, To
naeHTudunkaTop 6yaeT BbiIBEAEH Ha 3KPaH.

-enable-install-root — He 3anpawunBaTb pa3peLlleHne Ha YCTaHOBKY KOPHEBOIO
cepTudukaTta B XxpaHunuuwe “JloBepeHHble KopHeBble ueHTpbl” (Root) (Tonbko
UNIX);

-ext - nobaBuTb paclwmpeHme K 3anpocy;

pacwmpeHme - umsa danna c 3aKoAnpoBaHHbIM pacwmnpeHnem (BASE64 nnun DER);

MpumeuvaHune: Ecnv onums -provhname He ykasaHa, To 6yaeTr ncnonb3oBaH npoBaiaep
Mo YMOSTHYaHMIO yKasaHHoro tuna (-provtype). lanee, ecnu He ykasaHbl onuum -nokeygen n -cont,
TO UMSl KOHTelHepa creHepupyeT Kpuntonposangep. Ons onepauMoHHbiX cuctem cemerictea UNIX B
KayecTBe napameTpa onuum -cont Heo6xoaMMO yKasbiBaTb UMS KOHTEMHEPA BMECTE CO CYMTbIBaTeeM
B dopmate "\\.\MmMsa_cuutbiBaTena\nmmsa_koHtenHepa” (Hanpumep “\\.\HDIMAGE\cont_name”).

-pendcert [-provtype <N>] [-provhame <CSP>] [-cont <umsa>] [-ku|-km]
[{-CA <appec LIC>}|{-CPCA <appec LIC>} ]
[{-token <ID TokeHa> -tpassword <naponb>} | -clientcert KMNcC1 ]
[-{dm|du}[<uma>]] [-noCSP] [-FileID <Uma cdainna>]
[-pin <naponb>|-askpin]
MpoBepuTb, He BbIMNyLWeH N1 cepTudUKaT, 3anNpoc Ha KOTOPbIA 6bls1 OTNpaBAeH paHee, NONYyYuUTb
BbIMNCaHHbIA cepTUdnKaT N YCTAaHOBUTb €ro.

-provtype - ykasaTb TMn Kpuntonposaigepa (N) (no ymonuyaHuio 75);

-provhame - ykasaTb MMSA KpunTtonposangepa (CSP);

-cont - 3a4aTb MMS K/I0YEBOr0 KOHTeWHepa (Mo YMOJIYaHUIo BbIGOp U3 cnucka);

-ku* - Ucnonb3oBaTb KOHTenHep nonb3osaTtens (CURRENT_USER);

-km - ncnonb3oBaTb KOHTENHep kKoMnbloTepa (LOCAL_MACHINE);

-CA - yKasaTb aapec ueHTpa ceptudukaummn, nHade ato agpec “CP CSP Test CA”;

aapec UC - Buaa “http://xxx.yyy/zzz" nnn “\\cepsep\umallC” (cM. "CuctemHble TpeboBa-
Hna");

-CPCA - ykasaTtb agpec Beb nHrtepderica Kpuntollpo YU;

aapec YL - Bmaa \"http://xxx.yyy/zzz\" nnn \"https://xxx.yyy/zzz\";

-token — MCMOSb30BaTh MapKep BPEMEHHOro A0CTyna Ansa ayTeHTUuduKaumm
Ha YU KpunTollpo;

-tpassword - 3agaTb Naposib K Mapkepy BPEMEHHOro A4oCTyna;

<KMnc1i> - MCMNonb3oBaTb cepTUdUKAT Ansa ayTeHTUdMKaumm Ha YL Kpuntollpo
(Tonbko ang Unix);

-dm - yCTaHoBKa B xpaHunuuie komnbtotepa (LOCAL_MACHINE);

-du* - yCTaHoBKa B xpaHunuue nonb3osaTtens (CURRENT_USER);

nmsa — Ha3BaHWe KOHEeYHOro XpaHuauwa ans yctaHosku (Mo ymonvaHuio “My”);

-noCSP - He coxpaHsATb cepTuduMKaT B KOHTeNHepe KpunTonpoBanaepa;

-FileID - nmsa danna, cogepxawiero naeHtudukatop 3anpoca. Ecin He dann He ykasaH, To
MAeHTUMUKATOP HYXHO ByaeT BBECTU BPYUHYIO.

-askpin — 3anpocuTb NapoJib KIKYEBOro KOHTeNHepa ¢ KoHconun (Tonbko UNIX);

-pin - 3a4aTb NApofb KNOYEBOro KoHTelHepa (Tonbko UNIX);

naponb - Napofb K K/to4eBOMYy KOHTeliHepy (Tonbko UNIX);

-enable-install-root — He 3anpalwuBaTb pa3pelleHne Ha YCTaHOBKY KOPHEBOIo

ceptTudmkaTta B xpaHunuue “[JoBepeHHble KopHeBble LeHTpbl” (Root) (Tonbko
UNIX);

MpunmedyaHwue: Ecnu ykasaHa onuua noCSP, To onumn provhame, provtype, cont, km,
ku nrHopupytoTcs. Ecnm onumnsa -provname He ykasaHa, To 6yaeT ncnonb3oBaH nposangep no ymosn-
YaHuIO ykasaHHoro Tuna (-provtype). [na onepaunoHHbix cuctem cemerictea UNIX B kayecTtBe na-
pameTpa onuuun -cont Heo6X0ANMO yKa3biBaTb MMA KOHTEMHEpa BMeCTe CO CuuTbiBaTeneM B popmaTte
"\\.\mmMs_cuunTtbiBaTens\nms_xkoHTterHepa” (HanpuMep “\\.\HDIMAGE\cont_name”).

2.8. KomaHaa ansa paboTbl C CEpUNHBIM HOMEPOM SINLEH3UN (TONBKO ANS
Windows)
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-sn [ <cepwuiiHbli HOMep>]
CoxpaHuTb/rnoKasaTb CEPUNHbBIN HOMEP NINLEH3UN.
CepUHbIA HOMep — CEPUIiHbIA HOMEpP, KOTOPbIN HEOBXOAMMO COXPaHUTb (MOXHO yKa3biBaTb Kak

C pasgenuTtensMm, Tak n 6es Hux).

MpunmedvyaHnue: Anga Toro 4Tobbl MOCMOTPETL COXPAHEHHbIA CEPUMHBIN HOMEP, AOCTaTOYHO
yKasaTb KoMaHAy -sn 6e3 napameTpa. B onepaumoHHbIX cuctemax cemencrea UNIX wcnonb3yetcs
CEPUIHBIN HOMEP NULEH3UN Kpuntonposangepa.

Mpunmep:

cryptcp -sn P020G-Q0010-A5000-01UXA-XUFFD

CoxpaHsieT yKa3aHHbIA CEPUNHBIN HOMEpP NMLLEH3UM Ha KOMMbOTepe.

3. Kpuntonposanaepsl «Kpuntollpo CSP»

CryptoPro CSP 1.1

Umsa Crypto-Pro Cryptographic Service Provider
Tun 2
CryptoPro CSP 2.0 / CryptoPro CSP 3.6
Uma | Crypto-Pro GOST R 34.10-94 Cryptographic Crypto-Pro GOST R 34.10-2001 Cryptographic
Service Provider Service Provider
Tun 71 75
CryptoPro CSP 3.0 (kcl)
Uma | Crypto-Pro GOST R 34.10-94 KC1 CSP Crypto-Pro GOST R 34.10-2001 KC1 CSP
Tun 71 75
CryptoPro CSP 3.0 (kc2)
Uma | Crypto-Pro GOST R 34.10-94 KC2 CSP Crypto-Pro GOST R 34.10-2001 KC2 CSP
Tun 71 75

4. Bo3Bpalwaemble Koabl OWNO0K

K::l (oDuévég_ K:yf(ouugg- OnucaHue own6KM
536871012 20000064 | Mano namMsaTu
536871013 20000065 | He ynanocb OTKpbITb pann
536871014 20000066 | Onepauns oTMeHEHa NoJib30BaTesieM
536871015 20000067 | HekoppekTHoe npeobpasoBaHmne BASE64
536871016 20000068 | Ecnn ykasaH napameTp '-help', To apyrnx 6biTb HE AONXHO
536871112 200000C8 | YkaszaH nuwHuii dann
536871113 200000C9 | YKasaH Hen3BeCTHbIM KoY
536871114 200000CA | Yka3aHa nuwHas KoMmaHaa
536871115 200000CB | Ang knito4a He yKasaH napameTp
536871116 200000CC | He ykazaHa KoMaHAa
536871117 200000CD | He ykasaH HeobxoaAnMbI KoY
536871118 200000CE | YkasaH HeBepHbI KoY
536871119 200000CF | NapameTpoM knto4a '-q' AOHKHO 6bITb HaTypasbHOE YNC/10
536871120 200000D0 | He ykasaH BxogHoW dain
536871121 200000D1 | He ykasaH BbixogHon daiin
536871122 200000D2 | KoMaHga He Mcnonb3yeT napaMeTp C uMeHeM danna
536871123 200000D3 | He ykasaH dann coobuieHns
536871212 2000012C | He yaanocb OTKpbITb XpaHuauLie cepTMdunKaToB:
536871213 2000012D | CepTndurKaTbl HE HalAEHbI
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536871214 2000012E | HangeHo 6onee ogHoro ceptudumkaTa (katoy '-1")

536871215 2000012F | KomaHaa nogpa3yMeBaEeT UCMOJ1b30BaHME TOJbKO 04HOro ceptndukaTa
536871216 20000130 | HeBepHO yKasaH HoMep

536871217 20000131 | HeT ncnonb3yembix cepTUdUKaToB

536871218 20000132 | JaHHbIV cepTUdUKAT HE MOXET NPUMEHSATLCA AN 3TOW onepauum
536871219 20000133 | Llenoyka ceptnuduKaTtoB He NpoBepeHa

536871220 20000134 | KpunTtonpoBangep, nogaepXxvBamwmii Heo6XoANMbIN anropuTM He HaldeH
536871221 20000135 | HeyaayHbli BBOA Naposis KAKYEBOr0 KOHTENHEpPA

536871312 20000190 | He ykasaHa Macka gansios

536871313 20000191 | YkasaHbl HECKOJIbKO MacokK ¢aliaoB

536871314 20000192 | ®ansbl He HaAeHbI

536871315 20000193 | 3agaHa HeBepHas Macka

536871316 20000194 | HeBepHbIV xeLw

536871412 200001F4 | Kntoy '-start' ykasaH, a BbIXoAHOW hann HET

536871413 200001F5 | Coanepxumoe cdanna - He NoANMCaHHOEe cooblieHue

536871414 200001F6 | Hem3BeCcTHbIN anropnuTM Noanncu

536871415 200001F7 | CepTndumkaT aBTopa No4NMCU He HalaeH

536871416 200001F8 | Moanucbk He HanaeHa

536871417 200001F9 | Noanncb He BepHa

536871418 20000200 | WTamn BpeMeHn He BepeH

536871512 20000258 | Copepxnmoe daina - He 3awmndpoBaHHOe coobuieHne
536871513 20000259 | HensBeCTHbIV anropmtM WnN@poBaHms

536871514 2000025A | He HangeH cepTuduUKaT C COOTBETCTBYHOLWMM CEKPETHBIM KJIKOYOM
536871612 200002BC | He yganocb nHuymanmsuposate COM

536871613 200002BD | KoHTelHepbl He HanaeHb!

536871614 200002BE | He yganocb nony4ymnTb OTBET OT cepBepa

536871615 200002BF | CepTtudukart He HaeH B OTBETe cepBepa

536871616 200002C0 | ®ann He COAEPXUT MAeHTUGUKATOP 3anpoca:

536871617 200002C1 | HekoppekTHbIn agpec LC

536871618 200002C2 | NonyyeH HeBepHbI Cookie

536871712 20000320 | CepuiHbIN HOMEP COAEPXUT HEAONYCTUMOE KOIMYECTBO CUMBOJIOB
536871713 20000321 | HeBepHbIn KOA NpoayKTa

536871714 20000322 | He ynanocb NpoBepuTb CEPUNHbBIN HOMEpP

536871715 20000323 | He ynanocb CoOXpaHUTb CEPUINHBIA HOMED

536871716 20000324 | He ypanocb 3arpy3uTb CEPUNHBIA HOMEpP

536871717 20000325 | JlnueH3unsa npocpoyeHa

MpunmeuyaHune: KpoMe KOAOB, NpUBEAEHHbIX B TabnuLe, NPUIOXEHUE MOXET BO3BpaLlaTb
KoA nobon cnctemHom owmnbkn Windows.
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