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AHHOTaUuS
HacTtosiwee PykoBoactBo gononHsaeT pokymeHT "XTAWN.00083-01 90 02. Kpuntollpo CSP.
PykoBoacTtBo aamMuHucTtpatopa 6e3onacHoctn. Obwas uvactb." npu wucnonb3oBaHumn CK3W nog

ynpasneHuem OC Linux.

NHCTpyKuUMK aAMWHUCTpaToOpaMm 6e3onacHocTn " nosb3oBaTensm pa3nYHbIX
aBTOMaTM3MPOBaHHbLIX cucTteM, mcnonb3ywwmx CK3U Kpuntollpo CSP, nomxHbl pa3pabaTbiBaTbCa C
yyeToM TpeboBaHMIi HacToSLWero AJOKyMeHTa.

Cnncok cokpallueHunm

CRL Cnncok oTto3BaHHbIX cepTudmukatos (Certificate Revocation List)

ITU-T MexayHapoAHbIn KOMUTET No TenekoMMmyHmnkaumnsm (International
Telecommunication Union)

IETF Internet Engineering Task Force

AC ABTOMaTM3MpPOBaHHas cucTteMa

APM ABTOMaTM3MpoBaHHOe paboyee MecTo

™M TMBKMUN MarHUTHLIN ANUCK

OCH [JaTunk cny4darHbix ymcen

HDD XXecTKku MarHUTHbIN AUCK

K KoHeuHbIn nonb3oBaTesb

HCA HecaHKLMOHNPOBAHHbIA AOCTYN

OC OnepauunoHHasa cmctema

MAK MporpamMMHo-annapaTHbIi KOMMIeKc

no MporpamMmmHoe obecneyeHune

Perncrpauuns MpuceBoeHne onpeaeneHHbix atpnbyToB (agpeca, HOMepa Kitoua,

npas MCNOSIb30BaHUSA U T.M.) abOHeHTYy

PernameHT COBOKYMHOCTb MHCTPYKLMIA U APYroi pernameHTupyoLlei
[IOKyMeHTauumn, obecneumsatollen dyHKLUNOHUPOBaHME
aBTOMATU3MPOBAHHOMN CUCTEMbI BO BCEX PEXMMaAX.

CBT CpeacTBa BblUUCIUTENIBHOW TEXHUKMU

CepTtudukar DNEeKTPOHHbIN AOKYMEHT, NOATBEPXAAIOLWMA NPUHAANEXHOCTb
OTKPbITOrO KJH04Ya Uan K/toda NpoBEPKU 31EKTPOHHON NOAMNCK Y
onpegeneHHblX aTpnbyToB KOHKpEeTHOMY aboHeHTy

CepTtudurkauus Mpouecc nsrotoBneHns ceptudmkaTa OTKPbITOro Koya uim
KJ1l04a NPOBEPKWN INEKTPOHHOM noanmcu aboHeHTa B LeHTpe
cepTudunkaumnm

CK3M CpeactBo kpunTorpadumyeckon 3awmnTbl MHGOPMaLmm

cocC Cnucok oTo3BaHHbIX cepTudunkatos (Certificate Revocation List)

CcC CnpaBOYHMK CEPTUPUKATOB OTKPbITbIX KIHOYEN U KIH0YeENn
NMPOBEPKN 3/1IEKTPOHHON noanuncn. CeTeBo CNpaBoOYHUK.

LC LlenTp Ceptndmkaumm (YaoctoBepsitowmin LieHTp)

P LleHTp Perncrpaunu

34 DNEKTPOHHbIA AOKYMEHT

oM DNeKTpPOHHasa NoAnuchb
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1. OCHOBHble TeXHUYEeCKMe AaHHble U XxapakTepuctnkmn CK3U

1.1. lNporpaMMHo-annapaTHble cpeabl
CK31 XTAWN.00083-01 noa ynpasneHnem OC Tmna Linux wucnonb3yeTcsa B cneaylowmx

nporpamMMHo-annapaTHbIX cpejax:

Linux Standard Base ISO/IEC 23360 (ia32, x64), nporpaMMHO-anmnapaTHble cpenbl,

yaosneTsopstowme ctaHaapTy LSB 4.x (https://www.linuxbase.org/Isb-cert/productdir.php?by Isb):

CentOS 5/6 (ia32, x64)
Linpus Lite 1.3 (ia32)
Mandriva Server 5, Business Server 1 (ia32, x64)
Oracle Enterprise Linux 5/6 (ia32, x64)
Open SUSE 12.2/12.3 (ia32, x64)
Red Hat Enterprise Linux 5/6 (ia32, x64)
SUSE Linux Enterprise 11 (ia32, x64)
Ubuntu 10.04/12.04/13.10 (ia32, x64)
ALT Linux 5/6/7 (ia32, x64);
Red Hat Enterprise Linux Version 3 Update 3 (ia32, x64);
Debian 6/7 (ia32, x64);
Co cpokaMu 3Kcrnslyatauum onepaumoHHbIX CUCTEM, B cpefde KOoTopbix dyHKuMoHupyeT CK3WU,

MO>XXHO O3HAaKOMUTbLCA MO cneayrweMy agpecam:

http://wiki.centos.org/About/Product
https://fedoraproject.org/wiki/Releases/

http://support.novell.com/lifecycle/
http://support.novell.com/lifecycle/IcSearchResults.jsp?st=-1&sl=-1&sg=1&pid=1000

http://mandriva.ru/resheniya/uslugi/cikl jizni produktov/
http://www.mvista.com/support lifecycle.php

1.2. BapwuaHTbl ncnonHeHnsa CK3U1

CK3UM XTAN.00083-01 Ha nnaTtdopMe Linux mcnonb3yeTcs B ABYX BapuaHTax UCMOJIHEHUS:
McnonHenne 1 — CK3U knacca 3awmtbl KC1

McnonHenme 2 — CK3U knacca 3awmtbl KC2

1.3. Knwo4deBble HoCUTENU
B kauecTBe K/HOYEBbIX HOCUTENEN 3aKPbITbIX KoYen 1 kntoven 3 MoryT ncrnonb3oBaTbCs:
e ['MAO 3,57
e USB auckm
e 3/IeKTPOHHbIN KoY ¢ nHTepdencom USB (e-Token);
e Cmapt-kaptbl PUK, Ockap, Maructpa
e Paszgen HDD M2BM

[

MpumeuaHusn. 1. [lonyckaeTca XpaHeHWe 3aKpbITbiX Kao4ven n knwoden Ol B pasgene
HDD npu ycnosBumu pacnpocTpaHeHuss Ha HDD wnam M3BM ¢ HDD TtpeboBaHuin no
obpalleHunto C KOYEBbIMU HOCUTENSIMU, B TOM YUCNE U NOCNe yAaneHUs K4Yen.

2. [lepedyeHb KAO4YEBbIX HOCuTenen no wucnonHeHnssM CK3UN un
nporpaMMHo-annapatHblM nnatdopmam cMm. dopmynsp XTHAM.00083-01 30 01, n.n.
3.8, 3.9.



https://www.linuxbase.org/lsb-cert/productdir.php?by_lsb
http://wiki.centos.org/About/Product
https://fedoraproject.org/wiki/Releases/
http://support.novell.com/lifecycle/
http://support.novell.com/lifecycle/lcSearchResults.jsp?st=-1&sl=-1&sg=1&pid=1000
http://mandriva.ru/resheniya/uslugi/cikl_jizni_produktov/
http://www.mvista.com/support_lifecycle.php
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2. YcraHoBka anctpubytmea NO CK3U

YcTtaHoBKa, yaaneHue u obHossieHme MO ocyLwecTBAsSIeTCS OT MMEHW MOMb30BaTENS, UMEIOLLEro
npaBa agMMHUCTPaTOpa: NoA YYETHOW 3anncbto root MM ¢ MCnonb3oBaHMeM KoMaHabl sudo.

CK3M Kpuntollpo CSP TpebyeT cneaytowen nocneaoBaTelbHOCTM YCTAHOBKW: CHavana
yCTaHaBNMBaeTCs MNpoBavaep, 3aTeM YCTaHaBNMBalOTCS OCTallbHble MOAYyNW, BXOAsillMe B COCTaB
KOMMeKTaumm.

Moayne Kpuntollpo IPsec BkntoueH B coctaB CK3U Kpuntollpo CSP v. 3.9 UcnonHeHna 1 n 2
B Bnae 6ubnmnotek B SDK n He TpebyeT ycTaHOBKM yepe3 setup.

B OC Linux gns yctaHoBKW, yaaneHus n obHoBneHnus MO npumeHstoTcs nakeTbl (packages).
MakeTr - apxuB AUCTpubyTMBaA, coaepxawmii dannbl yCTaHAB/IMBAEMOro MNpPUIOXKEHUS U dansbl,
MCMNOMb3YOLWMECS UHCTANNATOPOM ANA KOH(UrypupoBaHusa cpepbl. B onepaumoHHbIX cuctemax Linux
ncnonb3lyercs MeHeaxep naketoB RPM (Red Hat Package Manager), KOTOpbin SIBNSieTCA TMOKUM
WHCTPYMEHTOM A/ YCTaHOBKMW, yaasneHus, obHoBneHmsa un cbopku nporpaMMHbiX MakeTos. [lakeTol,
npeacTaBneHHble B BUAE ¢haina C pacluMpeHneM .rpm, coaepxaTt B cebe HenocpeacTBeHHO daiinbl MO
1 nHdopMaunio 415 KOHPUrypupoBaHus cpesbl.

[ns yCcTaHOBKM nakeTa UCNOJib3yeTCs KOMaHAa:

rpm -i <c¢ain_nakera>

Hanpumep: rpm -i ./Isb-cprocsp-base-3.9-4.noarch.rpm

Ons yoaneHnsa naketa MCNOSb3yeTcs KoOMaHaa:

rpm -e <uMMsi_naketa>

Hanpumep: rpm -e Isb-cprocsp-base-3.9-4

MMs nakeTa MOXeT He BK/IloUYaTb BEPCUID.

Hanpumep: rpm -e Isb-cprocsp-base

Ha OC, ocHoBaHHbix Ha Debian (Debian/Ubuntu), Ans ycTaHOBKWM NaKeTOB MWCMNOJSb3yeTCs
KOMaHAaa:

alien -kci <d¢ann_nakera>

Hanpumep: alien -kci ./Isb-cprocsp-base-3.9-4.noarch.rpm

Ha OC, ocHoBaHHbIX Ha Debian (Debian/Ubuntu), ana ycrtaHoBkn 32-6MTHbIX NakeToB Ha 64-
6uTtHyto OC ncnonb3yeTcsa KomMaHaa:

dpkg-architecture -ai386 -c alien -kci <dain_nakera>
Bo3MoXHO, noTpebyeTcs yCTaHOBUTbL NporpamMMy alien ns craHaapTHoro penosutopus OC.

Ha OC, ocHoBaHHbix Ha Debian (Debian/Ubuntu), ans yaaneHns nakeToB MCMOb3yeTCs
KOMaHzaa:

dpkg -P <umsa_nakera_6e3_Bepcun>
Hanpumep: dpkg -P Isb-cprocsp-base
dalinbl U3 NaKeTOB yCTaHaBnAMBatoTCs B /opt/cprocsp.

MakeTbl 3aBUCAT APYr OT Apyra, NO3TOMY AO/KHbI YCTAaHABAMBATLCA MO MOPAAKY C YUYETOM ITUX
3aBUCUMMOCTEN, a YAaNnsaTbCca B 06paTHOM Mopsake. YCMOBHO MOXHO CUMTaTb MpPaBWUSibHbIM MOPSAAKOM
TOT, KOTOPbIA ONMcaH B Tabnunue 3aBUCUMOCTEN U Ha3HAUEHUS NaKeToB.

MakeTbl MOryT 6bITb HE3aBUCUMbIMW OT apxuTekTypbl (noarch B uMmeHu danna nakerta), Toraa
OHW YyCTaHaBnMBalwTCA Ha byt apxutekTypy. [lakeTbl MoryT ObiTb npegHasHauyeHbl ang
apxutekTypbl IA32 (i486 B MeHu daina nakera), a Takxe ansa apxmtektypol AMD64 (x86_64 B MeHU
darina nakeTta), Toraa oHu ycraHasnmsatTcs Ha OC, cobpaHHYl0 Noa COOTBETCTBYIOLLYIO apXUTEKTYpY.
YacTto 64-6uTHbIe OC OAHOBPEMEHHO NOAAEpPXMBAOT U 32-6UTHbLIE MPUNOXeEHUs, n 64-6uTHblie, TOrga
npu Heob6xoaAMMOCTM MOXHO yCTaHaBnuBaTb 06a komnnekTa. McknioyeHMeM ABNSAOTCA ApanBepbl — OHU
yCTaHaBAMBaTCA B TOYHOM COOTBETCTBUM C apxuTekTypon aapa OC.

B OC Linux moaynu saapa He obnapatoT 6uMHApHOM COBMECTUMMOCTbIO, OHM MpUBSA3aHbl K
KOHKpeTHol Bepcuun aapa OC. MoaTtoMy Moaynb siapa MocCTaBAsEeTCsS B BUAeE naketa .Src.rpm. Takowm Tvn
naketa nossosiseT cobpaTb MoOAy/nb AN HYXHOW Bepcum sapa. Ons ero ycTaHOBKM cnepyeTr npwm
nomowm rpmbuild cobpaTbe 13 nakeTta .src.rpm 06bIYHbIMA MaKeT .rpm, a 3aTeM yCTaHOBWUTb MAKeT .rpm
TaK e Kak OCTasibHble NakeThl.

Ha 6onblwnHcTBE ANCTPMOYTUBOB COOPKY NakeTa .rpm MOXHO OCYLLECTBUTb KOMaHAOM:
rpmbuild --rebuild --define "kernel_release “uname -r’" <nyTtb Kk ¢paiiny nakera>
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Ona cbopkm Tpebyerca, u4To6bI Ha MawwuHe OblM  YCTaHOBNEHbl cpeacTtBa cHopku
(koMNUNaTOp), a TaKXxe 3arosloBoYHble dansbl 94pa. 3arosioBoOYHbIE dannbl aapa A0JXHbI HAXOAUTLCS
B /lib/modules/ n 06bI4HO X MOXHO YCTaHOBUTb B COCTaBE COOTBETCTBYHLLEro NakeTa M3 peno3mTopus
anctpubyTtusa.

Tak KakK Hanuuyme CpencTB OT/Jagku M pa3paboTKM Ha cucTeMaxX, B KOTOPbIX 3KCMyaTupyeTcs
CK3WU, HeponycTuMo, agMuHuctpatop (pa3pabotumk MK3U) ponxeH cobpaTb nakeT Ha crneumasibHOM

BblAENEHHOM pa6oqu MecTe n obecneumBaTtb ero AOBEPEHHYIO YCTAHOBKY B LENIEBYHO CUCTEMY.

Tabnuua 3aBUCUMOCTEN U HAa3HAUYEHUs MaKeToB (415 MPOCTOThl OnMcaHbl 32-6MTHbIE NAKETHI).

MMa nakeTa

3aBUCUMOCTH

HasHayeHne naketa

MakeTbl ANs NpeABapuUTENbHON YCTaHOBKM

cprocsp-compat-altlinux

Maket coBMectumoctTn ¢ OC
AltLinux, yTcHaBanueaeTcs
nepebiM — Ao Isb-cprocsp-
base.

cprocsp-compat-splat

Maket coBmectumoctTn ¢ OC
SPLAT, yCTaHaB/nBaeTcs
nepebiM - A0 Isb-cprocsp-
base.

sobo

Cobons.
HanMunun

Opansep
TpebyeTtcs
YyCTpPOWCTBa.

ansa
npu

Obs3aTenbHblie NakeTbl

Isb-cprocsp-base

Isb

BasoBbI
yCTaHaBnmBaeTcsa
ec/in  TONIbKO He
compat-nakertbl.

naker,
nepBbIM,
HY>Hbl

Isb-cprocsp-rdr

Isb-cprocsp-base

OcCHOBHblE NpuNoXeHus,
cuutbiBaTenn n A4CH.

Isb-cprocsp-capilite

Isb-cprocsp-rdr

CAPILite, nporpamMmbl u
6ubnmnoTtekun ans
BbICOKOYPOBHEBON paboThl
C KpunTorpaduen

(ceptudukatammn, CMS...).

Isb-cprocsp-kcl

Isb-cprocsp-rdr

Mposangep KC1.

Isb-cprocsp-kc2

Isb-cprocsp-rdr

Mposangep KC2,
yCTaHaBnuMBaeTcs TONbKO
TaMm, rae B 3TOM eCTb
HeobxoanMMoCTb. B 3ToM

cnyyae Isb-cprocsp-kcl He
CTaBUTCA.

JononHutenbHble NakeThbl

cprocsp-rdr-gui

Isb-cprocsp-rdr, Motif,

X11

Mpadurueckni Buo[iCH,
3anpoc napons wu Apyrue
GUI-guanoru.

cprocsp-rdr-pcsc

Isb-cprocsp-rdr, pcsclite

Moaoynun noppepxkm PCSC-
cunTbiBaTENen, cMmapT-kapT
(PUK, Ockap, Maructpa...).

Isb-cprocsp-rdr-sobol

Isb-cprocsp-rdr, sobol

Moaynb
Cobons.

noaaepXKm

Isb-cprocsp-devel

Isb-cprocsp-base

MakeTt ansa paspaboTymka.

cprocsp-drv

Isb-cprocsp-base

[OpariBepHasa 6ubnuoreka.
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cprocsp-drv-devel Isb-cprocsp-devel MNaketr pns paspaboTumka
OpalBepoB.

cprocsp-stunnel Isb-cprocsp-base YHuBepcanbHbIi SSL/TLS
TYHHEsb.

cprocsp-rdr-emv Isb-cprocsp-rdr Moaynb noaaepxku EMV

3. O6HoBneHue MO CK3U

Ana o6bHoBneHmns MO CK3U Ha OC Linux HeobxoanMo:
e  3aMOMHWUTb TEKYLY KOHurypaumo CSP
e Habop yCTaHOBJIEHHbIX NAKeTOB
e HacTpoWvku npoBargepa (4759 NPOCTOTbl MOXHO COXPaHUTb /etc/opt/cprocsp/config[64].ini)
e yaanuTb wWTaTHbIMK cpeacTBamu OC Bce nakeTbl CK3U
e  YCTaHOBWTb aHasornyHole HoBble nakeTbl CK3U

e MpuM HEObXOAMMOCTM BHECTU M3MEHEHWUSI B HaAcTpoMkm (MOXHO nocMoTpeTb diff cTtaporo wm
HoBoro config[64].ini)

. KN4 n CepTVId)VIKaTbI COXPaHAKTCA aBTOMaTU4YECKHN

4, Hactponka CK3U

4.1. JocTyn K yTunute ans Hactpomkn CK3U

HacTtporika CK3W ocyuwecTtBaseTca ¢ NOMOLWbIO yTuUanMTbl cpconfig, KOTOpas BXOAWUT B COCTaB
anctpubyTtmBa u pacnonoxeHa B Aupektopuun /opt/cprocsp/sbin/<HasBaHuve_apxuTekTypbl>. Ecnn
ycTtaHoBneHbl naketol CK3W ana aByx apxuTekTyp, Hanpumep ia32 un x64, To AEACTBUS NO HaCTponke
HY>XHO MPOBOAMTb ABaXAbl — A5 KaXA0W apXnTeKkTypbl cpconfig-OM M3 COOTBETCTBYIOLLEN Nanku.

4.2. BBog cepnmnHOro HoMepa nmueH3nmn

Mpu yctaHoBke nporpamMMHoro obecneyenmns Kpuntollpo CSP 6e3 BBoAa NMUEH3MMU
Nnonb30BaTento NpefoCcTaBAsAeTCs JNUEH3MS C OrPaHMYEHHbIM CPOKOM AeNCTBuSA. On8 MCNosb30BaHUA
Kpuntolpo CSP nocne OKOH4YaHMs 3TOro Cpoka MNoJib30oBaTe/lb AO/KEH BBECTU CEpPUMHbBIN HOMep C
6naHka nMueH3uu, NOSyYEHHOW Yy OpraHusauuu-paspaboTuvka wan opraHusauum, UMeroWwen npasa
pacnpocTpaHeHus npoaykTa (aMnepa). ns npocMoTpa MHGOpMaLMnN O INLEH3UM BbIMOSTHUTE:

# cpconfig -license -view

[Ons BBOAA NNLEH3MN BbINONHUTE:

# cpconfig -license -set <cepuiiHbIn_HOoMep>

CepuiiHbIn HOMep crieayeT BBOAMTL C cobtofeHmneM perncrpa CMMBOJIOB.

4.3. Hactpomnka obopyaosaHnsa CK3U

Ytunuta cpconfig Takxe npeaHasHadyeHa AnsS UM3MeHeHus Habopa yCTpPOMCTB XpaHeHus
(HocuTenen) n cumTbiBaHUA (CuMTbIBaATENEN) K/IHOYEBOM WMHGOPMaAUMM U AATYMKOB CyYaMHbIX YMCEN.
MpenycTtaHoOBNEHHbIMKU ABNAOTCA cunTbiBaTenu flash-Hocutenen n obpas ANCKETbl Ha XXECTKOM AUCKeE.

[ns npocMoTpa CNMcKa HAaCTPOEHHbIX CUUTbIBATENEN:
# ./cpconfig -hardware reader -view

CunTblBaTENb AUCKET HE YCTaHaBNMBAETCS MO YMOMYAHUIO, TaK KaK NMpu OTCYTCTBMU AUCKETHI B
ONCKOBOAE NMepeuyncsieHne KOHTEMHEPOB CUMbHO 3amMeanseTcs. [na n106aBneHnUss CUMTLIBATENS ANCKET:

# ./cpconfig -hardware reader -add FAT12_0 -name "Floppy Drive"
[Ana npocMoTpa cnucka HacTpoeHHbix ACH:
# ./cpconfig -hardware rndm -view

Ons koHconbHoro bno[lCH Tpebyetcs nakeT naket Isb-cprocsp-kcl, kpome TOro oH pabortaer
Tonbko ¢ KC1 npoBanaepomM. [nsa nobasneHmnsa koHconbHoro bno4CH:

# ./cpconfig -hardware rndm -add bio_tui -level 5 -name "Console BioRNG"

Ona rpadwuueckoro buo[JCH Tpebyetcsas nakeT cprocsp-rdr-gui u X-cepBep, KpoMe TOro OH
pabotaeT Tonbko ¢ KC1 nposarigepom. Ansa gobasneHuns rpacdunyeckoro bnoC4:
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# ./cpconfig -hardware rndm -add bio_gui -level 4 -name "GUI BioRNG"
Ona po6asnenna ACH KMUM:
# ./cpconfig -hardware rndm -add cpsd -name 'cpsd rng' -level 3

# ./cpconfig -hardware rndm -configure cpsd -add string /db1/kis_1
/var/opt/cprocsp/dsrf/db1/kis_1

# ./cpconfig -hardware rndm -configure cpsd -add string /db2/kis_1
/var/opt/cprocsp/dsrf/db2/kis_1

Takxke Hapo ckonupoBaTb anfbl C AAHHbIMU, MNOAyYeHHbIMM Ha "APM BblpaboTKM BHELUHEWN
rammbl", MOSIOXKUM, YTO OHM nexaT B /tmp/db[1,2]:

# cp /tmp/db1/kis_1 /var/opt/cprocsp/dsrf/db1l/kis_1
# cp /tmp/db2/kis_1 /var/opt/cprocsp/dsrf/db2/kis_1

Onsa pabotbl co cumtbiBaTenem PC/SC TpebyeTtcs nakeT cprocsp-rdr-pcsc. MNocne noaknoyeHus
cunTbIBaTENS y3HANTE UMS yCTPOMCTBA:

# [opt/cprocsp/bin/ia32/csptest -card -enum

Gemplus GemPC Twin 00 00

Total:

[ErrorCode: 0x00000000]

Ons pobasneHns cunMTbiBaTENS UCMONb3YNTE 3TO UMS:

# ./cpconfig -hardware reader -add "Gemplus GemPC Twin 00 00"
Onsa nonyyeHmns noapobHol cnpaBku no cpconfig:

# ./cpconfig -help

# ./cpconfig -hardware —help

4.4. YcTaHOBKa NapaMeTpoB XYypHainpoBaHUA

CK3u nossonser cobupaTtb OTNAAOYHYIO WHPOPMAUMIO UM UMEeT BO3MOXHOCTb
MPOTOKO/IMPOBaHUS cobbITUN. WMHGoOpMaumsa 3anucbiBaeTcsi B CUCTEMHbLIA  XypHan (06biMHO B
/var/log/messages). CywecTByeT BO3MOXHOCTb M3MEHEHWS HacCTPOeK XYPHalMpPOBaHUS Pas3NUYHbIX
mMoaynen npoaykrta. CyllecTByeT BO3MOXHOCTb WM3MEHEHWS YPOBHS XXypHanupoBaHus W dopmarta
BbIBOAMMbIX OTNAA04YHbIX COO6LWEHMA. s noaydeHus crpaBkn No HAaCTPOMKaM XXypPHaNMPOBaHUS:

# cpconfig -loglevel -help

Moaynu, Ans KOTOpbIX NOAAEPXUBAETCS XypHannpoBaHue:
Cpcsp - 94p0 KpunTonposanaepa

capilO - CryptoAPI 1.0

cpext

capi20 - CryptoAPI 2.0

capilite - CAPILite

libcspr
cryptsrv - cnyx6a xpaHeHus knwoden (KC2)
libssp - TLS

cppkesll - PKCS11
cpdrv - gpaneep
dmntcs

4.5. HacTponka Kpuntonposanaepa rno ymMos4aHuo
[na npocMoTpa TUMOB AOCTYMHbLIX KPUMNTOMNpPOBaaepoB:

$ ./cpconfig -defprov -view_ type

ans NnpocMOTpa CBOWCTB KpVII'ITOI'IpOBal‘;I,CI,epa HY>XXHOro Tuna:

# ./cpconfig -defprov -view -provtype <provtype>

ans YCTAaHOBKWU rlpOBaVI,qepa Mo yMOJT4aHUIKO ONA HYXXHOIro Tuna:

# ./cpconfig -defprov -setdef -provtype <provtype> -provname <provname>

ans nonyyeHmna MMeHu npOBale,epa Mo yMONT4aHUKO OANAa HYXHOro Tuna:
# ./cpconfig -defprov -getdef -provtype <provtype>
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5. YcTaHOBKa CONYTCTBYHOLMX NAaKETOB

[na nepepgauyn no cetu 3anpocoB Ha ceptudwukaTbl, CRL 1 T.n., a Takxe AN MOAAEPXKKM
OOMOJSTHUTENbHBLIX  K/OUYEBbIX CUUTbIBATENEN W HOCUTENeid MOXET noTpe6oBaTbCsA YCTAHOBKA
[OMNOSIHUTENbHBIX MaKETOB.

Ecnu conyTcTBylolWMEe nakeTbl ckauyuBakTcs M3 MHTepHeTa, Heob6XoAMMO MOATBEPAUTL WX
LeNIoCTHOCTb, MPOBEPMB MOAMUCL WM xew. Ecnm MCTOYHMK He obecneuMBaeT TakMe MexaHW3Mbl,
[OMNyCKaeTCs MCMNONb30BaHME MaKeToB TONbKO C AuCKa C AUCTpubytMBoM CK3W, rae 3TM MexaHW3Mbl
ncnonb3yloTca. Ha ancke nakeTobl nexart B nanke \extra.

Ha ceptudumumpoBaHHble ®CTIK auctpmbyTtmebl ALTLinux 3anpewaercs CTaBuUTb MakeTbl U3
cetn (HanpuMep, € ncnonb3oBaHueM apt-get), Tak Kak 3TO HapyLWUT UX CEPTUPULNPOBAHHOCTD.

5.1. bubnunoteka libcurl

Wcnonb3yeTcs Ang nepeaayvmn 3anpocos Ha ceptudmkaTtel, CRL u T.n. no ceTu.

C canta pa3spabotumka npoekta http://curl.haxx.se/ MOXHO ckayaTb NakeT C MCXOAHbIMMU
TeKCTaMn Ans camMocToaTenbHOW cbopku. Kak npaBuno, Tam e ecTb 32-6uTHble Bepcun B6MHapHbIX
nakeToB U nHorpa 64-6uUTHble.

Mpoue BCcero noctaBuTb 6M6NINOTEKY BCTPOEHHbLIM MEHEAXKEPOM MaKeToB.

Ha ALTLinux, Debian, Ubuntu:

# apt-get install curl

Ha CentOS, Fedora, LinuxXP, RedHat:

# yum install curl

Ha SuSE:

# yast -i curl

Mocne yctaHoBkn 6M6ANMOTEK HAAO0 3aperncTpupoBaTb NyTU K HUM. Hanpumep:

# /opt/cprocsp/sbin/ia32/cpconfig -ini \config\apppath -add string libcurl.so
/usr/local/lib/libcurl.so

#  /opt/cprocsp/sbin/amd64/cpconfig -ini \config\apppath -add string libcurl.so
/usr/local/lib/64/libcurl.so

6. CocTaB 1 Ha3zHadyeHune KoMnoHeHT N0 CK3U

6.1. basosble Mmoaynu CK3U

MO CK3W copepxunt 6a3oBble MOAYNN:

libcsp — AMHammnueckn 3arpyxaemas 6ubnmoteka Kpuntollpo CSP.

libcspr - 6ubnunoTteka pabotsl ¢ yaanéHHoiM Kpuntollpo CSP.

drvcsp — AMHaMmM4yecku 3arpyxaembliii Moay/b S4pa.

libssp — 6ubnmnoTeka noaaepXKn Moayns ceteBon ayteHTudukaumn Kpuntollpo TLS
cpverify — MoAy/lb KOHTPONS LLeNOCTHOCTU.

wipefile - Mmogynb yaaneHus gannos BMecTe C COAEPXKUMbIM.

B Ha3BaHuax guctpmbytneos CK3W ncnonb3yerca HoTaums:

CPRO - npedwmkc;

CSp — KpunTonpoBanaep;

drv — 3arpyxaembii moaynb sapa OC;

[d] - onuMoHanbHO - yKasbiBaeT Ha AOKYMeHTauuo (TeCcToBble NpUMephbl);
i386 - nnatdopma Intel.
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6.1.1. bubnunoTteka libcsp

Bbubnuoteka libcsp peanunsyert uenesbie pyHKUUM KpunTorpadmyeckon 3awmTbl nHbopMauum,
paboTy c K/to4aMu, AOCTYN K KIYeBbIM HocuTensam, buoCH.

6.1.2. bwubnunoteka libcspr
BubnnoTeka libcspr obecneumBaeT  yAaneHHbIN [oCcTyn K KpunTonposanaepy,
(PYHKUMOHMPYIOLWEMY KaK OTAeNbHbI CepBUC.
6.1.3. [OpanBepHas 6ubnnoteka drvcsp

BubnuoTteka drvesp, ucrnonblyemas B KayecTse AMHAMUYECKN 3arpyxxaemoro moaynsa sapa OC,
peanusyeT uenesble PyHKUMN KpunTorpadnyeckon sawmtel MHPopMaummn (kpome dopmMmmposaHmsa M)
n paboTy C Knyamu.

6.1.4. Moaynu ceteBon ayteHTudmKaumm Kpuntollpo TLS

Moaynb libssp ob6ecneumBaeT peanmsaumio NpoToKosia ceTeBol ayTeHTudukaumm Kpuntollpo
TLS. Obuwee onucaHne NpoTokona nNpuBeAeHo B AokyMeHTe "XXTAM.00083-01 90 02. Kpuntollpo CSP.
PykoBoacTtBo agMmHucTpaTopa 6e3sonacHoctn. O6was yactb."

Mpotokon TLS (RFC 2246) wucnonb3yeTcs Ans 3alnTbl COEAMHEHWUIA B KIIMEHT-CEPBEPHbIX
TEXHONOrnsX.

MporpamMMHoe ob6ecneueHne Kpuntollpo TLS saBnsetca peanusaumer npotokona TLS wu
ucnonb3dyetr Kpuntorpaduyeckne  dyHkumn  Kpuntollpo CSP  ana obecneuyeHna  npouecca
ayTeHTudumkaumm n wndposaHunsa Tpadurka Mexay KIMEHTOM U CEPBEPOM.

6.1.5. Moaynb cpverify
Moaynb cpverify npeaHasHayeH pAss8 KOHTPOJSS LENOCTHOCTM npu  yctaHoBke CK3UN wu
dyHKumMoHuposaHum MO CK3W Kpuntollpo CSP Ha M2BM nonb3oBaTens.
6.1.6. Moaynb wipefile

Moaynb wipefile ncnonesyetca ana ynaneHus dannos BMeCTe C COAEPXUMbIM MPU LWITATHbIX U
HewTaTHbIX (CBONMPOBAHME) CUTYyaLMUSX.

6.2. Moaynu MNK3U
6.2.1. Moaynb libcapi20

Moaynb libcapi20 wvcnonb3yetcs AnA ynpaeneHus ceptudukaTtamm OTKPbITbIX KOYEnH, a
Takxe Ans obecrneyeHus BbINOSIHEHUS KpunTorpadmuyecknx 3arnpocoB Ha YpPOBHe WHTepdeinca
CryptoAPI v. 2.0. UHTepdelic moayns capilite sBnsieTcs noaMHoOXecTBoM nHTepdenca CryptoAPI v. 2.0.

6.2.2. bubnuoteka librdrrdr

Bubnunoteka librdrrdr obecneunBaeTr yHuduumMpoBaHHbIN MHTepdenc AocTyna K KA4YeBbIM
HOCUTENAM BHE 3aBUCUMOCTM OT UX TMNa.

6.2.3. Moaynu goctyna K KOHKpPETHbIM TUMNaM K/HYeBbIX
HOCUTENEeN U cYUTbIBaTENEN:

e librdrfati2 K AuckoBoay un auckete 3.5" n pasgeny XecTkoro gmcka

e librdrpcsck cunTtbiBaTensamMm cMmapT-kapT u eToken, nogaepxuBawowmm nHTepdenc
PC/SC

e librdremv K Knto4yeBbIM HocuTensam EMV n Gemalto

6.2.4. bwubnunoteka librdrsup

Bubnunoteka librdrsup obecneumBaeT peanusauyunio obwmx yHKUMI AOCTYyNa K pasnyHbIM
YCTPOMCTBaM XpaHEHUS K/OUEBbIX HOCUTENEN.

6.2.5. Moaynu AaTymMKoB CNy4YamHbIX yncen

Bubnuotekn librdrrndm u librdrrndmbio ob6ecneunBaloT noaaepxky paboTbl ¢ GU3NYECKUM
ACY nporpaMMHoO-annapaTHOro komnsekca sawmtbl ot HCA 1 BnoCH cooTBeTCTBEHHO.

6.2.6. bBbubnuoteka libasnldata noagaep>xkn npotokona ASN1
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bubnuoteka libasnldata cogepxut dyHKuMM NpeobpaszoBaHUs CTPYKTYP AaHHbIX B MaLIMHHO-
He3aBMCMMOe MpeacTaBieHne.

7. BctpamBaHue CK3U B npuknagHoe MO

Mpu BcTpaneBaHum CK3UN XKTAW.00083-01 B npuknagHoe nporpaMMHoe obecneyeHue AOSKHbI
BbINONHATbCA TpeboBaHMa pasgena 7 [AokymeHTa "XTAW.00083-01 90 02. Kpuntollpo CSP.
PykoBoacTtBo agMmHucTpaTopa 6e3onacHoctn. Obwas yactb."

8. TpeboBaHWA MO OpraHMU3auMOHHO-TEXHUYECKUM U
aAMUHUCTPATMBHbIM MepaM obecrneyeHuns
akcnnyaTtaumm CK3U

[OMKHbI BbINOAHATLCS TpeboBaHMS MO OpraHU3auMOHHO-TEXHUYECKMM W aAMMHUCTPATMBHLIM MepaMm
obecneyeHnsa 6esonacHocTn skcnayataumm CK3U B obbeme paspena 12 gokymeHTa "XXTAM.00083-01
90 02. Kpuntollpo CSP. PykoBoacTBO agMnHUcTpaTopa 6e3onacHoctu. Ob6uwas yacTb."

8.1. O6bwwme mepbl 3awnTtbl oT HC/ MO ¢ ycTaHOB/IEHHbIMU
CK3U gna OC Linux

Moa ynpasneHmem UNIX-nogo6Hbix onepaumoHHbiXx cucteM CK3U Kpuntollpo CSP aosmkHO
MCMoab30BaTbCsA C NPOrpaMMHbIM obecneveHmem:

e Certmgr (Kpuntollpo Certmgr).
e CryptCP.
e Trusted TLS (Digt).

Mpu wucnonb3oBaHun CK3W noa vynpasneHmem OC Linux HeobxoaMMo npeanpuHSTb
[OMNOSIHUTENbHbIE MEPbl OPraHM3aUNOHHOIO U TEXHUYECKOr0 XapaKTepa M BbINOJHUTb AOMNONHUTENbHbIE
HaCTpOMKM oOMnepaunmoHHOM cucTeMbl. [lpn 3TOM [O/MKHA pewaTbcs 3agada Kak obecrneveHus
AononHuTeNnbHOM 3awuTbl cepeepa n OC ot HCJ, Tak n obecneveHuns 6ecnepeboiiHoro pexunma paboTsl
M UCKIoYeHUs "oTkaza B 06CAyXuBaHMK", BbI3BAHHOIMO BHYTPEHHWMM MpuuMHamMm (Hanpumep -
nepenosHeHneM dannoBbIX CUCTEM).

K opraHu3aunoHHO-TEXHMYECKUM MepaM OTHOCSTCS:
e obecneyeHune pusnyeckon 6esonacHoctu NMIBM (cepBepa);
e YyCTaAHOBKa MpoOrpaMMHbIX OOHOBNEHWUI;
e OpraHusaumsi Npoueaypbl pe3epBHOr0 KOMMPOBaAHMS U XpaHEHUS pe3epBHbIX KOMUNA.
e [ononHutenbHble HacTpolikn OC Linux KacatoTcs cneayowero:
e OrpaHW4yeHue A0CTyna Nosb30BaTesNel U HAaCTPOMKN NOb30BATE/IbCKOINO OKPYXEHUS;
e OrpaHU4YeHME CETEBbIX COEAUHEHUN;
e  OrpaHUYEHMS NP MOHTUPOBAHUKN (hansIoBbIX CUCTEM;
e OrpaHW4eHMs Ha 3arnycK NpoLeccos;

e KOHTposib 3arpy3km OC w© KOHTPOSb LENOCTHOCTU CUCTEMHOrO W MPUKIAAHOIo
nporpamMMHoro obecneyeHnss poskeH obecneymBaTbCsi MpW MOMOLWM MNPOrpaMMHO-
annapaTHoro komnnaekca 3awmtbl oT HC] (CM. COOTBETCTBYOWWA pa3aen B AOKYMeEHTe
"XTAKN.00083-01 90 02. Kpuntollpo CSP. PykoBoaACTBO aAMMHMUCTpaTopa
6e3onacHocTn. O6was 4YacTb."), YTO O3HAYaET:

1. obecnevyeHne KOHTPOMS JOCTyna NMpu NOMOLWM MAeHTUdUKaLMN Nonb3oBaTens C
NCNosib30BaHMeM cuctembl Touch Memory;

2. BbINOJIHEHWNE 3arpy3kn C GUKCUPOBAHHOIO HOCUTENS NOC/IE €ro KOHTPONS;

3. obecneyeHne koHTponsa uenoctHocty OC M NpUKIAQHOrO MNPOrpaMMHOro
obecneyeHns Ao 3arpysku Ha 3arpy3o4YyHOM AWCKE U APYrMX MOAKIHOYEHHbIX
ANCKax.

e AonosiHUTesNbHbIe HacTporikm sapa OC;
e HaACTpoWKa CEeTeBbIX CEPBUCOB;
e OrpaHuM4yeHne KoNM4ecTBa "BMANMON n3BHEe" MHdOpMaumn o CUCTEME;
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. HacTpoWKa NoACUCTEMbl NPOTOKONPOBaHUSA 1 ayauTa.

8.1.1. OpraHum3aunoHHO-TEXHNYECKMNE MEpbI

1. C uenblo UCKIOYEHUS BO3MOXHOCTM 3arpy3sku OC, OT/IMYHOM OT YCTAHOBJIEHHOW Ha
HDD M3BM, M3BM u ycTpoucTBa 3arpy3kum [OMXKHbl ObiTb onevataHbl. [JoskeH 6biTb
obecneyeH He06X0aMMbIA KOHTPOJb LIENTOCTHOCTM NeyaTen.

2. ObecneueHue pusnyeckorn b6esonacHoCcTn cepeepa

CneayeT WCKIOUUTL BO3MOXHOCTb [OCTyMa HEaBTOPM30BAHHOMO MepcoHana K
KOHCOMM, CUCTEME MUTAHUA WU AOMONHUTENbHbIM YCTPOWCTBAM, MNOAK/OUYEHHbIM K
3alMLL@eMOMyY  cepBepy MyTeM YCTaHOBKM 060pyAoOBaHuMa B CeuuanbHo
BblAE/IEHHOE U 3anMpaeMoe rnoMelleHne (annapaTHy AN CEpBEPHYIO KOMHATY).

Ons ucknovyeHns c60eB KOMMbIOTEPA, BbI3BaHHbIX OTK/HOUYEHWEM 3/1EKTPONUTAHUS,
HeobxoauMo obecneynTb 3/1eKTpPonNUTaHMe cepBepa OT UCToYHMKa BecnepeboliHoro
NMUTaHUS 4OCTAaTOYHOM MOLWHOCTU. Kak MUHMMYM, MOLLHOCTM 6aTapeit UCTOYHMKaA
6ecnepeboliHOro NUTaHMS AOMXKHO XBaTaTb Ha BPeMS AOCTATOYHOE A1 KOPPEKTHOro
aBTOMaTMYECKOro 3aBeplieHns paboTbl cepBepa.

3. OpraHusaums npoueaypbl pe3epBHOro KONMPOBAHUSA U XPaHEHUSI pe3epBHbIX KOMUN.

Mpun onpegeneHnn pernamMeHTa pe3epBHOro KOMUMPOBAHUA U XPaHEHUS pe3epBHbIX
Konuin cnegyer obecneunTb OTBETCTBEHHOE XPaHEHWe pe3epBHbIX KOMUiA B
3anupaemblx cerndax (wkadax) u onpegenuTb nNpoueaypy BblAaunM pe3epBHbIX
KOMWI OTBETCTBEHHOMY MEPCOHany M YHWYTOXEHUS BblleAwmnX K3 ynotpebneHus
HocuTenen (NeHT, OAHOKPAaTHO 3anncbiBaeMblX AUCKOB U Np.).

CrtaHgapTHbIMM MepaMn NO OpraHuM3aumm OTBETCTBEHHOIO XpaHEeHUs HocuTenemn
ABNAKOTCA:

e MapKMpOBKa HOCUTEnNewn;

e COCTaB/iIeHME OMNUCU  XPaHUMbIX HOCUTENEA C YKa3aHUEM  CEepUMHbIX
(MHBEeHTapHbIX) HOMepOB, AaT 3anucu HocuTenen, damMunnen CoTpyaHMKKa,
co34aBLlIero Konuw ans kaxaoro wkada(cenda);

e repuoamyeckas cBepka OnucCKU N COAEPXKMMOro cemdos (wKados);

e OpraHuMsauusa OTBETCTBEHHOrO0 XpaHEeHWs W BblAAYN KAOYen OT  ceilndos
(wkados);

e BO3MOXHOe onevaTtbiBaHue (onsombuposaHume) ceridos(wKkados).

YHUUTOXEHUE Bblleawnx u3 yr|0Tpe6neva HOCcUTenen [AOJSHKHO npon3soanTcsa
KOMWUCCHEN C coCTaBneHneM akta 06 YHUYTOXEHUMN.

4. B cucrteme  peructpupyetcs  oAuH  nofnb3oBaTenb, obnapatowmii  npaBamu
aAMMHUCTpaTopa, HoCAWwWMn wuMa  root, Ha KOTOpOro BoO3naraeTcsd 0683aHHOCTb
KoHpurypuposate OC Linux, HactpamBatb 6e3onacHoctb OC Linux, a Takxe
KoHduUrypuposatb [M2BM, Ha koTopyto yctaHoBneHa OC Linux.

5. Ons nonb3oBaTtens root BblbMpaeTca HaAeXHblW Naposib Bxo4a B CUCTEMY,
yAOBIETBOPSAOWMA cregylowmm TpeboBaHMAM: ANVHA Naponss He MeHee 6 CUMMBOJIOB,
cpeayu CMMBOJIOB NAaposs AO/KHbI BCTPEYaTbCs 3arfaBHble CMMBOJIbI, MPOMUCHbIE CUMBOJIbI,
umMdpbl U cneunanbHble CUMMBOJIbI, CPOK CMEHbl Maposs HE peXxe OAHOro pasa B Mecsu,
AOCTYN K Naposito AosmkeH 6biTb ob6ecneyeH ToNbKO agMUHNCTPATOPY.

6. lMonb3oBaTento root A4OCTYMNHbI HACTPOMKK BCex nonb3osaTtenen OC Linux, KoTopble OH
MOXEeT npocMaTpuBaTb, pefakTupoBaTb, YyAandaTb, co3gaBaTb. Bcem nonb3oBaTensm,
3aperncrtpupoBaHHbiM B OC Linux, nonb3oBaTtenb root B COOTBETCTBMM C MOJSINTUKOWN
6e30MacHOCTM, MPUHATON B OpraHu3aumn, AaeT MUMHUMANbHO BO3MOXHbIE AJ11 HOPMasibHOM
paboTbl npaBa. Kaxapbii nonb3osatenbs OC Linux, He ABASOWMIACSA MNosib30oBaTenieM root,
MO>XET NpocMaTpuBaTb U pefaKTUpoBaTb TO/IbKO CBOM YCTAaHOBKW B paMKax rnpas AoCcTyna,
Ha3Ha4eHHbIX eMy Nosib30BaTenem root.

7. Bcex nonb3oBaTtenei [3BM, KOTOpble He MOMAb3YKTCA AaHHON CUCTEMOM, U BCEX
CTaHAapTHbIX MNonb30oBaTenen, Kotopble co3gatotcd B OC Linux BO BpeMs YCTaHOBKM
(Takmx, kak "sys", "uucp", "nuucp", u "listen"), kpome nonb3oBaTens root, cneayet
yAanuTb.

8. B OC Linux cywecTBYlOT WCMNoONHSAeMble ¢annbl, KOTOpble 3anycKakTCs C npaBaMmu
nonb3oBartens root. 3Tu davnnbl MMelT ycTaHoBneHHbi dnar SUID. Monb3oBaTenb root
[OJDKEH onpefennTb, KakuMM u3 3TuX (panfioB B paMKax OMNpeaesieHHOW B OopraHusaumn
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nonutukn 6e3onacHocTn He TpebyeTcsa 3anycK C aAMUHUCTPATUBHbLIMWU MOJTHOMOYUSMU, U C
nomowblo cbpoca ¢nara SUID gonxeH CBECTUM KOMMYECTBO Takux amnoB K MUHUMYMY.
3anyck ocTaBLMXcsa annoB C yCTaHoBJIeHHbIM dnarom SUID gonkeH KOHTpOMpoBaTbCS
nosnb3oBaTenem root.

9. Mpu wucnonb3oBaHum CK3N «Kpuntollpo CSP» Ha [3BM, nOAKMIOYEHHbLIX K
06Wea0CTYNHbIM CETAM CBA3M, AO0/KHbl OblTb NpeanpuHATbl  AOMNOMHUTENbHbIE Mepbl,
NCKoYaowme BO3MOXHOCTb HECAaHKLMOHMPOBAHHOIMO AOCTynMa K CUCTEMHbIM pecypcam
MCMNOSb3yEMbIX OMEepPauUMOHHbIX CUCTEM, K MNpPOrpaMMHOMYy obecrneyvyeHuio, B OKpYXeHuu
KoToporo dyHKkumoHnpytT CK3U, n kK komnoHeHTaM CK3W co CTOpOHbI YKa3aHHbIX CETEN.

10. MpaBo pocTtyna Kk paboymm MecTtaMm C ycTtaHoBneHHbiM MO CK3U «Kpuntollpo CSP»
npenocTaBnseTcs TOJMIbKO NMuaM, O3HaKOMAEHHbIM C MNpaBuaaMuM MNOJSb30BaHUSA U
N3YyUMBLUMM DKCNSyaTauMOHHYIO AOKYMEHTaUMIO Ha nporpamMMHoe obecneyeHune, nmerowee
B cBoeM cocTtaBe CK3N «KpunTtollpo CSP».

11. Ha TexHu4yeckux cpeacrtsBax, ocCHaweHHbix CK3W, AO0MKHO MCnonb30BaTbCS TOSIbKO
JNIMLLEH3MOHHOE NporpamMMHoe obecrneveHne hGUpM-Nponus3BoOAUTENEN.

12. B BIOS onpepensatoTCca YCTAaHOBKM, MUCK/OYalLWMe BO3MOXHOCTb  3arpysKku
OMnepaumoHHON CUCTEMbI, OT/IMYHOMW OT YycCTaHoBleHHon Ha HDD: oTkao4vaeTcs
BO3MOXHOCTb 3arpy3km c rmbkoro amcka, npusoga CD-ROM u npoume HecTaHAapTHble
Buabl 3arpy3km OC, Bkaw4vas ceTeByl 3arpysky. He npumensioTca M3BM c¢ BIOS,
WCK/I0YaoLWMM BO3MOXXHOCTb OTK/IIOUEeHMs ceTeBon 3arpy3km OC.

13. Cpeacteamu BIOS poskHa 6bITb NCKJ/It0YEHA BO3MOXHOCTb  OTKJ/IHOUEHUSA
nonb3osatensamMmn ISA-yctponcte u PCI-ycTpoWCTB. [N UCKAIOYEHUS 3TOW BO3MOXHOCTU
Bxoa B BIOS 3BM pomkeH 6biTb 3alUMLLEH MAposIeEM, K KOTOPOMY MpPeabsBASIOTCA Te Xe
TpeboBaHusa, 4YTO U K maposio nonb3osatensa root. Maponb ans Bxoma B BIOS ponxeH
ObITb M3BECTEH TOJIbKO MONb30BaTeNt0 root M 6biTb OT/IMYHBLIM OT Mapons MNosib30BaTens
root ansa sxoaa B OC Linux.

14. o 3arpy3ku OC ponxeH 6biTb peann3oBaH KOHTPONAb LEMOCTHOCTM  (halinos,
KPUTUYHbIX Ans 3arpy3kn OC u nporpammbl CPVERIFY.

15. MNpwu 3arpyske OC pomkeH 6biTb peannsoBaH KOHTPOJb LENOCTHOCTM MPOrpaMMHOro
obecneueHuns, Bxoasiwero B coctaB CK3UM «Kpuntollpo CSP», camo OC un Bcex
ncnonHsaembix @annos, QYHKUMOHMPYHOWNX coBMecTHO ¢ CK3WM ¢ wucnonb3oBaHuem
nporpamMmmbl CPVERIFY.

16. CpeactBamm BIOS pgosmkHa 6bITb MCKIOYEHA BO3MOXHOCTb paboTbl Ha DBM, ecnn BO
BpPEMS ero HadasibHOW 3arpy3Kku He NpoxXoAsT BCTPOEHHble TecTbl DBM (POST).

17. Ha N32BM yctaHaBnuBaeTcs Tonbko ogHa OC. Ha M3BM He ycTaHaBnuBaloTCa CpeacTs
paspabotkm wu otnagkm [MO. Ecnm cpeacrtBa oOT/agKu  MPUAOXKEHUA  HYXHbl  Ans
TexHonormyecknx notpebHocTel opraHusaumm, TO WX WCMOJb30BaHME [AO/MKHO 6biTb
CaHKUMOHMPOBAHO aAMUHUCTpaTopoM 6e3omacHoctn. B nwbom cnydae 3anpewaercs
MCronb3oBaTb 3TWU CpeacTBa ANA MNPOCMOTPA W pedakTUpOBaHUSA Koda M MNaMATm
npunoxeHunin, ncnonb3yrwwmnx CK3U «Kpuntollpo CSP». Cneayet nsberaTb nonagaHus B
CUCTEMY NMporpamMmm, NO3BOMAOLWMX, NONb3ysach owmnbkamn OC, nony4aTb NnpmBUAernm root.

18.4omkHO 6bITb oOrpaHumyeHo (C y4yeToM BbibpaHHOM B OpraHuMsauMm MNOJUTUKHK
6e30nacHOCTN) MCNOMb30BaHWE MOMb30BaTeNs MM KOMaHA cron M at - 3anycka KoMaHj B
yKa3aHHoe BpeMs.

19.Jo1KHO 6bITb peann3oBaHO (pM3nYecKoe 3aTupaHme COAEPXKUMOro ygansembix dannos
¢ ncnosnb3oBaHuem nporpammbl Wipefile ns cocrasa CK3U.

20.JonxHbl 6bITb OTKNOYEHBI BCE HENCMOJIb3YEMble CETEBbIE NMPOTOKO/IbI.

21.B cnyyae nogknouyeHuss MIBM ¢ yctaHoBneHHbIM CK3UM Kk 06WwenoCTynHbIM CeTaMm
nepeaaydn gaHHbIX AO/HKHO 6bITb OTK/OYEHO Mcnonb3oBaHue JavaScript, VBScript, ActiveX
M APYrMX NporpaMMHbIX 06BHEKTOB, 3arpy>KaeMblX U3 CeTu, B NPUKIAAHbIX MporpaMMax.

22.[0mKHbl 6bITb MPUHSATbI MEpbl MO  MCK/IKOYEHUIO HECAHKUMOHUPOBAHHOIO AOCTyna
MOCTOPOHHUX UL B MOMELLEHUSA, B KOTOPbIX YCTaHOBMEHbl TexHu4yeckue cpeacrea CK3U
«Kpuntolpo CSP», no poay cBoel [AeATebHOCTU He SBASWUXCS MNepcoHasoM,
AONYLWEHHbIM K paboTe B yKa3aHHbIX NOMELLEHMNSX.

23.JonkHO 6bITb 3anpeleHo ocTaBnAaTb 6e3 KOHTPONAsS BblYMCAUTENbHbIE CPeACTBa, Ha
KoTopbix akcnayaTupyetca CK3UN «Kpuntollpo CSP» nocne BBoAa KA4YeBON MHMOpMaLMK.
Mpu yxoae nonb3oBaTens ¢ paboyero Mecta AO/HKHO WMCMOMb30BaTbCs aBTOMaTU4yeckoe
BKJIIOYEHWE NaposibHOM 3acTaBKMu.
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24.113 coctaBa CUCTEMbl AO/KHO ObiTb MWCKIOYEHO o6opyaoBaHMe, KOTOPOE MOXET
co3pgaBaTb yrpo3y 6esonacHoctn OC Linux. Takxe HeobxoauMo msberaTb UCNONb30BaHUS
HecTaHAapTHbIX  anmnapaTHbIX  CPeAcTs, UMEKLWNX  BO3MOXHOCTb  BAIUATb  Ha
dyHKuMoHuposaHue MNM3BM nnu OC Linux.

25.TMocne wuHctannaumm OC  Linux cnefyetr YyCTaHOBUTb BCE PEKOMEHAOBAHHbIE
nporpamMMHbie O6HOBNEHMS M MporpaMMHble 0BHOBNEHWS, CBsA3aHHble C 6e30MacHOCTLIO,
CyLLecTBYIOLWME HA MOMEHT MHCTaNNALMN,

26. Ha Bce ampekTopuu, cogepxawimne cucrtemubole darnnbl OC Linux wun katanorm CK3MHU,
HeobxoAMMO YCTaHOBUTbL MpaBa AO0CTyMa, 3anpeljarlmne BCEM MOMb30BaTesNsIM, KpoMe
Bnagensua (Owner), 3anucsb.

27.B cBA3M C TeM, 4YTO aBapuviHbIN AaMn OMepaTMBHOM MNaMATU MOXeT coaepXaTb
KpunTorpaguyeckn onacHyr WHdopMauuio, B NpUKIaAHbIX NporpaMmax, MCronb3yoLwmx
CK3W, cneayeT OTKAKOUUTb BO3MOXHOCTb €r0 CO34aHUs C NOMOLWbI dyHKUMK setrlimit ¢
napametpoM RLIMIT_CORE=0.

28.B OC Linux ncnonb3yeTtcs BupTyasbHasa namMatb. Obnacte BUpPTyasbHOM NaMsaTy AOJIXKHA
6bITb OpraHmMsoBaHa Ha oTaenbHoM HDD. Mo okoHyaHuu paboTbl CK3U coaepxumoe
BUPTyasibHOM NaMsATU AOJ/KHO 3aTuMpaTbCsa C ucnosb3oBaHuem cpeacts OC. B cnyuae
aBapuiiHoro octaHosa [13BM, npu cneayrouwen 3arpyske Heobxoammo B pexume “single
user” ouncTuTb obnacTtb BUpTyanbHOW namsATM nporpamMmol wipefile, Bxoaswen B cocTtaB
CK3WM Kpuntolpo CSP. B cnyyae Bbixoga us ctpos HDD, Ha KoTopoM HaxoauTtcss obnactb
BUPTYyasibHON NaMaTu, KpunTorpaduyeckme K4dun nognexart BoiBoay u3 aenctesusa, a HDD
cuvMTaeTcs He noanexawmm pemMoHTy. 2IT1oT HDD yHuuTOXaeTca no npasuiam
YHUUTOXEHUS KITOYEBbLIX HOCUTENEN.

8.1.2. [JdononHuTtesnbHble HacTponkn OC Linux

Hactporikn OC Linux BbIMNOSIHAIOTCA MyTeM peaakTupoBaHusa (yaaneHus, pobasneHus)
pa3NnyHbIX KOHMUIYpPaLUMOHHBLIX U KOMaHAHbIX (ainnos.

Ona coxpaHeHMs BO3MOXHOCTM "OTKaTUTb" BHECEHHble W3MEHEeHUs CcneayeT COXpaHsAaTb
mMoauduunpyemble dannbl B "6e3onacHoM" MecTte (Ha BHELWHEM HOCUTESle WM Ha He MOHTUPYeMOW
aBToMaTM4eckn annoBol CUCTEME).

8.1.2.1.0rpaHnyeHne pgoctyna nonb3oBaTesiel W  HaCTPOMKM MOMb30BaTENbCKOIo
OKPY>XeHUS

HacTpolika nosib30BaTeNbCKOr0 OKPYXEHUS 3aK/ItoUaeTcs B ceayrwmx AeNCTBUAX:
1. B danne /etc/login.defs cnegyeT ycTaHOBUTb cneaytowme ANPEKTUBbI:

PASS_MAX_DAYS=30 (napaMeTp 3a4aéT MakCMManbHOe BPeEMS WCMNO/Ib30BaHUS
napons)

PASS_MIN_DAYS=30 (napameTp 3a4aéT MMHUMA/IbHOE KOJZIMYECTBO AHEN MexXay
CMeHaMun Napoons)

PASS_MIN_LEN=6 (ycTtaHaBnmMBaeT MUHUMANbHYIO AJIMHY NapOSs)

2. B danne /etc/profile yctraHoBuTb 3HauyeHnsa umask=022 (napameTp 3apaet
MacKy co3aaHus danna no-yMonyaHuio)

3. [ns nonb3oBaTtens root yCTaHOBUTb MacKy pexuMa co3gaHus dainos 077 wnm
027:

umask 077 (umask 027);

4. OtpepakTtupoBaTb dann /etc/shells n noMecTUTb B HEFO MMEHA TONIbKO AN TeX
nucronHsaembix dannoB o6onovek, KOTOpble YCTaHOB/AEHbl B cucteme. [lo
yMonuyaHuio, cogepxunmoe danna /etc/shells moxeTt 6bITb TakuM:

/bin/csh

/bin/tcsh

/bin/sh

/bin/bash
5. Ypanute daiin (ecnm oH cywectsyeT) /.rhosts.
6. Ypanutb cogepxumoe danna /etc/host.equiv.

7. OtpepaktnpoBaTtb dawnn /etc/pam.conf ¢ uenbto 3anpeta rhosts-
ayTeHTMdMKaunm. BbiNnosnHAETCa KOMMEHTMPOBaHMEM BCEX CTPOK, COAEpIKalumX
noacTtpoky "pam_rhosts_auth.so".
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10.

MpoBepuTb  unAeHTUGUKATOPbLI  MOAb30OBaTens W rpynnbl  ANs  BCex
nonb3oBaTesien, nNepeymcneHHbix B ¢anne /etc/passwd. Cnepyetr ybeauTtbcs,
YTO He CyLWeCTBYEeT Nosib30BaTesien, MMeLWnx naeHtndukartop nons3osatens 0
n unaeHtTudukaTop rpynnel 0 KpoMe, BO3MOXHO, Nnosib3oBaTtens root.

Co3gatb nepedyeHb NporpamMm, KOTOpble  3anyckakTcs C  npaBaMu
aAMWHUCTpaTOpa, N KOHTPOIMPOBaTb €ro HEM3MEHHOCTb;

3anpeTuTb perncTtpauuilo B CUCTEME NOJb30BaTesNen, MMEKLWnNX cneayouwme
"cnyxebHble nmeHa":

daemon uucp

bin nuucp
sys listen
adm nobody
Ip noaccess
smtp

JenctBne BbINONHAETCA MyTEM yKasaHua B danne /etc/passwd CTpoku
'/bin/false' B none shell-nporpammbl 1 ykasaHus cuMBosia 'x' B rnone naposns.

8.1.2.2.0rpaHnyeHns npm MOHTUPOBaHNKN (PaNI0BbIX CUCTEM
OrpaHun4yeHns Npu MOHTMpPOBaHUM (aNNOBbIX CUCTEM peanusyloTcs pedakTuposaHuem danna

/etc/fstab:
1.

YcTaHoBUTb ONuKMo hosuid Npn MOHTUPOBaHMU alIoBOM CUCTEMBI /var.

Mpn WHCTanNIaUMM CUCTEMblI cneayeT BblAeENUTb Ans dannoBbiX cuctem /, /usr,
/usr/local, /var pa3sHble pasgenbl guMcKa ANna npefoTBpalleHuMs nepenoHEHUs
KPUTUYHbIX annosbix cuctem (/, /var) 3a cuyeT, HanpuMmep, MOSb30BaATEbCKUX
OaHHbIX M obecneyeHnss BO3MOXHOCTM MOHTMPOBaHUSA alilIoBON CUCTEMbI /usr B
pexume "Tonbko Ans yteHusa".

8.1.2.3.0rpaHnyeHns Ha 3anyck npoueccos

1. CnepyeTr OrpaHuunTb WCMONb30BaHWE B CUCTEME MAAaHUPOBLUMKA 3afay cron u
CpeacTB nakeTHol 06paboTku 3agaHuin. Ons HopMasbHOro (YHKLUWOHMPOBAHUS
CUCTEMbI MWHMMaNbHO Heob6XoAMMbIM SIBASETCS pa3pelleHne MUCnoab30BaHus
NJaHWpoOBLUMKA 3a4ay Cron W CpeacTB nakeTHon o6paboTku 3adaHuMini TONbKO
nonb3osartento root. [lns 3TOro cnepyet BbINONHWUTL cnegytowme KomaHabl (OT
UMEHU Ccynepnonb3oBaTens):

echo root > /etc/cron.allow
echo root > /etc/at.allow

8.1.2.4.HacTtpoiika ceTeBbIX CEPBMCOB
HacTpolika ceTeBbIX CEPBUCOB 3aK/lO4aeTCsl B ClieAyolWeM:

1.

2.

Cnepnyet orpaHuMuntb (QYHKUMOHANbHOCTbL [EMOHA YMpaBJ/IEHUS CETEBbLIMU
coeguHeHusamn Xxinetd. [encteue 3akfoyvaeTcs B pedakTuposaHuu  danna
/etc/xinetd.conf n ¢daninos B kaTtanore /etc/xinetd.d. Kak MuWHMMYM, cnepyet
3anpeTuTb CrieaytolWmne CepBUCHI:

echo nfsd
discard systat
daytime netstat
chargen tftp
finger telnet

Ecnu He nnaHupyeTcsa MCNofnb30BaTb HACTpauBaeMblli KOMMbIOTEP B KayecTBe
MapwpyTusatopa, HeobxoaAMMo B CTapToBble annbl MNOMECTUTTb KOMaHay
/sbin/sysctl -w net.ipv4.ip_forward = 0
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CnepyeT 3anpeTuTb NpMeEM U3 BHeWHel ceTu "wupokoBewartenbHbix" (broadcast)
NnakeToB, a TaKxe repegadyy OTBETOB Ha MpuHATble "LWKMpokoBewaTesbHble"
nakeTbl.

3. 3anpeTtuTb cynepnosib3oBaTento Aoctyn no ftp, ana storo pobasutb "root" B
darin /etc/ftpusers

4. 3anyctuTb npoueaypy peructpaumm 3anycka npoueccoB  (accounting)
BbIMOJIHEHMEM KOMaHAbl /sbin/accton

5. Ecnu nnaHuvpyeTcsa UCrosib30BaTb Ha HacTpavMBaeMoM cepBepe cepsuc FTP, TO
cneayer cosgatb (oTpemaktupoBaTb) dawnn  /etc/ftpusers co cnmnckom
nonb3oBaTenen, Ans KOTOpbIX 3anpelleH AOCTyn K cepBepy no npotokony FTP.
dann wuMmeeT TeKCTOBbIM dopMaT M [AOJIKEH coaepXxaTb MO OAHOMY WMEHU
nonb3oBaTtens B CTpoke. B cnucke "3anpeweHHbIX" nonb3oBaTenen, Kak
MWHUMYM, AOJIXKHbI 6bITb NEpeYncneHbl cneaylolme MeHa nosb3oBaTenen:

adm nobody4
bin nuucp
daemon root
listen smtp

Ip sys
nobody uucp
noaccess

6. [Anga orpaHuyeHuUs [OCTyna K CUCTEMHbLIM d)aVIJ'IaM Ana HenpuBunermMpoBaHHbIX
nonb3oBaTenemn, U3 KOMaHAHOMN CTPOKM CneaAyeT BbIMNOJIHUTb cneayruwme KoMaHAabl:

chown root /etc/mail/aliases
chmod 644 /etc/mail/aliases
chmod 444 /etc/default/login
chmod 750 /etc/security
chmod 000 /usr/bin/at
chmod 500 /usr/bin/rdist
chmod 400 /usr/sbin/snoop
chmod 400 /usr/sbin/sync
chmod 400 /usr/bin/uudecode
7. Takxe cnepyet 06HynuTb dpnar SGID Ana HEKOTOPbIX MCNONHSAEMbIX (DaliioB:
chmod g-s /bin/mail
chmod g-s /usr/bin/write
chmod g-s /bin/netstat
chmod g-s /usr/sbin/nfsstat
chmod g-s /usr/bin/ipcs
chmod g-s /sbin/arp
chmod g-s /bin/dmesg
chmod g-s /sbin/swapon
chmod g-s /usr/bin/wall

8.1.2.5.0rpaHunyeHune KonnyecTtsa "BMANMON U3BHe" MHdOPMaLMM 0 cucteme
O6bI4HO,

Ha4da/lbHYO VIHCbOpMaLI,VIPO 0 cucTeMe MnoTeHUManbHbIn HapywuTenb nony4yaet wu3

CMCTEMHbIX NpUrnaleHnin, BblaaBaeMblx ceTeBbiMU cnyxbamu cepsepa (telnet-cepsep, ftp-cepsep u np.).
MosToMy, K MepaM MO OrpaHW4eHuto KonudecTsa "BMAMMOM K3BHE" WHPOpMaUMM O cCUCTeMe

OTHOCATCA:

OTtkas oT craHgapTtHoro '"3aronoeka", BbiBOAMMOro cepsepoMm ftp npu oTBeTe

nonb3oBartento. [locturaetca ykasaHueM B danne /etc/default/ftpd cneayowmx AMpekTuB:
BANNER=""

PepnaktnpoBaHue dainnos /etc/issue, /etc/ftp-banner n /etc/motd c uenbto pasbsicHeHUN
nonb3oBaTensM npasua U NONTUKK AOCTYyNa K cepsepy ftp.
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8.2.

8.1.2.6.HacTpoiika noacmcTteMbl NPOTOKO/IMPOBAHMSA 1 ayauTa

1. CnegyeTt yAooCTOBEPUTBLCSH, YTO TOJNILKO MOJib30BaTeNb root MMeeT AOCTyn Ha 3anucb
onsa cnegyowmx dannos:

/var/log/authlog
/var/log/syslog
/var/log/messages
/var/log/sulog
/var/log/utmp
/var/log/utmpx

2. Ecnn  Ha HacTpavBaeMoM cepBepe ucnonb3lyetcs web-cepsep, TO cneayet
ybeanTbcs, yto TOoNbKO "Bnageney" npouecca httpd mmeer goctyn Ha 3anucb K
npotokonam httpd

3. OrpaHuuunTtb (C y4yeToM BbI6paHHOW B oOpraHusauMm nonuTUKM 6Hes3onacHoCTu)
MUcrnosib3oBaHMe Mofb3oBaTeNsMM KOMaHA4 sSu W sudo - npeaocTaBfieHUs
nonb30BaTeNto aAMUHUCTPATUBHBIX NMOJTHOMOYUNA.

4. CnepyeT NpOTOKONMPOBATb MOMbITKM WCMOSb30BaHUA MnporpaMMm su wu sudo. [Ons
3Toro, B pann /etc/syslog.conf cnegyet no6aBuTb 3anunch:

auth.notice /var/log/authlog
nnm
auth.notice /var/log/authlog, @loghost

BTopas cTpoka aHanormyHa nepBoi, HO yKasblBaeT, YTO MPOTOKOJ AOMOMHUTENbHO
nepenaeTcs Ha cepBep c6opa NpOTOKOJIOB.

Cnepyet obecneunTb NPpOTOKOJZIMPpOBaAHME HEyCNeLWHbIX MOMNbITOK perncrpauuMn B
cucTeMe B NIOKasbHOM NpoToKosie. [nd 3Toro, creayeT BbINOAHUTL creaylolue
KOMaHAbl:

touch /var/adm/loginlog

chown root /var/adm/loginlog
chgrp root /var/adm/loginlog
chmod 644 /var/adm/loginlog

5. 0N NpOTOKONMPOBaHWUSI CETEBbLIX COEAMHEHWUN, KOHTPOJNPYEMbIX OEMOHOM
xinetd (Bkntoyas paTy/BpemMsi coeamHeHus, IP-agpec knveHTa, YCTaHOBMBLUErO
coegnHeHMe W UM cepBuca, obcnyxuBawlero coeguMHeHue), B dann
/etc/syslog.conf cneayet no6aBuTb 3annchb:

daemon.notice /var/log/syslog

TpeboBaHUs MO pa3MeLLLEHNID TEXHUUYECKUX CPEACTB C

ycTaHoB/NeHHbIM CK3U

Mpu pasmeLlleHnn TeEXHNYECKMX CPeACTB C yCTaHoBNeHHbIM CK3U:

JonkHbl 6bITb NPUHATBI MEpPbI MO 3aWMTEe HECAHKLUMOHUPOBAHHOIO AOCTYyMNa B MOMELLeHus,
B KOTOpbIX pa3MelleHbl TexXHW4Yyeckne cpeactBa C ycTtaHoBneHHbIM CK3WM, nMOCTOPOHHMX
vy, No poay CBOEN AeATESIbHOCTU He ABASIOWMXCA NepcoHasoM, AONYyLWEHHbIM K paboTte B
3TUX NoMelweHusx. B cnyyae He06XoANMMOCTU MPUCYTCTBUSI MOCTOPOHHUX UL, B YKa@3aHHbIX
noMeleHnsax p[o/keH O6biTb obecrnevyeH KOHTPOSb 3a WX AenctBusMm m obecneveHa
HEBO3MOXHOCTb HEraTUBHbIX AENCTBUIN C UX CTOPOHbI Ha CK3W, TexHM4yeckme cpencrsa, Ha
KoTopbix akcnnyatupyetcsa CK3U n 3awmwaemyro nHbopmauuto.

BHYTpeHHAS nMNaHWPOBKA, pPacrosioXXeHne W YKOMMJIEKTOBAHHOCTb pa60w|x MEeCT B
noMeLleHnsaxX AOKHbI obecneymBaTb UCMOJHUTENSAM pa60T, COXPaHHOCTb AOBEPEHHbLIX UM
KOHq)VIﬂ,eHLI,VIaJ'IbeIX AOKYMEHTOB U CBe,D,eHVIVI, BKJ1l0O4HaA KJTIOYEBYHO VIHd)OpMaLI,M}O.

B cnyyae nnaHupoBaHua pasmeweHus CK3WM B nomelweHnsx, rae npucyTCTBYeT pedesas,
aKycTuyeckass M Bu3yanbHas uHdbOpMauusa, coaepxallas CBeAeHMusi, CocTaBsowme
rocyfapCTBEHHYI TalHy, W (MNM) YCTaHOBJIEHbl TEXHUYECKMe CpeacTBa W CUCTEMBbI
npvema, nepepaudun, ob6paboTkm, XpaHeHus n oTobpaxeHus uHdboOpMauuun, coaepxallewn
CBeAEHUs, COCTaBNsOWNE FOCYAAPCTBEHHYO TalHY, TEXHMYECKME CPeaCTBa MHOCTPAHHOMO
NpOM3BOACTBA, Ha KOTOPbIX (PYHKUMOHWUPYIOT NporpamMmHblie moaynu CK3W, ponxHbl 6biTb
NoABEPrHYTbl CMeunanbHON NpoBepKe MO BbISBJIEHUIO YCTPOWCTB, NpeAHa3HayYeHHbIX Ans
HErnacHoro Nony4yeHus nHdopmaumm».
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9. TpeboBaHuda No KpunTorpaduyeckomn sawmnTe

[ onmkHbl BbINONHATLCA TpeboBaHus:
1. Wcnonb3oBaHMeE TONbLKO NIMLEH3MOHHOIO CUCTEMHOIO NMPOrpaMMHOro obecrneyeHms.
2. Paspen 17 pokyMmeHTa XTAWN.00083-01 90 02.

3. TMepea HavanoMm paboTbl A0MXKEH 6bITb MpoBeAEeH KOHTPOsb LEeNOCTHOCTU. KOHTposieM LenoCTHOCTU
OOJIXKHbI 6bITb OXBayeHbl dansbl, yKkasaHHble B n. 16.

4. HacTpolika onepaumMoHHON cucTeMbl ans pabotel ¢ CK3UW no n. 8.1.2.

5. MNpun uHctannaumn CK3UW pomxHbl 6biITb obecneyeHbl OpraHM3auMOHHO-TEXHUYECKME MEepbl MO
WCKJTIIOYEHUIO NOAMEHbI ANCTpMBYTUBa N BHeceHUst nameHeHuii B CK3W nocne yctaHOBKMW.

6. WcknioueHune ns nporpammHoro obecrneyeHus MN3BM ¢ yctaHoBneHHbIM CK3W cpeacTts oTnagku.

7. Tlaponb, ucnonb3yembli Ana ayTeHTUdUKaumM nonb3oBaTenen, AO/HKEH codepxaTb He MeHee 6
CMMBOMOB andasnTa MOLWHOCTU He MeHee 10. NepuMOAMYHOCTL CMEHbl Napofid — He pexe OAHOro
pasa B 3 mecsua.

8. [epnoanYHOCTb TECTOBOIO KOHTPONSA KpunTorpadpuyeckmx dyHKUni - 10 MUHYT.

9. BExecyTouHas nepesarpyska [12BM.

10. MNMepuoanuHocTb octaHoBa [MOBM c 0653aTeNlbHON NMPOBEPKON CUCTEMbI OXJ1aXXAEHMS NPOLECCOPHOro
6noka MNMN2BM - 1 mecsu.

11. 3anpewaeTcs WCNONb30BaTb pexuMm npocTor 3ameHbl (ECB) MTOCT 28147-89 ana wudposaHus
MHOpMaUMn, KpoMe KIIOYEBOWN.

12. lonkHO p[aBaTbCA NpeaynpexaeHve O TOM, 4YTO NpW WCNOAb30BaHMM pexmma WndpoBaHus
CRYPT_SIMPLEMIX_MODE wm™aTtepuan, o6pabatbiBaeMbii Ha OAHOM KJ/lo4e, aBTOMATUUYECKMU
orpaHmymBaeTcs BennumnHom 4 MB.

13. MNpn  dyHKUuMoHUpoBaHmm CK3U  AOMKHBbI  BbINOAHATLCA  TpeboBaHus 3KCnyaTaunoHHOM
OOKyMeHTaumm Ha MAK 3awmntbl ot HC/.

14. JonxHo O6bITb 3anpeweHo ucnonb3doBaHne CK3W ans 3awmTtbl TenedoHHbIX MneperoBopoB 6e3
MPUHATUS B CUCTEME Mep MO 3awmTe OT MHMDOPMATUBHOCTU NMOBOYHbIX KaHanoB, cneunduruyeckmnx npu
nepegade peuu.

15. JonxHa 6biTe 3anpewieHa pabota CK3W npu BkAtoUeHHbIX B MOBM wTaTHbIX cpeacTBax BbixoAda B
paaviokaHan.

16. KOHTponeM LLeNoCTHOCTU A0KHbI 6bITb OXBadeHbl (aibl:
Linux 32-bit (64-bit)

curl, libcpcurl.s0.4.2.0, libcpcurl.a, libcpcdrv_emul.a, libcspr.so.4.0.3, libcspsrv.so0.4.0.3, kchansrv,
hsm_backup, libcspr.so.4.0.3, libcspsrv.so0.4.0.3, libhsmlcddrv.so.4.0.3, libhsmlcddrvse.s0.4.0.3,
libhsmlcddrvicm.so.4.0.3, libhsmlcddrvicm2x16.s0.4.0.3, libcsp_kb2.50.4.0.3, librsaenh_kb2.50.4.0.3,
dsrfcopy, fenixmsrv, cryptsrv_hsm, srv_wrapper, ecc_check.sh, genfw, read_lcd, read_parm,
Icdfunctions, set_hsm_ulimits.sh, libhsmlogdb.s0.4.0.3, libhsmuserdb.s0.4.0.3, libhsmdate.s0.4.0.3,
libhsmblob.s0.4.0.3, cp-genpsk.sh, genpsk, libike_gost.s0.4.0.3, libesp_gost.s0.4.0.3, libcspr.so0.4.0.3,

libcsp_kb2.5s0.4.0.3, librsaenh_kb2.s0.4.0.3, cryptsrv_kb?2, dsrfcopy, libcppcades.so.1.0.0,
libnpcades.s0.1.0.0, libxmlsecl.s0.1.2.19, libxmlsecl-mscrypto.so.1.2.19, libpamhsmlog.s0.4.0.3,
libpamcpx509.s0.4.0.3, librdrcpet.s0.4.0.3, librdremv.s0.4.0.3, librdresmarttoken.so,

librdrrndmbio_gui.s0.4.0.3, libxcpui.s0.4.0.3, libxcpuifkc.s0.4.0.3, librdrrndmbio_gui_gtk.s0.4.0.3,
libgcpui.so.4.0.3, libgcpuifkc.s0.4.0.3, librdrinpaspot.so0.3.0.2, librdrmskey.s0.3.0.2, list_pcsc,
librdrpcsc.s0.4.0.3, librdrric.s0.4.0.3, librdrrtsupcp.so, librdrrtsupcpfkc.so, librdruec.s0.4.0.3,
libcpcvcert.so.4.0.3, librsaenh.s0.4.0.3, stunnel_thread, stunnel_fork, stunnel_hsm, libcades.s0.1.0.0,
cryptcp, certmgr, inittst, csptestf, der2xer, libcapi20.s0.4.0.3, libcpext.s0.4.0.3, libpkixcmp.s0.4.0.3,

libasnldata.s0.4.0.3, libsspdrv.a, libssp.s0.4.0.3, libpkivalidator.s0.4.0.3, libcplib.so0.4.0.3,
libcpasnl.s0.4.0.3, libocsp.s0.4.0.3, libenroll.s0.4.0.3, libtsp.s0.4.0.3, libtspcli.s0.4.0.3,
liburlretrieve.so0.4.0.3, libcspfkc.s0.4.0.3, libcpuifkc.s0.4.0.3, configure_base_prov.sh, libcsp.so0.4.0.3,
librdrrndmbio_tui.s0.4.0.3, libcsp.s0.4.0.3, librdrrndmbio_tui.s0.4.0.3, libcspr.so.4.0.3,

libcsp_kc2.5s0.4.0.3, cryptsrv, libcspr.so.4.0.3, libcsp_kc2.s0.4.0.3, cryptsrv, ocsputil, libocspcli.s0.4.0.3,
libpkivalidator2.so, libcppkcs11.s0.4.0.3, libauditlog.so.4.0.3, libnameserv.so0.4.0.3, libpkixdvcs.s0.4.0.3,
libpkixocsp.so0.4.0.3, libpkixtsp.s0.4.0.3, sv, libpkixcmp_cc.s0.4.0.3, cpverify, wipefile, csptest,
librdrrdr.so0.4.0.3, librdrrndm.s0.4.0.3, librdrsup.s0.4.0.3, librdrdsrf.s0.4.0.3, librdrfat12.s0.4.0.3,
libcapil0.s0.4.0.3, libcpui.so.4.0.3, libcpalloc.s0.0.0.0, libjemalloc.s0.0.0.0, cpconfig,
set_driver_license.sh, mount_flash.sh, librdrsbl.s0.4.0.3, tsputil.

JononHuTensHo Ang ypoBHSA 3awmTbl KC2
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libcspr.so.4, libcspr.la, libcsp_kc2.la, libcsp_kc2.s0.4, cryptsrv

MpunnoxeHne 1. KOHTPO/b LEeNOCTHOCTU NPOrpaMMHOro
obecneveHuns

B pdononHeHMe K AUCTPUBYTMBY MOCTaBASAOTCA CKPUNTOBblE ainbl integrity.sh, 3anyckom
KOTOPbIX MOXHO Y6eAMTbCS B Le/IOCTHOCTU AUCTPUEYTUBA [0 €ro YCTaHOBKM.

MporpamMmMHoe obecneveHne CK3M umMeeT cpeactBa obecnedeHuss KOHTpons uenoctHoctn MO
CK3W, KoTOopble BbIMOSHAOTCS Nepmoanyecku.

Ecnu B pe3synbTaTe NepuoanyYecKoro KOHTPOSs LEeNOCTHOCTU NOSIBASIETCS COOBLEHMS O HapyLUEHUN
LeNIOCTHOCTM KOHTponMpyemoro daiina, nonb3oBaTenb 06s3aH npekpatutb paboTy M 06paTtuTbCcs K
aaMUHUCTpaTopy 6e3omacHoCTMy.

AaMuHUCTpaTop 6e30macHOCTM, MpoaHanM3MpoBaB MNPUYUHY, NPUMBEAWY K  HapyLEHUIo
LLeSIOCTHOCTU, pomxkeH nepeyctaHoButb MO CK3W Kpuntollpo CSP ¢ anctpmubytumea, nnm cuctemHoe MO.
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[MpnnoxeHne 2. YnpaBseHne NpoTOKOIMPOBaAHUEM

Onsa BKAOYEHUSA/OTKNOUYEHNS 3HaYeHne log ncnonb3lymre:

a) RH7.3, RH9.0
OnAa 3apaHng ypoBHSA NpoTOKoNa
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -mask 0x9
Onsa 3apaHna ¢dopMata npoTokona
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -format 0x19
[Ons npocMoTpa Macku TeKyLero yposHs u doopMaTta NnpoTokosa
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -view

b) ana RH 7.3, RH 9.0 ypoBHsa agpa
insmod drvcsp.o log_level=0x9

3Ha4yeHMeM NapaMeTpa YPOBHb MpOTOKOJa ABNsieTcsa 6MToBas Macka:
N_DB_ERROR = 1 # coobLieHuns o6 owmnbkax
N_DB_LOG = 8 # coobuweHunsa o Bbi3oBax

3HayeHMeM napameTpa opMaTt NpoToKoNa ABnseTcs butosas macka:
DBFMT_MODULE = 1 # BbIBOAUTb UMS MOAY NS

DBFMT_THREAD = 2 # BbIBOANTb HOMEP HUTKMU
DBFMT_FUNC = 8 # BbIBOAUTb UMS (PYHKUNMU
DBFMT_TEXT = 0x10 # BbIBOAUTb caMo cooblieHune
DBFMT_HEX = 0x20 # BbiBOAUTb HEX aamn
DBFMT_ERR = 0x40 # BbiBOAUTb GetLastError



JInct perncrtpaunm MaMeHeHun

JIUCT permcTpaumm n3MeHeHui

Homepa nucrtoB (cTpaHuy) Bcero Ne Bxoaawum Moan. |AdaTa
niucTos AOKYMeHTa N¢ conposoau-
WU3MEHEH- |3aMEHEHHbIX HOBbIX aHHynupo- | (cTpanuu) B TeNbHOro
HbIX BaHHbIX LOKYM. [OKYM. U

AaTa
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	17.  На ПЭВМ устанавливается только одна ОС. На ПЭВМ не устанавливаются средств разработки и отладки ПО. Если средства отладки приложений нужны для технологических потребностей организации, то их использование должно быть санкционировано администратор...
	18. Должно быть ограничено (с учетом выбранной в организации политики безопасности) использование пользователями команд cron и at – запуска команд в указанное время.
	19. Должно быть реализовано физическое затирание содержимого удаляемых файлов c использованием программы Wipefile из состава СКЗИ.
	20. Должны быть отключены все неиспользуемые сетевые протоколы.
	21. В случае подключения ПЭВМ с установленным СКЗИ к общедоступным сетям передачи данных должно быть отключено использование JavaScript, VBScript, ActiveX и других программных объектов, загружаемых из сети, в прикладных программах.
	22. Должны быть приняты меры по исключению несанкционированного доступа посторонних лиц в помещения, в которых установлены технические средства СКЗИ «КриптоПро CSP», по роду своей деятельности не являющихся персоналом, допущенным к работе в указанных ...
	23. Должно быть запрещено оставлять без контроля вычислительные средства, на которых эксплуатируется СКЗИ «КриптоПро CSP» после ввода ключевой информации. При уходе пользователя с рабочего места должно использоваться автоматическое включение парольной...
	24. Из состава системы должно быть исключено оборудование, которое может создавать угрозу безопасности ОС Linux. Также необходимо избегать использования нестандартных аппаратных средств, имеющих возможность влиять на функционирование ПЭВМ или ОС Linux.
	25. После инсталляции ОС Linux  следует установить все рекомендованные программные обновления и программные обновления, связанные с безопасностью, существующие на момент инсталляции.
	26.  На все директории, содержащие системные файлы ОС Linux  и каталоги   СКЗИ, необходимо установить права доступа, запрещающие всем пользователям, кроме Владельца (Owner), запись.
	27. В связи с тем, что аварийный дамп оперативной памяти может содержать криптографически опасную информацию, в прикладных программах, использующих СКЗИ, следует отключить возможность его создания с помощью функции setrlimit с параметром RLIMIT_CORE=0.
	28. В ОС Linux используется виртуальная память. Область виртуальной памяти должна быть организована на отдельном HDD. По окончании работы СКЗИ содержимое виртуальной памяти должно затираться с использованием средств ОС. В случае аварийного останова ПЭ...

	8.1.2. Дополнительные настройки ОС Linux
	8.1.2.1. Ограничение доступа пользователей и настройки пользовательского окружения
	8.1.2.2. Ограничения при монтировании файловых систем
	8.1.2.3. Ограничения на запуск процессов
	8.1.2.4. Настройка сетевых сервисов
	8.1.2.5. Ограничение количества "видимой извне" информации о системе
	8.1.2.6. Настройка подсистемы протоколирования и аудита


	8.2. Требования по размещению технических средств с установленным СКЗИ

	9. Требования по криптографической защите
	Приложение 1. Контроль целостности программного обеспечения
	Приложение 2. Управление протоколированием
	Лист регистрации изменений



		+7(495) 780-48-20
	2014-12-19T15:08:06+0300
	Moscow,127018,Sushchevskij val 16-5
	Нормоконтроль КРИПТО-ПРО
	Signature of the document




