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AHHOTaAUUS

[aHHbIA AOKYMEHT coaepXuT obuyto nHdopMauuio No UCMOAb30BaHUIO MPOrpaMMHOr0 NpoAyKTa
«XKTAN.00050-03 90 07. Kpuntolpo CSP. MNpunoxeHne KOMaHAHOM CTPOKM», NpeaHa3HauYeHHOro Ans
paboTbl ¢ cepTudmKaTtaMm C MCNoNb3oBaHMEM MHDPACTPYKTYPbI OTKPbITbIX K/O4en, wudposa-
Hus/pacwndpoBaHms coobLeHnin, cogepxawmxcsa B dannax, co3gaHns/NpoBEPKN SNEKTPOHHbIX MOA-
nucem M XewunpoBaHus coobLLeHnn, coaepxalnxcs B danne unm rpynne dannos.

1. CucremHble TpeboBaHus

MpunoxeHne KOMaHAHOM CTPOKKW paboTaeT B onepauMOHHbIX CMCTEMaXx:
=  Windows 2000 (ia32);
= Windows XP/2003/Vista/2008/7/2008R2/8/2012 (ia32, ia64, x64).
= Linux Standard Base ISO/IEC 23360 (ia32, x64), nporpaMMHo-annapaTHble cpeabl,
yaosneTsopsitowme ctaHaapTy LSB 4.x:
CentOS 5/6 (ia32, x64)
Fedora 16/17 (ia32, x64)
Linpus Lite 1.3 (ia32)
Mandriva Server 5 (ia32, x64)
Oracle Enterprise Linux 5/6 (ia32, x64)
Open SUSE 12 (ia32, x64)
Red Hat Enterprise Linux 5/6 (ia32, x64)
SUSE Linux Enterprise 11 (ia32, x64)
Ubuntu 8.04/10.04/11.04/11.10/12.04 (ia32, x64)
ALT Linux 5/6 (ia32, x64);
Red Hat Enterprise Linux Version 3 Update 3 (ia32, x64);
Debian 6 (ia32, x64);
FreeBSD 7/8/9 (ia32, x64);
Solaris 10/11 (sparc, ia32, x64);
AIX 5/6/7 (Power PC);
Mac OS X 10.6/10.7/10.8 (x64).

2. Vicnonb3oBaHMe nporpamMmmsl

2.1. 3anyck nporpaMmmbi

lMporpamMma peanum3oBaHa B BUAe ncnosiHsemoro gawna “cryptcp.exe”.
[ns ee 3anycka Heo6X0AMMO BbINOMHUTL CEAYOLWYI0 KOMaHAY :

[nyTb]cryptcp [<komaHpa> [<onuuu u dpannbi>]]

nyTb - NMyTb K MECTOPACMNOJIoXEeHUO nporpammbl (Hanpumep, “c:\utils\");

cryptcp - MMS UCNoJSTHAEMOoro darna NpuIoXeHus;

KOMaHpAa - 04Ha M3 AOMNYCTMMbIX KOMaHA (CM. HUXE);

onumn - napamMeTpbl KoMaHAabl (CBOM ANA KaXA0W KOMaHAbl), HauMHatowwmecs ¢ “-%;
cdhainbi - MMEeHa OAHOro uau AByX palinoB, B 3aBUCMMOCTM OT KOMaHAbl. [Mopsaok dannos B

KOMaHAHOWM CTPOKE OTHOCUTENbHO APYr Apyra AO/KEH 6biTb TakOM, KakK yKa3aHo B
OMMCaHWUM KOMaHAbl.

MpumeuyaHune: KnNoHATUIO asis TakKe OTHOCATCS Macku (annos.

Ecnun He ykasaTb KoMaHA4y, TO Ha 3KpaH BbIBOAMTCH CMMUCOK BCEX AOCTYMHbIX KOMaHA C UX KPaTKUM
onucaHueMm. [na nonyyeHunsa 6onee geTanbHOro oNnMcaHus onpeaeneHHon KoMaHabl, Heobxoanmo yka-
3atb onuuto -help.

Mpw onncaHnun onuui 3Be3404KoM (*) NoMeyeHa onuus No yMon4aHuo (4759 HECKONbKUX B3aMMO-
WCKI0YaoWmMxX onymmn).

2.2. Kputepun noucka ceptudunkaTos
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Kputepwnii noncka ceptudgukaTtoB (ganee — K/MC) ncnonb3yeTcs Ans 3agaHus CBEAEHMN 0 cybbek-
Tax, Ybn ceptudukatbl 6yayT MCNONB30BaTLCA MPWU BbIMOMHEHUN KOMaHAbl (HanpuMep, wudpoBaHue
WM NoAnucb AaHHbIX). Ecnn komanaa TakoBa, uto KIMC gomkeH yaoBAeTBOPSATb TO/IbKO OAWH CepTU-
dukaT, To Takon KIC 6yanet obo3HauvaTbeca KM1C1. KMC 3agaeTca B dopMe onuuii KOMaHAHOW CTPOKM,
KOTOpbl€ UMEKT CNeAyoWnNin CUHTaKCUC:

[-dn <RDN>]n pas [-{m]|u}[<uma>]|-f <dainn>]k pa3
[-thumbprint <oTneuarok>] [-all|-1]|-q[N]1]
[{-nochain|-errchain [-norev]}]

-dn - yKasaHue cTpok ans nomcka B RDN (MHaue nouck He 3aBmucuT oT RDN). Ecnum BBO-
AVTCS HeCKONbKO CTPOK ANS noucka, To 6yaeT HangeHo 6onbliee KONMYeCcTBO
cepTnuduKaTos;

RDN — CMWUCOK CTPOK (4Yepes 3ansaTyl), UCNoNb3yeMbIX AN noucka ceptudukatos. byayt

HanaeHbl ceptTudurkaTbl, B RDN cybbekTa KOTOpbIX MPUCYTCTBYIOT BCE 3TU CTPOKMU.

-m - MOMCK OCYyLLEecTBseTcs B XpaHunnwax komnbtotepa (LOCAL_MACHINE);

-u* - NOWCK OCyLLecTBNAeTCs B XxpaHunuwax nons3osatens (CURRENT_USER);

nmsa - HasBaHue xpaHunumua (no ymonyaHuo “My” ana cosgaHus nognucu unu pacwndg-
poBkun n “My+Addressbook” ans octanbHbIX CnyyaeB);

-f - B KaQuecTBe XpaHwuanwa ucnonb3lyetcsa coobuweHne nnn dann ceptudukara;

cdhaiin - uma danina;

-thumbprint- oTnevaTok cepTndukaTa;

-all* - MCMNoNb30BaTb BCE HalaeHHble cepTudukaTbl (* ans KMC);

-1% - 6ypeT HanaeH ToAbKO oAMH cepTudmkaTt, nHade — owmnbka (* ansa KrcC1l);

-q[N] - ecnu HanaeHo meHee N cepTMdmKaToB, TO BbIBECTW 3arpoc A8 Bbibopa HY>XXHOro
(no ymonyanuio N=10);

-nochain — He NpOBepATb LENOYKN HanAEeHHbIX cepTUdUKaTOB;

-norev — He NpoBepsATb cepTUdMKaThbl B LlenoYKe Ha NnpeaMeT 0TO3BAHHOCTH;

-errchain - 3aBepuaTb BbINOJIHEHNE C OWWNBKON, ecnn xoTa 6bl 0ANH cepTUdUKaT He npoLuen
npoBepKy.

MpuMepsbl ncnonb3oBaHus KMC MOXHO HAWTV B ONUCAHMAX KOMaHZA, MUCMOJb3YHOWNX ero.

NMpunmevaHnwne: Ecnv BHyTpm onumm mmsa nnn RDN npucytctBytoT npobenbl, To ee He0b6-
X0AMMO 3aK/0UYNTb B KaBbl4KW. TO e OTHOCUTCS K nMeHaMm ¢halisios 1 nanok.

Mpnmep:

UBaH NBaHOB,a@b.c — HEBEPHO;
“UBaH UBaHOB,a@b.c” - BepHoO;
CN=MBaHoB,E=a@b.c — BEpPHO.

2.3. KoMaHabl wmndposaHus/paclundpoBaHns

-encr <KMNC> [-der] <BxopgHo# ¢pain> <coobueHune>
3awwundpoBaTb AaHHbIE U CO3aaTb coobuieHue.

KncC - KMNC nonyyatenei;

-der - ncnonb3oBaTtb opmaT DER BMecTo BASE64;

BxoAaHOW chavin - danin, cogepxalimin BXoAHble AaHHbIE;

coobuieHue — haiin, KoTopbI ByaeT coaepaTb Co34aHHOE cooblleHune.

MpumeyuyaHnune: [Ona Toro 4ytobbl 3awmndposatb AaHHble “Ha cebs”, HeobxoaMMO ykasaTb
KIMC cBoero ceptudukara.

Mpunmeposbr:

cryptcp -encr -dn "MBaHoB MeTp,ivanov@bank.ru" -uMy -der test.txt testl.msg

3awundpoBaTb cogepxumoe danna "test.txt" B "testl.msg" (6buHapHbii dopmaT), ncnonolysa BCE
ceptudukatbl xpaHunmwa "nuneie" ("My") Tekywero nonb3oBaTtens (a He NOKanNbHOro KOMMNbIoTEpPa),
cogepxawme B none "Cybbekt" ("Subject") noactpoku "MiBaHoB MeTp" # "ivanov@bank.ru".

cryptcp -encr -f "a:\Petr’s cert.p7b" test.txt testl.msg
3awundpoBaTb coaepxumoe darna "test.txt" B "testl.msg" (dopmat BASE64), ncnonblys ceptum-
dukaT n3 darina "a:\Petr’s cert.p7b".

-decr <KINC1> [-start] [-pin <naponb>|-askpin] <coo6bweHune> <BbixogHou dann>
PacwmndpoBaTb AaHHble U3 coobLueHuns.

Knci - KMNC nonydaTtens;
-start — OTKpbITb (3aNyCTUTb) NOAYYEHHbIN dalin;
-askpin - 3anpocuTb NapoJsib K/IOYEBOro KOHTENHEPA C KOHCOMNU;
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-pin — 3a4aTb Naposib KJIHOYEBOr0 KOHTEMHEpPa;
naposb - Maposib K K/II0OYEBOMY KOHTENHepy;
coobuieHue - haiin, copgepxawmin coobuieHune;

BbIXxOAHOMW chain - daiin, B KOTOPbI ByayT 3anucaHbl AaHHble U3 COOBLLEHMS.

Mpunmep:

cryptcp -decr -dn "MBaHoB lNeTp,ivanov@bank.ru" -start test.msg test2.txt

Pacwudposatb coobueHne n3 darvina "test.msg B darnin "test2.txt", ncnonblysa 3akpbITbIA KM,
CBSI3@aHHbIN C cepTudmnkaTtoM XpaHunuwa "JinyHole" ("My") Tekywero nonb3oBaTess, CoAepXKalunuM B
none "Cybbekt" ("Subject") noactpokn "MBaHos MeTp" u "ivanov@bank.ru", a 3ateM OTKpbITb MOy~
YeHHbIN cans.

2.4. PaboTta c naketamu dannos

[-dir <nanka>] -hash [-provtype <N>] [-provhame <CSP>]
<Macka c¢annos>
Monyuntb “Xewn” cogepxumoro dannos 1 3annucatb Ux B danbl “UMa_ncxoaHoro_cdanna.hsh”.

-dir — yKasaTb nanky ans gannos C XewamMu, nHade — Tekylwas;
-provtype - ykasaTb Tun kpuntonposangepa (N) (no ymonyanuto 75);
-provhame - yKasaTb umsa kpuntonpoBaigepa (CSP);

Macka daisioB - cTaHAapTHas Macka XewupyeMmblX (aiinios.

MpunmeuvaHune: Ecnu onums -provhname He ykasaHa, To 6yaeT ucnonb3oBaH npoBanaep
Nno yMONYaHUIO yKasaHHoro tuna (-provtype). Ecnm ykasaHHas nanka He cylecTByeT, TO OoHa byaer
cosgaHa.

Mpnmep:

cryptcp -hash -dir hashes -provtype 75 *.exe

CozpaTtb ans Bcex ¢akaoB C paclwmpeHmneM "exe" TeKyllelr nankuy Xewu M 3anumcatb MX B Nanky
"hashes". MNpwn xewnpoBaHNM MCNONb30BaTb KPpUNTONpOBaMAep No yMoa4aHuo ans tuna 75.

[-dir <nanka>] -vhash [-provtype <N>] [-provhame <CSP>]
<macka c¢annos>
MpoBepuTb “xewmn” dainnos, co3aaHHbie C MOMOLbIO NpeablayLen KoMaHabl.

-dir — yKasaTb nanky c daninamm, cogepxawmmm Xewm, Haye — Tekylas;
-provtype - yKasaTb TMn Kpuntonposanaepa (N) (no ymonuanuio 75);
-provhame - yKasaTb umsa kpuntonposaigepa (<CSP>);

Macka dainnoB - cTaHAapTHas Macka nposepsieMbix hannos.

MpunmeuvaHune: Ecnum onums -provhname He ykasaHa, To 6yaeTr umcnonb3oBaH npoBaiaep
Mo yMOJIYaHUIO yKasaHHoro tuna (-provtype).

Mpnmep:

cryptcp -vhash -dir c:\hashes -provtype 75 *.exe

MpoBepuTb Ansa Bcex (ansioB C pacwmpeHneM "exe" TeKyllen nankum Xewu, UCNOoNb3ys XeLwwu,
XpaHsauwunecs B nanke "c:\hashes". MNpn xewmnpoBaHMM UCNONb30BaTb KpUMNTOMNpoOBaMAep Mo yMmosya-
HUO ansa Tuna 75.

[-dir <nanka>] -signf <KMNC1> <macka d¢gannoB> [-cert] [-crl] [-der]
[-sd[<URL>]] [-ss[<URL>]] [-nostampcert] [-pin <naponb>|-askpin]
CozgaTtb nognucu dannos 1 3anucaTtb UX B dalinbl “nMa_ncxoaHoro_danna.sgn”.

-dir - yKasaTb nanky Ans ¢annos C NOANUCAMWU, MHAYE — TeKyLas;

KMncC1i - KIC aBTopa noanucu;

-cert - pobaBnsaATb B nognuMcu ceptudukaT oTnpasuTens;

-crl - no6aBnsATb B NOANUCKU CMIMCOK OTO3BaHHbIX CEpPTUDUKATOB;

-der - ucnonb3osaTb dopmat DER BmMecTo BASE6G4;

-sd - pob6aBnTb B NOANUCH WUITaMMN BPEMEHW Ha NOAMNUCbIBaeMble AaHHble (noanu-
CaHHbIN aTpnbyT);

-ss - nob6aBnTb B NOANWUCH WUITaMM BPEMEHW Ha NOANUCL (HEMOAMNMCAHHbBIN aTpu-
6yT);

URL - agpec cnyx6bl wtamnos B Buae "http://..." (MOXHO 3agaTb pasHble ans on-
UM -ss n -sd, HO, ecnu 3aJaH AN OAHOW U3 HUX, TO NCNONb3YETCH U AN
BTOpOW);

-nostampcert - He TpeboBaTb BK/IOYEHMS B WTaMn ceptudukarta cayxbol wTamMnos Bpeme-
HU (Mcnonb3yetcsa BmecTe € -sd n/nnn -ss);

-askpin — 3anpocuTb NapoJib KIKYEBOro KOHTENHepa C KOHCOMN;

-pin - 3a4aTb Naposb KJKYEBOro KOHTEHepa;

naposb — Mapofib K K/II0YEBOMY KOHTENHepy;
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Macka painoB - cTaHAapTHas Macka NoANUCbIBaeMbIX daiiioB.

MpunmedyaHue: Ecnn ykasaHHasa nanka He CylecTByeT, To oHa byaeTt co3gaHa.

Mpunmep:

cryptcp -signf -dir \signs -uMyCerts -dn "MBaHoB leTp,ivanov@bank.ru" d:\*.doc -

sdhttp://cryptopro.ru/tsp/tsp.srf

MoanucaTtb coaepxumoe Bcex dannos ¢ pacwmpeHmem "doc" ns KkopHesol nanku gucka "d:", uc-
NOJib3ys 3aKPbITbIN KNOY, CBA3aHHbIN C cepTudunkaToM xpaHunuwa "MyCerts" Tekywero nonb3osarte-
nsa, cogepxawmm B nosne "Cybvekt" ("Subject") noactpoku "MBaHoB MeTtp" n "ivanov@bank.ru", no-
JlydeHHble MOoAMUCKU COXpaHWUTb B Nanke “signs” B KOpHe Tekywero Aucka. Kpome 3Toro, noayuuTb
WTaMMbl BpEMEHW Ha KaXkabll NOANNCbIBAEMbI Gann 1 BOXKNTb UX B COOTBETCTBYHOLLME MOAMUCHK.

[-dir <nanka>] -vsignf [-sd[<Bpema>]] [-ss[<Bpema>]]
<KINC> <mMmacka c¢ainos>
lMpoBepuTb NOANUCKU COAEPXKMMOro hannoB, CO34aHHble C MOMOLLbIO NpeablayLen KoMaHabl.

-dir — yKasaTb nanky c dannamm, cogepxawmmm rnoannucu, nHade — tekyulas;

KncC - KIMNC aBTopa noanucu;

Macka dainoB - cTaHAapTHas Macka npoBepsieMbix daliios.

-sd — MPOBEPUTHb LWUITaMM BPEMEHM Ha NoAMNMUCaHHble AaHHble (MOANMCAHHbBIN aTpu-
6yT);

-Ss — MPOBEPUTHb LUITaMM BPEMEHM Ha NoANUCb (HENOANMCaHHbIA aTpubyT);

BpeMsa — YKa3blBaeTCsa B Yacax; ec/iM ykasaHo, TO NpoBepseT, YTobbl WTamn 6bis
chenaH He paHee yKasaHHOro KosmM4yecTea 4YacoB Hasaj OT TeKyLlero Mo-
MeHTa;

Mpunmep:

cryptcp -vsignf -dir \signs -uMyCerts d:\*.doc -sd24

MpoBepuTb BCe dainbl ¢ pacwmpeHueM "doc" n3 KopHeBol nanku gmcka "d:", ncnonb3ys cospaH-
Hble paHee NoANuCKM M3 nanku “signs” B KOpHe Tekylero ancka. Mounck ceptudukaTta 4N nposBepku
noanucen uckatb B xpaHunuue "MyCerts" Tekyuwero nonb3osatesnsd. KpoMe 3Toro, npoBepuTb WTaMn
BPEMEHM Ha noAnucb (HenoanucaHHbIM aTtpmbyT) U NpoBEpUTb, YTOObI 3TOT WTamn 6bI1 BblAaH He pa-
Hee, YeM CYTKM Ha3aa.

2.5. Pa6ota c noanucamm

-sign <KMNC1> [-nocert] [-cri] [-der] [-authattr <aTpn6yT>]n pas
[-attr <aTpu6yT>]k pa3 [-sd[<URL>]] [-ss[<URL>]]
[-pin <naponb>|-askpin] <BxoaHo# ¢dan> <coobweHne>
MoanucaTb AaHHblEe 1 co34aTb cooblieHmne.

KMncC1i - KIC aBTopa noanucw;

-nocert - He pobaBnaTb B coobuieHne cepTudmrkaT oTnpaBuTens;

-crl - pobaBneHne cnncka oTo3BaHHbIX CEPTUPUKATOB;

-der - ncnonb3oBaTtb opmaT DER BMecTo BASE64;

-authattr - pobaBnTb NOANMCAHHbLIA aTpnbyT B NOANUCD;

-attr — A06aBUTb HEMOAMWUCAHHBIM aTpNbyYT B NOAMNMUCH;

aTpnéyr - "<OID>,<dain c 3aKoANpPOBaHHbIM CoaepXMMbIM aTpubyTta>"
(npumep: "1.2.3,attr.bin");

-sd - pobaBnTb B NOANMUCH LUTaMM BPEMEHW Ha NoAnucbiBaeMble AaHHble (noanu-
CaHHbIN aTpubyT);

-SsS - pobaBnTb B NOANMUCH LUITAMM BPEMEHW Ha NoANUCb (HEMOANMCAHHbIN aTpu-
6yT);

URL — agpec cnyxb6bl wtamMnoB B Buae "http://..." (MoXHO 3aaaTb pa3Hble ans on-
LM -ss n -sd, HO, ecnu 3agaH ANns OAHOM M3 HUX, TO UCMOJIb3yeTca N Ans
BTOPOW);

-nostampcert - He TpeboBaTb BK/IOYEHMS B WTaMn cepTudmkarta cnyxbol LWUTaMNoB Bpeme-
Hu (ncnonb3yeTca BMecTe € -sd n/nnu -ss);

-askpin — 3anpocuTb NapoJsib KOYEBOr0 KOHTEWHepa C KOHCOMN;

-pin — 3a4aTb NapoJsib KJIKOYEBOrO0 KOHTENHEpPa;

naposb - Maposib K K/II0YEBOMY KOHTeNHepy;

BXoAHOM cdhann - (hann, coagepxxalmii BXOAHblE AaHHbIE;

coobueHune - ¢hanin, koTopbi 6yaeT coaepxaTb co3gaHHoe cooblieHume.

Mpunmep:

cryptcp -sign -mMy -dn CenoB -g5 -nocert -crl -der test.txt test2.msg -
sshttp://cryptopro.ru/tsp/tsp.srf
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Moanucatb coagepxnmoe darna "test.txt" n cosgatb noanmncaHHoe coobueHne "test2.msg" (B 6u-
HapHOM BuAe), He BkIYawlwee B cebs ncnonblyembii cepTudukaT, HO BK/IOYaloLlee CIUCOK OTO-
3BaHHbIX CepTUdUKaTOB LEeHTpa cepTudukaumm, BblAaBLLEro NCNONb3yeMblld cepTudukat. Kpome 3710~
ro, NONy4YnTb LWITaMN BPEMEHU HA CO34AHHYK MOAMUCL U BIOXUTb ee B coobuieHune. MNMouck mMcnosnb-
3yeMoro cepTudukaTa nponcxoamnT cneayowmm obpasom:

1. Haxoasatcs Bce cepTtudukatbl XpaHunuwa "JInyHble" Tekylwero nonb3oBaTens M JIoKaabHOro
KoMMbloTepa.

2. Ecnu nx Hawnockb 6onee natu, To - ownbKa, MHade nonb3oBaTento 6yaeT npeanoxeHo BbibpaTb
OAMH U3 HaAeHHbIX CepTUPMKaTOB.

-addsign <KINC1> [-nocert] [-crl] [-sd[<URL>]] [-ss[<URL>]]
[-pin <naponb>|-askpin] [-authattr <aTtpnbyr>]n pa3
[-attr <aTpnbyTr>]k pa3s <coobwieHune>

[OobaBnTb UM@poBYO NOANUCH B cooblLeHMe.

KncCi1i - KIC aBTopa noanucu;

-nocert - He pobaBnaTb B coobuieHne cepTudurkaT oTnpaBuTens;

-crl — pgobaBrieHMe crnmncka O0To3BaHHbIX CEPTUDMKATOB;

-authattr — Ao6aBnTb NOANMCAHHLIA aTpMbyT B NoAMNWUCH;

-attr - pobaBnTb HenoanucaHHbIN aTtpubyT B NOANMUCH;

aTpnéyr - "<OID>,<dain c 3aKoANpOBaHHbIM CoaepXMMbiM aTpubyTta>"
(npumep: "1.2.3,attr.bin");

-sd — A06aBunTb B NOANUCH WITaMN BPEMEHW Ha NoANMUCbIBaeMbIe AaHHble (noanu-
CaHHbIN aTpubyT);

-Ss — Ao6aBunTb B NOANUCH WITaMN BPEMEHU Ha nNoanucb (HEMOAMMCAHHLIA aTpu-
6yT);

-askpin — 3anpoCcuTb NapoJib KIKYEBOro KOHTEeNHepa C KOHCOMN;

-pin — 3a4aTb Naposib KHOUYEBOr0 KOHTEMHeEpa;

naposb — Maposib K K/II0YEBOMY KOHTENHepY;

URL — agpec cnyx6bl wtamMnoB B Buae "http://..." (MoXHO 3agaTb pa3Hble ans on-
UM -ss n -sd, HO, eCcnn 3a4aH AN OAHOW U3 HUX, TO NCNONb3YETCA U AN
BTOpOWA);

-nostampcert — He TpeboBaTb BKJIIOYEHMS B WUTaMN cepTudukaTta cnyxbbl WITamMnoB Bpeme-
HU (ncnonb3yeTtca BMecTe € -sd n/nnun -ss);

coobuieHue - halin, cogepxawmin cooblieHume.

MpunmeuyaHmne: Vcnonb3yeTcs UCKAOUYMUTENBHO ANns Ao6aBfeHMs MoANUMCU B MOAMNMCaHHble
coobuenmns. na TeKCTOBbIX UM Apyrux dainos He paboTaerT.

Mpumep:

cryptcp -addsign -m -dn "MBaHoB lNeTp,ivanov@bank.ru" test.msg

[JobaBnTb B nognucaHHoe coobueHne "test.msg" moanMCb, NCNONb3ysa 3aKPbITbIN K4, CBA3AH-
Hbli C cepTudumkaToM xpaHumnuwa "Jinunele" ("My") nokanbHOro KoMmnbloTepa, cogepxawuMm B none
"CybbekTt" ("Subject") noactpokn "MeaHos MeTp" n "ivanov@bank.ru". B gobasneHHyo nognuce 6y-
OET BK/IOYEH cepTUdUMKAT OTKPLITOro Kto4a aBTopa noAanmcu.

-delsign <KIMNC1> <coobweHune>
YpanuTtb ungpoByo Nnoanmcb M3 coobuieHus.
KncC1i - KIC aBTopa noanucu;
coobueHue - hanin, cogepxawmin coobuieHune.

-verify [<KMNC> | -verall] [-start] [-sd[<Bpema>]] [-ss[<Bpemsa>]]
<coobuweHue> [ <BbixogHOM dainn>]
MpoBepka UMDPOBbLIX NOANUCEN.

KncC - KIMNC aBTopoB noanucein;

-verall - NpoBepATb BCe Noanucu (MHaye — ToNbKo noanuvcu asTopos u3 KIC);

-start — OTKPbITb (3aNyCTUTb) NOJYYEHHbIV dann;

-sd - NPOBEPUTL WITaMMN BPeMeHU Ha NoAnucaHHble AaHHble (NOAMUCAHHbIN aTpu-
6yT);

-ss — MPOBEPUTHb WITaMM BPEMEHU Ha NOANUCL (HEMOANMUCAHHbIN aTpubyT);

BpeMs - YKa3blBaeTCs B Yacax; ecnu yKa3aHo, TO NpoBepseT, YTobbl wrtamn 6bin
cAenaH He paHee yKas3aHHOro KoamM4yecTea 4YacoB Hasaj OT TeKyliero Mo-
MEHTa;

coobueHue - haiin, copgepxawmin coobuieHune;

BbixoaHOW dann - danin, B KOTOpbIN 6yayT 3anmcaHbl AaHHble U3 CoobLweHuns.
MpnmevaHnune: Ecnn B cooblueHnn coaepxuTca ceptudukaT KOro-To u3 aBTOpOB NOAMMU-
Cen, TO NCMOJIb3yeTCs MMEHHO 3TOT cepTudmkar.

8
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Mpnmepnbr:

cryptcp -verify -dn ivanov@bank.ru test2.msg test2.txt

MpoBepuTb noanuncb coobuweHns "test2.msg", ncnonblys oaAnH M3 HaWOEHHbIX CepTUdUKATOB B
xpaHunuwax "Jindueie" ("My") n "Opyrne nonv3osatenn" ("AddressBook") Tekywero nonb3osaTens,
cogepxawmx B none "Cybvekt" ("Subject") noactpoky “ivanov@bank.ru” n 3anucatb cogepxummoe
noanucaHHoro coobuweHns B dann "test2.txt".

cryptcp -verify -sd3 test2.msg

MpoBepuTb BCce noanucu coobueHns "test2.msg", ncnonblysa ceptndurkaTthbl, cogepxalimecs B Co-
obweHnn. Ecnn gnsa kakon-nmbo noanmncm B cooblieHnn ceptnudukaT He yaanocb HanMTWU, TO NOAMUCH
npoeepeHa He 6yaeT. KpoMe 3TOro, NpoBepuTb LWITaMN BPEMEHM Ha MNoAMMUCaHHble AaHHble (noanu-
CaHHbIN aTpnbyT) K NpoBepuTb, YTO6bLI 3TOT WTaMn 6bI1 BblAaH HE paHee, YeM TPpU Yaca Hasaj.

-addattr <KMNC1> [-attr <aTpubyT>]n pa3 <coobweHune>
[o6aBuTb HenoAnMcaHHbIN aTpMbyT NOANMUCL COOBLEHNS.

KncCi1i - KIMNC aBTopa noanucu;

-attr — Ao6aBnTb HEMOAMUCAHHBIN aTpnbyT B NOANMUCH;

aTpnéyr - "<OID>,<dain c 3aKoANpOBaHHbIM CoAepXMMbIM aTpmubyTta>"
(npumep: "1.2.3,attr.bin");

coobuieHue - haiin, cogepxawmin coobuieHune.

MpunmeuyaHmne: /cnonb3yeTcs UCKAOUYMTENBHO ANns AobaBneHMs NoAnMCU B MOoAMNMCaHHble
coobuenmns. [na TeKCTOBbIX U Apyrux dainnos He paboTaerT.

2.6. Pa6oTta c ceptudmnkatamm

-copycert <KMNC> [-{dm|du}[<uma>]|-df <cdann> [-der]]
KonupoBaTb cepTudmrKkaTbl B 3a4aHHOE XpaHUnLLE.

KncC - KIMC, koTopblie Hago CKONMpoBaTh;

-dm - KONupoBaHue B XpaHunuuwe komnbtoTepa (LOCAL_MACHINE);

-du* - KonupoBaHue B XpaHunuuie nonb3osatens (CURRENT_USER);

nmsa - Ha3BaHMe KOHeYyHoro XpaHunuuwa (no ymondanuto “My”);

-df - B KayecTBe XpaHuauwa ucnonblyetca dann ceptudmkaTa;

cdhaiin - uma daiina;

-der - ncnonb3oBaTb popmaT DER BMecTo BASE64 (Tonbko € kntoyom -df).

NMpunmeuyaHwue: Ecnu ykasaH knwoud -df, To, B cnyyae, ecnm HangeH TONbKO OAUH cepTudun-
KaT, co3gaeTca dann tuna “.cer”, nHaue - “.p7b”.

Mpunmep:

cryptcp -copycert -u -df a:\MyCerts.p7b

Konunpyet Bce ceptudukaTtbl XpaHunuwa "Jinunblie" ("My") Tekywero nonb3oBatens B dann
"a:\MyCerts.p7b" (B kognposke BASE64).

-CSPcert [-provtype <N>] [-provhame <CSP>] [-cont <kOHTeiHep>]
[-ku|-km] [-ex]|-sg] [-{dm|du}[<uma>]|-df <dann> [-der]]
CkonupoBaTb cepTudmKaT U3 KOUYEBOr0 KOHTEMHEpPA B 3a4aHHOE XpaHunuuie.

-provtype - ykasaTtb TMn kpuntonpoBaiaepa (N) (no ymonuyaHuio 75);

-provhame - yka3aTb MMSA KpunTtonpoBanaepa (CSP);

-cont - 3ajaTb MMS K/IIOYEBOr0 KOHTEMHepa (Mo yMon4aHuio BbiI6op U3 cnucka);
-ku* - ncnonb3oBaTb KOHTeNHep nosb3oBaTens (CURRENT_USER);

-km - UCNoNb30BaTb KOHTenHep koMmnbtoTepa (LOCAL_MACHINE);

-ex* - MCNonb30BaTh K4 Ana obMeHa 3awmdpoBaHHbIMW AAHHBIMY;

-sg — MCMONb30BaTh K4 ANa paboTbl C NOANUCAMYU;

-dm - KonupoBaHue B XpaHunuuwe komnbtoTepa (LOCAL_MACHINE);

-du* - KonupoBaHue B XxpaHunuue nonb3osatens (CURRENT_USER);

nma — Ha3BaHWe KOHeYyHOoro xpaHunuuwa (no ymonyaHuto “My");

-df - B Ka4yecCTBe XpaHuauLia ucnosnb3yeTca coobuieHne nnu dann ceptudurkaTta;
cdhainn - nms danna;

-der - ncnonb3oBaTtb dopmat DER BMecTo BASE6G4.

MpumeuvaHune: Ecnv onumsa -provhname He ykasaHa, To byaetr ncnonb3oBaH nposaijep
Mo YMOJIYaHUIO yKasaHHoro tuna (-provtype). [lns onepauuoHHbiX cuctem cemencrea UNIX B kauve-
CTBe napameTpa onuuun -cont Heob6xoAMMO yKasbiBaTb MMS KOHTEMHepa BMecTe CO CUYMTbiBaTeNeM B
dopmaTte “"\\.\umsa_cuutbiBatensa\mmsa_koHTtenHepa” (Hanpumep “\\.\HDIMAGE\cont_name”).

Mpunmep:

cryptcp -CSPcert -km -cont WebServer -df a:\WebServer.cer -der
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KonupyeT ceptudumkaT M3 KIOYeBOro KoHTerHepa "WebServer" kpuntonpoBangepa no ymonya-
HUIO ANnsa Tuna 75 nokanbHOoro Komnbtotepa B dann "a:\WebServer.cer" (B kognposke DER).

-delcert <KINC> [-yes]
YaaneHune ceptudUKaTOB U3 XpaHMAULWaA.

KncC - KMNC ypansembix cepTuduKaTos;
-yes - aBTOMaTU4eCcKu OTBe4vaTb Ha Bce Bonpockbl “[a”.
Mpunmep:

cryptcp -delcert -m -dn OldServer
Ypansiet Bce ceptudukartbl xpaHunuuwa "Jinynbie" ("My") nokanbHOro KomnbloTeEpa, coaepalune
B none "Subject" noacTtpoky "OldServer".

2.7. PaboTta c 3anpocaMun Ha cepTudukaTr

-creatrqst -dn <RDN> [-provtype <N>] [-provhame <CSP>] [-SMIME]
[-nokeygen|-exprt] [-keysize <n>] [-ex]|-sg|-both] [-ku|-km] [-cont <umsa>]
[-silent] [-pin <naponb>|-askpin] [-certusage <OIDs>] [-der]

[-ext <pacwmpeHue>]n pa3 <umsa cdanna>
CospaHue 3anpoca ceptudmkata n coxpaHeHme ero B danne PKCS #10.

RDN - cnncok uMeH noner RDN (Hanpumep: CN, O, E, L) 1 nx 3Ha4yeHunin Buaa:
<Wmslo-
nal>=<3Hauveunellonal>[,<Nmallona2>=<3Haueunellona2>...]

-provtype - ykasaTb TMn Kpuntonposaigepa (N) (no ymonuyaHuio 75);

-provhame - ykasaTb MMSA KpunTtonposanaepa (CSP);
-nokeygen - 1Cnonb3oBaTb CyLECTBYIOLWME KJIHOUM N3 YKA3AHHOIO KOHTENHepa;

-SMIME — BKJIHOYNTb BO3MOXHOCTM S/MIME (no ymon4yaHuto — HeT; Tonbko Windows);

-exprt - NOMETUTb KJIK0UYM KaK IKCMOPTUPYEMbIE;

-keysize — YCTaHOBWUTb ANNHY Ktoya (n);

-ex - C034aTb/MCNOMb30BaTh KAOUM 4715 o6bMeHa 3awndpoBaHHbIMW AAHHBIMWU;

-sg - C034aTb/MCNOJb30BaTh KUK TONLKO ANns paboTbl C NOANUCAMMU;

-both* - co3gaTtb/mcnonb3oBaTb 06a TUNa KaK4en;

-ku* - ncnonb3oBaTb KOHTeMHep nosb3oBaTens (CURRENT_USER);

-km - UCnonb3oBaTb KOHTenHep koMmnbloTepa (LOCAL_MACHINE);

-cont - 3ajaTb MMS K/IOYEBOrO KOHTeMHepa (ecnu 3agaHa onums -nokeygen u He 3aaa-
Ha onumsa -cont — BbIBOP M3 cnucka);

-silent - reHepaums kno4da 6e3 nonb3oBaTENbCKOro MHTepdenca KpuntonpoBanaepa;

-askpin - 3anpalwmnBaTtb NMaposib NMpu CO34aHUN KHOYEBOr0 KOHTENHepa C KOHCoAM (TONbKO
UNIX);

-pin — YCTaHOBWTb NMapoJib NpU CO34aHMM KouYeBoro KoHtemHepa (Tonbko UNIX);

naponb - NapoJsib K KI4YeBOMY KOHTenHepy (Tonbko UNIX);

-certusage - 3agaTtb Ha3HauveHus cepTudukaTta (OIDs). Ecnm Ha3Ha4vyeHUh HEeCKOIbKO, TO MUX
HeobxoanMo ykasaTtb Yepes 3anaTtyto (Hanpumep, “1.3.6.1.5.5.7.3.4,
1.3.6.1.5.5.7.3.2");

-requestlic - 3anpocuTtb cepTudmkaT, cogepxawmin paclwnpenme ¢ nuueHsnen Ha Kpuntollpo
CSP. YL pomkeH 6bITb HACTPOEH Ha Bblaayvy Taknx cepTudukaTos;

-der - ncnonb3oBaTb dopmaTt DER BMecTo BASE64;

-ext - nobaBuTb pacwmpeHune K 3anpocy;

pacwmpeHme - uMs dalna c 3aKoanpoBaHHbIM pacwupeHnem (BASE64 nnn DER);

nma dainna - uma dairina, B KOTOPOM creayeT COXPaHUTb 3amnpoc.

MpunmevaHnune: Ecnm onuua -provhame He ykasaHa, To 6yaeT ucnonb3oBaH nposanaep
Mo yMOJTYaHMIO yKasaHHoro tuna (-provtype). [lanee, ecnm He ykasaHbl onuum -nokeygen n -cont,
TO MMS KOHTeMHepa CreHepupyeT KpunTtonposanaep. [ns onepauuoHHbIX cucteM cemelictea UNIX B
KadecTBe napameTpa onuum -cont Heo6xoaMMO yKasbiBaTb UMS KOHTEMHEpa BMeCTe CO CcUYMTbiBaTesieM
B bopmate "\\.\MmMsa_cuuTtbiBaTena\mmsa_koHtenHepa” (Hanpumep “\\.\HDIMAGE\cont_name”).

Mpunmep:

cryptcp -creatrgst c:\request.der -provtype 75 -cont Ivanov

-dn "E=ivanov@bank.ru,CN=VBaHoB MNeTp" -both -ku
-provname "Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider"

Co3gaTtb 3anpoc Ha cybbekT "E=ivanov@bank.ru,CN=WBaHoB lNeTp", ncnonb3ys oTKPbITbINA K04,
CreHepupoBaHHbIl B KOHTelHepe "Ivanov" Tekyllero nonb3osaTens kpuntonposangepom "Crypto-Pro
GOST R 34.10-2001 Cryptographic Service Provider" (tun - 75) wn coxpaHuTb ero B dain
c:\request.der B koagnpoBke Base64. HazHaueHMs kno4va - noanmcb 1 WndpoBaHme.
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-instcert [-provtype <N>] [-provhame <CSP>] [-cont <umsa>] [-ku|-km]
[-{dm|du}[<umMma>]] [-noCSP] [-pin <naponb>|-askpin] <umsa cdaina>
YcTraHoBKa cepTtudukaTta us darna PKCS #7 nnu daiina ceptudukara.

-provtype - ykasaTb TMn Kpuntonposargepa (N) (no ymonuyaHuio 75);

-provhame - ykasaTb MMSA KpunTtonposangepa (CSP);

-cont - 3ajaTb MMS K/IIOYEBOrO KOHTEeMHepa (Mo yMon4aHuio BbI6op U3 cnucka);
-ku* - nUcnonb3oBaTb KOHTenHep nonb3osaTtens (CURRENT_USER);

-km - MCnonb3oBaTb KOHTENHep KoMnbloTepa (LOCAL_MACHINE);

-dm - yCTaHoBKa B xpaHunuwe komnbtotepa (LOCAL_MACHINE);

-du* - yCTaHoBKa B xpaHunuue nonb3oBatenss (CURRENT_USER);

nmsa — Ha3BaHWe KOHeYHOro XpaHuauwa ansa yctaHosku (Mo ymonydanuio “My”);
-noCSP — He coxpaHsATb cepTuduKaT B KOHTeNHepe KpunTonpoBanaepa;

-askpin — 3anpocuTb NapoJib K/IKOYEBOIro KOHTENHepa ¢ kKoHconun (Tonbko UNIX);
-pin - 334aTb Naposib KAKYEBOro KoHTenHepa (Tonbko UNIX);

naponb - Maposb K KJIIO4EBOMY KOHTelMHepy (Tonbko UNIX);
-enable-install-root — He 3anpalwuBaTb pa3pelleHne Ha YCTAaHOBKY KOPHEBOro

ceptTudukaTa B XxpaHunuue “[loBepeHHble KopHeBble LeHTpbl” (Root) (Tonbko
UNIX);

uma panna - uma danna, cogepxaliero ceptTuukar.
NMpunmeduyaHwue: Ecnm ykasaHa onumsd noCSP, To onuun provhname, provtype, cont, km,
ku urHopupytotcsa. Ecnm onumsa -provname He ykasaHa, To 6yaeTr nmcnonb3oBaH nposangaep no ymos-
YaHWIO yKasaHHoro Tvna (-provtype). [ns onepaumoHHbIX cuctem cemerictea UNIX B kadectBe na-
pameTpa onuun -cont Heo6xo0aAMMO yKa3sbiBaTb MMSA KOHTENHepa BMecTe CO cuyuTbiBaTenem B opmMarte
"\.\umMs_cuutbiBaTens\nmmsa_koHtenHepa” (Hanpumep “\\.\HDIMAGE\cont_name”).

-creatcert -rdn <RDN> [-provtype <N>] [-provhame <CSP>] [-SMIME]
[-nokeygen|-exprt] [-keysize <n>] [-{ex]|sg|both}] [-cont <uma>] [-ku|-km]
[-certusage <OIDs>] [{-CA <appec LIC>}|{-CPCA <appec LIC>} ][]

[{-token <ID TokeHa> -tpassword <naponb>} | -clientcert KMNC1 ]
[-{dm|du}[<nma>]] [-noCSP] [-silent] [-pin <naponb>|-askpin]
[-requestlic][-FileID <Uma ¢aina>] [-ext <pacwumpeHue>]n pas
Co3gaTtb 3anpoc Ha cepTuduKaT, OTNPaBUTb ero B LEeHTP cepTuduKkaummn, noayunTb BbIMUCAHHbIN
cepTudukaTt U YCTaHOBUTb €ro.

RDN

-provtype
-provhname
-SMIME
-nokeygen
-exprt
-keysize
-ex

-sg

-both*
_ku*

-km

-cont
-certusage

-CA
aapec LC

-CPCA

aapec YL,
-token

- cnmcok uMeH noner RDN (Hanpumep: CN, O, E, L) 1 nx 3Ha4yeHuin Buaa:
<Nmso-
nal>=<3HauyeHmnelonal>[,<Umalona2>=<3HauyeHunelonna2>...]

- ykasaTtb Tun kpuntonposarngepa (N) (no ymonydanumio 75);

- yKasaTtb uMs kpuntonposangepa (CSP);

- BKJIOYUTb BO3MOXHOCTM S/MIME (no ymon4yaHuto — HeT; Tonbko Windows);

— UCMNOMb30BaTb CYLLECTBYOLIME KJIHOUYM U3 YKA3aHHOIo KOHTelHepa;

- NMOMETUTb KJIK0UYM KaK IKCMOPTUpPYyeMbIe;

— YCTAHOBWTb AJINHY KAtoya (n);

- C034aTb/MCNOMb30BaTh KoUK 4151 obMeHa 3awndpoBaHHbIMU AAHHBIMU;

— C034aTb/MCNOb30BaTh KUK TONLKO AN paboTbl C NOANUCAMMU;

- co3gaTtb/mcnonb3oBaTb 06a TUNa KaK4en;

- ncnonb3oBaTb KOHTeNHep nonb3oBaTens (CURRENT_USER);

- UCNoNb30BaTb KOHTenHep koMmnbtoTepa (LOCAL_MACHINE);

- 3afaTb MMS K/IIOYEBOr0 KOHTeMHepa (Mo yMoA4YaHuio BbI6op U3 cnucka);

- 3a4aTb Ha3HayeHus cepTudukaTa (OIDs). Ecnn Ha3Ha4YeHUM HEeCKObKO, TO UX
HY>XHO yKa3aTb 4Yyepes 3ansaTyto (Hanpumep,
”"1.3.6.1.5.5.7.3.4,1.3.6.1.5.5.7.3.2");

- yKasaTb aapec ueHTpa ceptudukaummn, nHade ato agpec “CP CSP Test CA”;

- Buaa “http://xxx.yyy/zzz" van “\\cepsep\umalC” (cM. "CuctemHble TpeboBa-
Hna");

- yKasaTb agpec Beb nHtepdenca Kpuntollpo YU;

- Bmaa \"http://xxx.yyy/zzz\" nnn \"https://xxx.yyy/zzz\";

- UCNOMb30BaTb Mapkep BPEMEHHOIro A0CTyna Ana ayTeHTudnkaumm
Ha YU KpunTollpo;

-tpassword - 3asaTb Naposfib K Mapkepy BPEMEHHOro AoCTyna;

<Knci>

-dm
_du*

- MCNonb30BaTb cepTUdUKaT Ans ayTeHTudumKaumm Ha YL KpunTtollpo
(Tonbko gng Unix);

- yCTaHoBKa B XpaHunuuie komnbtotepa (LOCAL_MACHINE);

- yCTaHoBKa B xpaHunuuwe nonb3oBatenss (CURRENT_USER);
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nmsa — Ha3BaHME KOHEeYHOro XpaHwiunwa Ansa yctaHoBku (No ymonydanuio “My”);

-noCSP - He COXpaHATb cepTUdUKaT B KOHTENHEpPe KpunTonpoBanaepa;

-silent - reHepaums knoya 6e3 nonb3oBaTENbCKOro nHTepdenca KpuntTonposanaepa;

-askpin - 3anpawmneaTtb Naposib Npu CO34aHUN KHOYEBOr0 KOHTENHepa C KOHCOoAU (TONbKO
UNIX);

-pin — YCTaHOBWTb MapoJib NpU CO34aHMM KI04YeBOro KoHTenHepa (Tonbko UNIX);

naponb - NapoJsib K KIo4YeBOMY KOHTenHepy (Tonbko UNIX);

-requestlic - 3anpocuTtb cepTudmkaT, cogepxalwmin paclunpenme ¢ nuueHsnen Ha Kpuntollpo
CSP. YU nomxeH 6bITb HAaCTPOEH Ha Bblaayy TakUX cepTudnKaTos;

-FileID - nMs darna, NCnonb3yeMoro Ans 3anncun naeHtndunkaTopa 3anpoca B caydae “oT-
noxeHHon Bblgaun” ceptudpukaTta (cm. -pendcert). Ecnun dann He ykasaH, To
naeHTudunkaTop 6yaeT BbiBeAEH Ha 3KpaH.

-enable-install-root — He 3anpawunBaTb pa3peLlleHne Ha YCTaHOBKY KOPHEBOIO
cepTudukaTta B XxpaHunuuwe “JloBepeHHble KopHeBble ueHTpbl” (Root) (Tonbko
UNIX);

-ext - pob6aBuUTb paclumMpeHune K 3anpocy;

pacwmpeHme - uMs dakna c 3aKoanpoBaHHbIM pacwupeHnem (BASE64 nnn DER);

MpunmeuvaHwune: Ecnum onums -provhname He ykasaHa, To 6yaeTr ucnonb3oBaH npoBanaep
Mo YMOSTYaHMIO yKasaHHoro tuna (-provtype). lanee, ecnm He ykasaHbl onuum -nokeygen n -cont,
TO UMS KOHTelHepa creHepupyeT Kpuntonposangep. [Ons onepaumoHHbiX cuctem cemerictea UNIX B
KadecTBe napameTpa onuum -cont Heo6xoaMMO yKasbiBaTb UMS KOHTEMHEPA BMECTE CO CYMTbIBATENEM
B dbopmaTe "\\.\MmMs_cuutbiBaTena\numsa_koHtenHepa” (Hanpumep “\\.\HDIMAGE\cont_name"”).

-pendcert [-provtype <N>] [-provhame <CSP>] [-cont <uma>] [-ku|-km]
[{-CA <appec LIC>}|{-CPCA <appec LIC>} ]
[{-token <ID TokeHa> -tpassword <naponb>} | -clientcert KMNcC1 ]
[-{dm|du}[<uma>]] [-noCSP] [-FileID <Uma cdainna>]
[-pin <naponb>|-askpin]
MpoBepuTb, He BbiNyweH N cepTuduUKaT, 3anpoc Ha KOTOPbI 6bl1 OTNpaBAeH paHee, NONYYUTb
BbINWCAHHbIN cepTUdUKAT N YCTaHOBUTb ero.

-provtype - ykasaTb TMn Kpuntonposaigepa (N) (no ymonuyaHuio 75);

-provhame - ykasaTb MMSA KpunTtonpoBangepa (CSP);

-cont - 3a4aTb MMS K/I0YEBOr0 KOHTeHepa (Mo YMOJIYaHUIo BbI6Op U3 cnucka);

-ku* - ncnonb3oBaTb KOHTeMHep nonb3oBaTens (CURRENT_USER);

-km - UCNoNb30BaTb KOHTenHep koMmnbtoTepa (LOCAL_MACHINE);

-CA - yKasaTb aapec LueHTpa cepTudukaummn, nHade ato agpec “CP CSP Test CA”;

appec LIC - Buaa “http://xxx.yyy/zzz” nnu “\\cepsep\nmallC” (cM. “"CncremHbie TpeboBa-
Hna");

-CPCA - ykasaTtb agpec Beb nHrtepderica Kpuntollpo YU;

aapec YL - Bmaa \"http://xxx.yyy/zzz\" nnn \"https://xxx.yyy/zzz\";

-token - UCNOMb30BaTb MapKep BPEMEHHOro A0CTyna Ans ayTeHTudhunkaumm

Ha YU KpunTollpo;
-tpassword - 3agaTb Nnaponb K Mapkepy BpeMeHHOro AocCTyna;

<Knci> - UCnonb3oBaTb cepTudukaT ansa ayreHTudukauymm Ha YU Kpuntollpo
(Tonbko ang Unix);

-dm - yCTaHoBKa B xpaHunuuie komnbtotepa (LOCAL_MACHINE);

-du* - yCTaHoBKa B xpaHunuue nonb3osaTtens (CURRENT_USER);

nms - Ha3BaHME KOHEYHOro XpaHunuuwa ansa yctaHoBku (no ymondanuio “My”);

-noCSP — He COXpaHATb cepTudMKaT B KOHTENHEpe KpunTonpoBanaepa;

-FileID - nMs danna, cogepxallero naeHTudukaTop 3anpoca. Ecnn He ¢aln He ykasaH, To
MAEHTUDNKATOP HYXHO ByAeT BBECTU BPYUHYIO.

-askpin — 3anpocuTb NapoJib K/IKYEBOro KOHTeNnHepa ¢ KoHconun (Tonbko UNIX);

-pin - 3ajaTb Napo/b KIOYEBOro KoHTenHepa (Tonbko UNIX);

naponb - NapoJsib K KI4YeBOMY KOHTenHepy (Tonbko UNIX);

-enable-install-root - He 3anpawmsaTb pa3pelleHne Ha YCTaHOBKY KOPHEBOIO
ceptudumkaTa B xpaHunuue “[loBepeHHble KopHeBble ueHTpbl” (Root) (Tonbko
UNIX);

MpunmedyaHwue: Ecnu ykasaHa onuua noCSP, To onumn provhame, provtype, cont, km,
ku nrHopupytoTcs. Ecnm onumnsa -provname He ykasaHa, 7o 6yaeT ncnosb3oBaH nposangep no ymosn-
YaHuIO ykasaHHoro Tuna (-provtype). [na onepaunoHHbix cuctem cemerictea UNIX B kayecTtBe na-
pameTpa onumn -cont Heo6xoAMMO yKasbiBaTb MMS KOHTElHepa BMecTe CO cuuTbiBaTteneMm B dopmate
"\\.\mms_cuntbiBatena\nmsa_koHtenHepa” (HanpmuMep “\\.\HDIMAGE\cont_name”).
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2.8. KoMaHaa ansa paboTbl C CEpUNHBIM HOMEPOM NNLEH3UN (TONBbKO ANS
Windows)

-sn [<cepuiiHbIA HOMep>]
CoxpaHunTb/NoKasaTb CEPUNHBLIA HOMEP JINLLEH3UN.
CepUHbI HOMEpP - CepUiHbIA HOMEpP, KOTOPbIN HEO6X0AMMO COXPaHUTb (MOXHO YKa3biBaTb Kak
C pasgenutensiMm, Tak u 6e3 Hux).

MpunmevaHnwue: [Onga Toro 4Tobbl MOCMOTPETbL COXPAHEHHbIA CEPUMHbBIN HOMEP, AOCTAaTOYHO
yKasaTb KoMaHAy -sn 6e3 napameTpa. B onepaumoHHbIX cuctemax cemencrea UNIX wcnonb3yetcs
CEPUIHBIN HOMEP NULEH3UN Kpuntonposangepa.

Mpunmep:

cryptcp -sn P020G-Q0010-A5000-01UXA-XUFFD

CoxpaHsieT yKa3aHHbIN CepUnHbIN HOMEP TMLIEH3MN Ha KOMMblOTEpeE.

3. Kpuntonposangepbl «Kpuntollpo CSP»

CryptoPro CSP 1.1

MUma | Crypto-Pro Cryptographic Service Provider
Tun 2
CryptoPro CSP 2.0 / CryptoPro CSP 3.6
Uma | Crypto-Pro GOST R 34.10-94 Cryptographic Crypto-Pro GOST R 34.10-2001 Cryptographic
Service Provider Service Provider
Tun 71 75
CryptoPro CSP 3.0 (kcl)
Uma | Crypto-Pro GOST R 34.10-94 KC1 CSP Crypto-Pro GOST R 34.10-2001 KC1 CSP
Tun 71 75
CryptoPro CSP 3.0 (kc2)
Uma | Crypto-Pro GOST R 34.10-94 KC2 CSP Crypto-Pro GOST R 34.10-2001 KC2 CSP
Tun 71 75

4. Bo3Bpalwaemble Koabl OWMO0K

K:: (ODuévég- K::Il(oHL:;l(()i- OnucaHue own6KM
536871012 20000064 | Mano namsTn
536871013 20000065 | He ynanocb OTKpbITb hann
536871014 20000066 | Onepaunsa oTMeHeHa nNoJib3oBaTesieM
536871015 20000067 | HekoppekTHoe npeobpasoBaHmne BASE64
536871016 20000068 | Ecnn ykasaH napaMeTp '-help', To Apyrnx 6biTb HE AO/IKHO
536871112 200000C8 | YkasaH AnwHun dann
536871113 200000C9 | YkazaH HeM3BEeCTHbIN K04
536871114 200000CA | Yka3zaHa nuwHasa KoMaHaa
536871115 200000CB | Ang knwYa He yKasaH napameTp
536871116 200000CC | He ykazaHa KoMaHAa
536871117 200000CD | He ykasaH HeobxoaAnMbI KoY
536871118 200000CE | YKasaH HeBepHbIN KoY
536871119 200000CF | MapameTpom Kito4a '-q' 4O/MKHO 6bITb HAaTypasibHOEe YMCcio
536871120 200000D0 | He ykasaH BxogHOW dann
536871121 200000D1 | He ykasaH BbixogHon daiin
536871122 200000D2 | KoMaHAa He ucnonb3yeT napaMeTp C uMeHeM danna
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536871123 200000D3 | He yka3aH ¢ann coobuieHns

536871212 2000012C | He yganocb OTKpbITb XpaHununue ceptudmKaToB:

536871213 2000012D | CepTundunkaTbl HE HaWAEHbI

536871214 2000012E | HanpgeHo 6onee ogHoro ceptudukarta (kawoy '-1")

536871215 2000012F | KomaHaa nogpa3yMeBaEeT UCMOJIb30BaHME TOJbKO 04HOro ceptndunkaTa
536871216 20000130 | HeBepHO yKasaH HoMep

536871217 20000131 | HeT ncnonb3yembix cepTudUKaToB

536871218 20000132 | JaHHbIM cepTUdUKAT HE MOXKET NPUMEHSATLCA A5 3TOW onepaumm
536871219 20000133 | Llenoyka ceptnuduKaTtoB He NpoBepeHa

536871220 20000134 | KpuntonpoBangep, nogaepXxvBamwmii Heo6xoAMMbIN anropuTM He HalaeH
536871221 20000135 | HeyaayHbli BBOA Naposis KAKYEBOr0 KOHTENHEpPA

536871312 20000190 | He ykasaHa Macka ¢ansios

536871313 20000191 | YkasaHbl HECKOJIbKO MacokK ¢aiiaoB

536871314 20000192 | ®ansbl He HaKgeHbI

536871315 20000193 | 3apaHa HeBepHas Macka

536871316 20000194 | HeBepHbIV xeLw

536871412 200001F4 | Kntod '-start' ykasaH, a BbIXoAHOW hann HET

536871413 200001F5 | Conepxumoe danna - He NoANMCaHHOe coobuieHue

536871414 200001F6 | Hem3BeCcTHbIN anropnuTM Noanmncu

536871415 200001F7 | CepTtndunkaT aBTopa NoANMCU HE HaaeH

536871416 200001F8 | Moanucbk He HanaeHa

536871417 200001F9 | Noanncb He BepHa

536871418 20000200 | WTamn BpeMeHn He BepeH

536871512 20000258 | Coaepxumoe danna - He 3aWMdpoBaHHOE COObLLEHNE
536871513 20000259 | HensBeCTHbIV anropmTtm WNQpPoBaHUS

536871514 2000025A | He HangeH cepTuduUKaT C COOTBETCTBYHOWMM CEKPETHBIM KJIKOYOM
536871612 200002BC | He yaanocb nHuumanmsuposatb COM

536871613 200002BD | KoHTEelHEepbl He HanAaeHbI

536871614 200002BE | He yganocb nony4ymnTb OTBET OT cepBepa

536871615 200002BF | CepTtudukart He HaheH B OTBETE cepBepa

536871616 200002C0 | ®ann He COAEPXUT MAeHTUdUKATOP 3anpoca:

536871617 200002C1 | HekoppekTHbin agpec LUC

536871618 200002C2 | NonyyeH HeBepHbI Cookie

536871712 20000320 | CepuiHbIN HOMEP COAEPXUT HEAONYCTUMOE KOIMYECTBO CUMBOJIOB
536871713 20000321 | HeBepHbIn KOA NpoAyKTa

536871714 20000322 | He yonanocb NpoBepUTb CEPUMNHbBIA HOMED

536871715 20000323 | He ynanocb CoOXpaHUTb CEPUINHBIA HOMED

536871716 20000324 | He ypanocb 3arpy3uTb CEPUNHBIA HOMEpP

536871717 20000325 | JInueH3ns npocpoyeHa

MpunmeuvaHune: Kpome KOAOB, NpuMBeAeHHbIX B Tabnuue, NpuioXKeHWe MOXET BO3BpallaTb
KoA ntobon cnctemHon owmnbkmn Windows.
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